In: Proceedings of the 19th IEEE Real-Time Systems Symposium,Madrid, Spain, December 1998, to appear.Proportional Share Scheduling of Operating System Services for Real-Time Applications*Kevin Jeffay, F. Donelson Smith, Arun Moorthy, James AndersonUniversity of North Carolina at Chapel HillDepartment of Computer ScienceChapel Hill, NC 27599-3175{jeffay,smithfd,moorthy,anderson}@cs.unc.eduAbstract*While there is currently great interest in the problem ofproviding real-time services in general purpose operatingsystems, the issue of real-time scheduling of internal oper-ating system activities has received relatively little atten-tion. Without such real-time scheduling, the system issusceptible to conditions such as receive livelock Ñ asituation in which an operating system spends all its timeprocessing arriving network packets, and application proc-esses, even if scheduled with a real-time scheduler, arestarved. We investigate the problem of scheduling operat-ing system activities such as network protocol processingin a proportional share manner. We describe a proportionalshare implementation of the FreeBSD operating systemand demonstrate that it solves the receive livelock prob-lem. Packets are processed within the operating systemonly at the cumulative rate at which the destination appli-cations are prepared to receive them. If packets arrive at afaster rate then they are discarded after consuming minimalsystem resources. In this manner the performance of ÒwellbehavedÓ applications is unaffected by ÒmisbehavingÓ ap-plications. We demonstrate this effect by running a set ofmultimedia applications under a variety of network condi-tions on a set of increasingly sophisticated proportionalshare implementations of FreeBSD and comparing theirperformance. This work contributes to our knowledge ofthe engineering of proportional share real-time systems.1. IntroductionApplications such as interactive multimedia and immersivevirtual environments, require real-time computation andcommunication services from the operating system in or-der to be effective. As applications such as these are in-creasingly being hosted on general purpose (rather thanspecialized real-time) operating systems, there is great in-terest in migrating real-time systems technology to desk-top operating systems. A recent development in the area ofreal-time support in general purpose operating systems isthe use of proportional share resource allocation for provid-ing real-time services [3, 7, 9, 13]. In a proportional share

* Work supported by grants from the National Science Foundation(grants CCR-9510156, & CCR-9732916) and the IBM Corporation.system, processes make progress at a precise, uniform rateaccording to the share of system resources they are to re-ceive. Processes appear to execute on a dedicated virtualprocessor whose capacity is a fraction of that of the actualprocessor. Proportional share resource allocation is particu-larly well-suited to the problem of providing real-timeservices within a general purpose operating system becauseits underlying scheduling mechanism is a quantum-basedround-robin-like scheduler and because one can implementa proportional share system without introducing any newapplication-level concepts or mechanisms. This means thatexisting applications can be made to execute in a predict-able, real-time manner without modifying the application.Previous operating system work in proportional share re-source allocation has considered only the problem ofscheduling user processes. In particular, the problem ofscheduling operating system activity such as network pro-tocol processing has not been addressed. This is significantbecause much of the processing in the operating systemoccurs asynchronously with respect to system calls madeby applications. If the execution of operating system ac-tivities is not managed carefully, the operating systemmay consume an inordinate amount of resources and nul-lify the benefits of real-time scheduling for applicationprocesses.For example, consider the receive livelock problem de-scribed by Druschel and Banga, and by Mogul and Rama-krishnan [6, 23]. In most general purpose operating sys-tems, the processing of inbound network packets is thehighest priority activity after the processing of clock inter-rupts. This is the case because the network interface isarguably the most real-time device on a general purposecomputer. Since one cannot typically control the rate atwhich packets arrive at a computer, when packets are notprocessed Òfast enough,Ó it is possible that packets may belost at the network interface. Said another way, unlikemost other devices attached to a computer, the operatingsystem cannot force the network interface to stop generat-ing service requests without running the risk of losingdata. On modern high-speed networks, packets can arrive at

2high enough rates that the process of responding to net-work interrupts and performing the necessary protocolprocessing can saturate the system. The system will spendall of its time preparing packets to be received by applica-tions and there will be no time for applications to actuallyreceive and process any packets. Thus in the worst case, allinbound data is lost. Every packet is partially processed(by the operating system) while none are fully processed(by the destination application). The receive livelock prob-lem has been observed on server machines such as webservers, file servers, and DNS name servers, that are at-tached to high-speed networks such as 100 Mbps FDDIrings [6].The essence of the receive livelock problem is the staticpriority scheduling mechanisms employed in most operat-ing systems (including most real-time operating systems).If the highest priority processing consumes all of the sys-temÕs resources then all other processes starve. The solu-tion therefore, is (1) to bound the resources consumed bythe network interface, and (2) to ensure that if a packet isreceived at the network interface it will be processed by thedestination application. An approach to the first probleminvestigated by Mogul and Ramakrishnan, is to poll fornewly arrived network packets under times of high load.This technique worked well, however, by itself, pollingcould not ensure that packets received are eventually proc-essed by the application. This is because ultimately, theirsystem was not a real-time system and did not supportintegrated application and operating system processing. Toaddress the second problem, Druschel and Banga developeda network subsystem architecture for processing packetsaccording to application-level priorities. We adopt theirarchitecture but implement it using proportional sharetechnology. Moreover, we provide a real-time solution byintegrating application and kernel-level scheduling. Whencombined with proportional share scheduling of user proc-esses, we demonstrate that proportional share scheduling ofpacket and protocol processing provides a means for pre-cisely controlling the resources consumed by the networksubsystem. Network processing will occur at the rates atwhich applications are prepared to receive packets andhence all data received is eventually processed by the appli-cation. Moreover, our solution protects applications fromÒmisbehavingÓ senders. If a remote sender transmits mes-sages to an application on our machine at a higher ratethan the receiving application can process, the ÒexcessÓmessages are dropped at the network interface after onlyminimal processing. Thus applications whose senders areÒwell behavedÓ are unaffected by these errant processes.While we are advocates of proportional share technology,we recognize that other solutions to the problems we out-line herein are possible (e.g., [23]). Whether or not oneviews a particular resource allocation approach as beingintrinsically better or worse than any other will depend onfactors such as the nature of real-time guarantees requiredby applications, the extent to which it is considered ac-ceptable to modify the internal structures of the operatingsystem or its API, and the extent to which it is consideredacceptable to modify applications to take advantage of thenew real-time services. Our goal is to understand the costof providing real-time services transparently to applica-tions that are unaware of their existence. We seek to under-stand the complexity of providing such services in conven-tional operating systems and how such services are likelyto perform.Our work makes the following contributions. First wedemonstrate a model for proportional share scheduling ofoperating system services through minimal modificationsto the existing operating system. We show how a mono-lithic, single-threaded operating system kernel such as theFreeBSD kernel can be extended to allow proportionalshare execution of network packet and protocol processing.Second, we demonstrate that proportional share executionof the network packet and protocol processing solves thereceive livelock problem. We show that packets are re-ceived only at the rates at which applications are able toprocess them and how unmodified applications process thepackets that are received in real time.The following section discusses related work in the designof real-time operating systems. Section 3 briefly reviewsthe main concepts of proportional share resource alloca-tion. Section 4 describes the network protocol processingcomponents of FreeBSD and describes their proportionalshare implementation. Section 5 evaluates the implemen-tation by demonstrating both the effects of the receive live-lock problem and its elimination through proportionalshare scheduling of the network interface. We conclude inSection 6 with some comments for future investigations.2. Related WorkResearch into the design and construction of real-time op-erating systems can be crudely partitioned into three cate-gories: the development of brand new real-time operatingsystems, the extension of existing operating systems tosupport real-time processing, and the provision of real-time execution facilities by virtualizing the underlyinghardware and executing a largely unmodified general pur-pose operating system on the resulting virtual machine.The most recent example of a new real-time operating sys-tem is the Rialto operating system developed at Microsoft[15]. Recent examples of the real-time extensions to exist-ing operating systems are more numerous and includeReal-Time Mach [21], the Processor Capacity Reservesvariant of Real-Time Mach [18], the SMART Solaris sys-tem [7], and variants of Linux [16]. Of particular note hereare extensions to UNIX kernels to support proportional

3share scheduling. These include the SFQ SVR4 UNIXsystem [3], the Mach- and FreeBSD-based Lottery Schedul-ing implementations [13], and the EEVDF version ofFreeBSD [9]. Each of these systems supports only propor-tional share execution of user processes. Examples of theproviding real-time services through virtual machine emu-lation include Real-Time Linux [17], the Real-Time IBMMicrokernel [22], and a real-time HAL extension for Win-dows NT [12].Our approach falls under the category of extending an ex-isting operating system to support proportional shareprocessing. From our perspective the most relevant relatedwork is the work done within the context of the ProcessorCapacity Reserves (PCR) extensions to Real-Time Mach(RT Mach) [18, 20]. In this work, the RT Mach develop-ers were also concerned with the impact of network proto-col processing and explicitly scheduled this process as areal-time process using the PCR abstraction. Protocolprocessing was performed in a user-level process and hencescheduling its execution was straightforward as real-timescheduling of user processes is the cornerstone of RTMach. The PCR abstraction ensures that real-time activi-ties do not execute for longer than they are expected to.Thus, although the RT Mach developers were primarilyinterested in showing the utility of integrated protocol andapplication scheduling, it is likely that a PCR systemcould be made immune to the receive livelock problem.Our work differs in two respects. First, we are dealing adifferently structured host operating system. Unlike theoriginal microkernel origins of RT Mach which enableuser-level execution of system processes, we are dealingwith a monolithic, single-threaded operating system. Ourchallenge here is to schedule kernel ÒprocessesÓ withoutrewriting the kernel so as to create physical, schedulableprocesses. Second, whereas RT Mach employs rate-monotonic scheduling technology, we are experimentingwith proportional share resource allocation. Ultimately wehope to show that real-time execution of operating sys-tems services is possible in a proportional share systemwithout having to resort to explicitly restructure the kernelto make it multi-threaded.3. Proportional Share Resource AllocationIn a proportional share (PS) system each shared resource ris allocated in discrete quanta of size at most qr. At thebeginning of each time quantum a process is selected touse the resource. Once the process acquires the resource, itmay use the resource for the entire time quantum, or itmay release the resource before the time quantum expires.For a given resource, we associate a weight with eachprocess that determines the relative share of the resourcethat the process should receive. Let wi denote the weight ofprocess i, and let A(t) be the set of all processes active attime t. Define the (instantaneous) share fi(t) of process i attime t as

f t w w i i j j A t

( ) ( ) = Î å

(1)A share represents a fraction of the resourceÕs capacity thatis ÒreservedÓ for a process. If the resource can be allocatedin arbitrarily small sized quanta, and if the processÕs shareremains constant during any time interval [t1, t2], then theprocess is entitled to use the resource for (t2 Ð t1)fi(t) timeunits in the interval. As processes are created/destroyed orblocked/released, the membership of A(t) changes andhence the denominator in (1) changes. Thus in practice, aprocessÕs share of a given resource will change over time.As the total weight of processes in the system increases,each processÕs share of the resource decreases. As the totalweight of processes in the system decreases, each processÕsshare of the resource increases. When a processÕs sharevaries over time, the service time that process i shouldreceive in any interval [t1, t2], is

S t t f t dt i i t t ( , ) ( ) 0 1 1 2 = ò

(2)time units.Equations (1) and (2) correspond to an ideal Òfluid-flowÓsystem in which the resource can be allocated in arbitrarilysmall units of time. In practice one can implement only adiscrete approximation to the fluid system. When the re-source is allocated in discrete time quanta it is not possiblefor a process to always receive exactly the service time itis entitled to in all time intervals. The difference betweenthe service time that a process should receive at a time t,and the time it actually receives is called the service timelag (or simply lag). Let

t i0

be the time at which process ibecomes active, and let s(

t i0

, t) be the service time processi receives in the interval [

t i0

, t]. Then if process i is activein the interval [

t i0

, t], its lag at time t is defined aslagi(t) = Si(

t i0

, t) Ð si(

, t).(3)Since the lag quantifies the allocation accuracy, we use itas our primary metric for evaluating the performance of PSscheduling algorithms. Previously we have shown that onecan schedule a set of processes in a PS system such thatthe lag is bounded by a constant over all time intervals [9].This means that a PS systemÕs deviation from a systemwith perfectly uniform allocation is bounded and thus, asexplained below, real-time execution is possible.3 . 1 Scheduling to Minimize LagThe goal in proportional share scheduling is to minimizethe maximum possible lag. This is done by conceptuallytracking the lag of processes and at the end of each quan-tum, considering only processes whose lag is positive [9].If a processÕs lag is positive then it is Òbehind scheduleÓcompared to the perfect fluid system Ñ it should have

4accumulated more time on the CPU than it has up to thecurrent time. If a processÕs lag is positive it is consideredeligible to execute. If its lag is negative, then the processhas received more processor time than it should have up tothe current time and it is considered ineligible to executeWhen multiple processes are eligible, they are scheduledusing an earliest deadline first rule, where a processÕs dead-line is equal to its estimated execution time cost divided byits share of the CPU Äi(t). This deadline represents a pointin the future when the process should complete executionif it receives exactly its share of the CPU. For example, ifa processÕs weight is such that its share of the CPU at thecurrent time is 10% and it requires 2 ms of CPU time tocomplete execution, then its deadline will be 20 ms in thefuture. If the process actually receives 10% of the CPU,over the next 20 ms it will execute for 2 ms.In [9] it was shown that this proportional share version ofdeadline scheduling provides optimal (i.e., minimum pos-sible) lag bounds. This algorithm forms the basis for thePS implementation described in Section 4.3 . 2 Realizing Real-Time ExecutionIn principle, there is nothing Òreal-timeÓ about propor-tional share resource allocation. Proportional share re-source allocation is concerned solely with uniform alloca-tion (often referred to in the literature as fair allocation). APS scheduler achieves uniform allocation if it can guaran-tee that processesÕ lags are always bounded.Real-time computing is achieved in a PS system by (i)ensuring that a processÕs share of the CPU (and other re-quired resources) remains constant over time, and by (ii)scheduling processes such that each processÕs lag is alwaysbounded by a constant. If these two conditions hold overan interval of length t for a process i, then process i isguaranteed to receive (fi ´ t) ± e units of the resourceÕscapacity, where fi is the fraction of the resource reserved forprocess i, and e is the allocation error, 0 £ e £ d, for someconstant d [9]. Thus, although real-time allocation is pos-sible, it is not possible to provide hard and fast guaranteesof adherence to application-defined timing constraints. Saidanother way, all guarantees have an implicit, and funda-mental, Ò± eÓ term. In the implementation described belowe is a set-able parameter, but is fixed at 1 ms.Our deadline-based scheduling algorithm ensures that eachprocessÕs lag is bounded by a constant [9] (condition (i)).To ensure a processÕs share remains constant over time(condition (ii)), whenever the total weight in the systemchanges, a Òreal-timeÓ processÕs weight must be adjustedso that its initial share (as given by equation (1)) does notchange. For example, if the total weight in the systemincreases (e.g., because new processes are created), then areal-time processÕs weight must increase by a proportionalamount. Adjusting the weight to maintain a constant shareis simply a matter of solving equation (1) for wi when fi(t)is a constant function. (Note that wi appears in both thenumerator and denominator of the right-hand side of (1).)4. Realizing Proportional Share Execution ofOperating System Activities: A Case StudyThe challenges in realizing proportional share execution ofoperating system activities are numerous. They include:· Identifying ÒthreadsÓ of control within the operatingsystem kernel that need to be scheduled and subjectingthem to the purview of a PS scheduler.· Assigning weights and shares to kernel activities.· Ensuring mutually exclusive access to shared datastructures in the kernel.· Assigning buffer capacity in a proportional manner atasynchronous kernel boundaries.We illustrate these problems using the network packet andprotocol processing portions of the FreeBSD operatingsystem as an example. For brevity, we consider only proc-essing associated with the receipt of inbound packets.(Processing of outbound packets turns out to be an easierproblem.)4 . 1 Scheduling of Operating System Ac-tivities in FreeBSDFreeBSD is a derivative of the 4.4 BSD Operating System[5]. Network processing occurs in three distinct layers inFreeBSD: the socket layer, the protocol layer, and the de-vice interface layer. Figure 1 illustrates these layers forUDP packets. The layers for other transport protocols aresimilar. Processing within each layer is controlled byevents external to the kernel such as hardware interruptsfrom the network interface or software interrupts from userprocesses making system calls to receive network mes-sages. Interrupts from the network interface device are serv-iced by a device-specific interrupt handler that is executedat a high priority level (called splimp) that preempts allother network-related processing and is preemptable onlyby interrupts from the hardware clock. The device drivercopies data from buffers on the adapter card into a chain offixed-size kernel memory buffers (called mbufs) sufficientto hold the entire packet plus auxiliary data such as queuepointers. This chain of mbufs is passed on a procedure callto a general interface input routine for a class of input de-vices (e.g., Ethernet). This procedure uses the type fieldfrom the Ethernet header to determine which protocol (e.g.,IP) should receive the packet and enqueues the packet onthat protocolÕs input queue. It then posts a software inter-rupt (with an intermediate priority, splnet) that will causethe protocol layer to be executed when no higher priorityhardware or software activities are pending. It then returnsfrom interrupt processing at the splimp level.

5Processing by the protocol layeroccurs asynchronously with re-spect to the device driver process-ing. When the software interruptposted by the device driver at pri-ority splnet is the highest prior-ity, the protocol-layer input rou-tine is entered. It executes a mainloop in which each iteration re-moves the mbuf chain at the headof the input queue and passes it tothe appropriate processing rou-tines for IP and UDP. To protectthe input queue data structureshared by the protocol layer andthe interface layer, the protocollayer dequeue function temporarilyraises its priority to the splimplevel to prevent preemption by thedevice driver. The mbuf chain isthen processed completely in theprotocol layer and finally enqueued on the receive queue forthe destination socket. If any process is blocked in a kernelsystem call awaiting input on the socket, it is unblocked.Software interrupt porcessing returns when no more mbufsremain on the protocol input queue.The kernel socket layer code executes when a process in-vokes some form of receive system call on a socket de-scriptor and runs at the lowest-priority software interruptlevel (spl0). This priority is used for all normal kernelprocessing so the socket code can execute when no higherpriority interrupts are pending. When there is a receivesystem call active for the socket, data to be received iscopied into the receiving processÕs local buffers from thembuf chain(s) at the head of that socketÕs receive queue.This queue is protected by a locking mechanism and bytemporarily raising the socket layer priority to splnet toprevent preemption by the protocol layer. When there issufficient data on the socket receive queue to satisfy thecurrent request, the kernel completes the system call andreturns to the user process.For a more complete description of these functions see [5]and [19].4 . 2 PS Scheduling of Operating SystemActivities in FreeBSDConceptually each layer of protocol processing represents aseparate logical process that must be scheduled. These lay-ers are not processes in the traditional sense but instead aremore akin to procedure calls that are called by a softwareinterrupt dispatching mechanism that is invoked upon thecompletion of every system call or quantum expiration.The existing dispatching mechanism is, in essence, a sim-ple static priority scheduler. Wehave modified the FreeBSD soft-ware interrupt dispatching mecha-nism to dispatch kernel activitiesonly at quantum expirations. Thishas the positive effect of ensuringthat user processes execute for afull quantum once scheduled, butalso the negative effect of delay-ing kernel activities. This effectcan be mitigated, however, by anappropriate choice of a quantumduration. In the experiments de-scribed below we used a 1 msquantum (compared to the defaultFreeBSD quantum of 100 ms)without ill-effect.In addition to dispatching softwareinterrupts at quantum boundaries,we also assign a weight to eachinterrupt and perform an eligibility and deadline test foreach interrupt [9]. Software interrupts are consideredequally with user processes and either the eligible userprocess or eligible software interrupt with the earliest dead-line is scheduled next. One complexity here is that kernelactivities communicate and synchronize through sharedmemory in the kernel. Previously, the software interruptpriority structure was used to ensure shared data in the ker-nel is accessed in a mutually exclusive manner. We can nolonger use these mechanisms because in order for the lagbounds guaranteed by the theory to hold, a process must beable to execute for its entire quantum once scheduled. Thuswhen a software interrupt handler executes, we must ensurethat no shared data structures within the kernel are lockedwhen a quantum expires.In general, there are several approaches to solving thisproblem. For the FreeBSD network protocol processingcode, each software interrupt routine consists of a loop thatremoves a packet from one queue, performs some process-ing and then inserts the packet on a second queue. Theseloops typically execute until the source queue is empty.We modified these loops to execute until either the sourcequeue is empty or until a maximum number of packets hasbeen processed. In the latter case the interrupt routine willreschedule itself (post another software interrupt for itself)and then terminate. The maximum number of packets tobe processed is chosen to be the maximum number ofpackets that are guaranteed to be processed to completionwithin one quantum. Bounding the number of packetsprocessed in this way ensures that software interrupt proc-essing is never preempted by a quantum expiry and hencethat shared data structures are always in a consistent stateat the end of each quantum. Note that although this tech-

User ProcessSocket LayerInterface/Device Driver LayerProtocol Layer (UDP/IP)Network DeviceUserKernel, ( spl0 ) Kernel,

network

protocol

priority ( Kernel,networkinputpriority(splimp)Protocol

Socket

receive

queues

Figure 1: FreeBSD, UDP, networkinput processing.

6nique appears at first to reduce performance (because kernelactivities may not execute for an entire quantum), the ac-tual rate at which activities are performed depends on theshare of the processor they are assigned and not on howlong they actually execute once scheduled. Moreover, byadopting this approach we need not include any synchroni-zation code in the packet processing code and hence overallthis code is more efficient.The maximum number of packets that could be processedwas determined by hand timing the loops to determine themaximum number of packets that could be processedwithin a quantum. The time to process a packet is, for themost part, independent of the size of a packet (much of theprocessing consists of pointer manipulations) and in allcases is bounded. These measurements were also used todetermine the cost of a particular kernel activity and usedby the dispatcher to compute deadlines for kernel activitiesas described in Section 3.1.4 . 3 PS Scheduling of User ProcessesUser processes are scheduled using the FreeBSD schedulermodified to perform the eligibility and deadline calcula-tions. Process descriptors were changed to record a weightand share for each process as well as a measure of its cur-rent execution time cost. Processes can either assign theirown weights or have them assigned by a separate managerprocess. If programs are written with knowledge of ourkernel modifications they can alter their weights through asystem call. Pre-existing programs receive a default weightthat ensures they make progress as in a time-sharing sys-tem. This weight (and the weight of any user process) canbe changed by the manager process. By manipulating aprocessÕs weight, its rate of progress relative to the otherprocesses in the system can be controled. By manipulatinga processÕs share, one can control its absolute rate of pro-gress independent of the other processes in the system. Ifthe manager sets a processÕs share, the kernel determineswhat weight the process should have in order to guaranteethat it receives the appropriate share [10].The kernel records a bit indicating whether a process has afixed weight or a fixed share. Processes with a fixed shareare Òreal-timeÓ processes and their weights will be adjustedto maintain a constant share whenever the total weight ofprocesses in the system changes (i.e., whenever a processis created or destroyed). Beyond the fixed weight/share di-chotomy, there is no distinction between real-time andnon-real-time processes in the kernel. Any process canbecome a real-time process at any time so long as the totalshares of all real-time processes remains less than 1.0.To schedule a process the kernel needs an estimate of theprocessÕs execution time. The estimated execution time isused to determine the processÕs deadline as outlined in Sec-tion 3.1. We use a simple heuristic of monitoring the exe-cution time consumed by processes between system callsand assume that the execution time used in the recent pastis a good indicator of the time a process will require in thenear future. We use the standard FreeBSD execution timemonitoring infrastructure to record the elapsed executiontime of processes.1 When a process performs network I/Oa new deadline is computed for the process based on theamount of execution time consumed since the last I/Ooperation. For processes with a regular structure (such asmost cyclic real-time processes) this heuristic should workquite well. For the multimedia processing load consideredin our experiments (see Section 5), this simple heuristicwas sufficient. Moreover, if execution time estimates areinaccurate the kernel will be able to detect this fact. If theexecution time estimate for a process is too low then theprocess will not have made another system call by its dead-line. If the estimate is too high, the process will completeits current execution before its deadline. Thus one can em-ploy software phased-locked loops to further refine theestimates of execution time[4].Note, however, that if the estimate of a processÕs execu-tion time is inaccurate, it effects only the performance ofthat process. Independent of the execution time estimate, aprocess can never consume more than its share of the proc-essor (and shares are determined by weights not costs).Thus if an estimate of a processÕs execution time is overlyoptimistic or if a programmer willfully specifies an execu-tion time that is too low, the performance of other proc-esses is unaffected.4 . 4 Assigning Weights to Kernel ActivitiesKernel processing is scheduled together with user process-ing; each according to its weight. Weights for user proc-esses are either set by the processes directly or by the man-ager process. Weights for kernel activities are derived fromuser weights. For the purpose of defining weights, wedistinguish between two types of kernel processing: peruser process activity and demultiplexing activity. Per userprocess activities consist of the kernel processing associ-ated with system calls made by user processes. When asystem call is made it is considered a logical extension ofthe invoking process and execution of the appropriate ker-nel activity is performed (scheduled) with the same weightas the invoking process. For example, when a processattempts to receive a message from a socket, the socketlayer processing is performed with the same weight as thereceiving process. In this manner kernel processing directlyrelated to an individual process occurs at the same rate atwhich the process executes.

1 Note that because software interrupts are now scheduled, timings ofuser activities are more accurate than in unmodified FreeBSD (as wasthe case in [23]). Previously, software interrupt processing was chargedto the user process executing at the time of the interrupt.

7Other kernel activities such as IP processing are performedon behalf of a collection of processes. For example, whenthe IP processing software interrupt is posted after a packetarrives, the ultimate destination of the packet is not knownand hence the rate at which it should be processed cannotbe determined (without actually processing the packet!). Inthis case, IP processing needs to make progress at the sumof the rates of all processes there are currently receivingpackets from the network. To ensure this is the case,whenever a user process binds to a socket, the kernel re-cords its weight and adds a corresponding amount ofweight to the weight of the IP processing kernel activity.One subtlety here is that whereas user processes maymeasure rates in arbitrary units (e.g., execution time re-ceived per second), IP processing makes progress in unitsof packets processed per time unit. Thus a user processÕsweight must be mapped into a IP weight by estimatinghow many packets a user process is likely to receive perunit time. To do this, we use the deadline of a process asan estimate of its period and assume that the process willreceive one packet per period. For example, if a processÕsweight is such that its share is 10% of the CPU, and theprocessÕs measured execution time is 2 ms, its period (theproduct of dividing its execution time by its share) will be20 ms. Thus the weight of the IP activity needs to be setso as to ensure that IP processing is performed at leastonce every 20 ms. Therefore, whenever a process withdeadline d binds to a socket, the weight of the IP activityis increased so that the share of the activity increases byc/d, where c is the cost of IP processing for a single packet(a constant). In addition, the weight of the IP processingactivity is further inflated to increase its share by a config-urable amount that is sufficient to ensure that non-requested IP packets (e.g., ARPs and other broadcast pack-ets) can be processed without effecting the performance ofuser packet processing.4 . 5 Proportional Share Allocation of Ker-nel BuffersA final issue to consider is the allocation of buffer spacewithin the kernel. Just as processes require a share of theCPU in order to make progress, they also require a share ofthe buffers available in each of the interface and protocolprocessing layers within the kernel. In FreeBSD, at most50 packets can be queued pending processing by the IPlayer. If these queue entries are allocated to arriving packetsin a FCFS manner, it is possible that applications expect-ing to receive packets at a slow rate may be adversely ef-fected by applications that either are not processing packetsfast enough or whose senders ÒmisbehaveÓ by sendingpackets at a higher rate than the application is prepared toreceive. For example, consider a scenario wherein an audiophone application expects to receive one packet every 20ms, and a file transfer program expects to receive 200packets/second (one packet every 5 ms on average). In thiscase the IP processing activity will be assigned a weightso as to ensure it is able to process at least 50 + 200 =250 packets/second. If the file transfer sender does not paceits transmission or if it sends at a higher than expectedaverage rate, the device interface queue may become fullwith unprocessed file transfer packets and when an audiophone packet arrives, it is dropped for lack of space. In thiscase a ÒmisbehavingÓ non-real-time application is nega-tively impacting a Òwell behavedÓ real-time application.The solution, a variant of that proposed by Druschel andBanga [23], is to allocate queue capacity (a number ofqueue entries) for packets destined for user processes inproportion to the rate at which the process is expected toreceive packets. For example, if a user process currently isexpecting to receive 1 packet every 20 ms, and the periodof the IP processing activity is currently 10 ms, then atleast one queue entry should be reserved for this process.(In practice, one would reserve more entries to deal with aless than periodic arrival process.) If a user process is exe-cuting fast enough to receive 1 packet every 5 ms, then atleast 2 queue entries should be reserved for this process.In addition to reserving queue entries for user processes,the IP processing activity also has to internally schedulethe processing of individual packets. That is, it cannotsimply service packets in FCFS order as this would hurtwell-behaved applications when other applications are hav-ing packets delivered at inappropriate rates. Althoughqueue entries are reserved for user processes, it is likelythat at any given time there will exist more packets thanthe IP activity can process in one quantum, and hence theIP activity must explicitly determine which packets toservice first in order to ensure that well-behaved applica-tions do not lose packets. To do this, we simply recur-sively implement another instance of a proportional sharescheduler inside the IP activity to select the packet to proc-ess next. Whenever the IP activity is scheduled, it inter-nally sub-allocates its quantum to packet processing byassigning eligible times and deadline to packets based onthe weights of the user process that will receive the packet.Combined, the hierarchical scheduling mechanism andqueue entry reservation system ensure that when a packetfor a well-behaved application arrives at the network inter-face, it is guaranteed to be processed at the IP layer anddelivered to the user process, independent of how otherapplications are receiving packets. Said another way, pack-ets for misbehaving applications are dropped as early aspossible after only minimal processing.Note that all we are doing here is managing buffers in pre-cisely the same way routers manage buffers under fairqueueing-based service disciplines [1, 2, 8, 14].

85. Experimental ResultsWe modified the FreeBSD 2.2.2-RELEASE system tosupport proportional share scheduling and ran a suite ofexperiments to assess the impact of proportional shareexecution of packet and network protocol processing. Ourexperiments were conducted on a 200Mhz Pentium Prowith 64 MB of memory. The network interface was a3Com 3C595 (vx0) 10/100 Ethernet adapter running at10Mbps. We used three simple applications that we be-lieve are indicative of the types of real-time and non-realtime processing that is likely to be performed on ageneral purpose workstation. The applications were:· an audio player application that handles incoming 100byte messages at a rate of 50/second and computes for1 millisecond on each message (requiring 5% of theCPU on average),· a motion-JPEG receiver that handles incoming 1470byte messages at a rate of 90/second and computes for5 milliseconds on each message (requiring 45% of theCPU on average), and· file transfer program that handles incoming 1470 bytemessages at a rate of 200/second and computes for 1millisecond on each message (requiring 20% of theCPU on average).Each of these programs consists of a simple main loopconsisting of a read() operation on a UDP socket bound toa specific port followed by a computation phase with aknown execution time. In addition to these three receivingprocesses we also ran another process that executed theDhrystone benchmark program to simulate a compute in-tensive program.Each of these programs was run as a separate process onthe modified FreeBSD system and assigned a processorshare according to its CPU utilization and execution rate.(The Dhrystone was not explic-itly assigned a weight. InsteadFreeBSD assigned it a weightthat resulted in it receiving what-ever share of the CPU remainedallocated.) We wrote three pro-grams to act as sending processesand send messages with the de-sired size and rate to the corre-sponding receiver. We ran one ofthese programs on each of threeadditional machines (all 200 Mhzor greater Pentiums) runningFreeBSD v2.2.2, all connected toan unloaded 10Mbps Ethernetalong with the machine runningthe modified FreeBSD kernel.The experimental setup is illustrated in Figure 2.With this experimental setup we conducted a number ofexperiments where we investigated the effects of differentpossibilities for the scheduling within the modifiedFreeBSD kernel. For each experiment, three variations ofthe traffic generated by the sending processes were used: (1)all three sendersÕ message transmission rates were constantand uniform, (2) all three sendersÕ message rates were madebursty by selecting a random inter-message delay exponen-tially distributed with a mean equal to the previous uni-form constant rate, and (3) the audio and video sendersmessage rates were constant as in (1), but the file senderÒmisbehavedÓ and sent messages at a rate of 1,000/secondinstead of 200/second. Instrumentation was addedto themodified kernel and the user processes to collect perform-ance data. The primary data of interest are (a) the numberof messages received by each process during a fixed lengthinterval (1 minute in our case), (b) the number of packetsdropped at the queue between the interface/device driverlayer and the IP/UDP protocol layer, and (c) the number ofpackets dropped at the socket receive queue (see Figure 1).)For the Dhrystone benchmark we recorded only the numberof iterations completed in our measurement interval. Overour measurements intervals we would nominally expectthat the audio player would receive 3,000 packets (50´60),the video player would receive 5,400 packets, and the filetransfer would receive 12,000 packets. In addition, wewould never like to observe any loss at the socket layer.As we explain below, loss here would be an indication thattoo much processing time is being spent processing pack-ets in the kernel and that because of this user processes arenot able to run.To establish an unmodified FreeBSD baseline, we first ranour applications on a FreeBSD with a 1 ms clock tick anda 1 ms scheduling quantum. These results are given inTable 1. The audio and file transfer applications executed attheir senderÕs rate because theyrequire little compute time andare mostly I/O bound, blockedon a socket receive. The videoapplication has a high CPU us-age (45%) and is subjected to theFreeBSD aging mechanismwhich reduces its priority. Be-cause of this, it is unable toreceive all of its packets andsome are dropped at the socketreceive queue. The effect underbursty senders is similar.When the file transfer sendermisbehaves, we see the effects offixed priority scheduling on in-Modified FreeBSD KernelFreeBSD

AudioSender

10 Mbps EthernetFreeBSD

M-JPEGSender

FreeBSD

ftpSender

AudioReceiver

Dhrystone

M-JPEGReceiver ftpReceiver

200 Mhz Pentium Pro, 64 MB RAM

Figure 2: Experimental configuration

9terrupt handling and protocol processing. CPU cycles areused for packets that are eventually dropped at the socketlayer taking cycles away from the video and Dhrystoneprocesses (since these processes consume the most CPUtime they are aged quickly and soon execute at the lowestpriority). Even though more file transfer packets are han-dled, many more are dropped as are video packets. How-ever, because all packets received are processed up to thesocket layer (where there are separate queues for each port),the audio application is still able to receive all its packets.With this baseline established, we modified the FreeBSDkernel for proportional share scheduling of the user proc-esses. In this case, the interface/device driver layer process-ing and the network protocol layer processing was executedaccording to the normal kernel software interrupt levelmechanism and priorities. (For all proportional share ex-periments, we used a clock tick of 1 ms and a quantum of1 ms.) The results of this experiment are given in Table 2.

2 Each entry in each table reports an average and standard deviation(in parenthesis) over a set of runs.With constant rate senders these results show the benefitsof proportional share allocation. Compared with the resultsin Table 1, the video player now receives all its packets atthe expense of the Dhrystone process. Moreover, no pack-ets are dropped at any queue. With bursty senders no pack-ets are dropped but some reduction in the rate of packetreception occurs due to the bursty nature of the senders andour relatively short observation interval. For the case withthe misbehaving file transfer sender we are able to main-tain the desired rate of progress for all real-time processes.In addition we see the effects of interrupt and protocolprocessing at a fixed priority in the kernel in the form of afurther slowdown of Dhrystone (compared to the constantrate case) and in the loss of file transfer packets at thesocket layer. This shows how CPU cycles are still beingallocated with fixed priority to processing packets that willnever be handled by the application process.The next design choice we considered was to also explic-itly schedule the packet and network protocol processingalong with the user processes in a proportional share man-ner. Given the cost of processing a single packet and theTable 1: Unmodified FreeBSD, 1 ms clock, 1 ms quantum. 2Constant Rate SendersBursty SendersMisbehaved File SenderPackets(Iterations)Drops atsocketDropsat IPPackets(Iterations)Drops atsocketDropsat IPPackets(Iterations)Drops atsocketDropsat IP

Audio Appli-cation3,000(0.5)002,938(15.6)002,999(0.5)00

M-JPEGApplication3,313(19.1)2,110(19.4)03,466(25.2)1,703(10.4)02,456(15.6)2,967(16.4)0

File Transfer11,996(0.5)0010,897(58.1)0011,862(40.8)48,043(39.2)0

Dhrystone7,333,439(49,227)N/AN/A7,660,042(37,347)N/AN/A5,479,480(48,454)N/AN/A

Table 2: Modified FreeBSD, proportional share for user processes only.Constant Rate SendersBursty SendersMisbehaved File SenderPackets(Iterations)Drops atsocketDropsat IPPackets(Iterations)Drops atsocketDropsat IPPackets(Iterations)Drops atsocketDropsat IP

Audio Appli-cation2,999(0.9)002,927(18.1)002,999(0.9)00

M-JPEGApplication5,454(0.0)005,126(92.6)005,454(0.0)00

File Transfer11,996(0.5)0010,483(12.0)0012,000(0.0)47,952(3.8)0

Dhrystone4,593,536(46,257)N/AN/A6,115,263(235,175)N/AN/A915,343(26,109)N/AN/A

10rates at which user processes were estimated to receive,FreeBSD computes a scheduling period for the protocollayer of 10 ms. using the procedure outlined in Section4.4. With this period and its computed share, the protocolprocessing layer will process 4 packets every 10 ms. (notethat on average 3.4 packets are expected to arrive in a 10ms interval). The protocol-layer input queue had the samelimit on the maximum number of packets that could beenqueued as in normal FreeBSD (50 packets). The resultsfor this experiment are given in Table 3.For constant rate and bursty senders there is essentially nodifference between the proportional share scheduling ofuser processes only and the combined proportional sharescheduling of kernel and user activities. There is, however,a dramatic effect on the results when the file sender misbe-haves. As expected, the protocol layer processes at most24,000 packets (4 packets/10 ms for 60 seconds) but be-cause the aggregate number of packets received is over68,000, the IP protocol layer input queue (with its maxi-mum of 50 entries) is constantly overflowed. More impor-tantly, since the audio sender is sending at the lowest rate(50 packets/second), it is more likely have its packetsdropped at the protocol layer input queue. This illustrateswhy it is important to allocate buffer resources as well asCPU resources to achieve the desired scheduling goals.Note that in this case the performance of the Dhrystone ismuch improved. Since the real-time processes execute atreduced rates (for lack of data), there are more cycles to beconsumed by the Dhrystone.Following on the architecture of Druschel and Barga [23],we next established an input queue for each socket (destina-tion process) at the asynchronous boundary between theinterface/device driver layer and the protocol layer. Thequeue for each destination process had a limit on themaximum number of packets that could be enqueued basedon the scheduling period for the protocol processing andthe expected receiving rate for a destination (plus 1 or 2additional packets to buffer short bursts). The input queuelimits were: audio player = 2, video player = 2, and filetransfer = 3 packets. The protocol layer processed each ofthe three queues to exhaustion each time it was run (i.e.,every 10 ms). These results are given in Table 4.Again for constant rate and bursty senders there are fewdifferences between this case and the previous one exceptwhen the file sender rate increases. With per-destinationinput queues allocated according to the expected rate ofreceiving packets, we in effect reserve buffers for the audioand video receivers and thus enable them to achieve thedesired rate of packet processing. The particular allocationswe used were sufficient for some of the file packets to beprocessed by the protocol layer only to be discarded at thesocket receive queue (because in order to absorb short-livedbursts, strictly speaking the number of buffers reservedwas larger than necessary), however, the majority of pack-ets were discarded at the network interface.The final design variation we considered was to add a formof proportional share scheduling to the IP/UDP layer proc-essing. In this case, the input queue for each destinationwas serviced only if the eligible time for receiving thepacket at the head of the queue had passed. These resultsare given in Table 5.These results show the effect of allocating both CPU andbuffer space with the desired results achieved for the allcases of senders. In each case, the processing rates for allapplications were as required and all packet drops werepushed down to the point were the minimum resourceswere expended before the drop occurred.6. Summary & ContributionsAs commodity computers become powerful enough toexecute next generation networked multimedia applica-tions, there will be a strong demand for real-time comput-ing and communication support in desktop operating sys-tems. We are advocating the use of proportional share re-source allocation technology as the foundation for theseservices. In this paper investigated the problem of propor-tional share execution of operating system services. Weargued, and demonstrated empirically, that without real-time management of the network interface and protocolprocessing, the positive effects of real-time scheduling ofuser processes can easily be nullified. We also demon-strated that it is possible to modify a single threadedmonolithic FreeBSD UNIX kernel such that packet andnetwork protocol processing is performed in a proportionalshare manner. In particular, the parameters needed toschedule kernel activities, namely the weights and costs ofeach activity, can be either derived from user processesÕscheduling parameters or estimated by simple measurementof the code. Moreover, the proportional share frameworkmakes it easy to develop hierarchical resource allocatorssuch as a fair queuing-based buffer manager we employedat the network device interface to further improve through-put for real-time applications.The result of our research is a proportional share version ofFreeBSD that supports integrated application and kernelscheduling and solves the receive livelock problem. Pack-ets are processed only if the destination process is capableof receiving them and all packets received are processed bythe application.Our work contributes to the state of the art in the engineer-ing of proportional share real-time operating systems.While the present work is largely a proof of concept and apreliminary examination of the design space for realizingproportional share services, in the future we hope to per-

11form a more exhaustive examination of these design is-sues. In particular, we are working on proportional shareallocation of non-preemptible resources in the kernel suchas disk bandwidth.7. References[1]A. Demers, S. Keshav, S. Shenkar, Analysis andSimulation of a Fair Queueing Algorithm, Jour. ofInternetworking Research & Experience, Oct. 1990,pp. 3-12.Table 3: Modified FreeBSD, PS for user processes and protocol processing (one protocol-layer input queue).Constant Rate SendersBursty SendersMisbehaved File SenderPackets(Iterations)Drops atsocketDropsat IPPackets(Iterations)Drops atsocketDropsat IPPackets(Iterations)Drops atsocketDrops atIP

Audio Appli-cation3,001(1.4)002,992(5.0)00757(341.8)02,244(341.6)

M-JPEGApplication5,457(4.2)005,225(8.2)002,004193.0)03,448(194.9)

File Transfer12,005(8.0)0010,532(171.3)0011,999(0.5)15,211.0(297.9)32,745(299.5)

Dhrystone4,970,544(32,032)N/AN/A6,034,405(71,884)N/AN/A8,794,017(340,194)N/AN/A

Table 4: PS scheduling of user processes and protocol processing with destination queues (no packet scheduling).Constant Rate SendersBursty SendersMisbehaved File SenderPackets(Iterations)Drops atsocketDropsat IPPackets(Iterations)Drops atsocketDropsat IPPackets(Iterations)Drops atsocketDropsat IP

Audio Appli-cation2,999(0.9)002,958(17.2)002,999(0.5)00

M-JPEGApplication5,454(0.5)005,215(11.9)01.3(0.5)5,454(0.5)00

File Transfer12,005(3.3)0010,887(17.8)07.7(0.9)12,003(5.2)31,044(10.1)16,906(0.5)

Dhrystone4,805,747(63,697)N/AN/A5,817,508(7,932)N/AN/A1,079,076(39,830)N/AN/A

Table 5: PS scheduling of user processes and protocol processing with destination queues and packet scheduling.Constant Rate SendersBursty SendersMisbehaved File SenderPackets(Iterations)Drops atsocketDropsat IPPackets(Iterations)Drops atsocketDropsat IPPackets(Iterations)Drops atsocketDropsat IP

Audio Appli-cation3,000(0.0)002,966(8.2)04.0(5.7)3,000(0.0)00

M-JPEGApplication5,454(0.0)005,221(22.8)06.3(4.1)5,454(0.5)00

File Transfer11,999(0.8)0010,893(45.7)00.7(0.5)12,000(0.5)047,983(1.2)

Dhrystone4,652,845(15,045)N/AN/A5,788,270(66,791)N/AN/A1,261,473(37,910)N/AN/A

12[2]S. J. Golestani, A Self-Clocked Fair QueueingScheme for Broadband Applications, Proc., IEEEINFOCOM Ô94, April 1994, pp. 636-646.[3]P. Goyal, X. Guo H. M. Vin, A Hierarchical CPUScheduler for Multimedia Operating Systems, Proc.,USENIX Symp. on Operating Systems Design andImplementation, Seattle, WA, Oct. 1996, pp. 107-121.[4]H. Massalin, C. Pu, Fine-Grain Adaptive SchedulingUsing Feedback, Computing Systems, Vol. 3, No.1, 1990, pp. 139-173.[5]M. K. McKusick, K. Bostic, M.J. Karels J. S. Quar-terman. The Design and Implementation of the4.4BSD UNIX Operating System, Addison-Wesley,1996.[6]J. Mogul, K. Ramakrishnan, Eliminating ReceiveLivelock in an Interrupt-Driven Kernel, ACM Trans-actions on Computer Systems, Vol. 15, No. 3,August 1997, pp. 217-252 .[7]J. Nieh, M. S. Lam. The Design, Implementationand Evaluation of SMART: A Scheduler for Multi-media Applications, Proc., Sixteenth ACM Symp.on Operating Systems Principles, Saint-Malo,France, Oct. 1997, pp. 184-197.[8]A. K. Parekh, R. G. Gallager, A Generalized Proces-sor Sharing Approach To Flow Control in IntegratedServices Networks-The Single Node Case,ACM/IEEE Transactions on Networking, Vol. 1,No. 3, 1992, pp. 344-357.[9]I. Stoica, H. Abdel-Wahab, K. Jeffay, S. Baruah, J.Gehrke, C. Plaxton, A Proportional Share ResourceAllocation Algorithm for Real-Time, Time-SharedSystems, Proc. 17th IEEE Real-Time SystemsSymposium, Dec. 1996, pp. 288-299.[10]I. Stoica, H. Abdel-Wahab, K. Jeffay, On the Dual-ity Between Resource Reservation and ProportionalShare Resource Allocation, Proc. Multimedia Com-puting and Networking 1997, SPIE Proceedings Se-ries, Vol. 3020, Feb. 1997, pp. 207-214.[11]H. Tokuda, T. Kitayama, Dynamic QOS ControlBased on Real-Time Threads, Proc., Workshop onNetwork and Operating System Support for DigitalAudio and Video, Lancaster, UK, Nov. 1993, LectureNotes in Computer Science, Vol. 846, pp. 124-137.[12]VenturCom Inc., Real-time Extension 4.1 for Win-dows NT, http://www.venturcom.com/prod_serv/nt/rtx/index.html, 1997.[13]C. Waldspurger, W. Weihl. Lottery Scheduling:Flexible Proportional Share Resource Management,Proc. USENIX Symp. on Operating System Designand Implementation, Nov. 1994, pp. 1-12.[14]L. Zhang, VirtualClock: A New Traffic Control Al-gorithm for Packet-Switched Networks, ACM Trans-actions on Computer Systems, vol. 9, no. 2, May1991, pp. 101-124.[15]M.B. Jones, D. Rosu, M.-C. Rosu, CPU Reserva-tions & Time Constraints: Efficient, PredictableScheduling of Independent Activities, Proc., Six-teenth ACM Symposium on Operating SystemsPrinciples, Saint-Malo, France, October 1997, pp.198-211.[16]B. Srinivasan, S. Pather, F. Ansari, D. Niehaus. AFirm Real-Time System Implementation UsingCommercial Off-The-Shelf Hardware and Free Soft-ware, Proc., IEEE Real-Time Technology and Appli-cations Symp., Denver, CO, June 1998, pp. 112-120.[17]M. Barbarnov, V. Yodaiken, Real-Time Linux,Technical Report, Department of Computer Science,New Mexico Institute of Mining and Technology,undated.[18]C.W. Mercer, S. Savage, H. Tokuda, Processor Ca-pacity Reserves: Operating System Support for Mul-timedia Applications, IEEE Intl. Conf. on Multime-dia Computing and Systems, Boston, MA, May1994, pp. 90-99.[19]G.R. Wright, W.R. Stevens, TCP/IP Illustrated,Volume 2, The Implementation, Addison-Wesley,Reading MA, 1995.[20]C. Lee, K. Yoshida, C. Mercer, R. Rajkumar, Pre-dictable Communication Protocol Processing inReal-Time Mach, Proc., IEEE Real-time Technologyand Applications Symposium, Boston, MA, June1996, pp. 220-229.[21]H. Tokuda, T. Nakajima, P., Rao, Real-Time Mach:Towards a Predictable Real-Time System,Proc.USENIX Mach Workshop, Burlington, VT,October 1990, pp. 73-82.[22]G. Bollella, K. Jeffay, Support For Real-Time Com-puting Within General Purpose Operating Systems:Supporting co-resident operating systems, Proc.,IEEE Real-Time Technology and Applications Sym-posium, Chicago, IL, May 1995, pp. 4-14.[23]P. Druschel, G. Banga, Lazy Receiver Processing: ANetwork Subsystem Architecture for Server Sys-tems, Proc., USENIX Symp. On Operating SystemDesign and Implementation, Seattle, WA, Oct.1996, pp. 261-275.