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INTERACTIVE HOME MEDIA AND PRIVACY ISSUES

I. Purpose of the Report

A. Framework for the Report

The Federal Trade Commission, Office of Policy Planning,
wishes to explore the consumer-related privacy issues

associated with the new interactive home media developing or

currently operating in the U.S. 1Its initial goal is to

identify the role, if any, the FTC should play over the next
several years to meet its congressional mandates. To

accomplish this goal, the FTC must understand the general

nature of the privacy issues associated with interactive home

media. It has contracted with Collingwood Associates, a
Washington-based consulting firm specializing in telecommunications,
to provide an initial analysis of the issues and to set a

framework for further study (Contract #L0678). To accomplish

‘this task, Collingwood Associates has highlighted the technical

aspects of three types of interactive home media and outlined

some of the consumer-related privacy issues arising out of

their design, management, and use. (See Appendix I., Background.)

B. What This Report Does and Does Not Do

This repoft provides basic information about three types
of interactive home media: ipteractive cable systems,
interactive videotex-teletext systems, and general purpose
computer systems. Within each type or “moﬁel", it identifies
one Oor more examples--systems tﬁat»are operating in the U.SL

today or are being formally tested in the U.S., having been



developed and operated first in other countries. Within the
description of each model and priﬁary example, this report
highlights those system points where privacy issues do (or
might) arise. It sets this information in a broader context--
that of the prevailing concepts of privacy, both legal and.
social.

The report is based on both primary and secondary sources.
Key personnel in the interactive home media companies (cited
as examples for each model) were interviewed by Collingwood
Associates on-site. Many secondary sources were reviewed,
including law review articles; telecommunications reports;
and privacy studies by academics, non-profit groups, trade
‘associations, corporate entities, and others.

This report does not list all privacy questions associated
with interactive home media. Nor does it describe all possible
models of these systems. Also, it does not relate all legal
discussions of privaéy to these systems.

Instead, it is organized to provide a geheral framework
for considering guestions of privacy in this arena--interactive
home media--and for determining the research steps necessary
| for understanding the best ways to'protect consumers' privacy
in'the years to éome. Until thesevnext steps are taken, goals
and-stféﬁééiéévf;f ﬂaﬁdlinéAp;ivacy*issues éanﬂot bersélécted

by federal agencies and others.

C. Next Steps

The next research steps required are:

@ to complete a full-scale examination of federal, state,
"and local statutes pertaining to privacy;




e to study the economic structure of the interactive
home media industry as it bears on privacy and other
consumer concerns;

e to organize these legal and economic concepts in a
manageable framework;

e to survey all federal agencies for their current
activities specifically touching upon the question of
privacy and to determine how existing activities
relate to interactive home media; and

e to develop an inter-governmental plan to develop
strategies for action, where governmental action is
warranted.

In short, the report that follows will serve those

currently unfamiliar with the developments in the interactive
home media field to begin to explore the possible areas of

concern about privacy. Further research, particularly legal

research, as well as extended discussions with entrepreneurs

in the interactive home media industry and with consumers of
these services will be necessary next steps before the Federal

Trade Commission can define its role in this arena.

II. Privacy

A. Definitions

The current status of the concept of privacy is far more
complicated than it appears at first glance. We have'examined
many secéndary sources (see Appendix V., Bibliography) to get
a sense of the state of privacy as a concept in the U.S. today.
What we have discovered is that privacy, as a legal concept,
is still in a state of flux. iNo one seems to disagree that
there is some kind of individual right of privacy. But from

there on, there is little agreement on the nature--definitions

or limits--of that right.



Cases have established several privacy doctrines, such
as:

e the need for consent to use a person's likeness "for
advertising purposes or purposes of trade" (1903 N.Y.'
Laws chs. 113 8¢ 1,2; presently N.Y. Civ. Ricghts Law
88 50-51, McKinney 1948);

@ the right of individuals to know what information
exists in a data bank about them and the right to have
errors corrected (applying to federal data bases, The
Privacy Act of 1974); and ’ -

e the need to restrict the aggregation of data by
consolidation of data bases or the exchange of data
among data bases, since data that might be innocuous
when viewed separately may be embarrassing or injurious
to the individual when aggregated (applying to federal
data bases, The Privacy Act of 1974).

In all, though, these cases are not yet a means to
understanding the concept qf privacy--not until a fofmal
framework is designed to summarize the doctrines established
so far can we begin to create the zones of protection the FTC
should seek to develop. Two recent law review articles attempt
to develop a kind of framework, at least to array the various
legal definitions of privacy and to place them in some larger,
~social context.l In addition to the need to develop a framework
of privacy doctrine is the need to relate the legal doctrines
established in certain types of cases (those dealing Wiﬁh
privacy issues raised by the computerization of criminal,
health, bapking, and other personal records) to the interactive
home media systems. Perhaps when such research is completed,

it will show that the privacy‘issues in these cases are basically

lFor examinations of the prevailing variety of definitions of
privacy, see:. R. Gavison, Privacy and the Limits of Law, 89
Yale L. J. (January 1980); and T. Gerety, Redefining Privacy,
12(2) Harv. C.R.L. L. Rev. (Spring 1977).




no different from the ones associated in this report with
interactive home media systems. In such an event, of course,
the bulk of our work will'have been done.

At any rate, to define what privacy is, one must turn not
only. to legal but to social definitions, definitions based on
how individuals seem to function in society.2 Individually,
we all seem to have a sense of privacy--of maintaining control
of information about ourselves, of sharing aé we see fit, of
having what we share be used as we intended. |

Ultimately, then, the current concept of privacy seems to
be widespread and ingrained at the same time as it is not
easily definable or protectable. The whole con;ept really
seems to require a philosophical (legal and other) analysis.

See Appendix II. for more details on the status of the

privacy concept.

B. Common Elements

When consumers use the interactive home media systems--
whether by retrieving information, answering inquiries, ordering
goods and services, or using security and other mdnitoring
services--they are conveying to a central computer at the
"head-end" iﬁformation about themselves: their interests,

choices, views, and more. How is their privacy protected at

this time?

2See works by A. Westin, including Privacy and Freedom (1967) .
Westin's approach .to defining privacy is highlighted in
Appendix II. of this report.




In its detailed analysis of three models of interactive
home media (see Appendix III.), this report indicates points
where consumers might be risking their privacy. We have
especially focused on four major types of exposure:

® intrusion;

® interception;

@ misuse of information; and

® aggregation by household.

Future research, particularly the development of a framework

for privacy, will help refine these categories.

1. Intrusion

The interactive home media offer several monitoring
services: home security de;ices to déteét smoke, fire, sound,
movement; energy load management; and medical. Some of fhese~
services protect consumers from forms of intrusion (such as
theft) or other privacy infringements. But they also have the
potential, if not carefully circumscribed, of being forms of
intrusion themselves. If companies shared any monitoring
information with others (other than to call fire trucks or
ambulances as needed by the emergency signal received), the
issue of intrﬁsion is raised. For ekamplé, a utility company,
noting consumers' uses of the energy load management system,
might use that information not simply té regulate the household's
heat, as requested in the monitoring service, but go on to
develop energy policies to affect that household.

Another form of intrusion is the undesired reception of

objectionable, obscene, offensive, or unwanted programs (or




"frames" or computer-supplied information). This privacy

issue is raised in some interactive home media systems.(see
Section III. below). But it is not peculiar to these media;
it obviously occurs in ovér—the4airvbroadcasting, in one-way

cable systems, and so forth.

2. Interception

Interception is eavesdropping on--or unauthorized access
to--a privéte communication by the consumer to the head-end
computer. Ihterception can happen at several points in an
interactive system:

@ in the transmission of the communication between the
home console or TV and the head-end computer; and

e at the ﬁeéd-end, either by an undesignated employee
accessing data or by forced access by a source outside
the interactive‘media system.

This kind of privacy issue appears to be the same as the
confidentiality problem faced in' the computer industry by
computer room operators and other personnel. Safeguards found
to be sufficiently effective for secure and classified systems

may prove useful, even adequate, in this interactive home media

arena: 1if they are faithfully and formally used.

3. Misuse of Information

Consumers likely provide information through an interactive

system on ‘the basis:

e that they will not be identified as individuals but
rather that the information they provide will be added
to a group's tally; and '

@ that the information will be used as they intend it
and no way else. :



Consumers may purchase goods and services through their
interactive home media system. They expect to receive those
items and to be billed for them. (If they pay by credit card,
they likely expect that'their'credit information is used only
to‘handle the transaction itself.) But they do not expect to
have information about their purchases circulated to other
businesses or entities. Consumers watch programs oOr "frames"
and expect to be billed for them. They do not expect to have
information on their viewing selections and habits released--
on a by-individual or by-household basis--to others. Such a
release of information would raise the privacy issues of the
misuse of information. Aggregation of the information, where
eaéh individual is not--and caﬁnot—;be identified, does not
seem to raise a major privacy issue. At the least, consent of
the individual or household should be obtained before any |
information about them is released on an identifiable basis.
Another aspect of this privacy issue is the individual's
right to know what information exists in data banks about them
and to have errors corrected. (So far, this kina of right is
protectéd in federally maintained data.bases.) Further,
consumers need tb be educated about the privacy implications

of the interactive services.

4. Aggregation by Household

A major exposure of privacy exists in the aggregation of
individually insignificant or innocuous data to form a
characterization of a- person, household, or group. Viewers'

program choices, product or service purchases, financial




information, or other information available through their use
of an interactive home media system might be aggregated in a

way to embarrass, damage, or otherwise affect their privacy.

Patterns discerned from this information could be used to form

"psychographic" profiles of a household--profiles that could
be used to devise marketing strategies to which members of the
household would be particularly vulnerable. In addition,
aggregated information about an individual or community could
be transferred to a parent -corporation, possibly giving unfair
competitive advantage in a different and unrelated area of

activity. These, we believe, are privacy issues.

5. Other Issues

Beyond the four major priQacy issues listed above, there
are a few miscellaneous, but important privaéy issues centering .
around‘these kinds of questions. What do the'above—named kinds
of risks mean.to consumers of the interactive home media
services?’ Do consumers know about these risks when they
purchase interactive services? Do the services they purchase
change in nature, without their knowledge?

Interactive media services, while not extensive at this
time, are‘expectéd to grow significantly over the next few
years. We looked at some of those now operating to learn

which of these privacy issues might have been raised already.

III. Three Models of Interactive Home Media

This report looks at three types of interactive home

media:
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@ Interactive cable systems;

@ Videotex-teletext systems; and

® General purpose computer systems.
Within each type, a major ‘example is selected to focus the
study.

Details on all three systems are found in Appendix III.

A. Brief Description of the Models

1. Interactive Cable -Systems

Interactive cable systems are an outgrowth of the
conventional one-way cable delivery system for television.
Instead of transmitting a signal only "downstream”" from the
signal source to the viewer, they are able to transmit some
form of signal originating at or near the receiver back
"upstream" to the head-end where it is usually received by a
monitoring computer. The specific example of this model
described in this report is the-Warner-Amex Qube system
operating in Columbus, Ohio. (See details on this system in
Appendix III. A.)

In our study of this one interactive -cable system, we did
not identify any breaches of privacy--only the potential for
such breaches. The Qube system design ‘and managementvhave
safeguards tovprotect privacy, but these have not been codified
(as far as we can aécertain) into an actual, comprehensive
written policy. The Qube system ﬁanagers do see the protection
of privacy as in their self-intereét, since virtually all

revenues are derived from consumers at this time. Of note,
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Qube was subpoenaed for records on their "adult" channel
viewing selections by individual rather than aggregate. Qube

released that information only on the aggregaﬁe basis, thereby

'prbtecting the privacy of their individual subscribers (but

not the subscribers as a group).‘ The potential of Qube's
sharing information about individuals with its parent corporation,
American Express, is there and raises the privacy issue of

aggregation by household.

?. Videotex?Teletext Systems

vVideotex and teletext systems offer the user formatted
pages of information displayed on a TV set using a conversion
unit, installed sepatétely or incorporated in some of the
newer specially designed TV receivers. The interactive
versions are examined in ﬁhis report. These are in various
testing stages in the U.S., having been designed elsewhere.
Three consumer-oriented systems serve as examples of this
model: Prestel (British), Telidon (Canadian), and Antiope
(French). (See details in Appendix III. B.)

The potential for the infringement of privacy may be
even higher, at this time, in such systems than in the
interactive cable.systems. These systems accept information
provided by all who wish to pay.to have their information
entered into the system. There is no single point in the
system now held accountable for the misuse of information or
the aggregation of information. Unlike interactive cable
systems (where a single corporation controls the head-end

computer(s), the transmission system, the receiver, and to a
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large extent, the programming content), videotex-teletext
systems tepresent abutments of a number of different independent
corporations. No one deals comprehensively with the entire
System.‘ Since issues of piivacy often emerge at the interfaces
of information transfer subsystemé, the alignment of financial
interests and separate poiicy spheres at.precisely those points
of contact is likely to leave unclear whefe, exactly,
responsibility for privacy lies. It is important to note,
however, that for the Prestél system, there is a trade
association of all organizations, private and public,
participating in that system; they have agreed upon a "Code
of Practice": to exercise some control on this system, at
least at the level of the "framéé" made available to consumers.
As to the question of privacy, this code speaks to unauthorized
access only; and it does not focus on points of "interface"
throughout the system. |
Otherwise, these examples of interactive videotex-
teletext systems share with the other types of interactive
home media the privacy issues of intrusion and interception.
And as with the others, it is difficult for consumers to ever
learn that their privacy has been breached. Again, consumers
may not even know about the privacy implications of the

services in the first place.

3. General Purpose Computer Systems

The third type of interactive home media is the system
offering general computer retrieval and other services to the

consumer. This type of system employs standard data processing
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links and standard computer terminals, rather than converted
TV sets, as output devices. As a result, the nature and form
of the information provided the user are different from that
provided by the other systems‘described in this report.
Information is not necessarily page-oriented, although some
specific requests are printed or diéblayed in a page format;
rather, information is more likely to be displayed as.a
continuous succession of l§nes. Information is primafily

textual and character-oriented; no graphic output is currently

" provided. However, a much larger range of interaction is

. possible. The specific example of this moael described in -

this report is The Source. (See details in Appendix III. C.)
This type of inferactive ﬁome media shares with the others
the potential for the infringement of privacyialong the four
categories of privacy 6utlined above. Consumers' communications--
their personal financial data,°messages,.and other information
maintained in the general purpose computer system--are protected
by passwords. However, the misuse of information and the
aggregation of information are potentially privacy issues--if
company staff, consultants, or unauthorized persons use those
passwords to gaih access to informaﬁion to which the consumer
has not consented release or use. Such a privacy issue is
common to the computer industry and is not therefore peculiar
to the interactive home media industry itself. Consumers of
the service, however, need to know this similarity as they

purchase the service; and they need safeguards, including

written agreement from the company from whom they purchase the
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service that their privacy will be protected. (Future research
will highlight stronger measures, if warranted, than such

agreements suggested here.)

B. Common Elements

The interéctive home media field is new and burgeoning.
As a group or as individual companies, the interactive service
providers have taken few formal steps to write their policies
on privacy, to issue guidelines to their staff to protect the
consumers' privacy, or to inform their subscribers about. the
potential risks to their privacy. Even if consumers had such
information, they could do little as individuals to protect
their privacy. They depend now, and likely in the near future,
on the companies from whqm they purchase the services to
protect their privacy. These companies, dependent to a
significant degree on consumer financing, wish to protect their
consumers' privacy interests--but in some kind of cost-efficient
way. They may even have plans at this moment to write their
privacy policies and procedures and distribute them. However,
the fact of the matter is that much more can--and needs to--be
done with regard to protecting consumers' privacy in these new

interactive home media systems.

IV. Next Steps—--Recommendations

We are not in a position--having completed this firséwstep
- toward fully exploring the privacy issues associated with
interactive home media--to recommend how each model, or example

of a model, should handle each privacy issue identified. Rather,
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we have developed recommendations pointing out where the
research sﬁould go from here. Our recommendations fall into
these three categories:
e Further refining'pfotectable privacy interests;
e Developing strategies for protecting consumer privacy
(including the privacy of businesses as consumers of

these services); and

e Handling other privacy issues.

A. Refine Protectable Interests

Before the Federal Trade Commission, other federal agencies,
or others involved in protecting the consumers take action in
the area ‘of interactiye home media and privacy, they will néed
to refine what the protectable privacy interests ére. A
framework for these interests needs to be developed. As our
selected bibliography (Appendix V.) indicates,. there has been
considerable discussion of all facets of the concept of-privécy
in both its legal and social definitions. (A good deal more
work, we believe, could be applied to the underlying philosophy
of each.) These works, however, approach just one or two
aspects of the concept at a time. 2And a framework for policy
makers--whether at the businesses operating these systems or
in governmental agencies--has not been developed. We recommend
that a study be undertaken to develop such a framework. The
Federal Trade Commission alone or in coordination with others

could undertake or commission such a work.
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B. Develop Strategies

A major set of strategies needs to be developed to deal
with the privacy issues associated with the interactive home
media over the next few years. This set of strategies would
fall into three categories:

® General regulations;

® Self-regulations; and

® Consumer education.

1. General Regulations

‘'There needs to be an examination of the information

resulting from the legal search and framework recommended above

in order to understand what kind of strategies to protect
privacy can be derived from existing statutes and what
strategies require new statutes and subsequent administrative

regulations.

2. Self-Regulations

The companies in the interactive home media business are

capable of, and may wish to, establish standards for protecting

consumer privacy for their corporateventities. They can also
work together to develop industry-wide standards in this area.

We recommend that these standards be developed formally, that

they be written policies and procedures for protecting privacy.

We further recommend that they be part of the contracts
between consumers and service providers and that'consumers be

notified of changes in the services as they occur.
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3. Consumer Education

A key to this whole subject is letting consumers know
what their purchase of interactive home media services
involves, particularly what risks to their privacy they may
be running under current law and practice. The relationship
between the services and a consumer's privacy is not foremost
on a consumer's mind; they may not even know the technology
well enough to know about the risks at all; We recommend that
the appropriate federal agencies and the interactive home media
service providers begin now to educate consumers about what the
interactive home media systems entail and how they might affect
privacy. However, this activity cannot replace the steps

suggested above.

C. Other Steps

We recommend that any analysis exploring ways to regulate
the interactive home media for the protection of privacy examine
the industry, and each system in it as a whole. 1In the long
run, regulations may be addressed to particular segments; but
these must first be based on the further identification of
privacy concerns as they extend throughout each system. Only
in this way can domains of respoﬁsibility be fixed. Only by
looking at the system as a whole can one see clearly consumer
interests and assign responsibility, especially in those cases

where more than one vendor now shares responsibility.
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D. What the Federal Trade Commission Should Do

We recommend that the Federal Trade Commission take the
‘following sixAsteps as quickly as possible:

1. Undertake or commissidn a full-scale examination of
.federal, state, and local statutes pertaining to privacy that
do or can relate to the interactive home media field.’ This
study should include a survey of all federal agencies for their
current activities and‘plaqs specifically touching upon the
question of privacy. The product of such a study should
include a framework of privacy interests for policy makers.

2. Undertake or commission a study of the economic
structure of the interactive home media induétry, especially
as it bears on privacy and other consumer-related concerns.

3. Determine the le&el of privacy protection needed and
feasible.

4. Encourage forms of industry self-regulation in this
area.

5. Provide consumer education services, including printed
material, about these new media.

6. Work on an inter-governmental plan to develop strategies

for action, where government action is warranted.

The question posed by the Federal Trade Commission is
vital to all of us: What is the status of privacy in the
interactive home media industry today? It is a complicated

question. The interactive home media industry is a fast-growing
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sector of our economy, part of the oft-called Information
Industry considered to be one of the largest sectors of the
economy. The guestion of privacy in this field should be
foremost on the minds of the company managers offering these
services, the government policy makers who regulate aspects of
these or related services, and citizens, all of whom have the
right to privacy (however it can be defined) under the '
Constitution. We cannot urge strongly enough that the research
steps we have suggested--as well as steps others offer--should
be taken as soon as possible. When the interactive home media
industry is a little older and more established, it will be
more costly and difficult to require designs and management
that protect privacy. Exploring fhe guestion early will allow
that design and management to be built intd the systems as
they develop, and crises of breaches of privacy can be

minimized.
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Appendix I. BACKGROUND

Interactive home media are those electronic communications

syStems that use computer technology to provide services to

customers--to varying degrees——in_response to directions or
inquiries.

Services that are offered by these systems (or anticipa£ed
in the near future) include:

@ publication services - wire services including

news, financial, sports, and congressional
information.

e financial services - market reports, routine
accounting services, and electronic funds transfer.

e shopping services - mail order merchandising,
a wide variety of ticket and reservation services,
and comparative shopping information.

@ message services - electronic mail, a variety of
transactional services, word processing and text
formatting.

® entertainment services - schedules of events and
games.

e educational services - instructional material
and drills.

e monitoring services - home security devices to detect
smoke, fire, sound, movement; energy load management;
medical oversight.

Proponents of the interactive.home media offering (or
planning to offer) these services note their consumer benefits:
greater choice, access, transportation and time savings,
safety, and more. Underlying all theée potential benefits,

however, is one major concern: in what ways 4o consumers
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subscribing to these services risk their privacy? After
all, when consumers retrieve information, answer inquiries,
order goods and services, or use the security and other
monitoring services of these syStems,'they are conveying to
a central computer at the "head-end" information about
themselves: their interests, choices, views, and more.
How is their privacy protected at this time?
This report and the remaining appendixes examine
this question and establish a general framework for understanding

the privacy issues raised by these systems.
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Appendix II. PRIVACY

Before focusing on three types of interactive home media--

‘and the privacy issues raised by these new technologies--let us

take

a look at what "privacy" means. A discussion of privacy

would best begin with some kind of standard definition of the

term or, at the very least, with a few of the most widely

accepted definitions. But there is as yet no standard, legal

definition or even a widely accepted framework of definitions.

some

Four definitions, covering the yvears 1890-1980, indicate
of the range in concepts of privacy:

...to each individual the right of determining, ordinarily,
to what extent his thoughts, sentiments, and emotions

shall be communicated to others. Warren & Brandeis, The
Right to Privacy, 4 Harv. L. Rev. 193 (1890).

Privacy is the claim of individuals, groups, or institutions
to determine for themselves when, how, and to what extent
information about them is communicated to others.  A. Westin,

Privacy and Freedom (1967).

Privécy is the control over or the autonomy of the
intimacies of personal identity. T. Gerety, Redefining
Privacy, 12(2) Harv. C.R.L. L. Rev. (Spring 1977).

Privacy is a limitation of others' access to an individual...
A loss of privacy occurs as others obtain information about
an individual, pay attention to him, or gain access to him.
R. Gavison, Privacy and the Limits of Law, 89 Yale L. J.
(January 1980).

Above, Westin claims absolute control over all information

about the self for groups as well as individuals; Gerety, on

the other hand, in an attempt to carve our functional distinctions

that

can limit as well as include, restricts privacy to issues of

"intimacy", particularly those of a physical sort. Perhaps

the ultimate definitional dilemma is found in the "reductionist"

position that actionable infringements never are for invasion
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of privacy, per se, but for other losses that are suffered
coincidentally. (See R. Gavison, Privacy and the Limits of

Law, 89 Yale L. J., January. 1980, for a full discussion of the

"reductionist"” position.).

These four definitions, and many others not mentioned
here (see Appendix V., Bibliography, for references), differ
in subtle but profound ways. The issues of difference are
quite complex in their legal and social ramifications. We,
of course, cannot presume to enter this discussion in a
report of this nature. Instead, we will briefly outline the
legal foundation in this country for the concept and protection
of privacy. Next, we will highl@ght the social and cultural
concepts of privacy. While protection of privacy must rest
ultimately on the legal system, it is clear (a) that the
concept of privacy is much broader and deeper in the minds,
social patterns, and expectations of the citizenry than in
codified or case law; and (b) that new communication and data
handling technologies raise questions not yet fully or adequately
addressed within the legal system. Last, we will outline
several major areas of concern about privacy that will likely
emerge in~connecti§n with the fast-growing consumer information
industry. |

A. Some Lecal Definitions of Privacy : S e

While the Constitution does not address the issue directly,
privacy as a concept is both a part of the general intellectual
framework in which it is cast and an underlying value on

which a number of protections rest. The influence of Locke's
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thought on the authors of the Constitution is well known. As
Alan Westin has observed, Locke's concepts of privacy contributed
significantly to the Constitutional assumption of primary
importance of the individual, the limited authority of
government, and the importance of private property.l As a
result, several specific protections for various facets of
privacy were added in the Bill of Rights. These include the
First, Third, Fourth, Fifth,.and Ninth Amendments. Additional
protec;ion from English common law was incorporated into state
constitutions and statutes.

While a number of 19th century judicial decisions contributed
to the development of the legal concept of privacy, modern
definition begins with "The Righ£ to Privacy" published in the

Harvard Law Review in 1890 by Samuel Warren and Louis Brandeis.

The motivation for that discussion was a series of contemporary
technological developments: the ‘telephone, the microphone

and audio recorder, and the camera that could take "instantaneous
photographs." These developments, in the opinion of Warren

and Brandeis, threatened the individual's right "to be let

alone" under current statutes; however, common law, they

argued, secured "tb each individual the right of determining,
ordinarily, to what extent his thoughts, sentiments, and
emotions shall be communicated to others,"” and could provide

a basis for expanded protections to cover situations raised by

the new technologies.

lA; Westin, Privacy and Freedom, 1967.

2Warren & Brandeis, The Right to Privacy, 4 Harv. L. Rev. 193
(1890).
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The first court decision based directly on the Warren-

Brandeis position was that of the New York Court of Appeals

in 1902 in Roberson vs. Rochester Folding Box Co.3 The

plaintiff sought damages for the unauthorized use of her
likeness on a bag of cornmeal, but since no property right or
breach of trust was involved, the Court failed to award
damages on the basis of violation of privacy, per se. Héwever,
the next year the New York State Legislature enacted the first
so-called "privacy" statuté——ériminalizing the wrong done to
Abigail.Roberson. (The statute is limited to unconsented
appropriations "for advertising purposes or purposes of trade.")
A few other states followed suit. |

The protections for privady that were slowly being built

during the early part of the century were severly damaged by

the 1928 U.S. Supreme Court decision in Olmstead vs. United

States.4 The case involved the use of wiretap information
obtained by a Federal Agent against a Seattle bootlegger.
Justice Taft argued that since the intrusion took place away
from the property of the accused and indirectly in the form
of telephone wires, there had been no V}olation of Fourth
Amendment protection against unreasonable search. Documents
surfacing later suggest that Taft's majority opinion was

strongly influenced by his special social concern for "law

3Roberson v. Rochester Folding Box Co., 171 N.Y. 538, 64 N.E.
442 (1902). 1903 N.Y. Laws ch. 132 8¢ 1,2 (presently N.Y..
Civ. Rights Law g2 50-51 (McKinney 1948). The text of this
New York statute, headed "Right to Privacy", does not mention
the word privacy. (See T. Gerety, Redefining Privacy, 12(2)
Harv. C.R.L. L. Rev. (Spring 1977).

40lmstead v. United States, 277 U.S. 438 (1928).
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and order" and that the case was perceived in that light
rather than in light of the important Constitutional
implications for privacy itAcarried.

| The. protections for privacy lost in Olmstead were not

fully recovered until 1965 in Griswold vs. Connecticut.5 The

case involved a married couple's right to use contraceptives.
Writing for the majority, Justice Douglas established the‘
concept of "zones of privacy" into which government may not
intrude, basing his argumen£ on the penumbra of the First,
Third, Fourth, and Fifth Amendments as influenced by the
Ninth Amendment. |

While Justice Douglas' argument would appear to establish

certain absolute protections, the Court soon backed away from

that position. In Doe vs. Commonwealth's Aﬁtérney (1976)6,
the Court held that the right of consenting adﬁlts to engage
in homosexual acts in private is.not protected on analogous
grounds. While the rights of privacy associated with the
state of intimacy would not reasonably be argued to take
precedence over protective rights of the whole--as with murder,
conspiracy, etc.--the rights of privacy have been argued to
take precedence over simple cultural norms when no harm is
present.

During that same 1l0-year period, from 1966 to 1976, six
major federal privacy-related laws were enacted:

@ The Freedom of Information Act (1966, amended 1974);

5Griswold v. Connecticut, 381 U.S. 479 (1965).

®boe v. Commonwealth's Att'y, 403 F. Supp. 1199 (E.D. Va. 1975),
aff'd mem., 425 U.S. 901 (1976).
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® The Omnibus Crime Control and Safe Streets Act of
. 1968;

® The Fair Credit Reporting Act of 1970;

® The Family Educational Rights and Privacy Act of
- 1974; |

@ The Privacy Act of 1974; and

® The Tax Reform Act of 1976.

In particular, The omnibus Crime Control Act and The Privacy

Act of 1974 have relevance for this report. The former
addre;ses the question of electronic surveillance and attempts
to establish the actions and circumstances in which those
actions can be taken to gain private information about an
individual or group. Principles set forth in this Act might,
by analogy, be extended to cove? interception of data and
messages from consumer terminals within a public information
utility system. The latter addresses the rights of the
individual with regard to personal data contained within
federal data banks. While affording significant protections
within the limited domain of federal systems, it establishes
two important principles that have wider implications. First
is the right of individuals to know what information exists in
a data bank abouﬁ them and the right of individuals to have
errors corrected. Second is the restriction placed on the
aggregation of data by consolidation of data bases or-the
exchange of data among data bases. Of major importance is the
principle indicated in these restrictions that data that might
be innocuous when viewed separately may be embarrassing or

injurious to the individual when'aggfegated.




28

Since 1976, no major federal privacy legislation has
appeared. However, two developments warrant mention. The

Privacy Act of 1974 established the Privacy Protection Study

Commission. This commission addressed issues of privacy,
particularly those affected by electronic developments. Those
interested in attempting to extend the protections established
within federal data banks to the private sector will fina the
Commission's report a useful background document. The second
development is the recentl§ enacted New York State Privacy

. Protection Act. While also limited to government-held records,

it goes even further than the Privacy Protection Study
Commission in defining the mechanisms for protection.

This brief legal history 6f thé concept of privacy
highlights several fundamental points about brivacy. First,
our legal codes and decisions do not often difectly address
privacy, itself. 1Instead, they virtually always address some
other injury resulting coincidentally from infringement of
'privacy. Second, the Congress and the courts have been slow
to respond to new media technologies and the threats they pose
to privacy--at a time in the very rapid development in
communications ahd data processing technologies.

Refer to Appendix V. for further legal references.

B. Some Social and Other Definitions of Privacy

While a review of the recent legal history of privacy is

useful for establishing what actions have constituted

infringement, to understand what is being protected we must

look briefly at the coﬁcept as it relates to the ordinary
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social functioning of the individual. One of the most
authoritative contemporary commentators on privacy, Alan
Westin, has described four categories of privacy: solitude,
.intimacy,'anonymity, and reserve--which are particularly
useful for describing privacy.7

Solitude is, perhaps, the most complete state of pr;vacy.
In this condition, the individual achieves physical isolation;
others may not "sense" him( either directly or indirectly.
Such a state probably néver exists absolutely, since sounds,
smells, and other intrusions are likely to enter the
consciousness of an individual reminding him/her that a
"public" is not far away. Control of this state lies at the
heart of many discussions of privacy; it is ironic, however,
that the conscious exercise of that control, so carefully
protected by some legal definitions, may be as disruptive to
the state of solitude as actual physical intrusion.

Intimacy is the state to which a small group may withdraw
so that interpersonal relations and the rules that govern those
relations may be determined largely by that group. Relaxation,
frankness, sexual interaction are often.associated with states
of intimacy. Coubles, families, close~groups of friends are
common forms of intimate groups, As was seen above, legal
recognition of rights of privacy for various forms of intimacy
is quite mixed. Thus, intimacy is an area of privacy where

cultural and legal recognitions have been and still are at

7A. Westin, Privacy and Freedom (1967) and other works cited

in this report, Appendix V.
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odds in some important respects.

Anonymity is the state of privacy where an individual
may be in a public place but not be recognized or watched.
Relaxation, freedom of mo&ement, spontaneity are associated
qualities. While individuals retain some control over
this state, by not calling attention to themselves, true
anonymity.is not subject to any actual control. That is}

passersby may choose not to display recognition, but they

cannot control actual recdgnition. Indirect presence, such
as publication of a likeﬁess Or even a person's name, can be
controlled, of course, and privacy concerns have often been
addressed to this aspect of anonymity.

Reserve is the state of selected presentation of the
self. The individual, through choice,'adopté a certain
degree of frankness, manner, personal posture; In an _
interpersonal sense, this aspect of privacy underlies the
individuai's.right and ability to determine the nature of the
relationship between self and another person or group; in a
legal context, this aspect of privacy underlies, with several
other important concepts, the right aga?nst self-incrimination
protected by the Fifth Amendment.

There are, no doubt, other states of privacy for the
individual; but in these distinctions we can glimpse some of
its many manifestations. Important to realize is that privacy
does not exist in any of these states but exists in and around
them. Solitude is never absolute; thus, complete personal

privacy lies beyond any ‘actual physical state. Also, privacy
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is highly dynamic. Individuals constantly shift among the
various states and levels of privacy. After public interaction,
the individual seeks. privacy in order to assimilate the stimulae
of the day and to prepare for the next phase of public
interaction. Because these states are defined to a great

extent by the information that is revealed in them about an
individual, discomfort occurs when the information from ohe
state follows the individual to another. This is so whether
that information is communiéated directly or inferred indirectly.

C. Some Privacy Issues Connected with Interactive Home Media

In all, neither the existing legal nor social definitions

suffice. On the one hand, the legal cases and secondary

reviews are not yet a means to ﬁnderstanding the concept of
privacy--not until a formal framework is estéblished to cull
out the doctrines established so far. This ffamework should
include thpse doctrines established in related fields, such as
the cases dealing with the privacy issues raised by the
computerization of criminal, health, banking, énd other
personal records. Perhaps when such research is completed,

it will show that the privacy issues in these cases are
basically no différent from the ones associated in this report

with interactive home media systems. On the other hand, the

social definitions, based on how individuals seem to function

in society, do not go far enough to define privacy either.

What is in order, probably, is a philosophical analysis that
will tie the philosophy of the law with other branches of
philosophy to provide us an all-encompassing matrix or framewqu

of privacy tdday.
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What is clear is that the current concepﬁ of privacy is
widespread and ingrained at the same time asvit is not easily
definable or protectable.

Without the benefit of an established framework defining‘
privacy--its nature and limits--we have developed some
categories of privacy issues to begin'to help order thinking
on the gquestion. We have idenfified these four major types of
exposure:

e intrusion;

® interception;

e misuse of information; énd

@ aggregation.



e et e e e e e e




*****

Interactive Cable Systems (Qube)

1.
2.
3.

Appendix III.

THREE MODELS OF INTERACTIVE HOME MEDIA

® » 0 e &0 0 95 0000 80 e e

System OVErVIeW ..ceeecrecsacoccosacnnonssonsss
Technical DesCription ...eeeeeesceeeceeoncannss
Privacy and SeCUrity soeeceeeeenscenesoococecsens

Videotex-Teletext Systems (Prestel, Telidon,

Antiope)

1.

3.

General Purpose Computer Systems (The Source) .....

l.
2.
3.

® 5 5 6 0 & 5 80 e D 0 S A S S SO0 S0 SO0 S V0 00 G O DO 8 O8RS O E 8D

System OVervView ...ececocsecsoeecncnnnecnonnnas

B. Prestel t.ivieiinieeteccrorncancaccnoaceannnnns
D. TelidOn teeeerseennensoeasoncscsnsoccsnnsnees
Co ANtIOPE +ivtevintncecneenonenaesnessncnsnnss

Technical Description ceceeeceeceeceneneanecnns .

a. Prestel ....iiiiiiiiiiititiistnetcancnncannnn
b TelidOn tuieeevecocenceocacancenasnassaaneesss
Ce ANtIiOPE ttieeeerorssenescncsoencensnansnsens
d. Other Systems ...ceceereccncccencncsnas ce e

Privacy and Security c.eceeeeeeerenenenoennnnas

System OVEIVIeW ..cevecennseosscecennes ceseenan
Technical Description .....iiviiieeeneccnconens

Privacy and Security ..eeeeece.

I R B R I R I I R A )

33
35
38
47
58
61
63
63
64
67
67
72
76
79
80
85
87

89
92






33

Appendix III. A. INTERACTIVE CABLE SYSTEMS

Interactive cable systems are an outgrowth of the
conventional one-way cable delivery system for TV. Instead
of tranémittihg a signal only "dowﬁstream" from the signal
source to the viewer, they are able to'transmit some form of
signal originating‘at or near the receiver back "upstream" to
the head-end where it is usually received by a monitoring
computer. The field is currently dbminated by the Warner-Amex
Corporation's Qube system. But the recent franchise award to
Cox Cable Corporation to wire some 125,000 homes in the Omaha
area for interactive service and the entry of AT&T into the
bidding suggest that the field will develop quite rapidly in
the next few years.

Because it is currently the largest, most developed of
the interactive cable systems, Qube will serve as our case
study for this technology. A

Of all the emerging interactive home media; Qube has
probably received the most attention in this country. Qube
is the trade name for the interactive cable system developed:
by Warner-Amex, a recently formed corporation linking Warner
Communications and American Express. The only*currently
operating Qube system is in Columbus, Ohio; however,
installations are underway in Cincinnati and Houston, and
the Corporation has recently won tﬁe‘franchise for Pittsburgh.

In spite of wide public attention, detailed technical
information about Qube is difficult to obtain. Sources for

this report are the published literature (the NAB library
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an

NTIA report prepared by Martha Johnson-Hall, Qube-supplied

background and press materials, and information obtained

through personal interviews.

During a one-day visit to

Columbus we talked with the following people:

Larry W. Wangberg, VP and General Manager;

Miklos B. Korodi, Senior VP, New Business Development;

Scott Kurnit, Direc;or, Programming and Production; and

Richard Guarino, Manager of Systems.
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l. System Overview: QUBE

The system may be divided into_four majdr components:

@ programming services;

e head-end éomputers;

e cable transmission system; and’

e home terminal and console.

Qube, Columbus, offers 30 channels divided into three
groups of 10 channels each:

e television;

e community; and

@ premium.
The television channels are the usual cable mix of local
network and PBS stations, several out—of-townAindependents,

a news service, several public information channels, and

Qube's "flagship" channel--Columbus Alive. For an additional
%ee, the subscriber may gain access to(the community and
premium.blocks of channels. The community block carries a
variety of focused channels: children's programming, sports,
intellectually sophisticated features, news/weather, consumer
information, live Congressional coverage, religious programming,
and credit course'material. The premium channels are a pay-TV
block containing five general audience movie channels, a
"drive~in" moQie channel, an adult films channel, and a pay
instruction channel. While Qube is using state-of-the-art
micro-computer controlled video tape_drives as proéramming
sources, this segment of the system is conventional and poses
no new privacy issues; conseguently, éttention will be focused

on the other three subsystems.
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The aspect of the system that makes Qube unique is the

interactive communication between the head-end computer and

the microprocessor-driven home terminal. This technology is

currently used in three ways:

o- viewer response;

® pay-TV billing; and

e home security monitoring.

Viewer response, as well as channel selection, is
provided through the separate hand-held console. This device
has three colamns of 10 buttons each--for channel selection--
and a fourth column of five buttons for responses. At
designated times in the programming material--primarily on

the Columbus Alive channel--viewers are given the option to

respond by pressing one of the five buttons.: These responses

are transmitted upstream over the cable system, collected by

the head-end polling computer, and used for tabular or sales
purposes. This polling techniqﬁe‘can also record the channel
currently being watched and is used in this way for billing
of the pay-TV services.

Under a separate agreement, the consumer may elect Qube's
home security service. 1In this case, a home security terminal
is instélled to monitor a variety of sensors: smoke, fire,

sound, movement, as well as a manual medical alert device.

When activated, these devices send upstream messages, analogous
to hand-console signals, which are received by the polling

computer. A designated series of actions is then initiated.
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These interactive services pose a variety of questions
pertaining to privacy. In many instances these derive from
potential exposure of information within the system. (Refer
to the "Technical Descriptién" section of this report for system
details and for discussions of indi&idual exposures within the

context of the system as a whole.)
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2. Technical Description: QUBE

The Qube interactive cable system may be divided into the
following three subsystems, for purposes of description:

® head-end computer(s);

® interactive cable transmission system; and

e the home terminal and console.

Head-End Computer(s)

The head-end "computer" is actually a group of three
individual computers. Qube uses Data General Eclipse S$-200
machines--large 16-bit multiprocessing minicomputers each
with 256K bytes of main storage. The system employs Data
General's standard RDOS operating system, but each computer
is controlled by software developed by Qube. The system is
configured as shown in Figure 1. (Also, see Glossary, Appendix VI.)

The polling computer (P in Figure 1l.) performs one
primary function. Using a list of.terminal codes or
addresses--one unique code for each hbme terminal--it runs
down the list from top to bottom and records the status of
the home receiver and the console keys. Indicated are the
on-off status, the integrity of the receivér, the channel
being viewéd'(if the set is on), and the last response button
pressed (if a response poll is undérway). This same polling
technique is used for the security system; however, when any
alarm condition is received, the system repolls that address
to confirm the message before taking ﬁhe action required.

In the case of a confirmed alarm,‘the system generates

an interrupt condition, notifies an operator through various




39

1Q

Wo}SAS uOL}eWAOJU] JBUJBRM = SNIM
493ndwo) oLpnis = N
J493ndwo) burjjod = d
iLun |043u03 jeuoildaaig-tg = 99
Leutwas] aqny Aey apoyjel = |y)
puabaT.
4asvdg
Yiva
‘ AR 19)
= SNIM
]
1 d S
o
d
e’
oo —
agvod
HOLVd
LdD

°T m.HUhu.H....p




40

computer room alarm devices, and retrieves and displays on a
computer room CRT terminal the houéehold address and any
additional user-supplied information (such as a medical
‘History,»special architectu:al features, or hazardous materials)
that the user wishes to have conveyed. The operator then
notifies the appropriate autﬁorities,,conveys this information,
and performs any other conﬁingent ﬁasks deéignated by the '
user. Anticipated in the near futurgAa:evdirect links to

hard copy terminals in fire; police,fand medical fac;lity
| offices.

Under normal conditions, whén nb security alarm exists,
the polling computéf passes its data via an input-output link
to the studio~¢omputer} S. The é computer, as currently
defined, performs some eight tasks on a time~§haring
basis. These include controlling the CRT's fof polling and
the security system, performing tests and diagnostics to
maintain the integrity of the system, gathering statistical
data on viewer selections, and compiiing data records of
individual use of the premium channels for billing purposes.
The records of individual use of the premium channels are
gathered over a 24-hour period and tranéferred via an
ipdependent magnetic tape to the third computer once a day.

The S computer also provides opérator controi of the
system. This is done through theWCRT términals. These
terminals are located primarily wiﬁhin the same building as
the computer system and are, thus, secure within this context.

However, dedicated lines to the system do exist between this
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facility and the administrative and service locations,
approximately a mile away; and there is support for dial-up
terminals (CRT's). All such connections pass through a
physical patch board so that any terminal outside the physical
building must be specifically linked to the system by an
operator.

The third computer in the configuration, the Warner
Information System (WINS), perfofms all billing as well as
other.administrétive services. As indicated in Figure 1.,
this system does not have a direct data link to the P and S
machines but, rather, receives data via a transferred
magnetic tape. It is within the WINS system that user
addresé codes are matched with éctual names apd addresses.
Itemized bills are compiled for premium channe} selection
and sent out on a monthly basis; these records are kept for
some nine months for routine business purposes, such as
verifying itemized charges. Summary data, not containing
individual records, are kept indefinitely for programming
and marketing purposes.

The three-computer configuration offers the obvious
advantage for‘secﬁrity and privacy purposes of separating
the polling function, where individual viewing aqtivity is
recorded énd accumulated, from the billing function, where
user codes and accompanying data are linked with actual names
and addresses. ?his design, however, is based on financial
rather than security considerations. In future systems, a

single Data General Eclipse C-350 system will replace the
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current three-machine system. While logical or software
security precautions will be added, the benefit of actual
physical separation will not be retained, according to current
plans.

Cable System

Qube, Columbus, uses a single cable transmission system
based on an hierarchical tree design. The cable system is
connected by multiple trunks both to the programming sources,
cluste;ed in an adjoining room within the secured area, and
to the P computer. Within this basic design, Qube has
introduced three primary developments or innovations: improved
amplifiers and filters, an addressable bridge gate controller
for regulating upstream transmiésion, and an addressable "gate
switch" at the home terminal that can block reception of
selected channels. While the last is, technically, a
developgent.within the terminal, it will be discussed here
since it functions as the last stage of the transmissibn-
branching design.

The amplifiers and filters, developed under a joint
venture agreement with Pioneer of Japan,,K are of most interest
for proprietary pﬁrposes than for privacy purposes. The
current design supports 300 MHz, but the design being used
for Houston is expected to support 400 MHz, thus raising the
number of channels carried per.cable by 15 or so. This
advance, while significant, is dwarfed by the fact that
Cincinnati will be a two-lead system whilévHouston will add

a third lead down to certain designatéd institutions. This
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third lead can support, throhgh multiplexing, a large number
of both narrow and wide band transmissions originating at
numerous points throughout the system. This development could
lead to expanded use of thé system to transmit messages to and
from consumers. In turn, expanded message transmission could
raise additional questions regarding security and privacy.

Of more significance from the standpoint of interactive
communications are the bridge gate controller and the terminal
gate. The bridge gate controller is located at each node in
the syétem and each has an identifiable address that can be
referenced by the head-end computer. The controller can be
set to either block or to pass upstream responses. It is
this facility that permits "narrowcasting". The heéd~end
computer can set the controller in either state thus permitting
upstream responses to come from only designated portions of
the system. The most widely publiciéed instance of narfowcasting
was the Upper Arlington town meeting where the Planning
Commission posed questions to residents within the area and
received responses from them, but only from them.

The terminal gate, actually part of the home terminal,
works in reverse of the bridge gate conéroller at the node.
It can be set by the head-end computer to block reception of
one or more specific channels. Thus, for narrowdasting, the
system is configured a few minutes before broadcast time so
that only the terminals designated can view the channel
involved. It is used routinely, however, in several other

contexts: to block reception of the optional premium and
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community channels for users not subscribing to those services
and to block the adult movie channel for those who do not wish
to receive it. (At the subscriber's request, a key~lock is
provided in the terminal thet can be controlled by the
household to block the adult channei.)

Home Terminal and Console

The cable connects in the home to a separate terminal,
controlled by a four-bit microprocessor. In turn, the
terminal is connected by a cerd to the push button selection
and resbonse console and to the television set. While channel
choices are indicated on the console, actual selection is done
by the terminal and the signal fed by cable to the TV set
‘through channel 2.

The primary distinction of the Qube terminal system is
its recognition and response capabilities. Three to four
times a minute, the polling computer transmits over the |
system a cail to each individual terminal through its numeric
code. The exact format of the command structure is regarded
by Qube as proprietary, but in form it consists ofiseveral
start bits, the hierarchically st:uctured.terminal identification
code or address, a six-bit command, and several stop bits.
Recognizing its "name", the terminal interprets the specific
command ("are you on or off?", "what channel is on?", "what
was the last response button pressed?", "are you OK?", etc.)
and then constructs and transmits back upstream the information
requested. Having received and recorded that information for

that terminal, the head-end computer polls the next terminal
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on the list, etc. 1In the Columbus configuration, the message
returned can be inferred to be rather rﬁdimentary; however,
under development is a terminal containing an eight-bit
microprocessor. The Cincinnati system will use standard
eight-bit ASCII codes and it is anticipated that the Houston
system will use protocols supporting variable, instead of
fixed, length message formats. This last development could
lead to some form of message transmission using standard
alphabetic coding.

The security terminal works in an analogous way. It is
linked to the cable via a split above the home TV terminal
cable connection. In turn it is connected‘to the three
categories of sensors that are installed in the home. For
security, sensors include ultrasonic motion detectors, pressure
sensors for placing under rugs, infrared photoelectric cells,
door and window sensors, as well as direct call buttons.' For
fire, sensdrs are standard heat and smoke detectors. For
medical emergencies, sensors are direct call, both fixed and
a small portable battery-operated unit carried on the person.
In the current system, the security terminal is polled every
10 seconds (tﬁice-as frequently as the TV poll) and responds
with an all normal status or the category of alarm that has
been enacted. The poll is repeated to verify all alarm
responses. A verified alarm "inte:rupts" the system, which,
in turn, retrieves the name and address of the householder
and any special instructions provided. Response at Qube is

as described above in the "Head-End" section. In future
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systems, more detailed information will be transmitted,

identifying where in the building motion, smoke, etc. was

detected.
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3. Privacy and Security: QUBE

Those interviewed at Qube see protection of privacy as
in their self-interest, since virtually all revenues are
derived from the consumer. That position, however, appears to
be part of the working "atmosphere" of the Corporation and has
not, so far as we can ascertain, been codified into an actual,
comprehensive written policy. In general, Qube has exeréised
precaution against breach; however, since this is a fast-
developing technology, we Qill comment on portions of the
system where potential exposure may exist. We will also
comment on a potentially problematic relationship that could
‘develop between subsidiary and parent corporation.

From the point of view of'reception, the primary issue
we foresee is the undesired reception of objéctionable or
unwanted programming material. Since Qube offers as part of
its pay service a "drive-in movie" channel and a sexually-
oriented "adult" channel, some viewers may regard their own
inadvertent exposure or the exposure, inadvertent or
intentional, of children in the household to this material as
an invasion of privacy. However, Qube offers two safeguards:
the viewer may sélect to have the adult channel blocked
entirely from reception or they may have a special terminal
installed that has a key-lock that controls the.adult channel.
These precautions taken by Qube seem reasonable and adequate
for unwanted exposure to the adult channel.

A somewhat related issue is the possible misuse of buying

services offered by Qube to its viewers. At various times
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goods and services are offered for éale; the viewer effects a
transaction by pressing one of the console keys. While a

brief period is given for the viewers to change their minds,

no provision is made for'countermanding selections made by
children or for slower-developing afterthoughts. While such
service is a boon for some viewers, particularly the handicapped,
it is an area of potential concern. .

From the point of view of transmission, there are several
areas of potential exposure; Currently, three types of
information are generated: viewing choices, viewer responses,
and security information. All three types could be sensitive.
Viewing choices and viewer responses could be embarrassing or
damaging Qutright; but, more suﬁtly, patterns of selection
could be used improperly. Two examples illusfrate this point.
During the McCarthy era, library circulation récords were used
as incriminating "evidence"; an.obvious analogy exists for the
potential misuse of TV selections. Second, patterns in viewing
and buying habits could be used to form "psychographic" profiles
of a household. Such profiles could be used to devise marketing
strategies to which the members of the household are particularly
vulnerable; of more general importance, however, is the privacy
issue of the individual's or group's perceived right to control
the information known about that individual or gfoup. (See
discussion of the concept of privacy, above.)

Information derived from secuiity devices has obvious
privacy implications. Under the current design, all analog

responses are converted to categorical states--fire, medical,
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or intrusion alarms--and a.digital code transmitted. Under
development are refinements to make the information more
precise--e.g., the exact location in house from which a sensor
is activated. Under develépment are a variety of other
informaﬁion-generaﬁing devices and services. These include
monitoring and response equipment for energy-using systems,
electronic funds transfer, and eventually message transmission
and information retrieval services. Thus, information with
varying degrees of sensitivity will be collected in the home
and transmitted upstream through the cable system.

Attached to each upstream message is a code identifying
the terminal from which it originated. Once this message
passes the first bridge gate controller and goes into the trunk
system, it is blocked from any further downstream exposure.
(See "Technical Description: Qube" for details.) Below the
first bridge gate controller, however, are linked as many as
256 terminals. While quite weak, the message signal would flow
back down from that node to all the.other terminals. Of course,
the terminals are designed so that they normally ignore such a
signal, but the possibility exists of using a specially-designed
terminal to intercept these signals and £o eavesdrop. The
difficulﬁy of designing such a device, however, makes this kind
of activity improbable. Additionally, the nature of the
information that could be derived qurrently would hardly seem
to justify the effort of the impropriety; should full message
capability be added in the future, however, this exposure may

become more meaningful for some individual and corporate
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subscribers. The problem could be eliminated by placing a

gate below the branch rather than above it to block leakage to
other terminals connected to that node. This feature, combined
with a microprocessor-d;iven scrambler, could be marketed as an
additional security option for thosé customers who feel they
need this extra measure of confidence.

Once the signal is in the trunk transmission system, it
is blocked from any further access at a receiver node.
Physically, exposure in the cable System, proper, is analoéous
to exposure in a common carrier system. Legally, protection
against intrusion or eavesdropping afforded common carriers
of voice communications has not been extended to cable systems
and data links. As these latter grow in number and as they
begin to carry personal information that has  analogous
sensitivity, a review of common carrier protection against
unwarranted access to data links--as they relate to interactive
cable systems--should be considered.

Once the information obtained from a home terminal is
received by the polling computer, there are four basic
categories of exposure that must be considered:

S improper access within the sécute area,
® improper access via a communication link,
® unnecessary use of information by Qube, and

® forced access to information by a source outside of
Qube. ,

Improper access within the secure area of an interactive
home media system poses no new problem; the problem has been

long recognized within defense and other secure computer
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facilities. Note that this industry shares the same problems
of confidentiality with computer room operators and other
authorized personnel. Safeguards found effective for secure
and classified systems should be adequate in this area, as
well.

Qube has initiated a system that provides four major
precautions. The area is physically‘secured by a magnetic
card lock system such that only auﬁhorized personnel may
enter the area. Second, to use a terminal to access the system
requifes double passwords (known only to authorized operators)
for the polling and security functions, and triple passwords
that are changed every day for the record keeping function.
Third, instructions for conducting a poll or accessing polling
information are known only to a small group of approved
operators; documentation is physically secured. Finally, all
viewer response polls must be approved in advance by the
Director of Programming and Production. For approved viewer
response polls, the viewer must be informed through the
programming content that a poll is being conducted and given
the option to participate or not.

Improper access through a communicétions link would occur
should iﬁproper use be made of a remote terminal connected to
the system--either by a hard-wire or dial-up port. All terminal
connections (hard-wired or dial-up) come through a patch board
and are manually linked to the system. Operators within the
secured area are instructed to make such connections only to

known, approved individuals within the organization.
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Unnecessary use of information by Qube means use of
subscriber records on an individual basis other than for
billing purposes. Qube's policy and responsibility are
spelled out in the contractual‘agreement with the subscriber. .
(See sample contract below; note, especially, item three of
this agreement.) Qube may and does develop aggregate

statistical data for market analysis. Individual records, we

were assured, are used for no purpose other than billing. Such
records are retained for a period of nine months, to resolve
any disputed claims, and then destroyed. (Of course, in this
and similar systems, there is as yet no outside way to guarantee
this limited use.)

Privacy and fair market issues may potentially be an
issue here, given the diverse nature of the‘parent corporation,
American Express. Aggregate marketing data with rough
demographic correlation by neighborhood can be generated.
It is reasonable for Qube to use such data for programming
purposes. Not clear is whether the parent corporation, American
Express,Awill have access to that information. If it does,
the question to be considered is the market advantége for the
parent.corporation that might‘be extendeéd to other sectors.of
business activity. |

Perhaps the most sighificant exposure lies with forced
access to Qube records. This could take place if Qube records
were.subpoenaed by a judicial soufce; most likely on the
stéte or local levels. Such a case did arise recently, as

the attached news accounts show. 1In that case, a local movie
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house operator was arrested on obscenity-related charges
stemming from the showing of two adult movies, one of which was
shown on Qube's pay adult channel. The defense attorney based
the defense on the grounds tﬁat the films did not violate
community standards of obscenity; and had subpoenaed Qube's
records to establish local viewing patterns of such films.
While Qube vigorously defended individual viewing records, it
did supply general viewing statistics on both the individual
film in question and the patferns of use of the adult channel.
While Qﬁbe asserted it would fight acéess to individual records
all the way to the Supreme Court, not clear is whether other
interactive cable media corporations would resist such access.

Legal access to individual records of viewer selection is

clearly an area for review--to determine whether regulatory

and, perhaps, statutory address are required.
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As requested by you, the Subscriber, QUBE has installed its unique, ii‘teractrve

Cable TV Terminal and Console (along with associated connection lines and matenals)

in order to provide QUBE service. In consideration for the installation and provision of

-- . QUBE service, you hereby agree as follows:

1. Subscriber will have the opportunity to' Ihteract with QUBE programming as,

for example, by registering opinions, ordering programs and other products, and part-

icipating in game and other shows. Such interaction Is entirely voluntary and is completely
within Subscriber's own control.

yEOE T XED L

T 2.7 'Unless otherwise agreed, Subscriber will be billed for (i) installation of QUBE
“““equipment, (ii) basic monthly service and (iii) individual “premium” channel programs
which Subscriber watches for 2 minutes or more. QUBE charges are payable promptly
upon receipt of the monthiy bill.

3. Subscriber's “premium” channel program selections will be recorded on a
. gomputer printout. Such records shdll be kept stnctly confudenttal except 1or purposes
of servicing Subscriber's account .

S s
-

No other individualized records will be‘de.veloped of either 'viewing selections or
interactive responses unless the Subscriber has been advised in advance and given
adequate opportunity not to participate.

4. Subscriber may discontinue QUBE service at any time.

5. QUBE's agreement to provide service to Subscriber in advance of payment
is conditioned upon a reasonable showing that Subscriber is in good financial standing.
(QUBE may verify Subscriber's credit standing with a consumer reporting agency such
as the Credit Bureau of Columbus, Inc. in accordance with applicable laws. The Ohio
laws against discrimination require that all creditors make credit*équally available to all
credit-worthy customers, and that credit reporting agencies mamtam separate credlt
histories on each individual compliance with this law.) ' '

6. The QUBE Terminal and Console.n’re, and remaln even when Instalied, the
property of QUBE. If Subscriber's QUBE service lg discontinued for any reason, the
Subscriber agrees promptly to return the Console and Terminal to QUBE by permitting
a QUBE representative to enter the premises where the Console and Terminal are located
for the purpose of removing same. (QUBE shall not be liable for wall holes, etc. which
may remaln after removal of equlpment. except for damage taused by QUBE's hegligence).

lf upon discontinuance of service, the Subscriber does not promptly return the
Console and Terminal to QUBE, then Subscriber shall be obligated to pay to QUBE the
amount of $250.00, which Subscriber and QUBE hereby agree is the value of the installed
Console and Terminal, ‘plus any additional charges owed to QUBE. . . .-

7. Physical damage to the Terminal or Console caused by the Subscriber, other
than that due to reasonable wear and tear, is the responsibility of the Subscriber who
shall be obligated to QUBE for the reasonable costs of repair or replacement. Subscriber
agrees to provide reasonable access so that the Console and Terminal may be repaired
or replaced. - D . 1,

8. QUBE shall not be liable for (i) the quality of any merchandose (purchases

. pnzes etc.) received by Subscriber in connection with QUBE programming, (ii) the repre-
sentations or warranties made by the .Seller and/or manufacturer of such merchandise;
or (iii) damage or injury if any, resulting from the use thereot. R

9. Subscriber is aware that theft of cable television service and/or property or
willful Injury, destruction or-alteration thereof.is punishable under Ohio Revised Code
(Section 4833.42) by fine of up 1o $500.00 and/or Imprisonment of up to 60 days and under
Columbus Citv Cod2 (Sechon 2305.13) by ﬂne of up lo $1, 000 00 and/or imprisonment
of ur ‘o 8 menths.
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Data On Cable Sex Films

The attorney defending a local adult movie theater
wants 1o know how many people in Franklin County are
| watching sexually oriented/movivs on cable television
‘ Cable TV olficials pm(cst that the rights of their
subscribers must be protected. but a3 Mumicipal Court
judge Friday agreed to allow attorney Laurence Sturtz
to subpoena officials of both Warner Qube and Coax
Cuble TV to testify on the matter.

|
i THE UNPRECEDENTED move raises a myriad of
b lepal questions about the right to privacy of a viewer
[ watching such films at home. cable officials and some
‘ legal suthorities said i

X In what is regarded by his opponents as a shrewd
t maneuver, Sturtz 1s trying to show that sexually
4

High St. may not violate community stanierd- of
oh~cemty if such movies have garnered great pupulers
ty among cable TV subscribers

The case stems from the March 14 arrest by
Columbus police of four employees of the theater or
obscenity-related charges linked to the showirg of the
films Taxi Girls and Captain Lust Feb 28

STURTZ'S DEFENSE is based on a 1473 US
Supreme Court ruling stating that in order for a work
of art to be judged pornographic. the material mus
violale contemporary community standdrds

As a resul} of the court order he obtainec Fricay,
Sturtz plans to subpoena Qube and Coax representa-

uriented movies exhibited at the Adult Theater. 1320 S. tives to give videotaped depositions May 20 anc 21
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The order. signed by Municipal Judge James C
Eritt on behalf of vacationing Judpe Dale Crawford.
aiiows Sturtz to subpoena Qube for a copy of the sam¢
Taxi Girls movie which' his clients are charged with
~howing. and 1o question the company about viewership
statistics on tha! film and olher sexually oriented
maovies 1t has shown

STUKTZ WANTS ‘to gauge the extent of the

popularity of cable TV's sexually oriented films by -

admitting Qube and Coax viewership data into
evidence

Only Qube now offers sexually oriented film on a
pav-TV channel Coax offered sex films from 1974-79 on

Just how much data can be legally obtained from
the firms remains to be determined. Lawyers and c:ble
TV offiwals interviewed Friday said the names of czlie
T\ subseribers should not be used in court

LEO BRENNAN, Couax general manager. saic he
could. understand the use of statistical data 1n a
courtroom in order to determine a3 commurnity
obscenity standard

“But,” Brennan said *1 can’t imagine being n &
position of divulging a viewer's name. | have to believe
there is no way we would want 1o get into anything hike

that™
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a psy-TV service called Tele-Cinema that is now

defunct

Please See VIEWERSHIFP On A-3

Continued from Page 1.

When informed of the judge's
order, Qube's director of operations,
Larry Wangberg. said, “There is no
way we would give out any ind mdual
information. We have a policy to
protect our subscribers.” .

Any effort to subpoena subscribers’

names would be foug.ht by the TV
company, Wangberg said.

WANGBERG ALSO said he was not

aware that Taxi Girls was ever shown
vi the Qube cable. Judge Britt said the
cable companies will be allowed to
request a hearing to contest the
subpoenas. - . . .
City Prosecutor Ronald O'Brien
said the statisucs or the films are
seither relevant nor admissible in the

“trial.

Stan Laughlin, a professor of consti-
tutional law at Ohio State University
and a member of the state board of the
American Civil Liberties Union, said
because the Supreme Court has made
a sweeping concept like “community
standards™ relevant in court, a wide
range of evidence — including cable
TV viewership data — can surely be
admitted into evidence. ’ ‘

HOWEVER, EVIDENTIARY discov-
ery procedures can go overboard as far
as using subscribers’ names are con-
cerned, Laughlin said. N

“lt bothers me that there is a
privacy interest that can be invaded
here. . . I think ] could make an
argument (against using names),” he
said. .

Judge Crawford will hear the case
in a jury trial scheduled for June 9.

THOSE CHARGED with two counts
each of pandering obscenity, relating
to the films Taxi Girls and Captain
Lust, are Dean L. Darling, 38, of 690
Thurber Dr., Apt. A-6; Domenic Suri-
ano, 43, of 518 E. Town St; "and
Raymond J. Satola of 1190 Amanda
Northern Rd., N.W.

Edward Demmler, 39, of 1025 E.
Jenkins Ave faces one count of
complicity to pandering obscenity.
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: < ‘ By Mark Elhs .
. om-msw
The Warner Qube’ mble
.televxslon ‘company_. has
agreed to. provide an. at-
torney with data on how
many of its subscribers
watched sex mms .-

'I'he attorney is defend-
ing "a theater manager
accused of flandermg ob-

. Scenity. LR
'I’be miormanon could
be used by jurors to heip
define community stand-
ards of obscemty :

' SCREENING OF the
sex films Taxi Girts and
Captain Lust was sched-
‘uled at "Studio 35, 3055
Indianola Ave., Tuesday
for the jury hearmg the
case against an adult mov-
ie\ theater employee.

Jurors were selected
Monday and Tuesday in
Franklin County Munici-
Jpal Court to hear the
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IC Surxano 43 of 518’ E
Town_.St. He is charged
with' two counts of pan- .
dering obscenity in con-
nection with his March 14
arrest for showing-the two
movies Feb. 28 in ‘the
Adult Theater, 1320 S.
ngh St.
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Jenkxns Ave Raymond
‘Satola ‘of 1190" Amanda--
‘Northern Rd. NW and')
.Dean -Darling, 38, of 690
'!'hurber ‘Dr., Apt. A 6.

Satola'was the -projection-
ist, Demmiler was the tick-
et-taker,; and Darling ‘a
maintenance man, O'-

Chief Prosecutor Ron- Brien said, Sunano man-

‘Brien said. he has
dropped similar charges
against Edward De-
“mmler, 39, of 10257 E..

aged the theater

DEFENSE ATTORNEY
Laurence Stunz had is-’

_viewers. of sex-films for
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sued subpoenas to two
local cable television com-
Panies in connection with
the case. Qube apd Coax
Cable TV were asked to
provide” information
about sex film viewers.
Qube has agreed to
provide the number of

this’} year and thé number
of viewers for a cut ver-4
sion of Taxi Girls sold
over cable. =~ . 4 .-

-~ gity's case- agmnst Domen-|- -~
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Domemc Suriano, manager of the
Adult Theater at 1320 S. High St., was

~ found not guilty 'I‘hursday of pandermg '

obscenity.-

v Theeight Jumrs had underlined the
phrase '‘contemporary commumty
standards” on a blackboard in the jury -
-room, indicating they thought the
~eommunity did not object to sexually
‘explicit movies when shown to persons
who chose to attend adult theaters.

_City Prosecutor Ronald J. O'Brien
'sa.xd he believes the issues were fairly
and completely presented to the ju-
rors, and that they had made t.heu'
decision on the evidence.

<] would say we bad @ very"'v‘-?'
anservative jury,” O'Brien said. “I -,

don't know that we could ever expect
to present these issues to a jury’ t.hat
would give them fairer consideration.”

- . O'Brien said, however, that a deci-
sTon had not been made on whether to
proceed with the trials of seven other
deferitants on the same issue. The

‘7-'

<,

-

RSSO T S0

-

u"?'l:i'i'o'l’r-.J T.

da

hY
.

3
3

i

"

charges are pending against two other

theaters and several adult bookstores.
© “We don't set the cammunity stand-
ards; we don’t want to set the commun-

ity standards,”  O'Brien said. “Ap- .
"parently the jury spoke as to the .

-~ gverage community standard. If there
"are any folks In the community who
feel the jury did not speak for them,
 they should let that be known to the
: appropnate law enforcement agen-
' cles, specxﬁcally {n Columbus, the Vice
Bureau.”
Robert Muetzel of 31 Eastgate
Drive, a member of the Coalition of
Concerned Citizens that led & public

campaign against the Adult Theater,

said he was disappointed by the jury 3
decision.

Continued on Page 8, Col. 1

57

g w———

»..-_....-

.Mcncger of thea’r
’vas obscenn‘y case

7l %" eFromPageOne- - "~ :
: "I'hey spoke of contemporary community stand-
#ds." Muetzel said. *“That upsets me, because they
aren’t my standards, and they aren't the standards of
most people I've talked to. To me, what the jury said
was that of thing is representative of what
people wart to see, and I can’t believe that.”

In the trial before Judge Dale Crawford, Jurors
were told by defense attorney Laurence Sturtz that
séxually exphcxt movies and books are readﬂy
waxlable in the county. T
% One witness said QUBE uble televuion in

olumbus broadcast one of the movies involved in the
suit and that 10,855 sets were tuned to the showings.
== It was also testified that up to one-fourth of the
QU'BE ‘viewers watch the adult. entertamment
offered by the station. AR ‘
&~ Explicit movies were viewed by the jurors in the
gwurtroom and in a visit to the Adult Theater.

Crawford had refused to admit inta evidence a
petition bearing 4,800 signatures of persons who
Q‘b ected to the availability of obscene materials. "

In the courtroom when the verdict was returned .

a.s Judge Richard Fgrren who has drawn six oi the

c- ~.AJ—¢~..‘.-A ~<¢-‘-—n.
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,pendmz cases. " .
.#*. Suriano, contacted at the Adult Theater Thurs-

day night, said he is pleased with the decision.

/. “I think it's just a message that most adults fee] '

Bhe movies arer OK for aduits, and-they don't feel -
t government sbould interfere,” Suriano sald 3‘3
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Appendix III. B. INTERACTIVE VIDEOTEX-TELETEXT SYSTEMS

The second type of interactive home media--videotex and
teletext systems--offers the user formatted pages of
information displayed on a TV set using a conversion unit,
installed separately or incorporéted in some of the newer
specially designed TV receivers. The field is marked by
several significant factors: strong interest, rapid
development, technical instability, and the lack of firm
definition. These factors are highly interrelated and may
indicate a very rapid rate of development in the near future
accompanied by strong competition among the various designs.

Because the field is so dynamic, it is difficult to
establish firm descriptive categories. Often the name
associated with a particular videotex or teletext system is
more accurately associated with a set of coding protocols - (the
design of the message record and the display). Conseguently,
a given system can rapidly "develop" right through technical
distinctions between videotex and teletext--such as the
transmission mode--that have been useful in the past. For
example, in one implementation Telidon is ‘'a one-way teletext
system using a portion of the broadcast TV signal for data
transmission; in another, it is an interactive videotex system
using the telephone network. Thus, one can associate "Telidon"
not so much with a given physical sYstem as with the design
protocols that lie behind the system.

Below are several examples of interactive videotex-

teletext systems. The design characteristics as well as the
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‘actual details of implementatioﬁ are provided for each.
Included are some systems that are currently'one—way but whose
design supports interactive access and whose developers appear
to be moving in that direction. These three home media
(consumer-oriented) interactive systems are discussed: Prestel
(British), Telidon (Canadian), and Antiope (French). We have
chosen these particular systems for two reasons: they reflect
the major design distinctions among such systems and they
appear .to be the systems most likely to have substantial
penetration in the U.S. in the near future.

NOTE: Because this technology--unlike interactive cable
and general purpose consumer-oriented computer utilities
(discussed in the next section)--is not yet operational on a
public basis in this country, we have also provided brief
overviews of their implementétions in Britain, Canada, and
France.

In developing these studies, we have reviewed the published
literature, various sales and press kits offered by the
respective agents, and the files of several private and
governmenfal coliéqtions, including the libraries at the
National Telecommunications and Information Administration
and the National Association éf Broadcasters. Additionally,
we made- on-site visits and talked with the following individuals:

Prestel

@ R. Barry Williams, Consultént, Logica, Inc.

@ Richard H. Veith, Ph.D., Consultant, Logica, Inc.
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Telidon

e John H. Syrett, Project Manager, Ontario Educational
Communications Authority

e Tom Thorne, Project Officer, Telidon and Education
Project, TV Ontario

Antiope

@ Gary D. Rosch, Staff Counsel, Antiope Videotex Systems

® Marvin Segel, Marketing Manager, Antiope Videotex
Systems
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1. System Overview: Interactive Videotex-Teletext Systems

Videotex-teletext systems display on a TV screen pages
of information selected by the viewér. Pages are typically
40 characters wide and 20-25 lines long. All systems have
provisions for displaying graphic illustrations as well as
text; they differ rather widely, however, in their basic
approaches to graphic display and in the degree of image
resolution.

A specific image is selec£ed for viewing through some
type of éonsole, ranging from a hand calculator-sized numeric
keypad to a full alphanumeric keyboard. 1Images may be
selected by first viewing a general menu, then choosing a
succession of "sub-menus" leading down to the actual
information frame desired; or one may go directly to the
information frame by recalling its unique frame iaentification
number. Lag time between indication of choice and the
appearance of a frame is usually about ten secondé.

Information frames are available from a wide variety of
industries. These include wire services, newspapers,
publishers, retail stores, service vendors{ advertising
agencies, government-agencies, financial transaction
corporations, and entertainment corporations; Frames that
describe goods or services for sale are usually provided free
of charge; others are usually offeréd for a fee ranging from
a few cents to a dollar per information frame. Information
may be formatted by the organization itself; but there is a

growing tendency for "umbrella" corporations that specialize
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in formatting to provide these services under contract. It

is the responsibility of the Information Providers to structure
their data through menus, sub—ﬁenus, and numbering conventions.
The primary responsibility for content so far also lies with
the Information Provider. .

Completed frames are accepted by the controlling corporation,
indexed, and stored within the head-end computer(s). Typiéally,
the head-end computer is a medium to large minicomputer (e.g.,

a 1l6-bit processor with some'256K bytes of main storage) with
large aisk capacity (e.g., eight to twelve 70-megabyte disks).

Frames are transmitted to the viewer in one of two ways:
either by retrieval of the specific frame selected and
transmission over a switchable nérrowband link such as a
telephone 1line (videotex) or by broadcast of gl; available
frames over a wideband link such as one or more TV channels or
some portion of the channels and subsequent selection or~"frame—
grabbing" aﬁ the terminal (teletexi). The latter, of course,
is not interactive, but the major systems that offer teletext
service either have or anticipate interactive implementation.

While the display unit is the conventional TV set, all
systems require a ﬁicroprocessor-driven terminal/adaptor,
either connected to the set externally or incorporated within.
Systems differ W,i:éélx in the sophistication and cost of the
adaptor. The difference in sophisticafion lies largely in
the buffering capacity and in the character or image generation
capability of the unit. Costs for the conversion apparatus

range from a few hundred dollars toAmore than a thousand.




63

Individual Systems

Prestel is the videotex system developed by the British
Post Office. Begun in 1971, the system went through several
pilot stages before being offered to the general public in
1979. While still available only in major urban areas,
Prestel has received more actual-use testing than any other
videotex system. Currently, the system serves over 5,000
users and offers a data base of more than 150,000 frames
provided by some 150 Information Providers. Additionally,
Logica; a British consulting firm, is conducting an international
field trial in anticipation of providing Prestel services
around the world, primarily to businesses but also to
individuals; a number of U.S. corporations are participating
in this trial.

Telidon isbthe videotex-teletext design déveloped by the
Communications Research Center of the Canadian Departmen£ of
Communication. Telidon is as much an abstraction and symbol
of national pride as it is a tangible working system. In
fact, there are currently two major implementations of the
system: a one-way teletext system developed and under field
trial by TV Ontario; and an interactive videotex system developed
and under field trial by Bell Canada. When one reads the
literature or talks with Telidon developers, one is struck
by the number of far-reaching goals and the diversity of
teéhnologies that are gathered under the term, Telidon. The
apparent problem is simplified considerabl&, however, by the

realization that the core distinction is not with regard to
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any single total system but the unique (among videotex-

teletext systems; not among computer display systems, in
‘general) image-generation protocols that underlie the system(s).
These protocols, called Picture Description Instructions (PDI);
were désigned so that they support both one-way teletext as

well as interactive videotex services; they may be transmitted

over conventional phone lines, within the vertical blanking
interval of a TV picture, over a full broadcast or cable
channel, over optical fibers, and, most likely, over other
link ‘technologies that may evolve.

Telidon, like Prestel International, will soon be
imported into the U.S. With support from the National Science
Foundation, the National Telecommunications and Information
Administration, and the Department of Education, the PBS |
station, WETA, will begin a pilot study in thé Washington,
D. C., area this fall.‘ There are some indications that this
test might lead eventually to adoption of Telidon protocols
for captioning and teletext services by PBS.

Antiope is a videotex-teletext system developed in France.
In 1975 the French government decided to provide every literate
French resident with access to a very lérge repository of
informaﬁion via computer. Antiope is the result of that
deliberate commitment. Antiope, as a specific system and as a
set of design“stéﬁdardS}'can'beét:be understood in the ééhiékﬁ”
of this government mandate. As a system, Antiope refers to a
broadcast one-way teletext system that began commercial

operations in 1977. As a set of standards, it refers both to
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the language specifications that record display control features
as well as alphanumeric and graphic content and to the packet-
switching protocols that govern transmission.

To understand the implications of Antiope, one must also
considef its videotex implementation--referred to by the name,
Teletel. The initial use of Teletel, under Antiope protocols,
will be the computerization of the French telephone directory.
By 1982, 270,000 terminals will be installed in the Ille et
Villaine region free of charge to the subscriber. Using the
telephone lines, the terminals can interrogate the data base
by name, location, and commercial category; thus, both white
and yellow page directories will be replaced, and access by
street address will be added. Owver the next 10 years, France
will phase out all printed directories by installing over 30
million terminals for its subscribers.

Once again, the implications go further than the primary

use. The French, essentially, afe using the telephone project
as a strategy for placing videotex equipment free of charge
into the vast majority of households and businesses. Since
the inverted file software is general, a large number of other
types of data may be expected to be offered in addition to
directory information. Thus, the French have begun the first
systematic effort to realize the "wired nation" concept of
near total computer-access penetration that has been the
object of much recent speculation in other countries.

Antiope is important for U.S; interests, as well. CBS,

after a trial project using teletext Antiope at its St. Louis
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affiliate, KMOX, has filed a petition before the FCC to set

standards for U.S. teletext transmission based on Antiope

protocols.
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2. Technical Description: Videotex-Teletext Systems

A. Prestel

Prestel information frames are prepared by independent
Information Providers. Frames afe assembled and linked into
the general indexing system of the data base through dedicated
UpDate Computers. Frames may be created and edited
on-line within the UDC system; they may also be prepared
off-line on an intelligent te;minal with storage capacity or
on the Information Provider's own system and then sent in
bulk to the UpDate Computers. The UpDate Computers hardware
is a GEC 4082 1l6-bit mihicomputer with 384K bytes of main
storage and 12 70-megabyte disks. (See Glossary, Appéndix VI.)

The data base is designed as‘a large tree structure.
Each individual Information Provider is assigned a "top"
entry point number of three digits and is responéible for
establishing menus and other aids to guide the user through
its frames. When frames are created, the Information Provider
must identify the frames that might logically follow and
provide instructions to the user as to what to key to select
a particular succeeding frame. Thus, paths through the data
are pre-established by the Information Provider, discouraging
casual browsing by the viewer.

Actual retrieval of data is provided through a network
of local Information Retrieval Computers. Each Information
Retrieval Computer is similar to the UpDate Computers system
but configured with fewer disks. Each Information Retrieval

Computer contains a copy of the complete data base, updated
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daily through a high-speed link with the UpDate Computer.

The Information Retrieval Computers are housed within telephone
exchanges and are designed so that no local operator is
required.

The user gains access to the Prestel Information Retrieval
Computers through the conventional telephone system. The
telephone line is terminated in a dual socket: one that
accepts the jack for the telephone and the second that accepts
the jack from the terminal-for the converted TV set.
Tranémission over the dial-up link to the Information Retrieval
Computers is 1200 baud downstream and 75 baud upstream using
a full duplex format that permits simultaneous transmissions
in both directions. To establish connection with Prestel,
the user must dial the Prestel number, key iﬁ an identification -
code, and then add a password. |

Thé terminal, a single unit, contains within it the modem
that interfaces with the telephone line, a microprocessor
contfoller, a memory buffer, a timing cbntroller, and a
character generator. This unit is, in turn, connected to
the keypad and to the TV set--if it is potlin~board. Both
the terminal and the keypad/keyboard are obtained by the user
from independent vendors. Consequently, a number of different
brandé are available. Three styles of keypad are currently
offéféé!ﬂﬂé numeric‘keyééd, a compact alphanumeric keypad for
one or two finger entry, and a full-size alphanumeric keyboard.

Each information frame consists of 24 rows of 40 characters,

for a total of 960 dispiay characters, plus 64 control characters
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not displayed; each frame record transmitted to the terminal
consists of 1024 characters and is stored on disks within the
head-end computer as 1K byte fixed-length records. Frame
generation at 1200 baud, tﬁus, takes some 8-10 seconds.
Frames are sent as a continuous stream of characters using
8-bit ASCII protocols (7 bits plus parity).

Three different types of data are transmitted: contrbl
information, alphanumeric characters, and graphic characters
or mosaics. The control information, in turn, is of two kinds:
generai terminal control characters and image control characters.
The terminal control characters clear the screen, set various
conditions, and control the switching between character sets.
The image control characters control foreground and background
colors, steady and flashing modes, normal or double height
for characters, display and conceal status for bharacters.

The alphanumeric character set is the standard upper and lower
case alphabéts, the numerals, and common symbols (percent,
ampersand, Pound, etc.). The mosaic character set consists

of 64 different configurations of six small blocks (three

rows of two blocks each) each of which may be either a
foreground or background color. Each mosaic occupies the

same screen space alloted a character. Using these mosaics

as elements, the Information Provider may "draw" various
diagrams or other graphic images to accompany its textual
message. Switching from one character set to another is done

through special escape characters.
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Considerable debate has focused on the mosaic approach;
Telidon's alphageometric approach, for example, was developed,
largely, as an alternative to this method of graphic
'representation. However,‘Prestel is currently developing an
improved graphic mode whereby the mosaic elements transmitted
become increasingly smaller, thus successively increasing the
resolution of the image. This is done by transmitting some
six to eight additional 1K records to the terminal. Thus,
viewers may receive the standard block form (mosaic) image;
if more resolution is desired, they may wait while the picture
becomes successively clearer in incremental steps every 8-10
seconds until it reaches full video resolution or they may
interrupt the process at any point and move to another frame.
For example, were viewers scanning real estate listings that
contain pictures of the property, they might view the low
resolution mosaic image, perhaps let it go through one'or
two refinémenF steps, but then inﬁerrupt the process at the
point that it becomes apparent that the property is not
suitable for their needs. On the other hand, those that seem
suitable would be allowed to develop to full video resolution.
Picture.Prestel requires a more sophisticated and more costly
terminal, but savings in large-scale integration (LSI)
technology have led the British Post Office to conclude that
the economics are viable.

As indicated above, control of the frame selection
process is through the keypad or thé keyboard. Users may

follow a hierarchical, branching path down through successive
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menus to the desired information frame or they may go directly
to that frame if its identification number is recalled. In
certain instances, users may also create and deliver a message
to an Information Provider, providing they have one of the
alphanumeric-type consoles. This is done through special
frames that have fields into which users may key information.
For example, various firms offer shopping services whereby
users may indicate the product desired, their name and address,
and a credit card number. The message frame is then stored for
the Information Provider who retrieves it and £fills the order. -
Considerable expansion of this type of transaction is expected,
'including electronic funds transfer and terminal-to-terminal
message transmission.

Prestel maintains records of connect charges, the running
total of frames selected by viewers, and the running total of
royalties due an Information Provider. Records of individual
frame selections, per se, are not kept and are, hence, not a
matter of concern for Prestel. However, messages Or orders
are turned over to the Information Provider when viewers
complete a message form. Prestel does not control what the
Information Provider does with this infofmation, how long it

is kept, or how it is aggregated.
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B. Telidon

In describing the Telidon technology, we will not go
into detail about segments that are analogous to segments in
other systems; instead we Will concentrate on those segments
that are unique or that have not been described already.

At the head-end, two primary distinctions can be noted.
First, because Telidon is still in the development stage for
all implementations, a smaller‘number of firms and agencies
are providing information fiames; hence, the current data base
is far smaller for Telidon than for Prestel. (As will be
discussed below, this condition will remain inherent, but for
different reasons, in the teletext implementation.) Second,
frame creation can be done practically only on a specially
designed editing terminal. These units currently cost
approximately $20,000; advances in the technology and the
economies of scale that can bé gxpected suggest that this
figure will drop and will not pose any serious disadvantaée
in the long run. In fact, while alphamosaic images can be
created on a conventional terminal, several comparable
editing terminals have been developed for both the Prestel
and Antiope systems and are likely to bécome standard equipment
for most»Information Providers.

Currently, there are two types of communication links
being used. Bell Canada is using in its two-way videotex
implementation standard dial-up lines. As with Prestel, it
has adopted 1200 baud downstream and 75 baud upstream rates

as its standard. Modem requirements are also comparable.
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TV Ontario is currently transmitting Telidon images embedded
within the veftical blanking interval of its normal video
broadcast. Because the latter implementation has not been
explained and because it determines the practical size of the
data base, we will describe it briefly, even though such
broadcast systems are currently one-way.

Within the standard 525-line U.S. television signal, .
lines 1-21 are designated the vertical blanking interval and
contain synchronization, testing, and other control information.
These lines are not displayed on the set and are, hence,
invisible to the viewer. Several of the vertical blanking
lines are unused by television and have been adopted for
transmission of digital data for teletext systems. Specifically,
TV Ontario uses lines 15 and 16 for Telidon data; WETA has
added two additional lines; others have proposed setting aside
the entire block from lines 10 to 21 for teletext data. ' Of
course, the entire signal beyond.the synchronization portion
could be employed for unused channels, especially on cable
systems.

Using a teletext transmission mode, either broadcast or
over a cable, the head-end computer steps sequentially through
the data base and transmits each frame. The time it takes
to cycle through the data base is the maximum delay the viewer
will experience between the time a frame selection is keyed
and the time it appears on the screen. The larger the data
base, the larger the delay. If oﬁe sets an arbitrary maximum

permissible delay time of 20 seconds, a protocol using two
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lines from the blanking interval limits the data base to
approximately 100 frames; relations between other wait times
and number of pages are linear and can easily be estimated
(200 pages would pProduce a maximum wait time of 40 seconds,
etc.). The average wait time will be half the maximum.

Under these limitations, one can project that for vertical
blanking implementations, the maximum practical data base size
is likely to be 100-500 frames per available channel. If all
525 lines of an entire channel aretused, that figure will
rise to a maximum of some 10,000 to 12,000 frames per channel.
Given the current size (150,000 frames) of the Prestel data
base and the very strong pressures to increase that number,
broadcast teletext appears to be quite limited in its long-
range potential, although it seems likely to enjoy short-term
success.

The major distinguishing characteristic of Telidon is
its alphageometric graphic generétion protocols. This feature
is related to both the design of its language specifications
and the graphic signal generation performed within the terminal.
Instead of trénsmitting either a predefined image or an
alphamosaic image composed of characters’ or character-sized
color elements, Telidon transmits most graphic images as a
symbol seqguence defined in terms of primitive geometric shapes
(such as point, line, arc, circle, and polygon) accompanied
by their intended positions on the‘scregn and their sizes.

In turn, the terminal interprets the command and composes the

form described, using magnitude and position parameters, and
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stores it in a buffer. Successive shapes of characters are
added, in any order, until the frame is complete. Then it is
displayed. The sequence is more like "painting" the picture
than composing it in the rigid line-by-line sequence, top to
bottom, associated with the TV raster scan. Additionally,
locations are described in a logical data field 4K positions
by 4K positions and then translated into the actual field
size determined by the resolution of the individual TV display
unit. Should higher resolution receivers appear in the future,
Telidon frames would not have to be modified to depict images
of greater precision. Frame records are variable in length
and in many cases can be buiit up with one-half to one-third
the number of bytes required for Prestel's fixed-length records.
Selection by the viewer is through a hand-held numeric
keypad linked to the terminal. Using menus in a tree structure,.
users move through the data base selecting display frames.
After keying a selection, they wait until that frame comes
around and is displayed. 1In the teletext implementation, no
selection data are generated in the head-end computer; hence,
there are no matters of privacy to be considered in that
area. However, the WETA trial will use a meter on the terminal
that records ihdividual selections to develop a profile of

system use.
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C. Antiope

Since there is nothing particularly unigue about the
head-end computer requirements and data base structure, we
will concentrate our description of Antiope onlthe two
features'of the systemlthat appear to be most important:
the packet-switching protocols and thé language specifications.

Under the packet-switching concept, records do not
“correspond to display lines but to arbitrary packages of data
that are assembled at the teérminal in a buffer, converted into
a visual frame by the character generator, and then displayed
on the receiver. Under Antiope protocols, each packet begins
with a prefix consisting of synchronization information followed
. by the address of the information (its position in the sequence
of all such packets for the frame). Following each prefix
is a block of data characters that indicate display information
(such as color, size, and blinking) attached to the‘charécter
or mosaic content. The end of é'display line is signaled by
special symbols (a line feed and a carriage return) rather
than by filling out the line with the character, blank. By
freeing the information from the sequence in which it is
transmitted, the channel that actually cérries the packet can
be as bréad Or as narrow as -desired and time division
multiplexing can be freely ﬁsed. This "trahsparency" of
channel characteristics makes the system quite adaptable
to developments in transmission technology. While the French
seem intent on moving to the two-Qay standard of Teletel,

utilization of full channels on cable systems may make certain
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teletext implementations difficult to distinguish from
videotex.

A second innovation in Antiope protocols is its language
specifications. The close.linking of display characteristics
with content elements has generated a gqod deal of debate.
Antiope allocates two bytes for each character: one for the
display information and one for the character itself. Wﬁile
guestions of efficiency are timely and appropriate, they will
be absorbed into the relative consideration given to the order
of maénitude differences in data base size and one-way versus
two-way factors that are central to decisions between teletext
and videotex implementations. Of greater long-range conseguence
is the down-loading capability'of alternative "alphabets".
While the Antiope character set has been expénded to include
accented characters along with conventional characters and
graphic mosaics, Antiope also has the facility to down-ioad
to the micfoprocessor in the terminal other graphic forms to
be used instead. Thus, for example, a cyrillic character
set can be down-loaded at the beginning of a frame and the
display generated in those forms. Using the same technigue,
high resolution graphic mosaics can be down-loaded that appear
to duplicate Telidon's image resolution on conventional
terminals. Also being considered is a set of "dhirographic"
instructions that will permit free movement of the cursor.
While the decision whether to implement will be based on the
economics of a more sophisticated décoder in the terminal,
it offers considerable flexibility in the long run for graphics

and might even be able to support animation.
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Like Telidon, the Antiope system in teletext mode keeps
no individual user selection data. Since the videotex version,
Teletel, is not fully implemented, record keeping policy is
not yet defined. We have been told, however, that the general
European4practice of not retaining detailed itemized records

will almost surely be maintained.
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D. Other Systems

We do not wish to suggest that the three systems described
are the only significant videotex~teletext implementations or
that they contain all of the imaginative design features.
Virtually every industrial nation is experimenting with some
form of videotex or teletext system. Often, however, these
systems employ, with varying degrees of modification, the -
design and/or the hardware of one of the threé systems described.
The primary exception is the Japanese system, Captain.

Captain differs from other systems in one major respect:
because of the large number of ideographic characters commonly
in use in Japan, it has opted to generate the display pattern
at the head-end rather than at the terminal as its primary
mode. The character is selected from a large repertoire (over
3,000 are in common use), displayed in one of three sizes,
and the entire composed frame transmitted to the terminal.
Like Antiope, Captain uses packe£~data protocols but the data
transmitted consists of actual color dot patterns. By using
side-band transmission techniques, they have been able to
transmit data at 3200 baud experimentally. Not clear at the
present time is the feasibility of using this rate for full-
scale implementatioﬁ. While interesting and innovative in
many ways, Captain is unlikely to displace the character-
transmission systems that currently dominate in western

countries.
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Privacy and Security: Interactive Videotex-Teletext Systems

Within the home or office of the viewer, issues of privacy
can be identified both with the information received and with
the information transmitted upstream. Issues pertaining to
reception are of two major types: unwanted exposure'to.obscene
or other offensive content and inadequate differentiation
between factual and persuasive content. Growing out of a.
broadcast context, Qube (our case example for interactive cable
systems) regards programminé as an integral part of its
respohéibility; Qube does not, of course, control the content
of the stations carried; but it does control the content of
some ?O—odd‘channels for which it provided programming.
Videoteg—teletext:systems, on thé other hand, see thémselves
as analogous to common carriers; consequéntly, they have
consistently avoided any direct céntrol over frame content.
They have, instead, passed responsibility for content, in
accord with accepted standards for libel and obscenity, to
the individual Information Provider. 1If the Prestel}experience
is duplicated in this country, this would lead to hundreds
of Information Providers providing frames of their own design
and in accord with their own interpretation of accepted
standards of content. Unlike Qube's "adult movie" channel that
can be rejected outright or controlled by a key, videotex-
teletext systems do not currently offer demarcation of frames
that some viewers may find offensivé.

An area warranting further study is the failure to mark

frames created by advertisers and frames that are primarily
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informational. Clear distinctions are not made between frames
designed with a primary intent to inform--through comparative
or minimally-biased presentations--and those to persuade--
single source presentations, often with strong associative
characteristics.

‘A second issue with regard to reception concerns syndicated
and private data bases and personal messages. For interactive
systems using common carrier links, issues of privacy would
relate directly to the security or integrity of the system.

That is, unintended access would result from inadequate
security checks--such as passwords or other user identification
devices--within the system. The issue for teletext systems is
hypothetical, to the best of our knowledge. While we know of
no intended "round robin" transmission of private data embedded
within public data or grouped with other batches of private
data, the technology could be extended to provide this service.
Using persdnally controlled encryption parameters, a system
could transmit to all receivers coded data or messages that
éould presumably be unscrambled only by the intended individual's
terminal; such technology has been used for broadcast pay-TV
systems. Should this approach emerge, it éhould be closely
scrutinized to insure that it provides adeguate protection of
privacy.

Issues pertaining to upstream transmissions are of several
kinds. Choices of frames viewed could be sensitive. Records
of specific frames selected in éurrent videotex systems are

not kept by the controlling computer; aggregate totals of
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charges incurred are kept, instead. However, additional
software could be added to systems implemented in this country,
consistent with the expectations of U.S. consumers for itemized
bills. The policy or position of corporations who may implement
videotex~-teletext services in this country is not clear at

this time and cannot be predicted.

At first glance, teletext systems--by virtue of their one-
way structure--would seem to preclude concern for aggregated
records. However, in the WﬁTA pilot study of Telidon, the
terminél will be equipped with a meter to record individual
responses to aid in the evaluation of the trial. Should
teletext systems decide to develop billing policies that
include itemizations, such devices could be installed in the
home or office and "read" periodically, analogous to a postage
meter.. If this were done, privacy of records would be an issue.

Another type of sensitive information that could be‘
transmitted upstream and that might raise issﬁes of privacy
is credit card information. If Prestel is representative, a
high proportion of Information Providers may be commercial,
offering buying services to viewers through message frames.
Those frames can include lines for entering credit card numbers
so that merchandise may be mailed directly to the viewer; but
some systems can include credit and mailing information in the

-viewer's computer profile. In turn, they can add the information
when the message frame is "sent" to the Information Provider.
Privacy issues may reside both with the Information Providers'

use of this information and with the security of such information
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within the system, for systems incorporating these features.
Voluntary guidelines for handling credit card information have
been an item of concern for the Prestel Information Providers
Association; the firmness and uniformity of application are
not clear at this point.

Once videotex information enters the upstream‘transmission
system, issues of privacy are similar to those issues fof
common carriers or for interactive cable systems. For systems
using the telephone system; there are no new issues raised
by this technology. For systems that might be developed that
use interactive cable, the issue of privacy would be the generic
issue of extending the protection afforded common carriers to
interactive cable systems. Henée, no new issues are apparent,
other than exposure below the last node, pointed out in the
Qube system aﬁalysis, should that cable system design be
employed.

Within the head-end computer, issues of privacy are
primarily issues of security. Since these systems are not
fully implemented in this country, policies for direct physical
access and for remote access to the system have not been
developed. The nature of the problem is made clear when one
realizes, for example, that the Prestel Information Retrieval
Computers are designed to function without on-site operators.
Thus, there may be open issues of security that should be
considered.

The next question that must be asked, however, is the

nature of the information that could, conceivably, be vulnerable
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within the head-end computer. The vulnerability of frame
selection records is directly related to whether that information
is recorded in the system. More problematic are other "content"
services that are a part 6f some extant and some proposed
systems. Information that might be considéred private, discussed
above with regard to the receiver, includes credit card ‘
information and personal messages. Procedures and checké

should, of course, be developed to protect these frdm the
intentional eavesdropper.

A'more problematic use of information that maj be sensitive
is that by the Information Provider. A commercial corporation
or other Information Provider can receive messgges-¥such as
- order frames--that are stored in the-information retrieval
compute:. Routinely, the Information Provider collects these
and fills the orders. Since these records exist in a machine~‘
readable form, they could be aggregated over time within the
1nformatlon retrieval computer or transferred over a data link
to the Information Provider's own computers and aggregated
there. The aggregate could be interpreted by a single
Information Provider to develop a psychographic profile of the
viewer's buying habits or, conceivabiy,‘such information could
be shared among a number of Information Providers for greater
analytic pfecision and commercial or other use. 'Currently, we
know of no mechanism to control unnecessary use of information
by an Information Provider; the only discussion of guidelines

we have encountered in this area is for credit card information.
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Appendix III. C. GENERAL PURPOSE COMPUTER SYSTEMS

The third type of interactive home media is the system
offering general computer retrieval and other services to the
consuﬁer. This type of.system émploYs standard data processing
links and standard computer terminals, rather than converted
TV sets, as output devices. 2MAs a result, the nature and form
of the information provided the user are different from that
provided by the other systems described in this report.
Informgtion is not necessarily page-oriented, although some
specific requests are printed or displayed in a page format;
rather, information is more likley to be displayed as a
continuous succession of lines. Information is primarily text
textual and character-oriented; so graphic output is currently
provided. However, a much.larger range of interaction is
possible.

An Example: The Source

The primary instance of this category is The Source,

located in Mclean, Virginia. 1In developing this description,

we reviewed the published literature, examined company descriptive
materials, and talked with Dr. Michael Hills, Vice President-
Director, Technolégy.

Among The Source's services are these:

@ personal finance systems--in which the user can enter
financial records, retain, and modify them;

® electronic mail--in which free format correspondence
of considerable length can be composed, transmitted
to another user, and return acknowledgement requested;

e educational programs--in which two-way instruction is
offered on a variety of subjects for students from
pre-school to post-graduate;
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@ dgeneral computer utilities--providing retrieval,

mathematical modelling, and statistical analysis;
and

® general batch and time-sharing services--in which
users may develop, store, and use their own software
- in several popular computer languages.

Additional offerings include:

@ news wire services;

e market guotation services;

@ entertainment services; and

® games.
While The Source is likely to'appeal to the more éducated,
professional individual, its versatility and power make its

long-term aggregate use potentially as high as more popularly-

oriented systems.
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l. System Overview: THE SOURCE

The Source can be characterized as a system that provides
the general consumer with a range of services through a general
purpose computer system. The system in many respects is
similar to those of computer centers on acédemic campuses,

in government agencies, or in industry, but with a number of

non-technical consumer services added. It relies on established

computer technology rather than specially developed new
technologies, as with interactive}cable systems and videotex-
teletext systems.

The head-end computers are currently a pair of large
mini-computers, but The Source states they expect to expand
soon to large IBM mainframe machines. The system appears to
run under a conventional operating system (they regard this
information as proprietary) and offers the conventional
statistical ‘packages, programming languages, and file/editor
systems that are expected of any general purpose system. The
distinguishing aspect of this system, however, is the
specialized software (computer programs). that provide the
general non;technical consumer services outlined above.

As with most general systems, the primary mode of access
is through a remote typewriter terminal linked to the system
via telephone lines. The system does not rely on the TVvset
as a display device but, instead, réquires that the consumer
obtain a computer terminal. Such devices currently start aﬁ
$700-$800; however, some personal computers can be used as

terminals and can, hence, be used to access The Source. The
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costs for the terminal, then, are competitive with, and in some
inStances, less than the conversion units required to adapt
the TV set to receive videotex-teletext services.
Communications between the terminal and the head-end
computer is provided by the telephone. The terminal uses a
device, called a modem ($100-$200), that translates typed
characters into audible signals that are transmitted and, in
turn, translate signals received into characters to be
displayed on the terminal. ' Consumers in the Washington area
may call The Source by simply dialing their telephone.
Consumers elsewhere may do the same, but must pay long
distance toll charges. Alternatively, however, consumers in
most metropolitan areas can call a local number in their area
and enter one of several commercial data transmission systems
with whom The Source has contractual arrangements. Under
these arrangements, consumers pay only the normal chargés
computed on the basis of the length of time they use The
Source and do not pay any separate.or additional communication

costs.
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2. Technical Description: THE SOURCE

Head-End Computer

The cur;ent"two head-end computers are Prime 750's; they are
expected to grow to four in the near future. These are large
16-bit minicomputers each with 300 megabytes of disk storage
and each capable of supporting some 100 users. Within the
year, The Source plans to move to large IBM 3033 processors,
each of which is expected tg support approximately 1000
simultaneous users. (See Glossary, Appendix VI.)

Software for the system was developed by The Source and
the details of its design are regarded as proprietary. 1In
general; the user, when'connected to the system, enters under
a general monitor that'provides basic editing and file support;
this approach is typical of most large'academic, corporate,
and government systems. Users then select the particular
data base or service desired and the monitor routes inquiries
and instructions to that subsystem. Most of these services
are provided by a half-dozen or so generic software systems
that, in turn, access different collections of data. For
example, the same programs might be used to. support ingquiries
to all of the variéus market data bases. As is also typical
with general multi—purpgse computer systems, users have access
to files that may contain personal data or software they have
developed. The latter may then be executed to probe various
collections of data of to perform analyses. Thus, individuals
may use the system at a general consumer level, supported by

software designed to require the least technical understanding
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of the system, or they may use the system at a technical
level as with conventional computer centers.

Transmission

The link between users and The Source ié handled entirely
through the pﬁone system and public high-speed data links.
Local users may call The Source directly using a standard
telephone. Subscribers in distant metropolitan areas use'one
of the éommercial packet-switching'systems, such as Telenet.
This is done by calling a lécal telephone number and identifying
self ahd The Source; in turn, one is connected to The Source
through a high-speed, shared data link. All charges for this
connection are included in the single hourly rate charged by
The Source ($4.25/hour non—primé; $15.00/hour business hours).
Users not living in an area served by one of the packeé—
switching services must pay toll costs.

Terminal

Acceptéble terminals are virtﬁally any standard data
processing terminal and most home micro-computers (with a
special phone connector or modem). The terminal is the sole
responsibility of the sﬁbscriber. Currently, the cheapest
cathode ray tube terminal sells for approximately $700 and
the'necessary phone connection (300 baud modem) for $100-S$200.

It is interesting to note the comparative economics of
the conventional data processing terminal‘versus,the converted
TV set used by videotex-teletext systems. The data processing
terminal typically displays 80, instead of 40, characters per

row and, hence, has twice the display capacity as the TV set.
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At $800, a minimum terminal configuration is cheaper than the
specially developed videotex units being sold (typically,
approximately $1,500). Even some of the conversion systems
cost as much as the data processing terminal. While cost.
factors are often mentioned by those advocating TV-oriented
media, familiarity, acceptance, and other social or cultural
factors associated with TV may actually be more significant
in determining near-term deyelopment and growth in the

consumer computer-supplied information industry.
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3. Privacy and Security: THE SOURCE

The Source assumes responsibility for both the system and
the information; consequently, it retains the right to control
content that may be regarded as offensive by some individuals.
Data is provided to The Source on a contract basis by
Information Providers, under several types of agreements.. In
some instances, The Source contracts for data to be provided
to it on an exclusive basis; in other instances, such as the
UPI wire service, it contracts along with many others to
receive the data. In the former instance, The Source retains
the right to return for modification data unacceptable; in the

‘latter, The Source retains the right to delete material it
believes may be offensive. However, while retaining the

ultimate right to reject, The Source is uncomfortable with the

role of censor. One of the more troublesome areas, we are told,

is the posting of notices of queétionabie taste in a system
approximating a public bulletin board. The Source says it is
being vigilant; but it has not pro&ided a systematic answer to
this problem.

A wide variety of information is generated at the terminal
that might be regarded as private. Personal finance data,
meéséges, and small business accounting information are some
of the more obvious instances. Since word processing services
are offered, a number of other kinds of written documents
are stored in The Source system and may be regarded as private.
Again, various purchasing services are offered, ranging from

booking travel reservations to ordering merchandise by mail.

(
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Appendix IV. NEXT STEPS--RECOMMENDATIONS

In this report, Collingwood Associates:

@ established a general framework for understanding the
privacy issues associated with interactive home media
systems; and

® recommended the next research steps required to refine

' the§e findings, set goals, and select strategies for
action. :

The framework established encompasses three types of.
interactive home media, each offering a different degree of
consumer interaction. It iaentifies four major privacy
issue§ raised by these systems: intrusion, interception,
misuse of information, and aggregation by household.

To refine this framework, we urge that the Federal Trade
Commission immediately take tﬁeée six steps:

l. Undertake or commission a full-scale examination of
federal, state, and local statutes pertaining to privacy that
do or can relate to the interactive home media field. This
study should include a survey of all federal agencies for their
current activities and plans specifically touching upon the
gquestion of privacy. The product of such a study should
include a framework of privacy interests for policy makers.

2. Undertake or commission a study of the economic
structure of the interactive home media industry, especially
as it bears on privacy and other consumer-related concerns.

3. Determine the level of privacy protection needed and
feasible.

4. Encourage forms of industry self-regulation in this

area. :
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Personal files for.which one wishes to control access
are protected by user-supplied passwordsvand account numbers.
As an extra precaution, The Source advocates use of passwords
‘that include "escape characters" that do not actually print
or $th on the terminal but are recognized by the computer.
The Source's protection against eavesdropping seems reasonabl§,
although two possible, but ektreme, possibilities can be"
foreseen. As a service, The Source provides consultants who
can help users having difficulty with the system. In some
instances, the consultant may be asked to look at the contents
of a file. To do so on a password-protected file requires the
user to supply the password; since the user initiates all such
consultations and since the user may change the password,
exposure here seems within the power of the user to control.
The second exposure is more unusual. The computer must retain
copies of all passwords'to verify each specific password at
time of access. Since the systém'supports user-developed
software, there is the possibility that some individual may
take the extreme step of writing an "illegal" program that
attempts to uncover the list of passwords. (Readers familiar
with academic computer centers will undouBtedly recall the
exceptiénal undergraduate who comes along every five years
or so and succeeds in "breaking the bank".) The Source states
that is has placed "traps" in its software to detect such
unwarranted access, but the firm refuses to discuss these

precautions on proprietary grounds.




Appendix V.

BIBLIOGRAPHY







97

Appendix V. BIBLIOGRAPHY

This bibliography reflects those articles found useful in the
development of this report. The listing is in no way meant
to be definitive.
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5. Provide consumer education services, including printed
material, about these new media.
6. Work on an inter-governmental plan to develop strategies

for action, where government action is warranted.
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Appendix VI. GLOSSARY

BAUD - a measure of the transmission rate of data over a
telephone line or other channel. The baud rate divided by 10
will normally be the rate of transmission in characters per
second (e.g., 1200 baud is 120 characters per second).

BIT - the smallest logical unit of information; a bit can
assume one of two values, usually represented as "0" and "1".
Bits are aggregated into seguences, normally six or eight, to
form units called bytes.

BRIDGE GATE CONTROLLER - a device in an interactive TV cable
transmission system that permits messages to be sent in both
directions (e.g., upstream as well as downstream).

BYTE - the primary unit used to describe storage capacity of
a computer. Normally consisting of a group of six or eight
bits, one byte is used to represent and store one character
(e.g., an "A" or a "$") of information.

COMPUTER TYPES

e MAINFRAME - large general purpose machines typically
Offering a wide variety of both batch and interactive
services to numerous (several hundred to a thousand)
users simultaneously. Processor is 32 bits or larger;
cost: typically several millions of dollars.

e MINI-COMPUTER - medium sized machines that typically
offer one or several types of services to from a dozen
to approximately 100 users. Processor is usually 16
bits; cost: typically several hundreds of thousands
of dollars.

e MICRO-COMPUTER - small systems that range from those
providing single service to a single user (personal
computer) to several services to approximately a
dozen users. Processor is usually eight bits; cost:
$500 to approximately $20,000.

CRT - a common low cost type of computer terminal using a
typewriter keyboard and a cathode ray tube display screen.

DISK - an external storage device used to store large quantities
of information (up to approximately 500 million bytes per unit)
in a form where any portion of it can be retrieved by the
computer in a few thousandths of a second. The device resembles
a large phonograph record with a continuous ferro-magnetic
surface and a movable re/write head that can jump to fixed
locations ("tracks") to record or read data in random order.
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