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Getting Started
Introduction

Introduction

This Management and Configuration Guide is intended to support the
following switches:

m  HP ProCurve Switch 4104GL
m  HP ProCurve Switch 4108GL
m  HP ProCurve Switch 2626
m  HP ProCurve Switch 2650
m  HP ProCurve Switch 6108

This guide describes how to use the command line interface (CLI), Menu
interface, and web browser interface to configure, manage, and monitor
switch operation. A troubleshooting chapter is also included.

For information on other product documentation for the above switches, refer
to “Related Publications” on page 1-4.

The Product Documentation CD-ROM shipped with the switch includes a
copy of this guide. You can also download a copy from the HP ProCurve
website, http://www.hp.com/go/hpprocurve. (See “Getting Documentation From
the Web” on page 1-6.)

About the Feature Descriptions

In cases where a software feature is not available in all of the switch products
covered by this guide, the text specifically indicates which device(s) offer the
feature.
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Conventions

Conventions

This guide uses the following conventions for command syntax and displayed
information.

Command Syntax Statements

Syntax: aaa port-access authenticator < port-list >
[ control < authorized | auto | unauthorized >]

m Vertical bars (| ) separate alternative, mutually exclusive elements.
m  Square brackets ( [ ] ) indicate optional elements.
m Braces ( < >) enclose required elements.

m Braces within square brackets ( [ < > ] ) indicate a required element
within an optional choice.

m Boldface indicates use of a CLI command, part of a CLI command
syntax, or other displayed element in general text. For example:

“Use the copy titp command to download the key from a TFTP server.”

m Italics indicate variables for which you must supply a value when
executing the command. For example, in this command syntax, < port-
list > indicates that you must provide one or more port numbers:

Syntax: aaa port-access authenticator < port-list>

Command Prompts

In the default configuration, your switch displays one of the following CLI
prompts:

HP ProCurve Switch 4104#
HP ProCurve Switch 4108#
HP ProCurve Switch 2626#
HP ProCurve Switch 2650#
HP ProCurve Switch 6108#

To simplify recognition, this guide uses HPswitch to represent command
prompts for all models. For example:

HPswitch#

(You can use the hostname command to change the text in the CLI prompt.)
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Port Identity Convention for Examples

Screen Simulations

Figures containing simulated screen text and command output look like this:

HP=zwitch: show wversion

Inage stamnp: sawsoodesbuild-sinfo
June 1 2003 13:43:13
G.07. 2K
351

HP=witch:

Figure 1-1. Example of a Figure Showing a Simulated Screen

In some cases, brief command-output sequences appear outside of a num-
bered figure. For example:

HPswitch (config)# ip default-gateway 18.28.152.1/24
HPswitch (config)# vlan 1 ip address 18.28.36.152/24
HPswitch(config)# vlan 1 ip igmp

Port Identity Convention for Examples

This guide describes software applicable to both chassis-based and stackable
HP ProCurve switches. Where port identities are needed in an example, this
guide uses the chassis-based port identity system, such as "A1", "B3-B5", "C7",
etc. However, unless otherwise noted, such examples apply equally to the
stackable switches, which typically use only numbers, such as "1", "3-5", "15",
etc. for port identities.

Related Publications

Read Me First. The Read Me First shipped with your switch provides soft-
ware update information, product notes, and other information. A printed
copy is shipped with your switch. For the latest version, refer to “Getting
Documentation From the Web” on page 1-6.

Installation and Getting Started Guide. Use the Installation and Get-
ting Started Guide shipped with your switch to prepare for and perform the
physical installation. This guide also steps you through connecting the switch
to your network and assigning IP addressing, as well as describing the LED
indications for correct operation and trouble analysis. A PDF version of this
guide is also provided on the Product Documentation CD-ROM shipped with
the switch. And you can download a copy from the HP ProCurve website. (See
“Getting Documentation From the Web” on page 1-6.)
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Related Publications

Access Security Guide. Use the Access Security Guide to learn how to use
and configure the following access security features available in the switch:

m  Username and Password Security m  Port-Based Access Control

. (802.1X)
m TACACS+ Authentication

m  Port Security Using Authorized

m  RADIUS Authentication and MAC Addresses

Accounting

. m  Authorized IP Managers
m  Secure Shell (SSH) Encryption

m  Key Management System (for the
m  Secure Socket Layer (SSL) 5300XL switches)

HP provides a PDF version of this guide on the Product Documentation
CD-ROM shipped with the switch. You can also download a copy from the HP
ProCurve website. (See “Getting Documentation From the Web” on page 1-6.)

Release Notes. Release notes are posted on the HP ProCurve website and
provide information on new software updates:

m  New features and how to configure and use them
m  Software management, including downloading software to the switch

m  Software fixes addressed in current and previous releases

To view and download a copy of the latest release notes for your switch, see
“Getting Documentation From the Web” on page 1-6.

1-5



Getting Started
Getting Documentation From the Web

Getting Documentation From the Web

1. Go to the HP ProCurve website at
http://www.hp.com/go/hpprocurve

2. Click on technical support.

3. Click on manuals.

4. Click on the product for which you want to view or download a manual.

hp procurve switches & hubs @ technical support

technical support

[bp] printable version

invent

search
contact hp

switches & hubs home

why hp procurve?
networl: design center
information library
case studies

how ta buy

technical support
software

support services

lzarn about all the
support services
available for your hp
procurye networking
solution

=+ fags

wiew frequently asked

questions that cover the
maost common technical
questions we are asked

-+ software

download the latest
software and sign up for
e-mail notification on
new releases

manuals

view or download
product manuals and
"read me first" notes,
which provide thorough

warranty

read details about your
product's warranty and
how to get warranty
assistance

= configuration
examples
view or download

configuration examples
to assist you when

documentation installing your product in

hp procurve switches & hobs @ technical support printable version

D

' manuals
invent
choose a product technical support
search HP Procurve Routing Switches and Modules suppart servicss
< HP Prccurve Rogting Switch 9308M, 9304M, and
contact hp B30EM-5% ! ! it e
switches & hibs hame HP Procurve Switches and Modules warranity
= HP Precurve Switch 410850 s
= HF Procurve Switch 80004, 4000M 2424M, 2400H,
a7d 1600M rmanuals

by b 7 .
VO AP [IREISAAS 3 HP Precurve Switch 2312, 2324, 2612, and 2524

mEEG: dleslim EaiET <+ HP Precurve Switch 212M and 224H
inforrat on liarary <+ HP Procurve Switch 2224
case studies 4 HP Precurve Switch 2124 suppart forms ||
= HP Procurve Switch 405
% HP Procurve Switch 62084Y-Sx

configuration examples

product irfarmration

haw to buy

HP Procurve Hubs and Modules
= HP Prcourve 10100 Hub 12, 12M, 24, and 24M
= HP Procurve 10Base-T Hub 12, 12M, 24, and 24M
S HP Precurve 10Base-T Hub 8

technical support
software

Figure 1-2. Finding Product Manuals on the HP ProCurve Website
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Sources for More Information

m Ifyouneedinformation on specific parameters in the menu interface,
refer to the online help provided in the interface. For example:

=== —=——==—==—==============__ CONSOLE — MANAGER HODE === —====—==============—=
Switch Configuration - Internet (IP)] Service

Default Gateway : 10.35.204.1

Default TTL H T
IP Config [DHCP/Bootp] : Manual ?m;\r}le Help
IP Address : 10.35.204.104 @ LEY

Subnet Mask : 255.255.240.0

Letcions-» Cancel Edic Save

ay help informwstion.
Use arrow keys to change action selection and <Enter> to execute action.

Figure 1-3. Getting Help in the Menu Interface

m If you need information on a specific command in the CLI, type the
command name followed by “help”. For example:

HFswitch# write help
Uzage: write <mewory|terminal>

Description: View or save the running configuration of the switch.

write terminal - displays the runhing configuration of the
switch on the terminal
Write memory - saves the running configquration of the

switch to f£lash. The saved configuration
hecomwes the hoot-up configuration of the switch
the next time it iz hooted.

Figure 1-4. Getting Help in the CLI

m If you need information on specific features in the HP Web Browser
Interface (hereafter referred to as the “web browser interface”), use
the online help available for the web browser interface. For more
information on web browser Help options, refer to “Online Help for
the HP Web Browser Interface” on page 5-11.

m Ifyou need further information on Hewlett-Packard switch tech-
nology, visit the HP ProCurve website at:

http://www.hp.com/go/hpprocurve
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Important!

Need Only a Quick Start?

IP Addressing. If you just want to give the switch an IP address so that it
can communicate on your network, or if you are not using VLANs, HP
recommends that you use the Switch Setup screen to quickly configure IP
addressing. To do so, do one of the following:

m Enter setup at the CLI Manager level prompt.
HPswitch# setup

m In the Main Menu of the Menu interface, select

8. Run Setup

For more on using the Switch Setup screen, see the Installation and Getting
Started Guide you received with the switch.

To Set Up and Install the Switch in Your Network

Use the Installation and Getting Started Guide shipped with your switch for
the following:

m Notes, cautions, and warnings related to installing and using the
switch and its related modules

m Instructions for physically installing the switch in your network

m  Quickly assigning an IP address and subnet mask, set a Manager
password, and (optionally) configure other basic features.

m Interpreting LED behavior.

For the latest version of the Installation and Getting Started Guide and other
documentation for your switch, visit to the HP ProCurve website. (Refer to
“Getting Documentation From the Web” on page 1-6.)
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Selecting a Management Interface

Overview

Overview

This chapter describes the following:
m  Switch management interfaces
m  Advantages of using each interface type

Note

Understanding Management Interfaces

Management interfaces enable you to reconfigure the switch and to monitor
switch status and performance. Interface types include:

m  Menu interface—a menu-driven interface offering a subset of switch
commands through the built-in VI-100/ANSI console—page 2-3

m  CLI—a command line interface offering the full set of switch commands
through the VT-100/ANSI console built into the switch—page 2-4

m  Web browser interface --a switch interface offering status information
and a subset of switch commands through a standard web browser (such
as Netscape Navigator or Microsoft Internet Explorer)—page 2-5

m  HP TopTools for Hubs & Switches--an easy-to-use, browser-based
network management tool that works with HP proactive networking
features built into managed HP hubs and switches

This manual describes how to use the menu interface (chapter 3), the CLI
(chapter 4), the web browser interface (chapter 5), and how to use these
interfaces to configure and monitor the switch.

For information on how to access the web browser interface Help, refer to
“Online Help for the HP Web Browser Interface” on page 5-11.

To use HP TopTools for Hubs and Switches, refer to the HP TopTools User's
Guide and the TopTools online help, which are available electronically with
the TopTools software. (To get a copy of HP TopTools for Hubs and Switches
software, refer to the Read Me First document shipped with your switch.

TopTools recognizes the Switch 2626 and the Switch 2800 Series devices as
SNMP devices. However, customized device management is not supported for
these switch models in HP TopTools for Hubs and Switches.
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Advantages of Using the Menu Interface

COM3OLE - MANAGER MODE
Main Menu

us and Counters...
. Switch Configuration...
. Console Passwords...

. Event Log

. Coreand Line (CLI
. Behoot Switech

. Download OF

. Bun Setup

. Stacking...

. Logout

OWm -1 @k we e

Provides the menu to display configuration, status, and counters.
To select menu item, press item number, or highlight item and press <Enters.

Figure 2-1. Example of the Console Interface Display

m Provides quick, easy management access to a menu-driven subset of
switch configuration and performance features:

e [P addressing e Spanning Tree

e VLANs and GVRP e System information
e Port Security e Passwords

e Port and Static Trunk Group e SNMP communities
e Stack Management e Time protocols

The menu interface also provides access for:

e Setup screen e Switch and port statistic and counter
¢ Event Log display displays
e Switch and port * Reboots

status displays e Software downloads

m  Offers out-of-band access (through the RS-232 connection) to the
switch, so network bottlenecks, crashes, lack of configured or correct IP
address, and network downtime do not slow or prevent access
Enables Telnet (in-band) access to the menu functionality.

Allows faster navigation, avoiding delays that occur with slower
display of graphical objects over a web browser interface.

m Provides more security; configuration information and passwords are
not seen on the network.
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Advantages of Using the CLI

Advantages of Using the CLI

HPswitch> Operator Level

HPswitch# Manager Level

HPswitch(config) # Global Configuration Level

HPswitch (<context>)# Context Configuration Levels (port, VLAN)

Figure 2-2. Command Prompt Examples

m Provides access to the complete set of the switch configuration, perfor-
mance, and diagnostic features.

m  Offers out-of-band access (through the RS-232 connection) or Telnet (in-
band) access.

m  Enables quick, detailed system configuration and management access to
system operators and administrators experienced in command prompt
interfaces.

m Provides help at each level for determining available options and vari-
ables.

CLI Usage

m For information on how to use the CLI, refer to chapter 3. "Using the
Command Line Interface (CLI)".

m  To perform specific procedures (such as configuring IP addressing or

VLANSs), use the Contents listing at the front of the manual to locate the
information you need.

For monitoring and analyzing switch operation, refer to appendix B.

For information on individual CLI commands, refer to the Index or to the
online Help provided in the CLI interface.
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Advantages of Using the HP Web
Browser Interface

Stack Access: Information-0 - Commander = Stack Closeup I Stack Management
wEnt

Information-0 - Status: Non-Critical ?
* A =

| Identity | Status Configuration Security Diagnostics Support
TN port Counters | _Port Status

e Port Utilization

Legend

257 % Unicast Bx or All Tx
1% Mon-Unicast Phis Rx
0% % Error Packets Rx

@Poic
Al A2 A3 A9 AT AQA1DA11A12A13A14A15A16A17A18A1QA20A21A22A23A24| B1 B2 B3 B4 B5 BG|C1 C2 C3 C4 C

A5 AR AS
©0000000000000000000000CI0000 000000 i

@ Port Disabled

Statug | Alert | Date i Time | Description
-.!Eﬂ:.o Firsttime installation 06-Sept-02 5:59:24 AM Impaortant installation information for your switch

Refresh | COpen Event | Acknowledge Selected Events Delete Selected Events

Figure 2-3. Example of the HP Web Browser Interface

m  Easy access to the switch from anywhere on the network

m  Familiar browser interface--locations of window objects consistent
with commonly used browsers, uses mouse clicking for navigation, no
terminal setup

m  Many features have all their fields in one screen so you can view all
values at once

m  More visual cues, using colors, status bars, device icons, and other
graphical objects instead of relying solely on alphanumeric values

m Display of acceptable ranges of values available in configuration list
boxes
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Advantages of Using HP TopTools for
Hubs & Switches

You can operate HP TopTools from a PC on the network to monitor traffic,
manage your hubs and switches, and proactively recommend network
changes to increase network uptime and optimize performance. Easy to install
and use, HP TopTools for Hubs & Switches is the answer to your management
challenges.

_fm [ i

458 P TopT ocks for Diosktons and Motobacks T h € To pToo' S fo r H u bS & SWitc h es
" Topor Hubs & Swiches H o me Pag e

1 Ouality of Service

[ Configuratinn Plicies

Y Group Corfigurations NEt“-'Ol‘l\' Net“-‘[) 'k

(ano luad b 2 -8 1 =
Mape Policies I'ratfic

Hetwork, Performance Advizor Horre

{1 Traffic Manitar

(1 Action

IT TopT aals far Servers

AP TopTools

7

£

JYroneEa

Alert l.oo

B e — )

Figure 2-4. Example of HP TopTools Home Page

Note TopTools recognizes the Switch 2626 and the Switch 2800 Series devices as
SNMP devices. However, customized device management is not supported for
these switch models in HP TopTools for Hubs and Switches.
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Advantages of Using HP TopTools for Hubs & Switches

HP TopTools for Hubs & Switches enables greater control, uptime, and
performance in your network:

m For networked devices

Enables fast installation of hubs and switches.

Enables you to proactively manage your network by using the Alert
Log to quickly identify problems and suggest solutions, saving valu-
able time.

Notifies you when HP hubs use “self-healing” features to fix or limit
common network problems.

Provides a list of discovered devices, with device type, connectivity
status, the number of new or open alerts for each device, and the type
of management for each device.

Provides graphical maps of your networked devices, from which you
can access specific devices.

Identifies users by port and lets you assign easy-to-remember names
to any network device.

Enables you to configure and monitor HP networked devices from
your network management PC, including identity and status informa-
tion, port counters, port on/off capability, sensitivity thresholds for
traps, IP and security configuration, device configuration report, and
other device features.

Enables policy-based management through the Quality of Service
feature (QoS) to establish traffic priority policies for controlling and
improving throughput across all the HP switches in your network that
support this feature.

m  For network traffic:

Watches the network for problems and displays real-time information
about network status.

Shows traffic and “top talker” nodes on screen.
Uses traffic monitor diagrams to make bottlenecks easy to see.
Improves network reliability through real-time fault isolation.

Lets you see your entire network without having to put RMON probes
on every segment (up to 1500 segments).

m  For network growth:

Monitors, stores, and analyzes network traffic to determine where
upgrades are needed.

Uses Network Performance Advisor for automatic traffic analysis
and easy-to-understand reports that give clear, easy-to-follow plans
for cost-effectively upgrading your network.
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Using the Menu Interface
Overview

Overview

This chapter describes the following:

Overview of the Menu Interface

Starting and ending a Menu session (page 3-3))
The Main Menu (page 3-7))

Screen structure and navigation (page 3-9))
Rebooting the switch (page 3-12))

The menu interface operates through the switch console to provide you with
a subset of switch commands in an easy-to-use menu format enabling you to:

m  Perform a "quick configuration" of basic parameters, such as the IP
addressing needed to provide management access through your network

m  Configure these features:

e Manager and Operator pass- ¢ A network monitoring port
words e Stack Management

* System parameters ¢ Spanning Tree operation
e TP addressing e SNMP community names
* Time protocol e IP authorized managers
* Ports e VLANS (Virtual LANs) and
¢ Trunk groups GVRP

m View status, counters, and Event Log information

m  Update switch software

m  Reboot the switch

For a detailed list of menu features, see the “Menu Features List” on page 3-14).

Privilege Levels and Password Security. HP strongly recommends that
you configure a Manager password to help prevent unauthorized access to
yournetwork. AManager password grants full read-write access to the switch.
An Operator password, if configured, grants access to status and counter,
Event Log, and the Operator level in the CLI. After you configure passwords
on the switch and log off of the interface, access to the menu interface (and
the CLI and web browser interface) will require entry of either the Manager
or Operator password. (If the switch has only a Manager password, then
someone without a password can still gain read-only access.)
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Using the Menu Interface
Starting and Ending a Menu Session

If the switch has neither a Manager nor an Operator password, anyone
having access to the console interface can operate the console with full
manager privileges. Also, if you configure only an Operator password,
entering the Operator password enables full manager privileges.

For more information on passwords, see the chapter on local passwords in
the Access Security Guide for your switch.

m  The menu interface displays the current running-config parameter set-
tings. You can use the menu interface to save configuration changes made
in the CLI only if the CLI changes are in the running config when you save
changes made in the menu interface. (For more on how switch memory
manages configuration changes, see Chapter 6, “Switch Memory and
Configuration”.)

m A configuration change made through any switch interface overwrites
earlier changes made through any other interface.

m  The Menu Interface and the CLI (Command Line Interface) both use the
switch console. To enter the menu from the CLI, use the menu command.
To enter the CLI from the Menu interface, select Command Line (CLI) option.)

Note

Starting and Ending a Menu Session

You can access the menu interface using any of the following:

m  Adirect serial connection to the switch’s console port, as described in the
installation guide you received with the switch

m A Telnet connection to the switch console from a networked PC or the
switch’s web browser interface. Telnet requires that an IP address and
subnet mask compatible with your network have already been configured
on the switch.

m The stack Commander, if the switch is a stack member

This section assumes that either a terminal device is already configured and
connected to the switch (see the Installation and Getting Started Guide
shipped with your switch) or that you have already configured an IP address
on the switch (required for Telnet access).
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Starting and Ending a Menu Session

How To Start a Menu Interface Session

In its factory default configuration, the switch console starts with the CLI
prompt. To use the menu interface with Manager privileges, go to the Manager
level prompt and enter the menu command.

1.

Use one of these methods to connect to the switch:

e A PC terminal emulator or terminal

e Telnet

(You can also use the stack Commander if the switch is a stack member.

See Chapter 15, “HP ProCurve Stack Management”).

Do one of the following:

e Ifyou are using Telnet, go to step 3.

e Ifyou are using a PC terminal emulator or a terminal, press [Enter] one
or more times until a prompt appears.

When the switch screen appears, do one of the following:

e If apassword has been configured, the password prompt appears.

Password:

Type the Manager password and press [Enter]. Entering the Manager
password gives you manager-level access to the switch. (Entering the
Operator password gives you operator-level access to the switch.

Refer to the chapter on local manager and operator usernames and
passwords in the Access Security Guide for your switch.)

e Ifno password has been configured, the CLI prompt appears. Go to
the next step.

When the CLI prompt appears, display the Menu interface by entering the
menu command. For example:

HPswitch# menu [Enter]

results in:
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Using the Menu Interface
Starting and Ending a Menu Session

=— CCN3OLE - MANAGER MODE - =
Hain Menu

Status and Counters...
Syiteh Configuration...
Console FPasswords...
Event Log

Commwand Line (CLI)
Reboot Zwitch

Download 03

Run Zetup

Stacking...

Logout

[ B I R R I - I

Provides the menu to display configuration, status, and counters.
To select mwenu item, press item number, or highlight itew and press <Enter>.

Figure 3-1. The Main Menu with Manager Privileges

For a description of Main Menu features, see “Main Menu Features” on page
3-7).

To configure the switch to start with the menu interface instead of the CLI, go
to the Manager level prompt in the CLI, enter the setup command, and in the
resulting display, change the Logon Default parameter to Menu. For more infor-
mation, see the Installation and Getting Started Guide you received with the
switch.

How To End a Menu Session and Exit from the Console:

The method for ending a menu session and exiting from the console depends
on whether, during the session, you made any changes to the switch configu-
ration that require a switch reboot to activate. (Most changes via the menu
interface need only a Save, and do not require a switch reboot.) Configuration
changes needing a reboot are marked with an asterisk (*) next to the config-
ured item in the menu and also next to the Switch Configuration item in the
Main Menu.
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Starting and Ending a Menu Session

Asterisk indicates a
configuration change
that requires a reboot
to activate.

\55“-———————q>-* :

CONSOLE - MANAGER MODE
Main Menu

dtatus and Counters...

gwiteh Configuration. .
Console Passwords. ..

Ewvent Log

Command Line (CLI)
Reboot Switch
Download O2

Run Setup
Stacking. ..

O 0oy e W)

Logout

stomizing the switch configuration.

Displays the menu for c
To select menu item, press item number, or highlight item and press <Enter>.
(*Need= reboot to activate changes.)

Figure 3-2. An Asterisk Indicates a Configuration Change Requiring a Reboot

1. Inthe current session, if you have not made configuration changes that
require a switch reboot to activate, return to the Main Menu and press [0]

(zero) to log out. Then just exit from the terminal program, turn off the
terminal, or quit the Telnet session.

2. If you have made configuration changes that require a switch reboot—

thatis, if an asterisk (*) appears next to a configured item or next to Switch

Configuration in the Main Menu:
a. Return to the Main Menu.

b. Press [6] to select Reboot Switch and follow the instructions on the
reboot screen.

Rebooting the switch terminates the menu session, and, if you are using

Telnet, disconnects the Telnet session.

(See “Rebooting To Activate Configuration Changes” on page 3-13).)

3. Exit from the terminal program, turn off the terminal, or close the Telnet

application program.
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Main Menu Features

==== == ======_ CONS0LE - MANAGER MODE —====== == ======

Provides the wmenu to display configuration, status, and counters.

¥ oCco

To select wenu iterm, press item mumber, or highlight item and press <Enter>.

Hain Menu

Status and Counters...
Syiteh Configuration...
Console Passwords...
Event Log

Comwand Line (CLI)
Reboot Zwitch

Download O3

Run Zetup

Stacking...

Logout

(== R R Y O e

Figure 3-3. The Main Menu View with Manager Privileges

The Main Menu gives you access to these Menu interface features:

Status and Counters: Provides access to display screens showing
switch information, port status and counters, port and VLAN address
tables, and spanning tree information. (See Appendix B, “Monitoring and
Analyzing Switch Operation”.)

Switch Configuration: Provides access to configuration screens for
displaying and changing the current configuration settings. (See the Con-
tents listing at the front of this manual.) For a listing of features and
parameters configurable through the menu interface, see the “Menu Fea-
tures List” on page 3-14).

Console Passwords: Provides access to the screen used to set or change
Manager-level and Operator-level passwords, and to delete Manager and
Operator password protection. (See the local password chapter in the
Access Security Guide shipped with your switch.)

Event Log: Enables you to read progress and error messages that are
useful for checking and troubleshooting switch operation. (See “Using
Logging To Identify Problem Sources” on page C-22.)
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Command Line (CLI): Selects the Command Line Interface at the same
level (Manager or Operator) that you are accessing in the Menu interface.
(See chapter 4, “Using the Command Line Interface (CLI)”.)

Reboot Switch: Performs a “warm” reboot of the switch, which clears
most temporary error conditions, resets the network activity counters to
zero, and resets the system up-time to zero. A reboot is required to activate
achange in the VLAN Support parameter. (See “Rebooting from the Menu
Interface” on page 6-10.)

Download OS: Enables you to download a new software version to the
switch. (See Appendix A, “File Transfers”.)

Run Setup: Displays the Switch Setup screen for quickly configuring
basic switch parameters such as IP addressing, default gateway, logon
default interface, spanning tree, and others. (See the Installation and
Getting Started guide shipped with your switch.)

Stacking: Enables you to use a single IP address and standard network
cabling to manage a group of up to 16 switches in the same subnet
(broadcast domain). See Chapter 15, “HP ProCurve Stack Management”.

Logout: Closes the Menu interface and console session, and disconnects
Telnet access to the switch. (See “How to End a Menu Session and Exit
from the Console” on page 3-5).)
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Screentitle—identifies
the Iocz:tlontwnhmthe p— e ===_ CONSOLE — MANLGER MODE —= ==
e SEEmTE Switeh Configuration - System Information
System Namwe : HPswitch
System Contact ~— :
System Location : — Ve Parameter fields
Inactivity Timeout (wmin) [0] : O MAC Age Time (sec) [300] : 300
Inbound Telnet Enabled [Tes] : Tes Web ilgent Enakbled [Yes] : Yes
Time Sync Method [MNone] @ TIMER
TimweP Mode [Disabled] : Disabled
Tiwe Zone [O] : O Help describing each of the
Actions line \ Daylight Time Rule [None] : Hone / items in the parameter fields
N
. Aptions-> Edit Save Help
Help line
describing the | K T T eEn.
selected action Use arrow keys to change action selection and <Enter: to execute action.
or selected Naviaation instructi
parameter field avigation instructions

Screen Structure and Navigation

Menu interface screens include these three elements:
m  Parameter fields and/or read-only information such as statistics
m Navigation and configuration actions, such as Save, Edit, and Cancel

m  Help line to describe navigation options, individual parameters, and read-
only data

For example, in the following System Information screen:

Figure 3-4. Elements of the Screen Structure

“Forms” Design. The configuration screens, in particular, operate similarly
to a number of PC applications that use forms for data entry. When you first
enter these screens, you see the current configuration for the item you have
selected. To change the configuration, the basic operation is to:

1. Press|[E] to select the Edit action.

2. Navigate through the screen making all the necessary configuration
changes. (See table 3-1 on page 3-10.)
3. Press [Enter] to return to the Actions line. From there you can save the

configuration changes or cancel the changes. Cancel returns the configu-
ration to the values you saw when you first entered the screen.
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Table 3-1. How To Navigate in the Menu Interface

Task:

Actions:

Execute an action
from the “Actions —>"
list at the bottom of
the screen:

Use either of the following methods:

Use the arrow keys (<] or (3)) to highlight the action you want to
execute, then press [Enter].

Press the key corresponding to the capital letter in the action
name. For example, in a configuration menu, press [E] to select
Edit and begin editing parameter values.

Reconfigure (edit) a
parameter setting or a
field:

. Select a configuration item, such as System Name. (See figure

2-4.)

2. Press[E] (for Edit on the Actions line).

. Use [Tab] or the arrow keys (<), (=), (1), or (1)) to highlight the

item or field.

. Do one of the following:

— Ifthe parameter has preconfigured values, either use the
Space barto select a new option or type the first part of your
selection and the rest of the selection appears automatically.
(The help line instructs you to “Select” a value.)

— Ifthere are no preconfigured values, type in a value (the Help
line instructs you to “Enter” a value).

. Ifyouwantto change another parameter value, return to step 3.
. Ifyou are finished editing parameters in the displayed screen,

press [Enter] to return to the Actions line and do one of the
following:

— Tosave and activate configuration changes, press[S] (for the
Save action). This saves the changes in the startup
configuration and also implements the change in the
currently running configuration. (See Chapter 6, “Switch
Memory and Configuration”.)

— To exit from the screen without saving any changes that you
have made (or if you have not made changes), press [C] (for
the Cancel action).

Note: Inthe menu interface, executing Save activates most

parameter changes and saves them in the startup configuration

(or flash) memory, and itis therefore not necessary to reboot the

switch after making these changes. But if an asterisk appears

next to any menu item you reconfigure, the switch will not
activate or save the change for that item until you reboot the
switch. In this case, rebooting should be done after you have
made all desired changes and then returned to the Main Menu.

. When you finish editing parameters, return to the Main Menu.
. Ifnecessary, reboot the switch by highlighting Reboot Switch in

the Main Menu and pressing [Enter]. (See the Note, above.)

Exit from a read-only
screen.

Press [B] (for the Back action).




Highlight on any item
in the Actions line
indicates that the
Actions line is active.

The Help line provides
a brief descriptor of
the highlighted Action
item or parameter.

Using the Menu Interface
Screen Structure and Navigation

To get Help on individual parameter descriptions. In most screens
there is a Help option in the Actions line. Whenever any of the items in the
Actions line is highlighted, press [H], and a separate help screen is displayed.

For example:

Pressing [H] or highlighting Help and
pressing [Enter] displays Help for the
parameters listed in the upper part of

Time Sync Method [MNone] : TIMEP
\\\\ TimeP Mode [Disabled] @ Disakled

the screen

/

===— CON3IOLE - MANAGER MODE ==
Switch Configuration - System Information

System Name : HPswitch
System Contact
System Location @

ime (gec) [300] : 300
Enabled [Tes] : Yes

Inactivity Timeout (min) [0] : O MAC Loe
Inbound Telnet Enasbled [Tes] : Yes el Age

Time Zone [0] @ 0O
\\iiylight Time Rule [None] : None

Actions—>

A 21 char and recurn to prewvious: EEn

Use arrow keys to change sction selection and <Enter:> to execute action.

Figure 3-5. Example Showing How To Display Help

To get Help on the actions or data fields in each screen: Use the arrow
keys (<), (=), (1), or (1] ) to select an action or data field. The help line under

the Actions items describes the currently selected action or data field.

For guidance on how to navigate in a screen: See the instructions provided
at the bottom of the screen, or refer to “Screen Structure and Navigation” on

page 3-9).)
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Reboot Switch option —

Rebooting the Switch

Rebooting the switch from the menu interface

m Terminates all current sessions and performs a reset of the operating
system
Activates any menu interface configuration changes that require a reboot
Resets statistical counters to zero

(Note that statistical counters can be reset to zero without rebooting the
switch.)

To Reboot the switch, use the Reboot Switch option in the Main Menu. (Note
that the Reboot Switch option is not available if you log on in Operator mode;
that is, if you enter an Operator password instead of a manager password at
the password prompt.)

=== CONSOLE - MANAGER MODE
Main Menu

Status and Counters...
Switch Configuration...
Consaole Passwords...
Event Log

Cormand Line (CLI)
RBeboot Bwitch

Download O3

Run Setup

Stacking...

Logout

\/
[ BV R S R N N e

Frovides the menu to display configuration, status, and counters.

¥ Cco

To select wenu item, press item number, or highlight item and press <Enter>.

Figure 3-6. The Reboot Switch Option in the Main Menu
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Asterisk indicates
a configuration
change that
requires a reboot
in order to take
effect.

Reminder to
reboot the switch
to activate
configuration
changes.

Displays the menu to actiwvate and configure, or deactivate VLAN support.
|To selsct menu item, press iltem number, or highlight item and press <Enter>.

Note

Using the Menu Interface
Rebooting the Switch

Rebooting To Activate Configuration Changes. Configuration changes
for most parameters in the menu interface become effective as soon as you
save them. However, you must reboot the switch in order to implement a
change in the Maximum VLANs to support parameter. (To access this parameter, go
to the Main Menu and select:

2. Switch Configuration

8. VLAN Menu
1. VLAN Support.)

If you make configuration changes in the menu interface that require areboot,
the switch displays an asterisk (*) next to the menu item in which the change
has been made. For example, if you change and save the value for the Maximum
VLANSs to support parameter, an asterisk appears next to the VLAN Support entry in
the VLAN Menu screen (below), and also next to the Switch Configuration... entry
in the Main Menu, as shown in figure 3-2 on page 3-6):

CONSOLE - MANAGER MCDE
Switch Configuration Menu

System Information
Port/Trunk Settings
Network Monitoring Fort
Spanning Tree Operation
IP Configuration

SNMP Community Names

IP asuthorized Managers

I 4

[ . N, TR

*

VLAN Menu. ..
Return to Main Menu...

(*Needs reboot to activate changes.)

Figure 3-7. Indication of a Configuration Change Requiring a Reboot

To activate changes indicated by the asterisk, go to the Main Menu and select
the Reboot Switch option.

Executing the write memory command in the CLI does not affect pending
configuration changes indicated by an asterisk in the menu interface. That is,
only a reboot from the menu interface or a hoot or reload command from the
CLI will activate a pending configuration change indicated by an asterisk.
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Menu Features List

Status and Counters
e  General System Information
e Switch Management Address Information
e Port Status
e  Port Counters
e Address Table
e Port Address Table
e Spanning Tree Information
Switch Configuration
e  System Information
e Port/Trunk Settings
e Network Monitoring Port
e Spanning Tree Operation
e [P Configuration
e  SNMP Community Names
e [P authorized Managers
e VLAN Menu
Console Passwords
Event Log
Command Line (CLI)
Reboot Switch
Download OS
Run Setup
Stacking
e Stacking Status (This Switch)
e Stacking Status (All)
e Stack Configuration
e Stack Management (Available in Stack Commander Only)
e Stack Access (Available in Stack Commander Only)
Logout
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Where To Go From Here

This chapter provides an overview of the menu interface and how to use it.
The following table indicates where to turn for detailed information on how
to use the individual features available through the menu interface.

Option: Turn to:

To use the Run Setup option Refertothe Installation and Getting Started Guide
shipped with the switch.

Tousethe HP ProCurve Stack Manager Chapter 15, “HP ProCurve Stack Management”

To view and monitor switch status and Appendix B, “Monitoring and Analyzing Switch

counters Operation”

To learn how to configure and use Refer to the Access Security Guide for your

passwords and other security features switch.

To learn how to use the Event Log “Using Logging To Identify Problem Sources” on
page C-22

To learn how the CLI operates Chapter 4, “Using the Command Line Interface
(cLn”

To download software (the 0S) Appendix A, “File Transfers”

For a description of how switch “Switch Memory and Configuration” on page 6-1

memory handles configuration

changes

For information on other switch See the Table of Contents at the front of this

features and how to configure them manual.
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Using the Command Line Interface (CLI)

Overview
Overview
The CLIis atext-based command interface for configuring and monitoring the
switch. The CLI gives you access to the switch’s full set of commands while
providing the same password protection that is used in the web browser
interface and the menu interface.
Accessing the CLI
Like the menu interface, the CLI is accessed through the switch console, and,
in the switch’s factory default state, is the default interface when you start a
console session. You can access the console out-of-band by directly
connecting a terminal device to the switch, or in-band by using Telnet either
from a terminal device or through the web browser interface.
Also, if you are using the menu interface, you can access the CLI by selecting
the Command Line (CLI) option in the Main Menu.
Using the CLI
The CLI offers these privilege levels to help protect the switch from unautho-
rized access:
1. Operator
2. Manager
3. Global Configuration
4. Context Configuration

Note CLI commands are not case-sensitive.

When you use the CLI to make a configuration change, the switch writes the
change to the Running-Config file in volatile memory. This allows you to test
your configuration changes before making them permanent. To make changes
permanent, you must use the write memory command to save them to the
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Startup Config file in non-volatile memory. If you reboot the switch without
first using write memory, all changes made since the last reboot or write memory
(whichever is later) will be lost. For more on switch memory and saving
configuration changes, see Chapter 6, “Switch Memory and Configuration”.

Privilege Levels at Logon

Privilege levels control the type of access to the CLI. To implement this
control, you must set at least a Manager password. Without a Manager
password configured, anyone having serial port, Telnet, or web browser
access to the switch can reach all CLI levels. (For more on setting passwords,
refer to the local manager and operator password chapter in the Access
Security Guide for your switch.)

When you use the CLI to log on to the switch, and passwords are set, you will
be prompted to enter a password. For example:

Copyright (C) 1991-2003 Hewlett-Packard Co. All Rights Reserved.

RESTRICTED RIGHTS LEGEND

Uze, duplication, or disclosure by the Govermment 1z subject to restrictions
a3 zet forth in subdivision (b) {3} (i1) of the Rights in Technicel Data and
Computer Joftware clause at 32.227-7013,

HEWLETT-PACEARD CCOMPANY, 3000 Hanover §t., Palo Alto, CA 94303

/ Password Prompt

Pazsword: _

Figure 4-1. Example of CLI Log-On Screen with Password(s) Set

In the above case, you will enter the CLI at the level corresponding to the
password you provide (operator or manager).

If no passwords are set when you log onto the CLI, you will enter at the
Manager level. For example:

HPswitch# _
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Caution

HP strongly recommends that you configure a Manager password. If a Man-
ager password is not configured, then the Manager level is not password-
protected, and anyone having in-band or out-of-band access to the switch may
be able to reach the Manager level and compromise switch and network
security. Note that configuring only an Operator password does not prevent
access to the Manager level by intruders who have the Operator password.

Pressing the Clear button on the front of the switch removes password
protection. For this reason, it is recommended that you protect the switch
JSfrom physical access by unauthorized persons. If you are concerned about
switch security and operation, you should install the switch in a secure
location, such as a locked wiring closet.

Privilege Level Operation

Operator Privileges | 1. Operator Level |
Manager Privileges 2. Manager Level

A

3. Global Configuration

\

4, Context Configuration Leve

Figure 4-2. Access Sequence for Privilege Levels

Operator Privileges

At the Operator level you can examine the current configuration and move
between interfaces without being able to change the configuration. A ">"
character delimits the Operator-level prompt. For example:

HPswitch> _ Example of the Operator prompt.

When using enable to move to the Manager level, the switch prompts you for
the Manager password if one has already been configured.
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Manager Privileges

Manager privileges give you three additional levels of access: Manager, Global
Configuration, and Context Configuration. (See figure .) A "#" character
delimits any Manager prompt. For example:

HPswitch#_ Example of the Manager prompt.

m  Manager level: Provides all Operator level privileges plus the ability to
perform system-level actions that do not require saving changes to the
system configuration file. The prompt for the Manager level contains only
the system name and the "#" delimiter, as shown above. To select this
level, enter the enable command at the Operator level prompt and enter
the Manager password, when prompted. For example:

HPswitch> enable FEnter enable at the Operator prompt.
HPswitch# _ The Manager prompt.

m  Global Configuration level: Provides all Operator and Manager level
privileges, and enables you to make configuration changes to any of the
switch’s software features. The prompt for the Global Configuration level
includes the system name and " (config)". To select this level, enter the
config command at the Manager prompt. For example:

HPswitch# _ Enter config at the Manager prompt.
HPswitch (config) #_The Global Config prompt.)

m  Context Configuration level: Provides all Operator and Manager
privileges, and enables you to make configuration changes in a specific
context, such as one or more ports or a VLAN. The prompt for the Context
Configuration level includes the system name and the selected context.
For example:

HPswitch(eth-1)#
HPswitch(vlan-10) #

The Context level is useful, for example, if you want to execute several
commands directed at the same port or VLAN, or if you want to shorten
the command strings for a specific context area. To select this level, enter
the specific context at the Global Configuration level prompt. For
example, to select the context level for an existing VLAN with the VLAN
ID of 10, you would enter the following command and see the indicated
result:

HPswitch(config)# vlan 10

HPswitch(vlan-10) #
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Changing Interfaces. If you change from the CLI to the menu interface, or
the reverse, you will remain at the same privilege level. For example, entering
the menu command from the Operator level of the CLI takes you to the
Operator privilege level in the menu interface.

Table 4-1.  Privilege Level Hierarchy
Privilege Example of Prompt and Permitted Operations
Level

Operator Privilege

Operator
Level

HPswitch>

show < command >
setup

View status and configuration
nformation.

ping < argument >
link-test < argument >

Perform connectivity tests.

enable Move from the Operator level to the
Manager level.

menu Move from the CLI interface to the menu
interface.

logout Exit from the CLI interface and terminate
the console session.

exit Terminate the current session (same as

logout).

Manager Privilege

Manager HPswitch#

Level

Global HPswitch (config) #
Configuration

Level

Context HPswitch (eth-5)#

Configuration HPswitch(vlan-100)#
Level

Perform system-level actions such as system control, monitoring,
and diagnostic commands, plus any of the Operator-level
commands. For a list of available commands, enter 7 at the
prompt.

Execute configuration commands, plus all Operator and Manager
commands . For a list of available commands, enter 7 at the
prompt.

Execute context-specific configuration commands, such as a
particular VLAN or switch port. This is useful for shortening the
command strings you type, and for entering a series of commands
for the same context. For a list of available commands, enter ? at
the prompt.
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How To Move Between Levels

Change in Levels

Example of Prompt, Command, and Result

Operator level
to
Manager level

Manager level

to
Global configuration
level

Global configuration
level

to a
Context configuration
level

Context configuration
level

to another
Context configuration
level

Move from any level
to the preceding level

Move from any level
to the Manager level

HPswitch> enable

Password:_
After you enter enable, the Password
prompt appears. After you enter the
Manager password, the system prompt
appears with the # symbol:
HPswitch#_

HPswitch# config
HPswitch (config) #

HPswitch(config)# vlan 10
HPswitch(vlan-10) #

HPswitch(vlan-10)# interface e 3
HPswitch(int-3)#

The CLI accepts "e" as the abbreviated
Sform of "ethernet".

HPswitch (int-3)# exit
HPswitch (config)# exit
HPswitch# exit
HPswitch>

HPswitch (int-3)# end
HPswitch#
HPswitch (config)# end
HPswitch#

Moving Between the CLI and the Menu Interface. When moving
between interfaces, the switch retains the current privilege level (Manager or
Operator). That is, if you are at the Operator level in the menu and select the
Command Line Interface (CLI) option from the Main Menu, the CLI prompt
appears at the Operator level.

Changing Parameter Settings. Regardless of which interface is used (CLI,
menu interface, or web browser interface), the most recently configured
version of aparameter setting overrides any earlier settings for that parameter.
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For example, if you use the menu interface to configure an IP address of “X”
for VLAN 1 and later use the CLI to configure a different IP address of “Y” for
VLAN 1, then “Y” replaces “X” as the IP address for VLAN 1 in the running-
config file. If you subsequently execute write memory in the CLI, then the
switch also stores “Y” as the IP address for VLAN 1 in the startup-config file.
(For more on the startup-config and running config files, see Chapter 6,
“Switch Memory and Configuration”.)

Listing Commands and Command Options

At any privilege level you can:
m List all of the commands available at that level
m List the options for a specific command

Listing Commands Available at Any Privilege Level

At a given privilege level you can list and execute the commands that level
offers, plus all of the commands available at preceding levels. For example,
at the Operator level, you can list and execute only the Operator level
commands. However, at the Manager level, you can list and execute the
commands available at both the Operator and Manager levels.

Type "?" To List Available Commands. 1.Typing the ? symbol lists the
commands you can execute at the current privilege level. For example,
typing ? at the Operator level produces this listing:

HPswitch = 72

enahble
exit
link-test
logout
menu

ping

show
zatup
HP=witch =

Figure 4-3. Example of the Operator Level Command Listing
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Typing ? at the Manager level produces this listing:

HP=switch#
boot Reboot the device.
clear Clear tablesstatistics or authorized client public keys
conf igure Enter the Configuration context.
Copy Copy datafiles tosfrom the switch.
end Eeturn to the Hanager Exec context.
eraze =tartup-c... Era=sze confiquration file =tored in flash.
getnib Fetrieve and display the wvalus of the MIE ocbjects
zpecified.
kill Kill all other actiwe console, telnet, or ssh =es=ions.
log Di=splay log event=.
page Toggle paging mode.
print Execute a command and redirect its output to the device
channel for current session.
redo Ee—execute a command from history.
reload Warm reboot of the switch.
repeat Repeat execution of a previous command.
==tnib S=t the value of a MIB object.
==tup Enter the 'Switch Setup' =s=creen for ba=ic switch
configuration.
telnet Initiate an outbound telnet =es=ion to another networlk
device.
—— MORE —-. ne=t page: Space. next line: Enter. quit: Control-C
When - - MORE - - appears, use the Space
bar or [Return] to list additional

Figure 4-4. Example of the Manager-Level Command Listing

When - - MORE - - appears, there are more commands in the listing. To list the
next set of commands, press the Space bar. To list the remaining commands
one-by-one, repeatedly press [Enter].

Typing? at the Global Configuration level or the Context Configuration level
produces similar results. In a particular context level, the first block of
command in the listing are the commands that are most relevant to the current
context.

Use [Tab] To Search for or Complete a Command Word. You can use
[Tab] to help you find CLI commands or to quickly complete the current word
in a command. To do so, type one or more consecutive characters in a
command and then press [Tab] (with no spaces allowed). For example, at the
Global Configuration level, if you press [Tab] immediately after typing "t", the
CLI displays the available command options that begin with "t". For example:

HPswitch (config)# t [Tabl-
telnet-server

time

trunk
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telnet
terminal
HPswitch(config)# t

As mentioned above, if you type part of a command word and press [Tab], the
CLI completes the current word (if you have typed enough of the word for the
CLI to distinguish it from other possibilities), including hyphenated exten-
sions. For example:

HPswitch (config)# port [Tab]
HPswitch(config)# port-security _

Pressing [Tab] after a completed command word lists the further options for
that command.

HPswitch (config)# stack [Tab]
commander <commander-str>
join <mac-addr>
auto-join
transmission-interval <integer>
<cr>

HPswitch(config)# stack

Command Option Displays

Conventions for Command Option Displays. When you use the CLI to
list options for a particular command, you will see one or more of the following
conventions to help you interpret the command data:

m Braces (<>) indicate a required choice.
m  Square brackets ([]) indicate optional elements.

m Vertical bars (]) separate alternative, mutually exclusive options in a
command.
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Listing Command Options. You can use the CLI to remind you of the
options available for a command by entering command keywords followed
by?. For example, suppose you want to see the command options for config-
uring port C5:

'/— This example displays the command options

——_———— for configuring port C5 on the switch.

HPswitch (config) # console ©

terminal T T’:‘“E—t_tgrpe of terminal heing used (default is wt£i00) .

screen-refresh Zet default number of seconds hefore screen is refreshed
on the repeat conmand.

EVENLS et level of the events displaved in the device's Events
Log.

baud-rate et the data transwission speed for the device conhect
sessions initiated through the Console port,

flow-zontrol Set the Flow Control Method: default is xon-xoff.

inactivity-timer Set the nuwber of minutes of no activity detected on the
Conzole port before the switch terminates a
comgrutication session.

Figure 4-5. Example of How To List the Options for a Specific Command

Displaying CLI "Help"

CLI Help provides two types of context-sensitive information:
m  Command list with a brief summary of each command’s purpose
m Detailed information on how to use individual commands

Displaying Command-List Help. You can display a listing of command
Help summaries for all commands available at the current privilege level. That
is, when you are at the Operator level, you can display the Help summaries
only for Operator-Level commands. At the Manager level, you can display the
Help summaries for both the Operator and Manager levels, and so on.

Syntax: help

For example, to list the Operator-Level commands with their purposes:
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HPswitch> help
enable
exit

link-test
logout
menu

ping

show

Enter Manager Exec lewel

Return to previous command level or logout 1f at first
level.

Test the connection to a MAC address on the LAN.
Terminate this console/telnet session.

o to the menu system.

Send IP Ping requests to a device on the network.
Display configuration data.

Figure 4-6. Example of Context-Sensitive Command-List Help

Displaying Help for an Individual Command. You can display Help for
any command that is available at the current context level by entering enough
of the command string to identify the command, along with help.

Syntax: < command-string > help

For example, to list the Help for the interface command in the Global
Configuration privilege level:

De=scription:

HPswitch({config)# interface help
Uzage: [no] interface [ethernst] PORT-LIST [...]

Enter the Interface Configuration Level, or sxecute one
command for that lewel. Without optional paramnsters
zpecified, the 'interface' command changes the context to

the Interface Configuration Context Level for execution of
configuration changes to the port or ports in the PORT-LIST.
The 'interface [ethernet] PORT-LIST' can be followed by any
command from the Interface Configuration Context Lewvel in the
zame command line. In this caze the context level 1= not
changed, but the command i= als=o executed for the port or ports
in the PORT-LIST. U=se 'interface [ethernet] PORT-LIST 7'

to get a list of all valid commands.

Figure 4-7. Example of How To Display Help for a Specific Command

A similar action lists the Help showing additional parameter options for a
given command. The following example illustrates how to list the Help for an
interface command acting on a specific port:

4-12




Using the Command Line Interface (CLI)
Using the CLI

flow-control
speed-duplex
boast-limit
unknown-vlans

enable
dizahle
lacp

monitor

HP=witch (config)# interface e cF help

Enable/disable flow control on the port.

Define mode of operation for the port.

Set a broadcast traffic percentage limit.

Define what the port will do when it encounters GVRP
packet requesting it to join a VLAN.

Enable port.

Disable port.

Define whether LACE is enabled on the port, and whether it
1s 1in active or passive mode when enabled.
Define that the port is to be monitored.

Figure 4-8. Example of Help for a Specific Instance of a Command

Note that trying to list the help for an individual command from a privilege
level that does not include that command results in an error message. For
example, trying to list the help for the interface command while at the global
configuration level produces this result:

HPswitch# interface help
Invalid input: interface

Configuration Commands and the Context
Configuration Modes

You can execute any configuration command in the global configuration mode
or in selected context modes. However, using a context mode enables you to
execute context-specific commands faster, with shorter command strings.

The configuration options include interface (port or trunk group) and VLAN
context modes:

Port or Trunk-Group Context . Includes port- or trunk-specific
commands that apply only to the selected port(s) or trunk group, plus the
global configuration, Manager, and Operator commands. The prompt for this
mode includes the identity of the selected port(s):

HPswitch(config)# interface e c3-c6 Command executed at
configuration level for

HPswitch (config)# interface e trkl enteringport ortrkl static
trunk-group context.

HPswitch (eth-C5-C8) # Resulting prompt showing
HPswitch (eth-Trkl) # port or static trunk
contexts.
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HPswitch(eth-C5-C8) #? Lists the commands you
can use in the port or static
HPswitch (eth-C5-C8) #? trunk context, plus the

Manager, Operator, and
contextcommands you can
execute at this level.

In the port context, the first block of commands in the "?"
listing show the context-specific commands that will affect

HPswitchieth-C3-C6) & only ports C3-C6.

flow—control Enable/disable flow control on the port.

speed-duplex Define mode of operation for the port.

hroadcast-1limit 3et a broadcast traffic percentage limit.

unknown-vlans Define what the port will do when it encounters GVRP
packet regquesting it to join a VLAN.

enahble Enable port.

disabhle Disakble port.

lacp Define whether LACP is enabled on the port, and whether]
iz in active or passive mode when enabled.

monitor Define that the port is to be monitored.

interface ether... Enter the Interface Configuration Level, or execute one|
command on that lewvel.

vlan Add, delete, edit VLAN configuration or enter a VLAN
context.

hoot systew flash FReboot the device.

configure Enter the Configuration context.

copy Copy datafiles to/from the switch.

end Feturn to the Manager Exec context.

erase Erase the configuraticon file stored in flash.

—— MORE —-, next page: 3Zpace, next line: Enter, gquit: Control-C

The remaining commands in the listing are Manager,
Operator, and context commands.

Figure 4-9. Context-Specific Commands Affecting Port Context
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VLAN Context . Includes VLAN-specific commands that apply only to the
selected VLAN, plus Manager and Operator commands. The prompt for this
mode includes the VLAN ID of the selected VLAN. For example, if you had
already configured a VLAN with an ID of 100 in the switch:

HPswitch(config)# vlan 100 Command executed at configura-
tion level to enter VLAN 100
context.

HPswitch(vlan-100) # Resulting prompt showing VLAN
100 context.

HPswitch(vlan-100)# ? Lists commands you canusein the
VLAN context, plus Manager, Oper-
ator, and context commands you
can execute at this level.

HPswitch (vlan-100)# 7
In the VLAN s T TS T T TSI T T ~
context, the |

first block of ' pame <name-str>

monitcor

|
|
ﬁ?mgﬁpd§ln , tagged <[ethernet] port-list> :
t; .If“ng | forhid <[ethernet] port-list> |
show't % that \\untagged <[ethernet] port-list> /
commanasthat ===Z00@0C -~ - & - - - - - - - - - _ — -
will affect only , interface <[ethernet] port-listd
vlan-100. X \
I srlan <wvlan-ids
| |
| koot !
| configure !
The remaining | capy :
commands in ' qisplay |
the listing are : end |
Manager, | erase !
Operator, and | gerMIE :
context | .
kill !
commands. ! |
1 log |
I page |
l print |
\—— MORE -- /

Figure 4-10. Context-Specific Commands Affecting VLAN Context
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CLI Control and Editing

Keystrokes Function

[Ctrl] [A] Jumps to the first character of the command line.

[Ctrl] [B] or Moves the cursor back one character.

[Ctri] [C] Terminates a task and displays the command prompt.

[Ctrl] [D] Deletes the character at the cursor.

[Ctrl] [E] Jumps to the end of the current command line.

[Ctrl] [F] or Moves the cursor forward one character.

[Ctrl] [K] Deletes from the cursor to the end of the command line.

[Ctrl] [L] or [Ctr]] [R] Repeats current command line on a new line.

[Ctrl] [N] or Enters the next command line in the history buffer.

[Ctrl] [P] or Enters the previous command line in the history buffer.

[Ctrl] [U] or [Ctrl] [X] Deletes from the cursor to the beginning of the command line.
[Ctrl] [W] Deletes the last word typed.

[Esc] [B] Moves the cursor backward one word.

[Esc] [D] Deletes from the cursor to the end of the word.

[Esc] [F] Moves the cursor forward one word.

[Delete] or Deletes the first character to the left of the cursor in the command
[Backspace] line.

4-16



Using the HP Web Browser Interface

Contents
(0.1 7 15 5-2
General Features ........... ...t 5-3
Starting an HP Web Browser Interface Session with the Switch ........ 5-4
Using a Standalone Web Browser in a PC or UNIX Workstation . ... 54
Using HP TopTools for Hubs & Switches ....................... 5-5
Tasks for Your First HP Web Browser Interface Session .............. 5-7
Viewing the “First Time Install” Window ........................ 5-7
Creating Usernames and Passwords in the Browser Interface . ... .. 5-8
Usingthe Passwords .......... .. ..., 5-10
Usingthe UserNames ..............o ity 5-10
If YouLoseaPassword .......... ...t 5-11
Online Help for the HP Web Browser Interface ................. 5-11
Support/Mgmt URLs Feature .............. ... .. .. ... ... ...... 5-12
Support URL ... ... 5-13
Help and the Management Server URL ........................ 5-13
Status Reporting Features . ......... ... .. ... . ... 5-15
The Overview Window . ........... .o, 5-15
The Port Utilization and Status Displays ....................... 5-16
Port Utilization .......... ... ... .. .. . i 5-16
Port Status . . ... e 5-18
The Alert Log . ... .ot e e e 5-19
Sorting the Alert Log Entries ............................. 5-19
Alert TyPeS ..ot e 5-20
Viewing Detail Views of Alert Log Entries .................. 5-21
The Status Bar ......... ... .. . . 5-22
Setting Fault Detection Policy .............. ... ... .. ... ..... 5-23

5-1



Using the HP Web Browser Interface

Overview
Overview
The HP web browser interface built into the switch lets you easily access the
switch from a browser-based PC on your network. This lets you do the
following:
m  Optimize your network uptime by using the Alert Log and other diagnostic
tools
Make configuration changes to the switch
Maintain security by configuring usernames and passwords
This chapter covers the following:
m  General features (page 5-3).
m  Starting a web browser interface session (page 5-4)
m Tasks for your first web browser interface session (page 5-7):
e (Creating usernames and passwords in the web browser interface
(page 5-8)
e Selecting the fault detection configuration for the Alert Log operation
(page 5-23)
e  Getting access to online help for the web browser interface (page
5-11)
m  Description of the web browser interface:
e Overview window and tabs (page 5-15)
e Port Utilization and Status displays (page 5-16)
e Alert Log and Alert types (page 5-19)
e Setting the Fault Detection Policy (page 5-23)
Note If you want security beyond that achieved with user names and passwords,

you can disable access to the web browser interface. This is done by either
executing no web-management at the Command Prompt or changing the Web
Agent Enabled parameter setting to No (page 7-4).
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General Features

The switch includes these web browser interface features:

Switch Configuration:

Ports

VLANSs and Primary VLAN

Fault detection

Port monitoring (mirroring)

System information

Enable/Disable Multicast Filtering (IGMP) and Spanning Tree
P

Stacking

Support and management URLs

Switch Security: Usernames and passwords

Switch Diagnostics:

Ping/Link Test
Device reset
Configuration report

Switch status

Port utilization
Port counters
Port status
Alert log

Switch system information listing
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Note

Note:

Starting an HP Web Browser Interface
Session with the Switch

You can start a web browser session in the following ways:

m Using a standalone web browser on a network connection from a PC or
UNIX workstation:

¢ Directly connected to your network
e (Connected through remote access to your network

m  Using a management station running HP TopTools for Hubs & Switches
on your network

TopTools recognizes the Switch 2626 and the Switch 2800 Series devices as
SNMP devices. However, customized device management is not supported for
these switch models in HP TopTools for Hubs and Switches

Using a Standalone Web Browser in a PC or UNIX
Workstation

This procedure assumes that you have a supported web browser installed on
your PC or workstation, and that an IP address has been configured on the
switch. (For more on assigning an IP address, refer to “IP Configuration” on
page 8-3.)
1. Make sure the JavaT™ applets are enabled for your browser. If they are
not, use the options menu in your browser to do the following:
e In Netscape, enable the Java and JavaScript options.
e In Microsoft Internet Explorer, enable the Java Permissions.

Refer to your selected browser’s online Help for specific information on
enabling the Java applets.

The authorized IP managers list can be used to limit access to the Web
interface to only select IP addresses. For more on this feature, refer to the
chapter titled "Using Authorized IP Managers" in the Access Security Guide
for your switch.
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2. Type the IP address (or DNS name) of the switch in the browser Location
or Address field and press [Enter]. (It is not necessary to include
http://.)
switch4108 [Enter] Example of a DNS-type name.
10.11.12.195 [Enter] Example of an IP address.

If you are using a Domain Name Server (DNS), your device may have a
name associated with it (for example, switch4108) that you can type in the
Location or Address field instead of the IP address. Using DNS names
typically improves browser performance. See your network administrator
for any name associated with the switch.

Using HP TopTools for Hubs & Switches

HP TopTools for Hubs & Switches is designed for installation on a network
management workstation. For this reason, the HP TopTools system require-
ments are different from the system requirements for accessing the switch’s
web browser interface from a non-management PC or workstation. For HP
TopTools requirements, refer to the information provided with HP TopTools
for Hubs & Switches.

TopTools recognizes the Switch 2626 and the Switch 2800 Series devices as
SNMP devices. However, customized device management is not supported for
these switch models in HP TopTools for Hubs and Switches

This procedure assumes that:

m  Youhaveinstalled the recommended web browser on a PC or workstation
that serves as your network management station.

m  Thenetworked device you want to access has been assigned an IP address
and (optionally) a DNS name and has been discovered by HP TopTools
for Hubs & Switches. (For more on assigning an IP address, refer to "IP
Configuration" on page 8-3.)

To establish a web browser session with HP TopTools running, do the
following on the network management station:

1. Make sure the Java™ applets are enabled for your web browser. If they

are not, refer to the web browser online Help for specific information on
enabling the Java applets.

2. Do one of the following tasks:

¢ On the HP TopTools Maps view, double-click on the symbol for the
networking device that you want to access.

e In HP TopTools, in the Topology Information dialog box, in the device

list, double-click on the entry for the device you want to access (IP
address or DNS name).
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3. The web browser interface automatically starts with the Status Overview

window displayed for the selected device, as shown in figure 5-1.

Note If the Registration window appears, click on the Status tab.

6 HP switch - Status: Information

| Identity | Status Configuration Security Diagnostics Support
TN Port Counters | Port Status

® ] Port Utilization Legend

B % Unicast R or All Tx
Er [1% Mon-Unicast Plis R
% Error Packets Rx

- @hFort Connected
C}Port Mot Connected
Al A2 A3 Al AS AG AT AS ] &10 Al Az Al Al

e @ ¢ o @ <o o @ @ ¥ @& ¢ ¢ O @ Pant Disabled

Status | Alert | Date / Time | Deseription

*ﬂ First Time Installation 16-Jun-01 4:.01:53 FM Important installation information for your switch
Alert First-Time
Log Install Alert

Refresh | Dpen Event | Acknowledge Selected Events Delete Selected Events

Figure 5-1. Example of Status Overview Screen

Note The above screen appears somewhat different if the switch is configured as a

stack Commander. For an example, see figure 2-3 on page 2-5.
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Tasks for Your First HP Web Browser
Interface Session

The first time you access the web browser interface, there are three tasks that
you should perform:

m  Review the “First Time Install” window
m  Set Manager and Operator passwords
m  Set access to the web browser interface online help

Viewing the “First Time Install” Window

When you access the switch’s web browser interface for the first time, the
Alertlog contains a “First Time Install” alert, as shown in figure 5-2. This gives
you information about first time installations, and provides an immediate
opportunity to set passwords for security and to specify a Fault Detection
policy, which determines the types of messages that will be displayed in the
Alert Log.

Double click on First Time Install in the Alert log (figure 5-1 on page 5-6). The
web browser interface then displays the “First Time Install” window, below.

@ First-Time Install

Description:
The follewing information presents possible first time settings which can be configured.

Steps to take during first time installation:
o |t is recommended that vou seoures aceess to the dewice to pravent unauthotized users from manipulating
device configuration.

@ You are also encouraged to select the fault detection configuration which best suits your network

environment.

Cancel | Acknowledge Event Delete Event

Figure 5-2.First-Time Install Window
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This window is the launching point for the basic configuration you need to
perform to set web browser interface passwords to maintain security and
Fault Detection policy, which determines the types of messages that will be
displayed in the Alert Log.

To set web browser interface passwords, click on secure access to the device
to display the Device Passwords screen, and then go to the next page. (You
can also access the password screen by clicking on the Security tab.)

To set Fault Detection policy, click on select the fault detection configuration in
the second bullet in the window and go to the section, “Setting Fault Detection
Policy” on page 5-23. (You can also access the password screen by clicking on
the Configuration tab, and then [Fault Detection] button.)

Creating Usernames and Passwords in the Browser
Interface

You may want to create both a username and password to create access
security for your switch. There are two levels of access to the interface that
can be controlled by setting user names and passwords:

m  Operator. An Operator-level user name and password allows read-only
access to most of the web browser interface, but prevents access to the
Security window.

m  Manager. A Manager-level user name and password allows full read/
write access to the web browser interface.

5-8



= HPswitch - Status: Information

@
Identity Statis

Device Passwords

Using the HP Web Browser Interface
Tasks for Your First HP Web Browser Interface Session

2
Configuration Security | Dhiagnostics | SUPPOTE

Read-Only Access

Operator User Name: I
Operator Password: I
Confirm Operator Password: I

Read-Write Access

Manager User Name: I
Manager Password: I
Confirm Manager Password: I

Apply Changes Clear Changes

Figure 5-3. The Device Passwords Window

To set the passwords:

1.

Access the Device Passwords screen by one of the following methods:

Ifthe Alert Log includes a “First Time Install” event entry, double
click on this event, then, in the resulting display, click on the
secure access to the device link.

Select the Security tab.

Click in the appropriate box in the Device Passwords window and enter
user names and passwords. You will be required to repeat the password
strings in the confirmation boxes.

Both the user names and passwords can be up to 16 printable ASCII
characters.

Click on [Apply Changes] to activate the user names and passwords.
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Note

Passwords you assign in the web browser interface will overwrite previous
passwords assigned in either the web browser interface, the Command
Prompt, or the switch console. That is, the most recently assigned passwords
are the switch’s passwords, regardless of which interface was used to assign
the string.

Using the Passwords

Enter Metwork Paszsword

ri@ Flease type vour user name and password.

“— FResowce:  HP J48654

Uszer name: ||

Password: I

ak I Cancel |

Figure 5-4. Example of the Password Window in the Web Browser Interface

The manager and operator passwords are used to control access to all switch
interfaces. Once set, you will be prompted to supply the password every time
you try to access the switch through any of its interfaces. The password you
enter determines the capability you have during that session:

m  Entering the manager password gives you full read/write capabilities

m  Entering the operator password gives you read and limited write capabil-
ities.

Using the User Names

If you also set user names in the web browser interface screen, you must
supply the correct user name for web browser interface access. If auser name
has not been set, then leave the User Name field in the password window
blank.

Note that the Command Prompt and switch console interfaces use only the
password, and do not prompt you for the User Name.
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If You Lose a Password

If you lose the passwords, you can clear them by pressing the Clear button on
the front of the switch. This action deletes all password and user name
protection from all of the switch’s interfaces.

The Clear button is provided for your convenience, but its presence means
that if you are concerned with the security of the switch configuration and
operation, you should make sure the switch is installed in a secure location,
such as a locked wiring closet.

Online Help for the HP Web Browser Interface

Online Help is available for the web browser interface. You can use it by
clicking on the question mark button in the upper right corner of any of the
web browser interface screens.

The Help Button —\‘

6 HP switch - Status: Information ﬂﬂ IT

I Identity I Status Configuration Security Diagnostics Support
TR | port Counters _Port Status |

[0 Port Litilization Legend
I % Unicast Ry or All Tx
25% 1% Mon-Unicast Phts R

Figure 5-5. The Help Button

Context-sensitive help is provided for the screen you are on.

Note

If you do not have HP TopTools for Hubs and Switches installed on your
network and do not have an active connection to the World Wide Web, then
Online help for the web browser interface will not be available.

For more on Help access and operation, refer to “Help and the Management
Server URL” on page 5-13.
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Support/Mgmt URLs Feature

The Support/Mgmt URLs window enables you to change the World Wide Web

Universal Resource Locator (URL) for two functions:

m  Support URL - a support information site for your switch

m  Management Server URL — the site for online help for the web browser
interface, and, if set up, the URL of a network management station running
HP TopTools for Hubs & Switches.

1. Click Here
I 2. Click Here
@ HP switch - Status: Information (;;ﬂ
Identity Status Configuration / Security Diagnostics Support
Device Yiew | " Fault Detection | _system Info | 1P Configuration |
Port Configuration | " Monitor Port Device Features |  Stacking |

VLAN Configuration il SupportMgmt URL

Support URL: |http:!Mw.hp.com!gu!prDcur\.fe

Management

Server URL: |http:,-“Mw.hp.com!rnd,’device_help|

| Apply Changes I Clear Changes

3. Enter URLs for:

home page

\
4.Click on Apply Changes

- the support information source you want the switch to access
when you click on the web browser interface Support tab —the
default is HP's ProCurve network products World Wide Web

- the URL of the network Management server or other
source of the online help files for this web browser inter-
face. (The defaultaccesses Help on HP’s World Wide Web site.)

Figure 5-6. The Default Support/Mgmt URLs Window
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Support URL

This is the site that the switch accesses when you click on the Support tab on
the web browser interface. The default URL is:

http://www.hp.com/go/procurve
which is the World Wide Web site for Hewlett-Packard’s networking products.

Click on the [Support] button on that page and you can get to support informa-
tion regarding your switch, including white papers, operating system (OS)
updates, and more.

You could instead enter the URL for a local site that you use for entering
reports about network performance, or whatever other function you would
like to be able to easily access by clicking on the [Support] tab.

Help and the Management Server URL

This field specifies which of the following two locations the switch will use to
find online Help for the web browser interface:

m  The URL of online Help provided by HP on the world wide web

m The URL of anetwork management station running HP TopTools for Hubs
& Switches

Providing Online Help. The Help files are automatically available if you
iwnstall HP TopTools for Hubs & Switches on your network or if you already
have Internet access to the World Wide Web. (The Help files are included with
HP TopTools for Hubs & Switches, and are also automatically available from
HP via the World Wide Web.)

Retrieval of the Help files is controlled by automatic entries to the Management
Server URL field on the Configuration / Support/Mgmt URLs screen, shown in
figure 5-6. The switch is shipped with the URL set to retrieve online Help from
the HP World Wide Web site. However, if HP TopTools for Hubs & Switches is
installed on a management station on your network and discovers the switch,
the Management Server URL is automatically changed to retrieve the Help
from your TopTools management station.

TopTools recognizes the Switch 2626 and the Switch 2800 Series devices as
SNMP devices. However, customized device management is not supported for
these switch models in HP TopTools for Hubs and Switches
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If Online Help Fails To Operate. Do one of the following:

m If HP TopTools for Hubs & Switches is installed and running on your
network, enter the IP address or DNS name of the network management
station in the Management Server URL field shown in figure 5-7 on page
5-14.

m Ifyou have World Wide Web access from your PC or workstation, and do
not have HP TopTools installed on your network, enter the following URL
in the Management Server URL field shown in figure 5-7 on page 5-14:

http://www.hp.com/rnd/device_help

= HPswitch - Status: Information E{a IT

(6]

Identity Status Configuration Security Diagnostics Support

Device Yiew | " Fault Detection System Info | 1P Configuration |
Port Configuration | | Monitor Port | " Device Features | " Stacking |
WLAN Configuration SupportMgmt URL

Support URL: |http:fx\mw.hp.comfgufpmcur\.fe

Management

Server URL: |http:!hww.hp.com!mdfdevic:e_help|

/ | Apply Changes I Clear Changes

Enter IP address of HP TopTools network
management station, or URL of location of
help files on HP’s World Wide Web site here.

Figure 5-7. How To Access Web Browser Interface Online Help

Policy Management and Configuration. HP Top Tools for Hubs &
Switches can perform network-wide policy management and configuration of
your switch. The Management Server URL field identifies the management
station that is performing that function. For more information, refer to the
documentation provided on the HP TopTools for Hubs & Switches CD shipped
with the switch.
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Status Reporting Features

Browser elements covered in this section include:
m  The Overview window (below)

m Port utilization and status (page 5-16)

m  The Alert log (page 5-19)

m  The Status bar (page 5-22)

The Overview Window

The Overview Window is the home screen for any entry into the web browser

interface.The following figure identifies the various parts of the screen.

Status Bar
(page 5-22)

Tab Bar

Button Bar

Port Utiliza-
tion Graphs
(page 5-16)

Port Status
Indicators
(page 5-18)

Alert Log
(page 5-19)

Alert Log
Control Bar

Active Button Active Tab

[

= HPswitch - Status: Infgrmation

6]
Identity v Configuration Security Diagnostics Support

Port Counters Port Status

Port Utilization Legend

I % Unicast Rz or All Tx
1% Mon-Unicast Phkis R
I % Eror Packets Rx

- @rPort Connected
— B —_—
s Az A3 Al A5 BB AT A3 AD AI0 A1 A1z AlZ a4 CrPort Hot Cannected

2 @ @ ¢ ® O ¢ @ © @ & ¢ @ ¢ @Port Disabled

Status | Alert | Date /Time | Deseription

-“N_Eﬁ}ﬂ First Time Installation 16-Jun-01 4:01:53 PM Imporant installation infarmation for your switch

Refresh | Open Event Acknowledge Selected Events Delete Selected Events

Figure 5-8. The Overview Window

5-15



Using the HP Web Browser Interface
Status Reporting Features

The Port Utilization and Status Displays

The Port Utilization and Status displays show an overview of the status of the
switch and the amount of network activity on each port. The following figure
shows a sample reading of the Port Utilization and Port Status.

Bandwidth Display Control

Port Utilization Bar Graphs

N

[]% Mon-Unicast Phis Rx
[ % Eror Packets Rx
- ) Port Connected
— W —

Port Litilization Legend
I % Unicast R or All Tx

Az Az A3 A5 AS AT AS  AD AID A1 A1Z Ad3 a4 3 Fort ot Connested

/—»OOOOOOOOOQ@OOO #Port bisablad

Port Status Indicators

i

Legend

Figure 5-9. The Graphs Area

Port Utilization

The Port Utilization bar graphs show the network traffic on the port with a
breakdown of the packet types that have been detected (unicast packets, non-
unicast packets, and error packets). The Legend identifies traffic types and
their associated colors on the bar graph:

% Unicast Rx & All Tx: This is all unicast traffic received and all
transmitted traffic of any type. This indicator (a blue color on many
systems) can signify either transmitted or received traffic.

% Non-Unicast Pkts Rx: All multicast and broadcast traffic received by
the port. This indicator (a gold color on many systems) enables you to
know “at-a-glance” the source of any non-unicast traffic that is causing
high utilization of the switch. For example, if one port is receiving heavy
broadcast or multicast traffic, all ports will become highly utilized. By
color-coding the received broadcast and multicast utilization, the bar
graph quickly and easily identifies the offending port. This makes it faster
and easier to discover the exact source of the heavy traffic because you
don’t have to examine port counter data from several ports.

% Error Pkts Rx: All error packets received by the port. (This indicator
is a reddish color on many systems.) Although errors received on a port
are not propagated to the rest of the network, a consistently high number
of errors on a specific port may indicate a problem on the device or
network segment connected to the indicated port.
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m  Maximum Activity Indicator: As the bars in the graph area change
height to reflect the level of network activity on the corresponding port,
they leave an outline to identify the maximum activity level that has been
observed on the port.

Utilization Guideline. A network utilization of 40% is considered the
maximum that a typical Ethernet-type network can experience before encoun-
tering performance difficulties. If you observe utilization that is consistently
higher than 40% on any port, click on the Port Counters button to get a detailed
set of counters for the port.

To change the amount of bandwidth the Port Utilization bar graph
shows. Clickonthe bandwidth display control button inthe upperleft corner
of the graph. (The button shows the current scale setting, such as 40%.) In the
resulting menu, select the bandwidth scale you want the graph to show (3%,
10%, 256%, 40%, 75%, or 100%), as shown in figure figure 5-10.

Note that when viewing activity on a gigabit port, you may want to select a
lower value (such as 3% or 10%). This is because the bandwidth utilization of
current network applications on gigabit links is typically minimal, and may
not appear on the graph if the scale is set to show high bandwidth utilization.

Port Utilization

AZ A3 A4 AS A AT AS A

e & ¢ & & o ¢ @

Figure 5-10. Changing the Graph Area Scale

To display values for each graph bar. Hold the mouse cursor over any of
the bars in the graph, and a pop-up display is activated showing the port
identification and numerical values for each of the sections of the bar, as
shown in figure 5-11 (next).

0] Port Uitilization

5%

0% Fort3 - 26% of 10Mb
(26% was highestwalue) | 0 BEE

26% Unicast Rx or All Tx E a

1 Z T
0% Mon-Unicast Rx
0% Errar Ry O O O

Figure 5-11. Display of Numerical Values for the Bar
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Port Status

Port Status Indicators

-

—— ¢ & & & & & ¢ €& ¢ ¥ Z & & © @ Port Disabled

Port Litilization Legend

B % Unicast Ry oor All Tx
[ % Hon-Unicast Phis R
I % Error Packets R

- @ Port Connected
— - _—
(3 Port Mot Connacted

Al A2 A3 A3 AS =] A7 A =) #10 A1 A2 A13 Alg

Legend A~

Figure 5-12. The Port Status Indicators and Legend

The Port Status indicators show a symbol for each port that indicates the
general status of the port. There are four possible statuses:

Port Connected - the port is enabled and is properly connected to an
active network device.

Port Not Connected - the port is enabled but is not connected to an
active network device. A cable may not be connected to the port, or the
device at the other end may be powered off or inoperable, or the cable or
connected device could be faulty.

Port Disabled - the port has been configured as disabled through the
web browser interface, the switch console, or SNMP network manage-
ment.

Port Fault-Disabled - a fault condition has occurred on the port that
has caused it to be auto-disabled. Note that the Port Fault-Disabled
symbol will be displayed in the legend only if one or more of the ports is
in that status. See appendix B, “Monitoring and Analyzing Switch Opera-
tion” for more information.
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The Alert Log

The web browser interface Alert Log, shown in the lower half of the screen,
shows a list of network occurrences, or alerts, that were detected by the
switch. Typical alerts are Broadcast Storm, indicating an excessive number of
broadcasts received on a port, and Problem Cable, indicating a faulty cable. A
full list of alerts is shown in the table on page 5-20.

Status | Alert Date !/ Time Cescription
-‘!Eﬂf—o Excessive CRCS 16-Sep-03 7:58:44 A Excessive CRC/Alignment errors on part: 8 _
alignment errors
-JEy}B Firsttime installation 13-5ep-03 3:36:29 FM Imparant installation infarmation far your switch
]
Refresh Cpen Event | Acknowledge Selected Events Delete Selected Events 1

Figure 5-13.Example of the Alert Log

Each alert has the following fields of information:

m  Status — The level of severity of the event generated. Severity levels can
be Information, Normal, Warning, and Critical. If the alert is new (has not
yet been acknowledged), the New symbol is also in the Status column.

Alert — The specific event identification.

Date/Time — The date and time the event was received by the web
browser interface. This value is shown in the format: DD-MM-YY
HH:MM:SS AM/PM, for example, 16-Sep-99 7:58:44 AM.

m Description — A short narrative statement that describes the event. For
example, Excessive CRC/Alignment errors on port: 8.

Sorting the Alert Log Entries

The alerts are sorted, by default, by the Date/Time field with the most recent
alert listed at the top of the list. The second most recent alert is displayed
below the top alert and so on. If alerts occurred at the same time, the
simultaneous alerts are sorted by order in which they appear in the MIB.

The alert field that is being used to sort the alert log is indicated by which
column heading is in bold. You can sort by any of the other columns by clicking
on the column heading. The Alert and Description columns are sorted alpha-
betically, while the Status column is sorted by severity type, with more critical
severity indicators appearing above less critical indicators.
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Table 5-1.

Alert Types

The following table lists the types of alerts that can be generated.

Alert Strings and Descriptions

Alert String

Alert Description

First Time Install

Important installation information for your switch.

Too many undersized/
giant packets

A device connected to this port is transmitting packets shorter than 64 bytes or longer than
1518 bytes (longer than 1522 bytes if tagged), with valid CRCs (unlike runts, which have invalid
CRCs).

Excessive jabbering

Adevice connected to this portis incessantly transmitting packets (“jabbering”), detected as
oversized packets with CRC errors.

Excessive CRC/alignment
errors

A high percentage of data errors has been detected on this port. Possible causes include:
¢ Faulty cabling or invalid topology.

¢ Duplex mismatch (full-duplex configured on one end of the link, half-duplex configured on
the other)

¢ A malfunctioning NIC, NIC driver, or transceiver

Excessive late collisions

Late collisions (collisions detected after transmitting 64 bytes) have been detected on this
port. Possible causes include:

¢ Anoverextended LAN topology

¢ Duplex mismatch (full-duplex configured on one end of the link, half-duplex configured on
the other)

* A misconfigured or faulty device connected to the port

High collision or drop rate

A large number of collisions or packet drops have occurred on the port. Possible causes
include:

¢ A extremely high level of traffic on the port

¢ Duplex mismatch

¢ A misconfigured or malfunctioning NIC or transceiver on a device connected to this port
¢ Atopology loop in the network

Excessive broadcasts

An extremely high percentage of broadcasts was received on this port. This degrades the
performance of all devices connected to the port. Possible causes include:

* A network topology loop—this is the usual cause
¢ A malfunctioning device, NIC, NIC driver, or software package

Loss of Link

Lost connection to one or multiple devices on the port.

Loss of stack member

The Commander has lost the connection to a stack member.
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Note

When troubleshooting the sources of alerts, it may be helpful to check the
switch’s Port Status and Port Counter windows and the Event Log in the
console interface.

Viewing Detail Views of Alert Log Entries

By double clicking on Alert Entries, the web browser interface displays a
Detail View or separate window detailing information about the events. The
Detail View contains a description of the problem and a possible solution. It
also provides four management buttons:

m  Acknowledge Event — removes the New symbol from the log entry

m  Delete Event — removes the alert from the Alert Log

m  Cancel Button - closes the detail view with no change to the status of
the alert and returns you to the Overview screen.

A sample Detail View describing an Excessive CRC/Alignment Error alert is
shown here.

@ Excessive CRC/Alignment Errors on port A8

Description:
A high percentage of data errors was detected on port A8,

Possible causes:
The possible causes include faulty cabling or topology, halffull duplex mismatch, a misconfigured NIC, or a
malfunctioning MIC, NIC driver, ar transceiver.

Actions:
1. If port A8 is 100Base-T, make sure the cable connectors, punch-down blocks, and patch panels connecting to that port
are Category 5 or better. Verify the correctness of the installation using a Category 5 test device.
2. Check the directly-connected device for mismatches in halffull duplex operation (half duplex on the switch and full
duplex on the connected device, or the reverse).
. Update the NIC driver software.
. Werify that the network topology conforms to IEEE 802.3 standards.
. Replace or relocate the cable. Also check the wiring closet components, transceivers, and NICs for proper operation.

M=

Cancel | Retest | Acknowledge Event Delete Event

Figure 5-14.Example of Alert Log Detail View
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The Status Bar

The Status Bar is displayed in the upper left corner of the web browser
interface screen. Figure 5-15 shows an expanded view of the status bar.

Status Indicator [ Most Critical Alert Description

K, G atus: Information

‘¥ Product Name

Figure 5-15. Example of the Status Bar

The Status bar consists of four objects:

Status Indicator. Indicates, by icon, the severity of the most critical alert
in the current display of the Alert Log. This indicator can be one of three
shapes and colors as shown in the following table.

Table 5-2.Status Indicator Key

Color | Switch Status Status Indicator Shape

Blue Normal Activity; "First time installation"
information available in the Alert log.

Green | Normal Activity

Yellow |Warning

Red Critical

System Name. The name you have configured for the switch by using
Identity screen, system name command, or the switch console System
Information screen.

Most Critical Alert Description. A brief description of the earliest,
unacknowledged alert with the current highest severity in the Alert Log,
appearing in the right portion of the Status Bar. In instances where
multiple critical alerts have the same severity level, only the earliest
unacknowledged alert is deployed in the Status bar.
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m  Product Name. The product name of the switch to which you are
connected in the current web browser interface session.
Setting Fault Detection Policy

One of the powerful features in the web browser interface is the Fault
Detection facility. For your switch, this feature controls the types of alerts
reported to the Alert Log based on their level of severity.

Set this policy in the Fault Detection window (figure 5-16).

@ HP switch - Status: Information lﬁﬂ I?

Identity Status Configuration Security Diagnostics Support

Device View Fault Detection _ System Info | P Configuration

Port Configuration | | Monitor Port | " Device Features | | Stacking |
VLAN Configuration | | SupportMgmt URL |

This switch features automatic fault defection capability which can protect your netuwork from being brought down by
problems sush as network loops, defective cables, transceivers and faulty netwaork interface cards.

Configure the fault detection sensitivity which best suits your netwark environment. When done, olick the Apply Ghanges
button to save your settings to the device,

Loy Network Problems |Medium Sensitivity j

Autornatically detect network problems and report thern, with their causes, in the aler log
(located under the Status tak).

High sensifivily sefting causes the switoh to act on any network problem.
Low sensifivity setting causes the switch to act only when severe problems ooour.

Resetto Default Setings Apply Changes Clear Changes

Figure 5-16. The Fault Detection Window

The Fault Detection screen contains a list box for setting fault detection and
response policy. You set the sensitivity level at which a network problem
should generate an alert and send it to the Alert Log.

To provide the most information on network problems in the Alert Log, the
recommended sensitivity level for Log Network Problems is High Sensitivity. The
Fault Detection settings are:
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m  High Sensitivity. This policy directs the switch to send all alerts to the
Alert Log. This setting is most effective on networks that have none or
few problems.

m  Medium Sensitivity. This policy directs the switch to send alerts related
to network problems to the Alert Log. If you want to be notified of
problems which cause a noticeable slowdown on the network, use this
setting.

m  Low Sensitivity. This policy directs the switch to send only the most
severe alerts to the Alert Log. This policy is most effective on a network
that normally has a lot of problems and you want to be informed of only
the most severe ones.

m  Never. Disables the Alert Log and transmission of alerts (traps) to the
management server (in cases where a network management tool such as
HP TopTools for Hubs & Switches is in use). Use this option when you
don’t want to use the Alert Log.

The Fault Detection Window also contains three Change Control Buttons:

m  Apply Changes. This button stores the settings you have selected for all
future sessions with the web browser interface until you decide to change
them.

m Clear Changes. This button removes your settings and returns the
settings for the list box to the level it was at in the last saved detection-
setting session.

m  Reset to Default Settings. This button reverts the policy setting to
Medium Sensitivity for Log Network Problems.
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Overview

Overview

This chapter describes:

How switch memory manages configuration changes

How the CLI implements configuration changes

How the menu interface and web browser interface implement configu-

ration changes

How the switch provides OS (operating system) options through primary/

secondary flash image options

How to use the switch’s primary and secondary flash options, including
displaying flash information, booting or restarting the switch, and other

topics

Overview of Configuration File
Management

The switch maintains two configuration files, the running-config file and the
startup-config file.

r
Volatile Memory

|

Il Running-Config File

I (Controls switch operation. When the switch reboots,
the contents of this file are erased and replaced by the

|} contents of the startup-config file.)

| Flash (Non-Volatile) Memory

I} Startup-Config File
(Preserves the most recently saved configuration
l through any subsequent reboot.)

CLI configuration
changes are written to
this file. To use the CLI to
save the latest version of
this file to the startup-
config file, you must
execute the write
memory command.

Menu interface configu-
ration changes are simul-
taneously written to both
of these files.

Figure 6-1. Conceptual lllustration of Switch Memory Operation




Note
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m  Running Config File: Exists in volatile memory and controls switch
operation. If no configuration changes have been made in the CLI since
the switch was last booted, the running-config file is identical to the
startup-config file.

m Startup-config File: Exists in flash (non-volatile) memory and is used
to preserve the most recently-saved configuration as the "permanent"
configuration.

Rebooting the switch replaces the current running-config file with a new
running-config file that is an exact copy of the current startup-config file.

Any of the following actions reboots the switch:
¢ Executing the boot or the reload command in the CLI
e Executing the Reboot command in the menu interface
¢ Pressing the Reset button on the front of the switch
¢ Removing, then restoring power to the switch

For more on reboots and the switch’s dual-flash images, see “Using Primary
and Secondary Flash Image Options” on page 6-12.

Options for Saving a New Configuration. Making one or more changes
to the running-config file creates a new operating configuration. Saving anew
configuration means to overwrite (replace) the current startup-config file with
the current running-config file. This means that if the switch subsequently
reboots for any reason, it will resume operation using the new configuration
instead of the configuration previously defined in the startup-config file. There
are three ways to save a new configuration:

m In the CLI: Use the write memory command. This overwrites the current
startup-config file with the contents of the current running-config file.

m In the menu interface: Use the Save command. This overwrites both the
running-config file and the startup-config file with the changes you have
specified in the menu interface screen.

m In the web browser interface: Use the Apply Changes button or other
appropriate button. This overwrites both the running-config file and the
startup-config file with the changes you have specified in the web browser
interface window.

Note that using the CLI instead of the menu or web browser interface gives
you the option of changing the running configuration without affecting the
startup configuration. This allows you to test the change without making it

6-3



Switch Memory and Configuration
Overview of Configuration File Management

"permanent". When you are satisfied that the change is satisfactory, you can
make it permanent by executing the write memory command. For example,
suppose you use the following command to disable port 5:

HPswitch(config)# interface ethernet 5 disable

The above command disables port 5 in the running-config file, but not in the
startup-config file. Port 5 remains disabled only until the switch reboots. If
you want port 5 to remain disabled through the next reboot, use write memory
to save the current running-config file to the startup-config file in flash
memory.

HPswitch (config)# write memory

If you use the CLI to make a configuration change and then change from the
CLI to the Menu interface without first using write memory to save the change
to the startup-config file, then the switch prompts you to save the change. For
example, if you use the CLI to create VLAN 20, and then select the menu
interface, VLAN 20 is configured in the running-config file, but not in the
startup-config file. In this case you will see:

HPswitch (config)# vlan 20
HPswitch (config) # menu
Do you want to save current configuration [y/n]l?

If you type [Y], the switch overwrites the startup-config file with the running-
config file, and your configuration change(s) will be preserved across reboots.
If you type [N], your configuration change(s) will remain only in the running-
config file. In this case, if you do not subsequently save the running-config file,
your unsaved configuration changes will be lost if the switch reboots for any
reason.

Storing and Retrieving Configuration Files. You can store or retrieve a
backup copy of the startup-config file on another device. For more informa-
tion, see appendix A, "Transferring an Operating System or Startup-Config
File"
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Note

Using the CLI To Implement
Configuration Changes

The CLI offers these capabilities:
m  Access to the full set of switch configuration features

m  The option of testing configuration changes before making them perma-
nent

How To Use the CLI To View the Current Configuration Files. Use
show commands to view the configuration for individual features, such as port
status or Spanning Tree Protocol. However, to view either the entire startup-
config file or the entire running-config file, use the following commands:

show config — Displays a listing of the current startup-config file.

m  show running-config— Displays a listing of the current running-config file.
m  write terminal — Displays a listing of the current running-config file.
m  show config status — Compares the startup-config file to the running-

config file and lists one of the following results:

e If the two configurations are the same you will see:
— Running configuration is the same as the startup
configuration.

e If the two configurations are different, you will see:
— Running configuration has been changed and needs
to be saved.

Show config, show running-config, and write terminal commands display the
configuration settings that differ from the switch’s factory-default configura-
tion.

How To Use the CLI To Reconfigure Switch Features. Use this proce-
dure to permanently change the switch configuration (thatis, to enter achange
in the startup-config file).

1. Use the appropriate CLI commands to reconfigure the desired switch
parameters. This updates the selected parameters in the running-config
file.

2. Use the appropriate show commands to verify that you have correctly
made the desired changes.
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3. Observe the switch’s performance with the new parameter settings to
verify the effect of your changes.

4. When you are satisfied that you have the correct parameter settings, use
the write memory command to copy the changes to the startup-config file.

Syntax: write memory

For example, the default port mode setting is auto. Suppose that your network
uses Cat 3 wiring and you want to connect the switch to another autosensing
device capable of 100 Mbps operation. Because 100 Mbps over Cat 3 wiring
can introduce transmission problems, the recommended port mode is auto-10,
which allows the port to negotiate full- or half-duplex, but restricts speed to
10 Mbps. The following command configures port A5 to auto-10 mode in the
running-config file, allowing you to observe performance on the link without
making the mode change permanent.

HPswitch(config)# interface e a5 speed-duplex auto-10

After you are satisfied that the link is operating properly, you can save the
change to the switch’s permanent configuration (the startup-config file) by
executing the following command:

HPswitch (config)# write memory

The new mode (aute-10) on port A5 is now saved in the startup-config file, and
the startup-config and running-config files are identical. If you subsequently
reboot the switch, the auto-10 mode configuration on port A5 will remain
because it is included in the startup-config file.

How To Cancel Changes You Have Made to the Running-Config File.

If you use the CLI to change parameter settings in the running-config file, and
then decide that you don’t want those changes to remain, you can use either
of the following methods to remove them:

m  Manually enter the earlier values you had for the changed settings. (This
is recommended if you want to restore a small number of parameter
settings to their previous boot-up values.)

m  Update the running-config file to match the startup-config file by reboot-
ing the switch. (This is recommended if you want to restore a larger
number of parameter settings to their previous boot-up values.)

If you use the CLI to change a parameter setting, and then execute the boot
command without first executing the write memory command to save the
change, the switch prompts you to specify whether to save the changes in the
current running-config file. For example:
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Disables port 1inthe running configuration, which causes port 1to block all traffic.

HPswitch(config)# interface e 1 disable“‘//
HPswitch(config)# boot
Device will be rebooted, do you want to continue [y/n]? vy

Press [Y] to continue the rebooting process. ——/

You will then see this prompt.

Do you want to save current configuration [y/n]l?

Figure 6-2.Boot Prompt for an Unsaved Configuration

The above prompt means that one or more parameter settings in the running-
config file differ from their counterparts in the startup-config file and you need
to choose which config file to retain and which to discard.

m If you want to update the startup-config file to match the running-config
file, press [Y] for "yes". (This means that the changes you entered in the
running-config file will be saved in the startup-config file.)

m Ifyou want to discard the changes you made to the running-config file so
that it will match the startup-config file, then press [N]for 'no". (This means
that the switch will discard the changes you entered in the running-config
file and will update the running-config file to match the startup-config
file.)

Note

If you use the CLI to make a change to the running-config file, you should
either use the write memory command or select the save option allowed during
areboot (figure 6-2, above) to save the change to the startup-config file. That
is, if you use the CLI to change a parameter setting, but then reboot the switch
from either the CLI or the menu interface without first executing the write
memory command in the CLI, the current startup-config file will replace the
running-config file, and any changes in the running-config file will be lost.

Using the Save command in the menu interface does not save a change made
to the running config by the CLI unless you have also made a configuration
change in the menu interface. Also, the menu interface displays the current
running-config values. Thus, where a parameter setting is accessible from both
the CLI and the menu interface, if you change the setting in the CLI, the new
value will appear in the menu interface display for that parameter. Howeuver,
as indicated above, unless you also make a configuration change in the
menu interface, only the write memory command, in the CLI will actually save
the change to the startup-config file.
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How To Reset the startup-config and running-config Files to the
Factory-Default Configuration. This command reboots the switch,
replacing the contents of the current startup-config and running-config files
with the factory-default startup configuration.

Syntax: erase startup-config

For example:

HPswitch (config)# erase startup-config
Configuration will be deleted and device rebooted, continue [y/n]?

Figure 6-3.Resetting to the Factory-Default Configuration

Press [Y] to replace the current configuration with the factory default config-
uration and reboot the switch. Press [N] to retain the current configuration and
prevent a reboot.

Using the Menu and Web Browser
Interfaces To Implement Configuration
Changes

The menu and web browser interfaces offer these advantages:

m  Quick, easy menu or window access to a subset of switch configuration
features (See the "Menu Features List" on page 3-14 and the web browser
"General Features" list on page.)

m Viewing several related configuration parameters in the same screen, with
their default and current settings

m  Immediately changing both the running-config file and the startup-config
file with a single command

Configuration Changes Using the Menu Interface

You can use the menu interface to simultaneously save and implement a subset
of switch configuration changes without having to reboot the switch. That is,
when you save a configuration change in the menu interface, you simulta-
neously change both the running-config file and the startup-config file.
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To save and
implement the
changes for all
parameters in this
screen, press the
[Enter] key, then
press [S] (for Save).
To cancel all
changes, pressthe
[Enter] key, then
press [C] (for Cancel)
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The only exception to this operation are two VLAN-related parameter changes
that require a reboot—described under "Rebooting To Activate Configuration
Changes" on page 6-11.

Using Save and Cancel in the Menu Interface

For any configuration screen in the menu interface, the Save command:
1. Implements the changes in the running-config file.

2. Saves your changes to the startup-config file.

If you decide not to save and implement the changes in the screen, select
Cancel to discard them and continue switch operation with the current oper-
ation. For example, suppose you have made the changes shown below in the
System Information screen:

CONZSOLE - MANAGER MODE
Switch Configuration - System Information

1 HP ProCurve Switch 4104GL
Extenzion 5440
System Support Office, Floor Z, Room 231

Bystem Name
dystem Contact
dystem Locatlon :

bddress Age Interval (min] [5] : 5
Web Agent Enabled [Yes] : ¥Yes

Inactivity Timeout (min] [0] : O
Inbound Telnet Enabled [¥es] : Yes

Time Zone [0] : 8

Daylight Time Rule [None] : SaieBetbeut-NEgiiEreot,

Actions->  Cancel Edit Bave Help

Select Daylight Time Rule for your location.
Uze arrow keys to change field selection, <8pacer to toggle field choices,
and <Enter> to go to Actions.

Figure 6-4. Example of Pending Configuration Changes that Can Be Saved or
Cancelled
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Note

Reboot Switch option ——+

If you reconfigure a parameter in the CLI and then go to the menu interface
without executing a write memory command, those changes are stored only in
the running configuration. If you then execute a switch reboot command in
the menu interface, the switch discards the configuration changes made while
using the CLI. To ensure that changes made while using the CLI are saved,
execute write memory in the CLI before rebooting the switch.

Rebooting from the Menu Interface

m Terminates the current session and performs a reset of the operating
system

m Activates any configuration changes that require a reboot
m Resets statistical counters to zero

(Note that statistical counters can be reset to zero without rebooting the
switch. See “Displaying Port Counters” on “To Display the Port Counter
Summary Report” on page B-11.)

To Reboot the switch, use the Reboot Switch option in the Main Menu. (Note
that the Reboot Switch option is not available if you log on in Operator mode;
that is, if you enter an Operator password instead of a manager password at
the password prompt.)

=== CONSOLE - MANAGER MODE
Main Menu

Status and Counters...
Switech Configuration...
Console Passwords...
Event Log

Command Line (CLI)
Rehoot Switch

Download O3

Fun Setup

Stacking...

Logout

[ R ¥ o xR N = T R L o

Frovides the menu to display configuration, status, and counters,
To select menu item, press item number, or highlight item and press <Enter>.

Figure 6-5. The Reboot Switch Option in the Main Menu




Asteriskindicates
a configuration
change that
requires a reboot
in order to take
effect.

Reminder to
reboot the switch
to activate
configuration
changes.

AN

Displays the menu to activate and configure, or deactivate VLAN support.
(T select menu item, press iltem number, or highlight item and press <Enter>.

Note

Switch Memory and Configuration
Using the Menu and Web Browser Interfaces To Implement Configuration Changes

Rebooting To Activate Configuration Changes. Configuration changes
for most parameters become effective as soon as you save them. However,
you must reboot the switch in order to implement a change in the Maximum
VLANSs to support parameter.

(To access these parameters, go to the Main menu and select 2. Switch
Configuration, then 8. VLAN Menu, then 1. VLAN Support.)

If configuration changes requiring a reboot have been made, the switch
displays an asterisk (*) next to the menu item in which the change has been
made. For example, if you change and save parameter values for the Maximum
VLANSs to support parameter, an asterisk appears next to the VLAN Support entry in
the VLAN Menu screen, and also next to the Switch Configuration ... entry in the
Main menu, as shown in figure 4-6:

CONSOLE - MANAGER MCDE
Switch Configuration Menu

System Information
Port/Trunk Settings
Network Monitoring Fort
Spanning Tree Operation
IP Configuration

SNMP Community Names

IP asuthorized Managers

I 4

*

VLAN Menu. ..

1.
Z.
3.
4,
3.
[
7.
g.
0. Return to Main Menu...

(*Needs reboot to activate changes.)

Figure 6-6. Indication of a Configuration Change Requiring a Reboot

Configuration Changes Using the Web Browser
Interface

You can use the web browser interface to simultaneously save and implement
a subset of switch configuration changes without having to reboot the switch.
That is, when you save a configuration change (in most cases, by clicking on
Apply Changes or Apply Settings, you simultaneously change both the running-
config file and the startup-config file.

If you reconfigure a parameter in the CLI and then go to the browser interface
without executing a write memory command, those changes will be saved to

the startup-config file if you click on Apply Changes or Apply Settings in the web
browser interface.
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Using Primary and Secondary Flash
Image Options

The switch features two flash memory locations for storing system image
(operating system, or OS) files:

m  Primary Flash: The default storage for OS (system image) files.

m  Secondary Flash: The additional storage for either a redundant or an
alternate OS (system image) file.

With the Primary/Secondary flash option you can test a new image in your
system without having to replace a previously existing image. You can also
use the image options for troubleshooting. For example, you can copy a
problem image into Secondary flash for later analysis and place another,
proven image in Primary flash to run your system. The switch can use only
one image at a time.

The following tasks involve primary/secondary flash options:

m Displaying the current flash image data and determining which OS ver-
sions are available

OS downloads
Local OS replacement, and removal (erasing)
System booting

Displaying the Current Flash Image Data

Use the commands in this section to:

m  Determine whether there are flash images in both primary and secondary
flash

m  Determine whether the images in primary and secondary flash are the
same

m Identify which OS version is currently running

Viewing the Currently Active Flash Image Version. This command
identifies the software version on which the switch is currently running, and
whether the active version was booted from the primary or secondary flash
image.

Syntax: show version
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For example, if the switch is using an OS version of G.01.01 stored in Primary
flash, show version produces the following:

HPswitchiconfig)# show wersion

Image stamp: Jfew/oode/build/info(s03)
Jun 01 2003 10:50:26
G.07.21
1796

Eoot Image: Primary

Figure 6-7. Example Showing the Identity of the Current Flash Image

Determining Whether the Flash Images Are Different Versions. Ifthe
flash image sizes in primary and secondary are the same, then in almost every
case, the primary and secondary images are identical. This command provides
a comparison of flash image sizes, plus the boot ROM version and from which
flash image the switch booted. For example, in the following case, the images
are different versions of the OS software (flash image) and the switch is
running on the version stored in the secondary flash image:

HPswitchi{config) # show flash

Image Jize (Bytes) Date Version
______________________________ The unequal code
Primary Image 1 2559041 06/01/03 G.07.21 - 3:&:?&?;2‘:2&%0
Secondary Image : 2687489 05/05/02 .05.00 <— i ootversions of
Boot Rom Version: -.05.X1 the 0S software.
Ccurrent Eoot : Frimary

Figure 6-8. Example Showing Different Flash Image Versions

Determining Which Flash Image Versions Are Installed. The show ver-
sion command displays which software version the switch is currently running
and whether that version booted from primary or secondary flash. Thus, if the
switch booted from primary flash, you will see the version number of the OS
image stored in primary flash, and if the switch booted from secondary flash,
you will see the version number of the OS version stored in secondary flash.
Thus, by using show version, then rebooting the switch from the opposite flash
image and using show version again, you can determine the version of the OS
image in both flash sources. For example:
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1. In this example show
version indicates the
switch hasversion G.05.01
in primary flash.

2. After the boot system
command, show version
indicates that version
G.05.00 is in secondary
flash.

HPswitchiconfig) # show wersion

Image sStamp: fawfcode/build/ info(s02)
Jun 01 2003 14:03:06
G.07.21

354

Primary

Boot Image:

HPawitch (configl ¥ koot —votem flash secondary
Dewice will ke rebooted, do wou want to contine [vwin]? »
L]

HPswitch = show wversion

mwage Stamp: fawfeode/buildf/info (s01)
Haw 05 2002 11:14:33
5.05.00

1793

Boot Image: Secondary

Figure 6-9. Determining the 0S Version in Primary and Secondary Flash

OS Downloads

The following table shows the switch’s options for downloading an OS to flash
and booting the switch from flash

Table 6-1. Primary/Secondary Memory Access

Action Menu CLI Web SNMP
Browser
Download to Primary Yes Yes Yes Yes
Download to Secondary No Yes No Yes
Boot from Primary Yes Yes Yes Yes
Boot from Secondary No Yes No Yes

The different OS download options involve different copy commands, plus
xmodem, and tftp. These topics are covered in Appendix A, “File Transfers”.

Download Interruptions. In most cases, if a power failure or other cause
interrupts a flash image download, the switch reboots with the image previ-
ously stored in primary flash. In the unlikely event that the primary image is
corrupted, as aresult of an interruption, the switch will reboot from secondary
flash and you can either copy the secondary image into primary or download
another image to primary from an external source. See Appendix A, “File
Transfers”.




Note

Caution

Switch Memory and Configuration
Using Primary and Secondary Flash Image Options

Local OS Replacement and Removal

This section describes commands for erasing an OS (flash image) and copying
an existing OS between primary and secondary flash.

Itis not necessary to erase the content of a flash location before downloading
another OS file. The process automatically overwrites the previous file with
the new file. If you want to remove an unwanted OS version from flash, HP
recommends that you do so by overwriting it with the same OS version that
you are using to operate the switch, or with another acceptable OS version.
To copy an OS image file between the primary and secondary flash locations,
see “Copying an OS Image from One Flash Location to Another” , below.

The local commands described here are for flash image management within
the switch. To download an OS image file from an external source, see
Appendix A, “File Transfers”.

Copying an OS Image from One Flash Location to Another. When you
copy the flash image from primary to secondary or the reverse, the switch
overwrites the file in the destination location with a copy of the file from the
source location. This means you do not have to erase the current image at the
destination location before copying in a new image.

Verify that there is an acceptable OS image in the source flash location from
which you are going to copy. Use the show flash command or, if necessary, the
procedure under “Determining Which Flash Image Versions Are Installed” on
page 6-13 to verify an acceptable OS image. Attempting to copy from a source
image location that has a corrupted flash image overwrites the image in the
destination flash location. In this case, the switch will not have a valid flash
image in either flash location, but will continue running on a temporary flash
image in RAM. Do not reboot the switch. Instead, immediately download
another valid flash image to primary or secondary flash. Otherwise, if the
switch is rebooted without an OS image in either primary or secondary flash,
the temporary flash image in RAM will be cleared and the switch will go down.
Torecover, see “Restoring a Flash Image” on page C-43 (in the Troubleshooting
chapter).

Syntax: copy flash flash <destination flash>
where: destination flash = primary or secondary:

For example, to copy the image in secondary flash to primary flash:
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1. Verify that there is a valid flash image in the secondary flash location. The
following figure indicates that an OS image is present in secondary flash.
(If you are unsure whether the image is secondary flash is valid, try
booting from it before you proceed, by using hoot system flash secondary.)

HPswitchi{config)# show flash The unequal code
Tmage Size [BEytes) Date Ver=sion size, differing dates,
—————————————————————————————— and differing
Primary Image : 2589041 06/01/03 G.07.21 <«— Versionnumbers

Secondary Image : 2657459 05/05/02 G.05.00 ~<*— icir}f(‘ifi:rltr?tsvt:\rlgonsof
Boot Rom Version: G.;IS.Xl the 0S software.
Current Eoot : Primary

Caution--No
Undo!

Figure 6-10. Example Indicating Two Different 0S Versions in Primary and
Secondary Flash

Execute the copy command as follows:

HPswitch(config)# copy flash flash primary

Erasing the Contents of Primary or Secondary Flash. This command
deletes the OS image file from the specified flash location.

Before using this command in one flash image location (primary or second-
ary), ensure that you have a valid OS file in the other flash image location
(secondary or primary). If the switch has only one flash image loaded (in either
primary or secondary flash) and you erase that image, then the switch does
not have an OS stored in flash. In this case, if you do not reboot or power cycle
the switch, you can recover by using xmodem or tftp to download another OS.

Syntax: erase flash < primary | secondary >

For example, to erase the OS in primary flash, do the following:

1. First verify that a usable flash image exists in secondary flash. The most
reliable way to ensure this is to reboot the switch from the flash image
you want to retain. For example, if you are planning to erase the primary
image, then first reboot from the secondary image to verify that the
secondary image is present and acceptable for your system:

HPswitch# boot system flash secondary

2. Then erase the OS in the selected flash (in this case, primary):
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The prompt shows which flash
] . )/_ location will be erased.
HPswitch # erase flash primary
The Primary OF Image will be deleted, continue [v/n]?

Figure 6-11. Example of Erase Flash Prompt

3. Typey at the prompt to complete the flash erase.

4. Use show flash to verify erasure of the selected OS flash image

HPszwitch# show flash The "0 here
/ shows that

Compressed Primary Code size =0 hiimaryMashihas

Compressed Secondary Code size = 2555802 been erased.
Boot Rom Version: G.05.%1
Current Boot: decondary

Figure 6-12. Example of Show Flash Listing After Erasing Primary Flash

Rebooting the Switch

The switch offers reboot options through the boot and reload commands, plus
the options inherent in a dual-flash image system. Generally, using boot
provides more comprehensive self-testing; using reload gives you a faster
reboot time.

Table 6-2. Comparing the Boot and Reload Commands

Actions Included In  IncludedIn  Note
Boot? Reload
Save all configuration Optional, Yes, Config changes saved to the

changes since the last boot  with prompt  automatic startup-config file
or reload

Perform all system self-tests Yes No Reload provides afaster system
reboot.
Choice of primary or Yes No—Uses
secondary the current
flash image.
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Booting from Primary Flash. This command alwaysbootsthe switch from
primary flash, and executes the complete set of subsystem self-tests.

Syntax: boot

For example, to boot the switch from primary flash with pending configuration
changes in the running-config file:

HP=witch (config) # hoot

Device will be rebooted, do wou want to continue [v/n]? v
Eoot from primary flash

Do wou want to sSave current configuration [v/in]?

Figure 6-13. Example of Boot Command (Default Primary Flash)

In the above example, typing either ay or n at the second prompt initiates the
reboot operation. Also, if there are no pending configuration changes in the
running-config file, then the reboot commences without the pause to display
Boot from primary flash.

Booting from a Specified Flash. This version of the boot command gives
you the option of specifying whether to reboot from primary or secondary
flash, and is the required command for rebooting from secondary flash. This
option also executes the complete set of subsystem self-tests.

Syntax: boot system flash < primary | secondary >

For example, to reboot the switch from secondary flash when there are no
pending configuration changes in the running-config file:

HPswitch (config) # boot system flash secondary

Device will be rebooted, do you want to continue [v/n]? v
Boot frow secondary flash

Do you want to save current configuration [v/n]?

Figure 6-14. Example of Boot Command with Primary/Secondary Flash Option

In the above example, typing either ay or n at the second prompt initiates the
reboot operation. Also, if there are no pending configuration changes in the

running-config file, then the reboot commences without the pause to display
Boot from secondary flash.
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Booting from the Current OS Version. Reload reboots the switch from
the flash image on which the switch is currently running, and saves to the
startup-config file any configuration changes currently in the running-config
file. Because reload bypasses some subsystem self-tests, the switch reboots
faster than if you use either of the boot command options.

Syntax: reload

For example, if you change the number of VLANSs the switch supports, you

must reboot the switch in order to implement the change. Reload automati-

cally saves your configuration changes and reboots the switch from the same
OS you have been using:

HPswitch (config)# max-vlans 12
Command will take effect after saving configuration and reboot.

HPswitch{config)# reload
Device will he rebooted, do you want to continue [y/nl]l? v

Do you want to sawve current configuration [y/n]?

Figure 6-15.Using Reload with Pending Configuration Changes

Operating Notes

Default Boot Source. The switch reboots from primary flash by default
unless you specify the secondary flash.

Boot Attempts from an Empty Flash Location. In this case, the switch
aborts the attempt and displays

Image does not exist
Operation aborted.

Interaction of Primary and Secondary Flash Images with the Current
Configuration. The switch has one startup-config file (page 6-2), which it
always uses for reboots, regardless of whether the reboot is from primary or
secondary flash. Also, for rebooting purposes, it is not necessary for the OS
and the startup-config file to support identical software features. For example,
suppose you have just downloaded an OS upgrade that includes new features
that are not supported in the OS you used to create the current startup-config
file. In this case, the OS simply assigns factory-default values to the parame-
ters controlling the new features. Similarly, If you create a startup-config file
while using a version "Y" of the OS, and then reboot the switch with an earlier
OS version "X" that does not include all of the features found in "Y", the OS
simply ignores the parameters for any features that it does not support.
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Overview

Overview

This chapter describes how to:
m View and modify the configuration for switch interface access
m  Use the CLI kill command to terminate a remote session

m View and modify switch system information

For help on how to actually use the interfaces built into the switch, refer to:
m  Chapter, “Using the Menu Interface”

m  Chapter 4, “Using the Command Line Interface (CLI)”

m  Chapter 5, Using the HP Web Browser Interface”

Why Configure Interface Access and System Information? The inter-
face access features in the switch operate properly by default. However, you
can modify or disable access features to suit your particular needs. Similarly,
you can choose to leave the system information parameters at their default
settings. However, modifying these parameters can help you to more easily
distinguish one device from another in your network.
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Interface Access: Console/Serial Link,
Web, and Telnet

Interface Access Features

Feature Default Menu cL Web
Inactivity Time 0 Minutes page 7-4 page 7-6 —
(disabled)

Inbound Telnet Access Enabled page 7-4 page 7-5 —
Outbound Telnet Access n/a — page 7-6 —
Web Browser Interface Access Enabled page 7-4 page 7-6 —
Terminal type VT-100 — page 7-6 —
Event Log event types to list All — page 7-6 —
(Displayed Events)

Baud Rate Speed Sense — page 7-6 —
Flow Control XON/XOFF — page 7-6 —

In most cases, the default configuration is acceptable for standard operation.

Note Basic switch security is through passwords. You can gain additional security
using IP authorized managers. However if unauthorized access to the switch
through in-band means (Telnet or the web browser interface), then you can
disallow in-band access (as described in this section) and install the switch in
a locked environment.
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Menu: Modifying the Interface Access

The menu interface enables you to modify these parameters:
m Inactivity Time-out

m  Inbound Telnet Enabled

m  Web Agent Enabled

To Access the Interface Access Parameters:

1. From the Main Menu, Select...
2. Switch Configuration...
1. System Information

=S=========================-— CONSOLE - HM]’AGER HODE —============================
Jwitch Configuration - System Information

aystem Nawe @ HP2512
System Contact @ WHND Tech 2upport; Eric Henderson, X55415
aystem Location : R3L

.Inactnrlty Timweout (win) [0] = 0 -: Address Age Interval (min) [5] HE)

'Inl:u:uund Telnet Enabled [Tez] : YES' ITJIEb Lgent Enabled [Tesz] : YESI

Interface Access

Tiwe Zone [0] : O Parameters

Daylight Time Rule [Hone] : HNone

Antions-»- Edit Save Help

and return to previous screen.
Use arrow }cegrs to change action selection and <Enter> to eXecute action.

Figure 7-1. The Default Interface Access Parameters Available in the Menu Interface

2. Press [E] (for Edit). The cursor moves to the System Name field.

3. Use the arrow keys (({), (1}, (<), =) to move to the parameters you want
to change.

Refer to the online help provided with this screen for further information
on configuration options for these features.

4. When you have finished making changes to the above parameters, press
[Enter], then press [S] (for Save).
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CLI: Modifying the Interface Access

Interface Access Commands Used in This Section

show console below
[no] telnet-server below
[no] web-management page 7-6

console page 7-6

Listing the Current Console/Serial Link Configuration. This com-
mand lists the current interface access parameter settings.

Syntax: show console

This example shows the switch’s default console/serial configuration.

HPswitch> show console

Interface Access Console/8erial Link...
Enable/Disable ™~ , 7 T T3 T T ol T3 i

/ Terminal Type : VT100 N

doreen Refresh Interwval (sec) : 3,

Displayed Bvenfs : ALl e——— -~ Event Log Event
Types To List

|
\

, Baud Rate : speed-sense \

[ : XON/XOFF !
Console Control - FlDWICDntrDl = ! : . )
Options (Aession Inactivity Time (min) : 0,

Figure 7-2. Listing of Show Console Command

Reconfigure Inbound Telnet Access. In the default configuration,
inbound Telnet access is enabled.

Syntax:  [no] telnet-server

To disable inbound Telnet access:
HPswitch(config)# no telnet-server
To re-enable inbound Telnet access:

HPswitch(config)# telnet-server
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Note

Outbound Telnet to Another Device. This feature operates indepen-
dently of the telnet-server status and enables you to Telnet to another device
that has an IP address.

Syntax:  telnet < ip-address >
For example:

HPswitch # telnet 10.28.27.204

Reconfigure Web Browser Access. In the default configuration, web
browser access is enabled.

Syntax: [no] web-management

To disable web browser access:
HPswitch(config)# no web-management
To re-enable web browser access:

HPswitch(config)# web-management

Reconfigure the Console/Serial Link Settings. You canreconfigure one
or more console parameters with one console command.

Syntax: console
[terminal <vt100 | ansi>]
[screen-refresh<11315110120130145160>]
[baud-rate
<speed-sense | 1200 1 2400 | 4800 | 9600 | 19200 138400 | 57600>]
[flow-control <xon/xoff | none>]
[inactivity-timer<0 1 5 10 15 20 30 60 120>]
[events <none | all | non-info | critical | debug]

If you change the Baud Rate or Flow Control settings for the switch, you
should make the corresponding changes in your console access device. Oth-
erwise, you may lose connectivity between the switch and your terminal
emulator due to differences between the terminal and switch settings for these
two parameters.

All console parameter changes except events require that you save the config-
uration with write memory and then execute bhoot before the new console
configuration will take effect.
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For example, to use one command to configure the switch with the following:
VT100 operation

19,200 baud

No flow control

10-minute inactivity time

Critical log events

you would use the following command sequence:

HPswitchiconfig)# console terminal vtl00 baud-rate 19200 flow-control none
inactivity-timer 10 ewvents critical

Command will take effect after saving configuration and rehoot.
HPswitch {configq)# write memory

HPswitch (config)# reload Q

The switchimplements the Event Log change immediately. The switch implements
the other console changes after executing write memory and reload.

Figure 7-3. Example of Executing the Console Command with Multiple Parameters

You can also execute a series of console commands and then save the
configuration and boot the switch. For example:

Configure HPswitch {config)# console baud-rate speed-sense

the Command will take effect after saving configuration and reboot
individual

parameters. HPswitch{configi# console flow-control xon/xoff

Command will take effect after saving configuration and rehboot

HPzwitch{config)# console inactivity—timer O

Save the . ; . .
Command will take effect after saving configuration and reboot

changes.

Boptthe \HPswit.ch(confiq)_# WELLE memory
switch. HPswitch (config)# reload

Figure 7-4. Example of Executing a Series of Console Commands
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Denying Interface Access by Terminating
Remote Management Sessions

The switch supports up to four management sessions. You can use show ip ssh
to list the current management sessions, and kill to terminate a currently
running remote session. (Kill does not terminate a Console session on the
serial port, either through a direct connection or via a modem.)

Syntax: kill [<session-number>]

For example, if you are using the switch’s serial port for a console session and
want to terminate a currently active Telnet session, you would do the follow-
ing:

HP=witch(config) # show ip ssh

33H Enabled 1 Yes

IF Port MNumber HE

Tiweour [(sec) » 1z0

Gerver Eey 2ize (bhits) @ 512

Fes Type Jource IPF and Port

1 consolw Session 2is an active
5 telnet Telnet session.

3 =sh 15.30.252.195:15351

4 inactive

HPswitchiconfigl # kill
HPswitchiconfigl# show ip ash

33H Enabled 1 Tes

IF Port Nuber HE
Timeout ([(=sec) : 1z0
Server Eey Size (bits) @ 512

3es Type

________________________________ The kill 2 command
1 console terminates session 2.
2 inactive

3 ssh 15.30.252.195:1531

4q inactive

Figure 7-5. Example of Using the "Kill" Command To Terminate a Remote Session
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System Information

System Information Features

Feature Default Menu CLI Web
System Name switch product page page page
name 7-10 7-12 7-14
System Contact n/a page page page
7-10 7-12 7-14
System Location n/a page page page
7-10 7-12 7-14
MAC Age Time 300 seconds page page —
7-10 7-13
Time Sync Method None See Chapter 9, “Time Protocols”.
Time Zone 0 page page —
7-10 7-13
Daylight Time Rule None page page —
7-10 7-13
Time January 1, 1990 at — page —
00:00:00 at last 7-13

power reset

Configuring system information is optional, but recommended.

System Name: Using a unique name helps you to identify individual devices
in stacking environments and where you are using an SNMP network manage-
ment tool such as HP TopTools for Hubs & Switches.

System Contact and Location: This information is helpful for identifying
the person administratively responsible for the switch and for identifying the
locations of individual switches.

MAC Age Interval: The number of seconds a MAC address the switch has
learned remains in the switch’s address table before being aged out (deleted).
Aging out occurs when there has been no traffic from the device belonging to
that MAC address for the configured interval.

Time Sync Method: Selects the method (TimeP or SNTP) the switch will use
for time synchronization. For more on this topic, refer to Chapter 9, “Time
Protocols”.
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System Information

Note

Time Zone: The number of minutes your time zone location is to the

West (-) or East (+) of Coordinated Universal Time (formerly GMT). The
default 0 means no time zone is configured. For example, Berlin, Germany is
in the +1 zone, while Vancouver, Canada is in the -8 zone.

Daylight Time Rule: Specifies the daylight savings time rule to apply for your
location. The default is None. (For more on this topic, see appendix E,
“Daylight Savings Time on HP ProCurve Switches.)

Time: Used in the CLI to specify the time of day, the date, and other system
parameters.

Menu: Viewing and Configuring System Information

To access the system information parameters:

1. From the Main Menu, Select...
2. Switch Configuration...
1. System Information

CON3OLE - MANAGER MODE

Switch Configuration - System Information
T \
/ Bystem Name : HPswitch
\ Bystem Contact

System Information

\ 8ystem Location L
SO T L
I
Inactivity Timecut (min) [0] : 10 \ MAC Age Time (sec) [300]_: 300_ _ _ )
Inbound Telnet Enabled [Yes] : Yes Web Agent Enabled [Yes] Yes
Time 3ync Method [None] : None
, . oo - oT T T T S
Time Zone [0] : O |
l\Daylight Time Rule [None] : None ,

Actiona-= Edit Bave Help

“ancel changes and return to previous screen.
Use arrow keys to change action selection and <Enter* to execute action.

Figure 7-6. The System Information Configuration Screen (Default Values)

To help simplify administration, it is recommended that you configure
System Name to a character string that is meaningful within your system.

2. Press [E] (for Edit). The cursor moves to the System Name field.




Interface Access, System Information, and Friendly Port Names
System Information

3. Refer to the online help provided with this screen for further information
on configuration options for these features.

4. When you have finished making changes to the above parameters, press
[Enter], then press [S] (for Save) and return to the Main Menu.

CLI: Viewing and Configuring System Information

System Information Commands Used in This Section

show system-information below
hostname below
snmp-server below
[contact] [location]
mac-age-time page 7-13
time
time zone page 7-13
daylight-time-rule page 7-13
d_ate page 7-13
time

Listing the Current System Information. Thiscommandliststhe current
system information settings.

Syntax: show system-information

This example shows the switch’s default console configuration.

HPswitchs show system-information

Status and Counters - General System Information
Bvstem Name : HF FroCurve Switch 4104GL
dystem Contact
Svatem Location

MALC ge Interwal (sec): 300

Time Zone : 0
Daylight Time Rule : None

Figure 7-7. Example of CLI System Information Listing
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Configure a System Name, Contact, and Location for the Switch. To
help distinguish one switch from another, configure a plain-language identity
for the switch.

Syntax: hostname <name-string>
snmp-server [contact <system contact>] [location <system location>]

Both fields allow up to 48 characters. Blank spaces are not allowed in the
variables for these commands.

For example