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Abstract. Interactive 3D graphics applications become unusable with concurrency control
mechanisms that impose significant latency. We show how frameworks from the collaboration
literature that have been applied to text editors can be extended to collaborative 3D graphics
tools. We have implemented several techniques for concurrency control in the DISTRIBUTED
NANOMANIPULATOR, a shared 3D interface to Atomic Force Microscopes. We show how the

choice of concurrency control mechanism determines our tool's usability.

Introduction

Improvements in hardware and graphics libraries have allowed interactive
3D graphics applications to become increasingly widespread, but distribut-
ing these applications across a network to multiple interactive users is still
an open problem. A rule of thumb in graphics and user interface design is
that interactive frame rate needs to be at least 15 or 20 Hz — that is, that
the system must respond to user input within 50 to 70 ms. Single-user sys-



tems can now meet these latency targets, but network delays by themselves
can exceed the entire latency budget, reducing applications to noninterac-
tivity (See appendix). This paper addresses concurrency control, the central
problem in effectively sharing interactive 3D graphics applications between
simultaneous, widely-separated users.

A concurrency-control protocol ensures that incorrect behavior
cannot, occur as a result of concurrent access by multiple clients.

[Her87]

Concurrency control attempts to guarantee that all users see a consistent
application state. Collaborators editing a document together should see the
same text. The details of the consistency guarantee are highly application-
dependent.

Concurrency control also attempts to guarantee that users see an expected
application state, sometimes expressed as the “Principle of No Surprises”,
or the “Isolation Property” of databases [Wei93]. Users should never be
surprised by the application’s response to their input or have unintended
effects due to another user’s simultaneous actions.

Since distributed databases may be accessed simultaneously by several
users, they require concurrency control. The typical approach taken by
databases is to lock records being modified so that only one user can op-
erate on a record at a time. A lock is secured on the records needed by the
operation, the operation is performed, and then the lock is released. This
sequence of steps introduces latency [Wei93).

Optimistic concurrency control is a class of algorithms that guarantee
consistency with minimal latency. Following Amdahl’s Law — make the
common case fast — systems using optimistic concurrency control perform
an operation, then check to see whether the operation conflicted with other
simultaneous operations at different hosts. If conflicts occur, an application-
dependent procedure resolves them [Her90]. Most operations do not conflict,
so can be executed rapidly, without the overhead of locking.

Latency interferes significantly with interactive applications, particularly
those with direct manipulation interfaces. In a 2D mouse-driven drawing ap-
plication, users notice as little as 50 ms of system latency and react negatively
to 80 ms or more. Three-dimensional interaction is also latency-sensitive
[WB94]. Because of this sensitivity to latency, many groupware systems use
optimistic concurrency control.



Optimistic concurrency control has to be careful to preserve intention.
It was introduced for text editors in the dOPT and AdOPTed algorithms
[EG89, RNRGI6|, which provide both consistency and intention-preservation.
These algorithms rely on a simple semantics for editing text. Recent work
has extended optimistic approaches to spreadsheets and 2D graphics editors.

This paper surveys concurrency control approaches in the context of col-
laborative 3D graphics applications to build an understanding of which modes
of concurrency control are appropriate for any given application. We de-
scribe and measure the performance of our implementation of optimism
in the DISTRIBUTED NANOMANIPULATOR, a collaborative virtual-reality
interface to an Atomic Force Microscope that is a simple case for opti-
mism [SBM*01, HSM*00]. We describe a multiuser Computer-Aided Design
(CAD) system where more complex protocols based on dOPT are needed for
optimism [Hud99].

Context

The NANOMANIPULATOR is a tool that provides interactive 3D visualization
of data from an Atomic Force Microscope and gives a user force-feedback
control of the microscope’s tip [TCO'97]. The program allows scientists to
see, feel, and modify samples ranging from DNA and buckytubes to viruses
and cells.

We extended the NANOMANIPULATOR. into a collaborative application,
the DISTRIBUTED NANOMANIPULATOR. Several scientists can connect to
the same Atomic Force Microscope. They all receive the same data, and can
choose to couple their displays so that they all see the data in the same way.
This lets them discuss an experiment in progress or review a past experiment,
with a common frame of reference, lets them point to a region of the sample
under the microscope and be sure that their peers see the same thing they
do, and lets them demonstrate data analysis techniques to one another.



Theoretical Approaches to Concurrency Control

Replication

One simple approach to concurrency control is to use a single server to hold
application state. All clients read from and write to the server; since there
is only one copy of the state, there is no inconsistency. However, this means
that clients suffer one network round trip time of delay in performing any
operation. In order to speed up client operations, state can be replicated at
every client’s computer.

This paper addresses the problem of concurrency control faced by repli-
cated applications with small numbers of users. Replication scales poorly;
hundreds and thousands of users require additional approaches, typically
including area-of-interest management and the reintroduction of servers to
filter communication [MZP*95].

Concurrency Control

Concurrency control attempts to preserve the intent of all users of a dis-
tributed application while allowing them to work in parallel. Approaches to
intention preservation fall into two classes, pessimistic and optimistic. An
algorithm also has to make a second independent choice of how to serialize
input from all the users to synthesize a consistent state.

Concurrency control needs to insulate users from one anothers’ inputs. If
two users try to manipulate the same object at the same time, they will see
some interleaving of their actions that may not do what either user intended.

Concurrency control is governed by Singhal’s Consistency-Throughput
Tradeoff:

It is impossible to allow dynamic shared state to change fre-
quently and guarantee that all hosts simultaneously access iden-
tical versions of the state. [SZ99]

Pessimistic Approaches

Pessimistic approaches try to prevent users from requesting any operations
that could conflict. The simplest way to do this is to have a lock.
With an explicit lock, only one user at a time can actively make changes to



the data. Inactive users press a button to request control of the application.
This is a classic approach in the Computer-Supported Cooperative Work
(CSCW) literature, where it is called “floor control” [Lan86]. As in a well-
run meeting or presentation, only one speaker at a time “has the floor” and
can address others or take action, while others must watch and listen.

A widely disseminated system that uses explicit locking is Microsoft’s
NETMEETING. NETMEETING allows users of Windows workstations to
share a wide variety of 2D mouse-driven applications. Only one user has
control of the on-screen mouse pointer at any time; others watch. If another
user clicks his mouse, he takes control — after waiting for network traffic
to deactivate the previously active user’s mouse. In our studies, users have
found this explicit floor control both confusing and slow, interfering with their
collaboration. Many collaborative systems require the current active user to
explicitly relinquish control before another user can take control; some also
support queueing requests for control by inactive users.

Even in large documents, floor control allows only one user to work at a
time, removing any possibility of parallel activity. To allow multiple users to
be active at once, locks can be made fine-grained. In a text document, each
paragraph could have its own lock. In a virtual world, each object could have
a lock.

Managing fine-grained locks can be difficult for users, since they may be-
come as complex as the document. To avoid the overhead of management,
fine-grained locks are commonly made implicit: the user takes no action out-
side the normal flow of work to request the lock. As soon as they undertake
some manipulation that would require the lock, their local interface blocks
their progress until the lock is obtained. Once they have the lock, they are
allowed to continue with their operation. If they can not obtain the lock
because another user is holding it, their local application may unblock and
display a failure indicator, or continue to block until the other user is finished.
When the operation is complete, the lock is released.

Computers do not always know when to release a lock. Consider a user
in a 2D shape editor who moves an object, releases the mouse to consider
the location briefly, and then decides to move it further. If he waits too long
between the two movements, the concurrency control system may release
his lock. He must then wait for the network round-trip needed to regain
the lock, and must also contend with other users who may be trying to



carry out different operations on the same object. This time penalty can
be partially ameliorated by migrating a lock to the workstation of the last
user who requested it. If user A uses an object, releases it, then uses it
again, no network traffic is needed, since during his first use of the object,
responsibility for managing the lock was moved to his workstation. If user B
wants to use the object, she must send a message to A’s workstation rather
than to a central lock server. If A and B both try to use the object frequently,
the lock will migrate frequently, slowing the system.

The added latency from fine-grained implicit locks comes from blocking
from when the user attempts an operation until the lock has been obtained.
Some systems allow the user to begin the operation as soon as the lock is
requested, but then abort (undo) the operation if the user cannot obtain the
necessary lock. This minimizes latency, but causes surprise and lost work
when conflicts occur (when two users try to operate on the same object
simultaneously).

Optimistic concurrency control protocols carry this approach one step
farther: they allow the user to begin working immediately, and take some
step less extreme than aborting if they detect that the user’s imput conflicts
with another user’s actions.

Optimistic Approaches

Optimistic concurrency control avoids the time overhead of locking. Each
operation is applied at a user’s workstation as soon as she requests it. Her
operation is then sent to other workstations, which are responsible for exe-
cuting it in such a way as to guarantee consistency. Optimism requires that
an ordering exist over all operations, but does not require that operations be
delivered in order.

The simplest case of optimism occurs when all operations are commutative
or idempotent and need not be serialized. Operations on an object arriving
that predate the most-recently-executed operation on that object can be
discarded or executed out-of-order as appropriate.

To use math as a simple example, the operation “set X to 4” is idempotent.
If two users issue this operation, we can execute it twice, or ignore the second
instance. If we instead consider only the operations “increment X” and
“decrement, X” our system is commutative: every operation to increment or
decrement can be executed when it is received, and all users will see the same



final state. With these sets of operations, we need not even have an ordering.

However, if we combine “set” with “increment” and “decrement”, we need
to have a global ordering. “X++4; X = 4” does not have the same result as
“X = 4; X+4”. Now, every replica of our system needs to agree on which
happened first: this is the problem of serialization. Different approaches
to serialization can radically change the amount of time and network traffic
required for concurrency control.

Even when a global ordering has been established, the operations “in-
crement” and “set” cannot be reconciled by reordering: the host executes
“X++4"7, then receives an operation “X = 4” which the ordering says should
precede the increment. The host needs to take one of two approaches, each of
which has spawned a body of work in the CSCW community. One approach
is to undo “X+4+7, do “X = 4”7, and then redo “X-++". This works well as
long as operations can be cheaply undone and operations are only slightly
out-of-order. The second approach is to use the semantics of increment and
set to transform “X =4” into “X = 5” and execute the transformed operation.
This works well as long as the number of operations is small and their se-
mantics are well-behaved. Both undo/redo and transformational approaches
have been used for shared applications that edit text and manipulate 2D
graphics.

Serialization

If operations are just broadcast from every replica to every other replica
without additional data, the order in which they occur is unknown. Some
additional information is necessary to put them in a consistent order, or
serialize them. The goal of optimistic concurrency control is low-latency
performance. Total latency depends on the serialization technique used.
The simplest way to serialize is to centralize: all message traffic passes
through a single server, which is responsible for giving it a consistent ordering.
Every replica sends operations requested by its user to the serialization server,
which then broadcasts them to all replicas, including the originator, in the
order in which it received them; the replicas execute the operation when it
is broadcast to them. If operation A arrives at the serialization server before
operation B, then every replica in the system executes A before executing
B, regardless of the time at which they were requested by users. Centralized
serialization defines a total order over all operations in the system, and makes



sure that they are delivered to all replicas in the same order.

The drawback to centralized serialization is that every operation experi-
ences one full network round-trip of latency. Instant response is impossible; a
user cannot see the results of her action until it has been to the serialization
server and back. Over a wide area network, this delay can be hundreds of
miliseconds, enough to interfere with the application’s usability [Pra99]. The
performance of centralized serialization is similar to that of locking.

The latency penalty can be reduced by distributing the responsibility of
serialization. Operations on a single object may only need to have a con-
sistent ordering with respect to that object. In this case, serialization for
operations on the object may be migrated to the system that most uses the
object. By moving serialization out of a central server and into the endsys-
tems, each object can have one user who sees no latency to operate on it;
as the use pattern of an object changes, serialization for that object can
move to whichever replica uses it most. However, distributing the serial-
izer like this makes it impossible to serialize operations that involve multiple
objects. Migrating, fine-grained serialization has a performance similar to
migrating, fine-grained locking schemes, which have been widely proposed
as a mechanism for concurrency control in shared virtual reality. Optimistic
concurrency control protocols should be able to do better.

Using a logical clock, we can get rid of the need to have any serializing
server [Lam78, BM93]. The logical clock algorithm is described briefly in an
appendix. Although not dependent on a server, logical clocks do not place
a message into a total order until subsequent messages have been received
from every peer in the system. To minimize delay in a system using a logical
clock requires a large bandwidth flow between all peers.

The easiest way to serialize operations is to tag them with the wall-clock
time at which they were requested. Although this has long been made diffi-
cult by clock mismatch, it is practical with Network Time Protocol [Mil96]
so long as the frequency of operations does not approach the error bound
in clock synchronizations. Schneider uses wall-clock synchronization plus an
extra delay to provide pessimistic concurrency control [Sch93]. Wall-clock
synchronization does not guarantee in-order delivery of messages without
this extra delay, but the optimistic intention-preservation methods discussed
above do not require in-order message delivery.



Model — View — Controller

The Model-View-Controller (MVC) paradigm [KP88] was first introduced as
the standard design of applications in the Smalltalk programming language,
and has since been widely used to build many types of interactive applica-
tions, including collaborative tools (“groupware”) [GUN96]. It specifies two
facets of an architecture: the division of function among modules and the
pattern of communication between modules. Application data and logic is
grouped together in the Model, input-handling functions into the Controller,
and output into the View. The Model notifies both View and Controller if
any of its data changes, and they are responsible for determining whether or
not this change is relevant to them.

The communication pattern of Model-View-Controller is more suited to
implementation on a single machine than it is to being distributed across a
network. Every update from a model to a remote view or controller has at
least 3 messages cross the network: a notification from the model, a query
from the remote module, and then the actual data from the model. Sev-
eral groups have made extensions or optimizations that improve its perfor-
mance [SSS99]. The most common approach is to allow the model to push
data to the remote modules preemptively.

Scientific 3D graphics applications may have multiple modes or input
modalities with differing requirements for concurrency control. These dif-
ferent modes and modalities typically deal with disjoint subsets of the mod-
els, and user intent does not “cross over” between them. In designing the
DISTRIBUTED NANOMANIPULATOR, it proved useful to think of these appli-
cations as having not one model-view-controller, but several models, hierar-
chical or interconnected, each with its own views and controllers. Each MVC
triple can have its own concurrency control method. The view and controller
exposed to a user might be the union of all the partial instances, or a subset
of them, with other views and controllers entirely internal to the application.

For example, in the DISTRIBUTED NANOMANIPULATOR, there is a repli-
cated model of the microscope whose consistency is guaranteed by send-
ing all updates through the microscope control server for serialization, and
where intention is preserved by a coarse, explicit lock. The view of the data
in this model of the microscope is controlled by a complex set of parame-
ters, which may be regarded as another model, whose control is much more
latency-sensitive (from a human-factors standpoint) but whose operations



are commutable and non-critical. The view-model is treated with optimistic
concurrency control.

Thinking of these microscope and view data as separate but connected
instances of the Model-View-Controller paradigm helped us design the in-
frastructure to maintain both consistency and user intent. Instead of treat-
ing all of the application’s state as a single model, we break it up into two
models. One model is the microscope’s state and the data the microscope
has reported. The controller for this model is replicated at every user, but
a locking protocol guarantees that only one user can modify it. The other
model is the set of parameters that defines the view of the microscope. The
controller for the view parameter model is replicated at every user, and uses
optimistic concurrency control.

NPSNET is a contrasting example of user intent crossing over between
different modes. NPSNET is a research system for military combat training
meant to succeed DISTRIBUTED INTERACTIVE SIMULATION (DIS) [MZP+94].
Different consistency requirements hold for different operations. Consider
movement and firing weapons: The position of soldiers and units is dis-
played approximately to all players, using low-bandwidth, inexact optimistic
techniques to keep the model at the player’s local replica updated, with a
convergence algorithm to handle errors from optimism [SZ99]. When a player
is shot at, the system requires a consistent answer that can not be left to
the mercy of the normal approximate position data. The “shoot at” opera-
tion is executed at the target player’s host. This is a good solution to the
application’s specific consistency constraints, using optimism for speed but
switching to centralization for operations — like death — that can not be
undone.

Separating a set of requirements into distinct models along the borders
between feasible concurrency control schemes both helps us determine the
architecture of the program and helps us build in flexibility. The view of
the microscope data in the DISTRIBUTED NANOMANIPULATOR is normally
shared, but can be uncoupled so that each user has a different view. We
accomplish this by uncoupling the view-models; nothing in the “primary”
model-view-controller system for the microscope changes.



Concurrency Control for 3D Graphics

[Mee99] is a survey of multi-user distributed virtual-environment systems
that shows the wide range of concurrency control approaches that have been
tried. These range from no concurrency control at all [Bro97] to central
servers providing a total ordering [MF96, Fun95|, from fine-grained per-
object locks [BWA96], to a distributed total ordering mechanism [Mee98].
NPSNET and AVIARY use a wallclock ordering approach similar to that
we used for the DISTRIBUTED NANOMANIPULATOR [MZP*94, SW94]

The two models in the DISTRIBUTED NANOMANIPULATOR, the micro-
scope and the view parameters, are at two extremal points in the continuum
of concurrency management problems: one can only be handled by coarse
locking, while the other can use pure optimism and rely on clock ordering
to solve conflicts. There are interactive 3D graphics applications that lie in
the middle ground between these extremes, where optimism will require a
more complex conflict-resolution scheme to preserve both consistency and
user intention.

One of the most interesting of these applications is collaborative Computer-
Aided Design (CAD). Large, complex objects, like oil rigs or power plants,
will often have several engineers working in the same space, each laying out
the components of a different system. A typical installation has the engineers
design independently all day on their workstations, then uses a large central-
ized database to merge the day’s work at night. Only during this nighttime
batch process are conflicts that arose during the day detected. Thus, an en-
gineer can come in one morning to find the previous day’s work, depending
on a layout decision she made at 8:30 AM, conflicted with a decision one of
her peers made at 8:15. If the workstations communicated with a server, or
one another, during the day, these conflicts could be detected and resolved
much more quickly, reducing rework and wastage.

Experience with Concurrency Control

Distributing the nanoManipulator

There are several frameworks and toolkits for building multi-user distributed
virtual environments [Mee99]. Working with a large existing application, we



found it easier to write our own support software for concurrency control
(10000 lines of source) than to rewrite the entire application (125000 lines
of source) to fit within these external frameworks. This gave us considerable
freedom to experiment with various concurrency control methods and to tune
them to suit the application semantics.

In the shared application, there are two major places where concurrency
control is necessary: first in control of the microscope, and second in control
of the view parameters when the users have synchronized their views.

Microscope control is one place where concurrency must be avoided: to
have even two users trying to direct the tip of the microscope at the same
time while it interacts with a sample could cause damage to both microscope
and sample and would ensure that neither user’s intention would be satisfied.
If we used fine-grained implicit locking, we could guarantee that continuous
commands (e.g. motions of the microscope tip) would not be interleaved,
but could not guarantee that sequences of commands would be preserved. In
complex systems, optimistic concurrency control often relies on the ability
to “undo” an action, and although that works well in a text editor, it works
poorly across a physical interface to the real world. The nature of teleoper-
ation means that shared teleoperators will generally have to use locking; to
assure safety and preserve user intent, our teleoperation application requires
coarse-grained, explicit locking for microscope control.

View parameter control is amenable to concurrent changes by our collab-
orating users. All operations are commutative or idempotent. Any error in
view parameter control can be swiftly fixed; there are no irreversible reper-
cussions. This allows us to reconcile commands without operation trans-
formation. Synchronized clocks are used to order all updates to the view
parameter model, and out-of-order updates are discarded.

Our DISTRIBUTED NANOMANIPULATOR is deployed on WINDOWS N'T work-
stations, typically dual-processor 500 MHz machines on a 100 MB switched
Ethernet LAN. We expected concurrency control to be a problem when we
extended the system across the Internet, but found that even on a single
campus the overhead from simple implementations of concurrency control
became prohibitive.

Our original implementation used a server to serialize every operation on
the view parameters. An arbitrary replica was selected as the serialization
server. The user at the server saw good response, since there was no need to



wait for a network round-trip to serialize their actions. However, every other
user in the system saw 319 ms of extra latency for every manipulation, enough
when combined with the system’s 214 ms update time that they objected
strongly to the added latency, refusing to use the collaborative system.

A straightforward improvement would be to use fine-grained migrating
serialization, so that the latency penalty only needs to be paid once for
each manipulation. Users would experience extra latency at the beginning
of an operation but no latency thereafter. This initial spike of latency still
interferes with use. Without careful tuning, migrating serialization also fails
to degrade gracefully: when users interfere with one another’s work or try
to work closely together in manipulating the same parameters, the system
becomes less responsive as serialization ping-pongs back and forth.

We instead used wall-clock serialization, which gave us essentially the same
performance as single-user mode (Table 1), and satisfied our users. So long
as user input is less frequent than the error in clock synchronization, all users
will see a consistent ordering of events.

Mode Mean Response Time (ms) | Mean Response Time due to
Concurrency Control (ms)

Single-user (baseline) 214 -

Server-based serialization 233 319

Wall-Clock Optimism 262 48

Table 1: Latency cost of tested concurrency control methods. Response time is
time between receipt of user input and display of corresponding output. Mean and
peak are computed for every user input during a run of the program.

Sharing Computer-Aided Design

Collaborative virtual environments (CVE) have been used for engineering
design reviews for several years [LJDea99]. Although design reviews allow
engineers and clients to inspect completed designs, engineers who are work-
ing together need to inspect one another’s work on a continual basis to avoid
making conflicting design decisions. As we discussed in the preceeding sec-
tion, modern CAD tools do not support continuous awareness. A typical
system accepts every engineer’s work during the day and detects collisions



in a nighttime batch process. This is a particularly coarse form of optimism,
where conflict results in an entire day’s work having to be undone.

We propose to replace the overnight conflict detection with a system that
provides the engineers with a continuous low level of awareness of others’
work in the same space and gives them immediate feedback when a con-
flict occurs. To ensure acceptance, this real-time collaborative system needs
to be every bit as interactive as current standalone systems. Detecting a
conflict is usually a CPU- and memory-intensive task best handed off to a
server. Locking, whether implicit or explicit, presents both algorithmic and
human-factors problems [RRD90], so optimistic concurrency control is called
for. Some preliminary work was done in [Hud99], which discusses transfor-
mational approaches to resolving conflicts and automatic versioning when
designers are trying to arrange parts in a common 3D space.

Conclusion

The typical solution to concurrency control in shared 3D graphics applica-
tions is locking. Unfortunately, this adds extra latency to human interaction
with the system. The additional latency from concurrency control can make
the system essentially unusable.

This was the case with our implementation of the DISTRIBUTED NANOMA-
NIPULATOR — locks made the system too slow to use, even when they mi-
grated to the site of the requestor. Lock migration actually makes the system
perform worse in situations of high contention. Using optimistic concurrency
control gave us good performance, helped by the fact that the portion of our
user interface that was most sensitive to latency was also most amenable to
optimism and did not require the higher overhead of transformational and
undo-based schemes.

Concurrency control methods vary in suitability depending on both the ob-
ject operated upon and the operation to be carried out. In order to preserve
user intention, operations that depend on the current state of the application
have more stringent consistency requirements than operations that are not
state-dependent. Operations that cannot be undone require pessimistic con-
currency control. When neither of these limitations holds, optimism gives a
faster, more responsive, more usable application.
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Appendix: Typical Network Round-Trip Time

All of these measurements were made from Chapel Hill, North Carolina. All
used the Internet2 when it was lightly loaded, so are comparable to the times
that would be seen under most Quality of Service schemes.

Destination Round-Trip Time (ms)
Other sites in North Carolina 10
The Ohio State University 30
Washington, DC 40
Microsoft Research, Redmond, WA 80
KU Leuven, The Netherlands 110

Table 2: Round-trip delay over the Internet2 from Chapel Hill, North Car-
olina to various sites.

Appendix: The Logical Clock Algorithm

A logical clock is a construct that allows us to create a total ordering of
messages in a distributed system [Lam78, BM93]. Every process maintains
a local variable LC'. Processes are event-driven, with three types of events:
send, receive, and internal. Every message sent is given a timestamp, 7'S(m),
equal to LC(e). When an event e occurs, LC' is updated:

1O — LC +1 if e is a send or internal event
| maz(LC,TS(m)) +1 if eis a receive event

Events are causally-ordered by their timestamps, which increase monoton-
ically. Once a process has received messages with timestamps greater than



T'S(m) from every process, all messages with timestamp 7'S(m) are “stable”
and can be executed.
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