IEEE/ACM TRANSACTIONS ON NETWORKING, VOL. 15, NO. 6, DECEMBER 2007 1217

The Effects of Active Queue Management and
Explicit Congestion Notification on Web Performance

Long Le, Jay Aikat, Kevin Jeffay, and F. Donelson Smith

Abstract—We present an empirical study of the effects of ac-
tive queue management (AQM) and explicit congestion notibcation
(ECN) on the distribution of response times experienced by users
browsing the Web. Three prominent AQM designs are considered:
the Proportional Integral (PI) controller, the Random Exponential
Marking (REM) controller, and Adaptive Random Early Detec-
tion (ARED). The effects of these AQM designs were studied with
and without ECN. Our primary measure of performance is the
end-to-end response time for HTTP request-response exchanges.
Our major results are as follows.

¥ If ECN is not supported, ARED operating in byte-mode was

the best performing design, providing better response time
performance than drop-tail queueing at offered loads above
90% of link capacity. However, ARED operating in packet-
mode (with or without ECN) was the worst performing de-
sign, performing worse than drop-tail queueing.

¥ ECN support is benebcial to Pl and REM. With ECN, Pl and

REM were the best performing designs, providing signibcant
improvement over ARED operating in byte-mode. In the case
of REM, the benebt of ECN was dramatic. Without ECN, re-

sponse time performance with REM was worse than drop-tail
gueueing at all loads considered.

¥ ECN was not benebcial to ARED. Under current ECN

implementation guidelines, ECN had no effect on ARED per-

NTRODUCTION AND MOTIVATION

HE random early detection (RED) algorithm, first de-
scribed almost fifteen years ago [1], inspired a new focus
for congestion control research in the area of active queue
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end-system by “marking” a packet (setting a bit in the header).

We report the results of an empirical evaluation of three
prominent AQM designs. These are the Proportional Integral
(PI) controller [4], the Random Exponential Marking (REM)
controller [5] and a contemporary redesign of the classic RED
controller, Adaptive RED [6] (here called ARED). While these
designs differ in many respects, each is an attempt to realize
a control mechanism that achieves a stable operating point
for the size of the router queue. Thus, a user of each of these
mechanisms can determine a desired operating point for the
control mechanism bv simplv specifvina a desired mean aueue
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is our primary metric for assessing overall AQM performance.
Another goal is to assess the implications of ECN for AQM per-
formance. ECN requires changes to end-system protocol stacks
and hence it is important to quantify the performance gain to be
had at the expense of a more complex protocol stack and migra-
tion issues for end-systems.

In total, our results suggest that with the appropriate choice
and configuration of AQM, providers may be able to operate
links dominated by Web traffic at load levels as high as 90%
of link capacity without significant degradation in application
or network performance. Thus, unlike a similar earlier study [8]
which was negative on the use of a specific form of AQM (RED),
our results presented here are a significant indication that the
stated goals of AQM can be realized in practice.

Our results also demonstrate some shortcomings in certain
AQM algorithms. We show that ARED performance is criti-
cally a function of whether the router’s queue length is mea-
sured in units of bytes or packets. When ARED measures queue
length in packets, it consistently resulted in response time per-
formance that was worse than that achieved with simple drop-
tail. Moreover, unlike PI and REM whose performance was
significantly improved by the addition of ECN, ARED perfor-
mance in “packet-mode” was unaffected by ECN.

We also show that the current guidelines for forwarding ECN-
marked packets can be counter-productive. By reversing an im-
plementation guideline for ECN, specifically by allowing ECN-
marked packets to be forwarded and not dropped when the av-
erage queue length is in the “gentle region,” ARED performance
with ECN was substantially improved (resulting in better per-
formance than drop-tail). Overall, the best ARED performance
was always obtained when queue length was measured in bytes
rather than packets.

While the results of this study are intriguing, the study was
nonetheless limited. The design space of AQM designs is large
with each algorithm characterized by a number of independent
parameters. We limited our consideration of AQM algorithms
to a comparison between two classes of algorithms: those based
on control theoretic principles and those based on the original
randomized dropping paradigm of RED. Moreover, we studied
a link carrying only Web-like traffic. More realistic mixes of
HTTP and other TCP traffic as well as traffic from UDP-based
applications need to be examined. Remedying this problem
using more general, and realistic application workloads, is the
subject of our future work [9].

Il. BACKGROUND AND RELATED WORK

The original RED design uses a weighted-average queue
size av ) as a measure of congestion. When av is smaller
than a minimum threshold  in; ), no packets are marked
or dropped. When av is between in, and a maximum
threshold axy ), the probability of marking or dropping
packets varies linearly between 0 and a maximum drop proba-
bility — axz,). If av exceeds ax, , all packets are marked
or dropped. (The actual size of the queue must be greater than

az; 1o absorb transient bursts of packet arrivals.) A modi-
fication to the original design introduced a “gentle mode” in
which the mark or drop probability increases linearly between
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axp and 1 as av varies between ax; and 2 azr; .
This fixed a problem in the original RED design caused by the
non-linearity in drop probability (increasing from ax, to 1.0
immediately when ax; is reached).

An alleged weakness of RED is that it does not take into
consideration the number of flows sharing a link [10]. Given
TCP’s congestion control mechanism, a packet mark or drop
reduces the offered load by a factor of 1 0 5n1) where n
is the number of flows sharing the bottleneck link. Thus, RED
is not effective in controlling the queue length when = is large.
On the other hand, RED can be too aggressive and can cause
under-utilization of the link when n is small. Feng et al. pro-
posed a self-configuring algorithm for RED that adapts itself
to the dynamic characteristics of traffic [10]. When the average
queue is smaller than in, , ax, is decreased multiplica-
tively to reduce RED’s aggressiveness in marking or dropping
packets. When the average queue is larger than ax; , az,
is increased multiplicatively. Floyd et al. improved this orig-
inal adaptive RED by replacing the MIMD (multiplicative in-
crease multiplicative decrease) approach with an AIMD (addi-
tive increase multiplicative decrease) approach [6]. They also
provided guidelines for choosing  in; , ax; ,andtheweight
for computing a target average queue length. The RED version
that we implemented and studied in our work (referred to herein
as “ARED?”) includes both the adaptive and gentle refinements
to the original design. It is based on the description in [6].

Misra et al. applied control theory to develop a model for
TCP and AQM dynamics to analyze RED [11]. They asserted
two limitations in the original RED design: (1) RED is either
unstable or has slow responses to changes in network traffic,
and (2) RED’s use of a weighted-average queue length to detect
congestion and its use of loss probability as a feedback signal to
the senders were flawed. Because of this, in overload situations,
flows can suffer both high delay and a high packet loss rate.
Hollot et al. simplified the TCP/AQM model to a linear system
and designed a Proportional Integrator (PI) controller that reg-
ulates the queue length to a target value called the “queue ref-
erence,” q ¢ [4]. Pl uses instantaneous samples of the queue
length taken at a constant sampling frequency as its input. The
drop probability is computed as

k ) a q k ) qe.f)
Bak 1)) g+ k1)) @
where & ) isthe drop probability at the £ sampling interval,

g k ) isthe queue length sample, and is the sampling period.
A close examination of this equation shows that the drop prob-
ability increases in sampling intervals when the queue length is
higher than its target value. Furthermore, the drop probability
also increases if the queue has grown since the last sample (re-
flecting an increase in network traffic). Conversely, the drop
probability in a PI controller is reduced when the queue length
is lower than its target value or the queue length has decreased
since its last sample. The sampling interval and the coefficients
in the equation depend on the link capacity, the expected number
of active flows using the link, and the maximum RTT among
those flows.



LE et al: EFFECTS OF ACTIVE QUEUE MANAGEMENT AND EXPLICIT CONGESTION NOTIFICATION ON WEB PERFORMANCE 1219

Athuraliyaet al. proposed the Random Exponential Marking
(REM) design [5]. REM periodically updates a congestion mea-
sure called®riceOthat rékects any mismatch between packet
arrival and departure rates at the link and any queue size mis-
match (i.e., the difference between the actual queue length and
its target value). The price measure is computed by

@)
where isthe link capacity, isthe queue length,and is
the packet arrival rate at time As with ARED and PI, the con-
trol target is only expressed by the queue size. The mark/drop

probability in.REM Is ,where L Is a constant. behavior of thousands of human users. Also at each edge of
In ovefload situations, the cong(_es'uon price increases due to EHS network is another set of machines that run instances of a
rate mismatch aknd the queule mismatch. Thus, more pi?c'ketsv%% response generator (also described below) that creates the
dropped or mar hed to signa _TCPsendershto reduce their rafgc powing in response to the browsing requests. A total of 44
mission rate. When congestion abates, the congestion price tg_generating machines are in the testbed. In the remainder
reduced because the mismatches are now negative. This calphsis paper we refer to the machines running the Web request
REM to drop or mark fewer packets and allows the senders 8neratorsimply as ti@rowser machin€Xor (hrowser€) and
potentially increase their transmission rate. It is easy to see th & machines running the Web response generator &sdheer
positive rate mismatch over a time interval will cause the qUeYE: chine©(or Crerver€)
size to increase. Conversely, a negative rate mismatch over At the core of this network are two router machines running
time interval will cause the queue to drain. Thus, REM is simp,, ALTQ extensions to FreeBSD. ALTQ extends IP-output
|Iar.to Pl b‘?cause the rate mismatch can .be .detecte.d by ¢ eueing at the network interfaces to include alternative queue
paring the instantaneous queue length with its previous s anagement disciplines [13]. The ALTQ infrastructure was
pled value. Furthermore, when the drop or mark probability i?sed to implement PI, REM, and ARED. The routers are
fsmall_, the exponential function can be approximated by a lin§@fe connected via three point-to-point Ethernet segments (two
unction [.1.2]' L 100 Mb/s Fast Ethernet segments and lBloer Gigabit Ethernet

An additional aspect of each AQM design is whether the aliq0n) as illustrated in Fig. 1. The gigabit interconnection
gorlthm measures the length of the romqueue _(and SPEC-is used to perform experiments in an uncongested environ-
IPes target queue Iengt.h, thresholds, etq.) in units of bytesrﬂ@nt while the 100 Mb/s connections are used to perform
packets. When measuring queue length in bytes, the AQM gloriments in a congested environment. When conducting
gorithms bias the initial drop probability by the size of the g, eriments on the uncongested network, static routes are
arriving packet according to the following formula: conbgured on the routers so that all trafuses the full-duplex
3 Gigabit Ethernet segment. When we need to create a bottleneck
®) between the two routers, the static routes are riegored

) ) so that all tralbc Bowing in one direction uses one 100 Mb/s
Thus, all other factors being equal, AQM algorithms operatg&lyarnet segment and all traf Rowing in the opposite di-

in (yte-mod®assign lower drop probabilities to small paCket?ection uses the other 100 Mb/s Ethernet segment. These

(e.9., SYNs, FINs, pure ACKs, etc.) than to large packets. For Bl rations allow us to emulate the full-duplex behavior of

and REM it is recommended that queue length be measureqyg typical wide-area network link and to monitor the Ibafn
bytes while for ARED the recommendation is to measure quedgqh direction using Ethernet hubs.

length in packets. However, to better compare ARED to Pl and ppgther important factor in emulating this network is the ef-
REM we will evaluate ARED performance in both byte- ang,t of end-to-end latency. We use a rreetil version of dum-
packet-mode. mynet [14] in FreeBSD to cdmure outbound packet delays
on browser machines to emulate different RTTs on each TCP
connection (givingper-Bowdelays). This is accomplished by
For our experiments we constructed a laboratory netwoektending the dummynet mechanisms for regulatingosv-
that emulates the interconnection between two Internet servimandwidth to include a mode for adding a randomly chosen
provider (ISP) networks. Spdwmially, we emulate one peeringminimum delay to all packets from ea8ow. The same min-
link that carries Web trédc between sources and destinationsnum delay is applied to all packets in a givBow (identi-
on both sides of the peering link and the batarried between bed by IP addressing 5-tuple). The minimum delay assigned
the two networks is evenly balanced in both directions. to eachBow is randomly sampled from an RTT distribution
The laboratory network used to emulate thisleguaration is that is provided for each experiment. Two RTT distributions are
shown in Fig. 1. All systems shown in tHegure are Intel-based used. Thebrst is a uniform distribution. For the experiments
machines running FreeBSD 4.5. At each edge of this netwarported in Sections IV and V, a uniform distribution of min-
are a set of machines that run instances of a Web request genum RTTs between 10 and 150 ms was used. The minimum
erator (described below) each of which emulates the browsiagd maximum values for this distribution were chosen using the

Fig. 1. Experimental network setup.

I1l. EXPERIMENTAL METHODOLOGY
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for ARED operating in packet-mode with packet drops found
increased response times for HTTP transfers when compared
to drop-tail FIFO queueing at all load levels [7]. Those results
are confirmed here. For ARED operating in packet-mode,
Fig. 4(c) shows a significant shift in the response time distri-
bution compared to Pl and REM for both target queue lengths
and both load levels. However, as shown in Fig. 4(d), ARED
operating in byte-mode provides significantly better response
times. Interestingly, as shown in Table I1l, at 98% load, ARED
in byte-mode results in a (slightly) higher loss rate than in
packet-mode, however, more responses complete (are deliv-
ered) during the experiment and a higher network utilization
is observed. Similar to Pl and REM, the best performance is
obtained with queue thresholds corresponding to a target queue
length of 24 ( in, 12, az 3).

D. Comparing All Designs With Packet Drops

We use the results from a conventional drop-tail FIFO queue
of size equal to either 24 or 240 packets as a baseline for evalu-
ating the performance of the AQM designs. In addition, we also
attempted to find a queue size for drop-tail FIFO that would rep-
resent a “best practice” choice. Guidelines (or “rules of thumb™)
for determining the “best” allocations of queue size have been
widely debated in various venues including the IRTF end2end-
interest mailing list. One guideline that appears to have attracted
a rough consensus is to provide buffering approximately equal
to 2—4 times the bandwidth-delay product of the link. Bandwidth
in this expression is that of the link and the delay is the mean
round-trip time for all connections sharing the link—a value that
is, in general, difficult to determine. Other mailing list contribu-
tors have recently tended to favor buffering equivalent to 100 ms
at the link’s transmission speed. In our experimental environ-
ment where the link bandwidth is 100 Mb/s and mean frame size
is a little over 500 bytes, 100 ms of buffering implies a queue
length of approximately 2,400 packets.

In [7] we evaluated the response-time performance of a drop-
tail queue with lengths equal to 24,240 and 2,400 packets for
offered loads of 80%, 90%, and 98%. Here, we use a drop-tail
queue of 240 packets as a baseline for comparing with AQM
mechanisms because it corresponds to one of the targets se-
lected for AQM and provides reasonable performance for drop-
tail even though it provides only about 10 ms of buffering at
100 Mbl/s.

Fig. 4(e) and (f) compare the response-time performance of
Pl, REM, and ARED under the best settings for each algorithm
at offered loads of 90% and 98%. To calibrate these curves, the
response time performance for drop-tail FIFO and for the un-
congested 1 Gb/s network are also shown. The uncongested net-
work curve represents the best possible response time distribu-
tion and provides a basis for an absolute comparison of AQM
designs. The curve labeled “drop-tail” on all the plots represents
the baseline performance that, ideally, all AQM designs should
beat. Thus, in evaluating an AQM algorithm, its performance
will be considered acceptable in the absolute if the response
time CDF is better than (above) that of drop-tail. In comparing
results for two AQM designs, we claim that the response time
performance is better for one of them if its CDF is clearly above
the other’s (closer to that of the uncongested network) in some
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Fig. 5. Response time CCDF of all designs with packet drops at 98% load.

substantial range of response times, and comparable in the re-
maining range.

Comparing AQM designs at 90% load, ARED operating in
byte-mode is the best performing algorithm, providing better re-
sponse times for virtually all exchanges. Pl, REM, and drop-tail
provide equivalent performance for about the 40% of exchanges
that can be completed in approximately 125 ms or less. For the
remainder of the distribution out to 2 seconds, Pl performs better
than REM and drop-tail while REM performs the same as (or
worse than) drop-tail.

At 98% load, PI, REM, and ARED in byte-mode, result in
nearly identical performance for the approximately 65% of re-
quest/response exchanges that can be completed in 300 ms or
less. In addition, all three designs outperform drop-tail. For the
remaining 35% of exchanges, ARED and PI provide similar or
slightly better response times than drop-tail while REM pro-
vides similar or slightly worse response times. However, overall,
no AQM design can offset the performance degradation at this
extreme load.

Tables Il and 111 show that at 90% and 98% loads, drop-tail
with a queue of 240 packets gives slightly better link utilization
than any of the AQM designs. It also completes slightly more
request-response exchanges than the other designs. However,
drop-tail has higher loss ratios than the other designs. ARED
in byte-mode has slightly better loss ratios than Pl and REM at
all loads. ARED and PI complete more requests, and have better
link utilization than REM at all loads.

Fig. 4(e) and (f) show that about 90% of all request/response
exchanges complete in under 2 seconds for the best AQM pa-
rameter settings at 98% load. Fig. 5 shows the remainder of
the distribution for this load level. The conclusions drawn from
Fig. 4(e) and (f) also hold for exchanges that experience re-
sponse times up to approximately 50 seconds (about 99.95%
of all request/response exchanges). The remaining exchanges
perform best under drop-tail. For the 0.05% of request/response
exchanges in the tail of the distribution, ARED in byte-mode
outperforms Pl and REM.

The major conclusion from the experiments with packet drops
is that AQM, specifically, Pl and ARED in byte-mode, can im-
prove response times of Web request/response exchanges when
compared to drop-tail. This improvement comes at the cost of a
very slight decrease in link utilization.
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Fig. 6. Response time distributions for Pl and REM with/without ECN. (a) Results for Pl with/without ECN at 90% load. (b) Results for PI with/without ECN at
98% load. (c) Results for REM with/without ECN at 90% load. (d) Results for REM with/without ECN at 98% load.

V. AQM EXPERIMENTS WITH ECN

AQM designs drop packets as an indirect means of signaling
congestion to end-systems. The explicit congestion notification
(ECN) packet-marking design was developed as a means of ex-
plicitly signaling congestion to end-systems [3]. To signal con-
gestion a router can “mark” a packet by setting a specified bit
in the TCP/IP header of the packet. This marking is not mod-
ified by subsequent routers. Upon receipt of a marked packet,
a TCP receiver will mark the TCP header of its next outbound
packet (typically an ACK) destined for the sender of the original
marked packet. Upon receipt of this marked packet, the orig-
inal sender will react as if a single packet had been lost within
a send window. In addition, the sender will mark its next out-
bound packet (with a different marking) to confirm that it has
reacted to the congestion.

We repeated each of the above experiments with Pl, REM,
and ARED using packet marking and ECN instead of packet
drops for offered loads of 90% and 98%. The uniform distribu-
tion of minimum RTTs is again used throughout.

A. Results for Pl and REM With ECN

Fig. 6(a) and (b) compare the results for Pl with and without
ECN. At 90% load, Pl with ECN performs somewhat better than
it does without ECN, especially at a target queue length of 24
packets. At 98% load, however, ECN significantly improves per-
formance for PI at both target queue lengths.

REM shows significant performance improvement with ECN
at both loads [Fig. 6(c), (d)]. When using packet drops, Pl and
drop-tail outperformed REM at 90% and 98% loads. With ECN,
REM outperforms drop-tail and gives performance similar to Pl
at both loads.

Table 1l presents the link utilization, loss ratios, and the
number of completed requests for each ECN experiment. Pl
with ECN clearly seems to have better loss ratios, although
there is little difference in link utilization and number of
requests completed. REM’s improvement when ECN is used
derives from lowered loss ratios, increases in link utilization,
and increases in number of completed requests.

B. Results for ARED With ECN

Fig. 7(a)—(d) shows results for ARED with and without ECN.
Contrary to the Pl and REM results, for ARED in both packet-
mode and byte-mode, ECN has little effect on response times. In
particular, at all tested target queue lengths, ARED packet-mode
performance with ECN is worse than drop-tail at both loads.
In byte-mode, only ARED with ECN and queue thresholds of
(12, 36) outperforms drop-tail. However, even in this case, per-
formance is slightly worse than ARED byte-mode without ECN
with the same thresholds. Moreover, as shown in Table 111, in
almost all the ARED experiments, the loss rate is higher with
ECN than without ECN.

Additional analysis indicates that the performance anomalies
observed with ECN are due to a subtle aspect of ARED’s
design. In ARED’s “gentle region,” when the average queue
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Fig. 10. Response time distributions with measured RTT distribution for all designs with/without ECN. (a) Results without ECN at 90% load. (b) Results without
ECN at 98% load. (c) Results with ECN at 90% load. (d) Results with ECN at 98% load.

Fig. 10(a)—(d) shows the major results for the settings of al-
gorithm parameters that resulted in the best performance using
uniformly distributed minimum RTTs. Without ECN, at 90%
load, Pl, REM, and ARED byte-mode provide response time
performance indistinguishable from drop-tail and surprisingly
close to the performance achieved on the uncongested network.
ARED packet-mode performs significantly worse than drop-tail
and all other algorithms. At 98% load, overall performance de-
creases and slightly more differentiation is visible between Pl,
REM, ARED byte-mode, and drop-tail. All give near identical
performance, however, and ARED packet-mode gives poor per-
formance.

With ECN, at 90% load, all AQM designs give identical per-
formance that is nearly the best possible performance. At 98%
load, Pl, REM, ARED byte-mode with new gentle ECN for-
warding, and drop-tail provide identical performance for the
first 50% of request/response exchanges (those completing in
approximately 250 ms or less). For the remainder of the distribu-
tion out to 2 seconds, Pl and REM perform best and ARED byte-
mode with new gentle forwarding performs better than drop-tail.
ARED packet-mode with new gentle forwarding has slightly
poorer performance than drop-tail for short duration exchanges
and then approximates drop-tail performance for longer ones.
Table IV gives the summary statistics for the experiments with
the generalized RTT distribution. As expected, loss rates de-
crease with the addition of ECN.

Overall we conclude that with a general RTT distribution,
AQM adds no value without ECN. Only the control theoretic

TABLE IV
SUMMARY STATISTICS FOR ALL DESIGNS WITH
GENERALIZED RTT DISTRIBUTION

Offered Loss Completed Link
load rate (%) requests throughput
(millions) (Mbps)
No | ECN| No | ECN | No | ECN
ECN ECN ECN
1 Gbps 90% 0.0 14.7 89.7
network 98% 0.0 16.0 97.8
Drop-tail 90% 0.3 14.4 86.9
q = 240 98% 1.5 15.0 89.9
PI 90% 0.1 0.02 145 | 146 | 87.3 | 874
Gref = 24 98% 1.0 0.2 15.0 | 15.1 | 88.6 | 88.8
REM 90% 0.2 0.02 14.5 | 14.6 | 87.1 87.4
Greg =24 | 98% | 14 | 02 | 147 | 151 | 87.1 | 89.1
ARED 90% 0.2 0.05 135 | 14.4 | 84.4 | 86.5
(120, 360) 98% 2.1 1.3 13.7 | 15.0 | 859 | 89.7
ARED-byte | 90% 0.2 0.07 | 14.5 | 144 | 86.7 | 86.7
(12, 36) 98% 1.0 0.8 14.9 | 15.0 | 89.0 | 88.9

AQM designs can improve performance, but only when used
with ECN and only at extreme network loads (loads approaching
network saturation). Our conjecture is that the characteristics of
the arrival process at router queues under the general RTT distri-
bution are such that AQM has less opportunity to affect response
time (e.g., the arrival process is less bursty). This conjecture is
supported by the fact that drop-tail queueing performs surpris-
ingly well in this environment.
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VIl. DISCUSSION VIIl. C ONCLUSIONS

Our experiments demonstrated interesting differences in Wel=rom our results, we draw the following conclusions. These
performance under the different operating modes of AQM deonclusions are based on a premise that user-perceived response
signs as well as interesting differences between control theordtiges are the primary yardstick of performance and that link uti-
and pure randomized dropping AQM. Our most striking resuigation and packet loss rates are important but secondary mea-
is the improvement in ARED performance in byte-mode ovétires. To begin, it is useful to recall one of the primary conclu-
packet-mode. ARED in packet-mode (the recommended magens from our initial AQM study [7]:

of operation for ARED) consistently gave worse response-time For offered loads up to 80% of bottleneck link capacity.
performance than drop-tail and all other AQM designs. If ECN no AQM design provides better response time performan’ce
was not used, ARED operating in byte-mode resulted in the beSEhan simple drop-tail FIFO queue management. Further,
performance at 90% load and, along with PI, also resulted iny, response times achieved on a 100 MbJ/s link are not
the best performance at 98% load. We conjecture that the pOSiéubstantiaIIy different from the response times on a 1 Gb/s
tive effects of byte-mode are primarily due to its lowering of the |ink with the same number of active users that generate
drop probability for small data segments, SYNs, FINs, and pureinis |0ad. This result is not changed by combining any of

ACKSs. . . ) ~ the AQM designs with ECN.
A second striking result is that once ARED is operating in

byte-mode, the addition of ECN provides little b&heThis Thus, for Web or Web-like tr&kc, any benbt AQM can pro-
is sharp contrast to PI and REM which both provide bettaide to application and network performance is limited to oc-
response times with ECN. ECN similarly had little effect ourring only at high link loads. For loads of 90% and 98% of
ARED performance in packet-mode. the bottleneck linkd capacity, we conclude the following.
In addition to the ARED byte-mode results, the performance¥ ARED in byte-mode sigmicantly outperforms ARED in
of the new gentle forwarding behavior suggests that the design Packet-mode. Moreover, ARED in packet-mode, the cur-
decision to drop ECN-marked packets in AR&Oyentle re- rent recommended mode of ARED usage, was the worst
gion deserves reconsideration. Although we did not evaluate Performing AQM design. ARED in byte-mode was the best
the effectiveness of ARED (or any design) in controlling un-  Performing AQM design when ECN is not used. It outper-
responsiveRows, such control cannot come at the expense of formed both Pland REM and provided a modest response
decreasing the performance of respon§ivers. time improvement over drop-tail. o
Regarding the performance of Web taf for loads up to ¥ ECN does not improve the pe_rformance of ARED in ei-
90%, comparable good performance is possible under all de- therbyte-orpacket-mode and in certain cases may degrade
signs. Of note is the fact that ECN is required for the best per- performance. However, aIIOW|_ng ARED to forward ECN
formance with Pl and REM while ECN is not required for the ~ Marked packets when the weighted average queue length
best performance with ARED in byte mode. However, at 98% is in the(entle r¢g|oﬁ>3|gnlbcantly IMproves the perfor-
load, Pl and REM sigtucantly outperform ARED. It remains mance of ARED in packet-mode. This improvement, how-

an open question if ECN can be effectively combined with an ~ €VE" results in absolute performance that is still lower than
ben gt ; ; y that achieved by ARED in byte-mode without ECN.
ARED design to bridge this performance gap.

Considering only control theoretic AQM, an interesting re- ¥ With ECN, both Pl:and REM provide sigrtant response

It is th ‘ ied sub v b q time improvement at offered loads at or above 90% of link
sult Is t at per ormance varned su stantially between P1 an capacity. In particular, at a load of 90%, Pl and REM with
REM with packe.t_droppmg and this performance gapwas glosed ECN provide performance on a 100 Mb/s link competi-
throug.h the addition of ECN. A preliminary an.aIyS|s 9f R@VI tive with that achieved with a 1 Gb/s link with the same
behavior suggests that ECN is not so much improving REM

. . . . number of active users. While Pl and REM with ECN are
behavior as it is ameliorating a fundamental design problem. o past overall performers, it is noteworthy that at 90%

Without ECN, REM consistently caus@ows to experience load, ARED in byte-mode without ECN matches Pl and
multiple drops within a sender congestion window, forcing REM® performance with ECN for the shortest 85% of all
Rows more frequently to recover the loss through Wineout request/response exchanges.

mechanism rather than its fast recovery mechanism. With ECNy \jithout ECN, REM and ARED in packet-mode deliver
REM simply marks packets and hence even if multiple packets \yorse performance than drop-tail.

from a RBow are marked within a window, aNtimeout will be  \wWe conclude that AQM can improve application and network
avoided. Thus, ECN appears to improve RBNerformance performance for Web workloads. If arbitrarily high loads on a
by mitigating the effects of its otherwise poor (compared to Phetwork are possible, then the control theoretic designs Pl and
marking/dropping decisions. REM give the best performance but only when deployed with
Finally, the experiments with the general minimum RTT disECN-capable end-systems and routers. In this case the perfor-
tribution show that AQM performance is clearly sensitive tenance improvement at high loads may be substantial. Whether
round-trip time. Further experimentation is required to undesr not the improvement in response times with AQM is digni
stand this result. In particular, we need to understand how longeint (when compared to drop-tail FIFO), depends heavily on the
RTTs effect measures of tiadf such as the burstiness of theange of round-trip times (RTTs) experienced¥ws. As the
packet-arrival process at the router in our experiments. variation inRowsCRTT increases, the impact of AQM and ECN
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on response-time performance is reduced. If network saturatiorf10] W.-C. Feng, D. D. Kandlur, D. Saha, and K. G. Shi\ self-con-
is not a concern, then ARED in byte-mode, without ECN, gives ~ Pguring RED gatewa@in Proc. IEEE INFOCOM Mar. 1999, pp.

. . 132®1328.
the best performanc_e. Combined, the_se results suggest that Witf} 1) v/ wmisra, w.-B. Gong, and D. Towsley(Fluid-based analysis of a
the appropriate choice of AQM, providers may be able to op- network of AQM routers supporting TCBows with an application to
erate links dominated by Web ttaf at load levels of 90% or REDOin Proc. ACM SIGCOMMAug. 2000, pp. 158160. .

f link . ith iqhic d dation i i [12] S. Athurliya,GA note on parameter values of REM with Reno-like al-
mo_re of link capacity without sighcant degradation in appli- gorithmsOMar. 2002 [Online]. Available: http:/netlab.caltech.edu
cation or network performance. [13] K. Cho,A framework for alternate queueing: Towards bafmanage-

ment by PC-UNIX based route@n USENIX 1998New Orleans, LA,
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