COMP 242 Class Notes
Section 8: Protection

1 Protection

An operating system needs to provide protection mechanisms to prevent undesirable operations such as:

A process being able to manipulate hardware transl ation tables, access arbitrary main memory locations,
or perform arbitrary operations on files on disk.

An external agent being able to read or modify the information being communicated between two ma-
chines on a network.

An arbitrary user being able to log on to a compuiter.

These mechanisms can then be used to make a system secure. Note that the presence of protection
mechanisms is not enough to make a system secure, since these mechanisms may be improperly used or
may not be sufficient.

1.1 A Mode of Access Control

Access control concerns itself with the first question: how should we control the operations performed by
a process on files and other resources supported by the OS? We study below a model of access control that
provides such protection. The model we describe is quite general; it may be used protect not only files, but
also directories, devices, segments and other shared entities.

Each shared entity will be called an object. An object provides certain oper ations, which aprocess may
invoke to manipulate the object. A process can invoke an operation on an object only if it has appropriate
accessright or privilege to do so.

We can represent the state of all access rights by constructing an access matrix of the following form:

/dev/console fred/prog.c fred/letter /usr/ucblvi
fred'sP getc, putc, read, write  getc, putc, read, write  getc, putc, read, write  execute
fredsQ getc, putc, read, write  getc, putc, read, write  getc, putc, read, write  execute
jane'sR  getc, putc, read, write  getc, read execute

In this table, there are four objects. the console, the text file "prog.c” in user fred’s directory, the file
“ fred/letter”, and the object file for an editor; and three processes: P, Q and R. Processes P and Q are
running on behalf of user fred, whereas process R is running on behalf of user jane.

Each entry in the table indicates the access rights of a process on an object. Thus all three processes
can invoke the execute operation on the editor but cannot read or modify it. Processes P and Q, running on
behalf of user fred can both read and modify fred's prog, while process R, running on behalf of user jane,
can only read thefile.

In the above table, we have assumed that the access rights are defined in terms of the specific operations
of an object. Thusthe‘getc’ operation on an object is associated with the ‘ getc’ accessright. It isoften useful
to define an object-independent set of access rights associated with a general set of operations to which the
specific operations on an object are mapped. For instance the ‘Read’ access right may be associated with
the ‘getc’ and ‘read’ operations on aterminal device.

The following is a possible set of general access rights, when the objects are restricted to files, devices,
and directories:



Read

Wite

Append

I nsert
Execut e

Del ete

Lock

Modi fy Rights
Set Owner
Create G oup
Add Menber

Thelast two rights allow creation of user groups (discussed later) and addition of membersto it, respectively.
The mapping from specific operations on devices and files to this general set is obvious. The mapping from
specific operations on directories to the general set is not obvious, and will be discussed |ater.

Thefollowing is the definition of the access matrix for our example in terms of the general set of access
rights:

/dev/iconsole  fred/prog.c  fred/letter /usr/ucblvi

fredsP RW RW RW X
fredsQ RW RW RW X
janesR RW R X

In several systems, all processes running on behalf of the same user have the same access rights defined
by the access rights of the user. In such systems, the rows of the table describe the access rights of users
instead of processes. Thus the access matrix changes to:

/dev/iconsole  fred/prog.c  fred/letter /usr/ucblvi
fred RW RW RW X
jane RW R X

In the rest of the discussion we shall assume this form of an access matrix.

Whenever a process attempts to access an object, the operating system can refer to the access matrix
to validate the access. Checking for privileges on each access might be an expensive operation. For files
and other objects associated with ‘open’ and ‘close’ calls, the system may ask the process to indicate which
operations it will invoke when it opens the object. At this point, the system checks if the process has the
appropriate access rights. Later, when the process actually makes an access, the system needs to only check
if it isone of the accesses indicated by the ‘open’ call.

Itisimportant to note that the access matrix ispurely alogical construct and is seldom stored in the form
described (why?). It is often divided into smaller portions. Here are two popular methods of doing so.

1.2 Capability Lists

One way to partition the matrix is by rows. Thus we have al access rights of one user together. These are
stored in a data structure called a capability list, which lists all the access rights or capabilities that a user
has. The following are the capability lists for our example:



Fred --> /dev/consol e(RW--> "fred/prog.c(RW--> "fred/letter(RW --> /usr/ucb/vi(’
Jane --> /dev/console(RW--> "fred/prog.c(R-->"fred/letter() --> /usr/ucb/vi(X)

When a process tries to gain access to an object, the operating system can check the appropriate capability
list.

This arrangement has several drawbacks:
If each capability list has an entry for al objects, many entries will indicate that no access is allowed. For
instance, most of Fred's personal files may be protected from Jane. This waste of space may be eliminated
by only listing those objects for which a user has some access.
The set of objects accessible by one user, specialy privileged users, may be very large. It can be expensive
to search capability lists for such users, unless we use capability-based addressing, presented later when we
discuss capabilities in more detail.
Aninitial capability list must be generated for anew user. Itisnot clear what the initial list should ook like.

1.3 AccessLists

The dua of capability lists is access lists, which divide the access matrix by columns. An access list is
associated with each object, and lists all users and their privileges over the object. Thus the access list for
our exampleis:

“fred/prog.c --> fred(RW --> jane(R)
“fred/letter --> fred(RW
[usr/ucb/vi -->fred(X) --> jane(X)

This arrangement also has some disadvantages. The set of all possible usersis likely to be very large,
and many users will have identical access rights over an object. Therefore it is useful to group users into
classes. All members of the same class can be given the same privileges for the object. Unix follows this
approach. It partitions users into three classes:

The owner of thefile

Usersin the same group as the owner

Other users

Thus” fred/prog.c” can be given the access rights:

sel f RW
group R
ot hers no access

Multics and AFS alow the access list to contain individual user names as well as larger grouping. Thus
if Fred wants Jane to be able to read and write” fred/prog.c” he can define the access list as follows:

{self} RW

{group} R
{ot hers} no access

{Jane} R



1.4 Inheritance

Essentially, Multics supports inheritance in the subject dimension, that is, it allows access specifications
made for groups of subjects to be inherited by members of the group. One may want to also support
inheritance in the object and right dimensions.

In the case of the object dimension, we can alow access rights to be associated with groups of objects,
which apply to all members of the group that do not override them. Objects can be grouped based on their
type (the IS-A relationship) or their structure (I1S-PART-OF). For instance, we can give the Append right to
al objects that are of type Bibliography unless a specific instance overrides it. Similarly, we can give the
Write right to all objects (files/directories) in a particular directory unless a particular object overridesiit.

AFS partially supports such inheritance - in the context of access lists. It associates a directory with
both file rights and directory rights. The file rights apply to al filesin the directory. Moreover, when a new
directory is created, it gets a copy of the (file and directory) rights of its parent. Thus, the file and directory
rights specified for a directory apply to al of its descendents.

This approach is not true inheritance, however, since one cannot change the rights of a specific file.
(AFS reduces this problem by looking at both the Unix file rights associated with a file and the AFSfile
rights associated with the containing directory. Accessis alowed only if both sets of rights allow it. In the
case of Unix rights, only the owner rights are examined. Again this is not true inheritance and is more a
hack for backward compatibility with Unix.) Moreover, a directory does not truly inherit the rights of its
parent in that if the rights of the parent of a directory are changed, the rights of the children directories are
not changed, even if no explicit access specifications have been made for these directories.

What about the right dimension, does it make sense to apply one access definition to multiple rights?
Consider the Write right. If a subject can write to an object, he can also insert into it. Thus, it should
not be necessary to give insert rights to subjects once write rights have been given. We can use the imply
relationship here to reduce the number of access definitions that have to be made and stored. Some potential
imply relationships are:

Wite => Insert => Read => Append
Create Group => Add Menber

Note that implication and inheritance are similar in that one access definition applies to multiple cases.
However, the latter does not support overriding. It is semantically inconsistent to give the Write right but
not the Insert right to a subject.

We can also consider inheritance in the right dimension. We can group the rights into right groups such
as Object Rights (Write, Read, Append, Insert, Execute) and Administration Rights (Modify Rights, Set
Owner, Create Group, Add Member). We could then give a subject (group) all rights in a right group to
an object (group). For instance, we can give all members of the 242 group al Data Rightsto all objectsin
the directory 242notes. An access definition specifying a more specific right (Write) can then override one
specifying a more general right (Data Rights).

We now have the multiple inheritance problem - that is, one may inherit conflicting definitions from
different sources. This problemsis, in general, hard to resolve in an elegant way and we will not consider it
any further.

All kinds of inheritances can be supported by both access lists and capability lists. In particular, object
inheritance is a powerful way to reduce the problem of long capability lists. One can store only entries
corresponding to groups of objects rather than individual objects. Thisis anaogous to storing entries corre-
sponding to groups of usersin access lists.



1.5 Negative Rights

So far, we have assumed that an access matrix contains either positive rights or no rights. We have not
assumed the existence of explicit negative rights. Without inheritance, negative rights are not needed: the
absence of aright (in the access matrix, capability list, or access list) implies denial of access. With in-
heritance, however, the rule changes. If aright is given to a general group but not a specific member, the
member inherits the right even though no right was explicitly given to it. For instance, if the Write right
is given to 242 but not student joe in the class, then we assume that the right is given to joe (and all other
students in the class). Absence of negative rights does not create any problem when awhole group isto be
given some access right but becomes painful to use when all but afew members of alarge group have to be
given the right. For instance, what if the Write right is to be given to 242 but not student joe in the class?
Without negative rights, | would have to explicitly give al but one member of the group the positive right,
and thus not make use of the power of inheritance. Therefore, systems that support inheritance also allow
explicit specification of negative rights denying access. Continuing with the example, | could give al but
one member of the group 242 the write rights to an object by giving the group 242 the positive Write right
and the particular member the negative Write right.

1.6 Directories and Access Control

The semantics of the abstract set of access rights in the context of files and devices is straightforward, but
not for directories. The following is a possible definition of these access rights for directories:

Read: determine the names of the files in the directory

Write: modify local file names, add and delete files. However, the user is not allowed to open the directory
for writing, for which no operation exists. The only way to modify a directory is by service calls.

Append: add new files.

Delete: remove this directory.

Modify Rights. modify access rights to this directory

Set Owner: set the owner of the directory

Execute: open filesin this directory and set it as the working directory of a process. This right is used to
protect the files in the directory. A file can be opened only if a user has the ‘execute’ access right on al
directories in the absolute name of the file. (Should relative names be used instead?)

Not all systems define one set of rights for both directories and files. In particular, AFS defines two sets
of rights - file rights (Read, Write, Lock) and directory rights (Lookup, Insert, Delete, Administer). This
approach not only decreases uniformity in the system but also does not allow afile to inherit the rights of its
directory. Thus, AFS does not allow afile to inherit the read (Lookup) right of its directory. A symptom of
this non uniformity isthat the Insert right is defined for directories but not files.

1.7 Aliasesand Indirect Files

If afile has several aliases, a process might use different absolute names to open it. Thusit may be able to
open it under one alias but not another. However, even if a processisableto ‘open’ afile, it must still have
appropriate access over it.

If a process can open afile under more than one dias, isit possible that it may be granted access under
one alias but another? The answer depends on whether privileges are associated with with a name or with
afile. If they are associated with a name, then they are stored, along with the name, in the directory of the
file. Otherwise, they are stored with the file. In the former case, the alias chosen for the file influences its



accessibility whileinthe latter caseit does not. Unix chooses the second alternative whereas AFS supports a
hybrid of the two aternatives by looking at both rights stored in the file and the rights stored in the directory.

Let us now consider indirect files. How should we interpret access rights on indirect files? We could
ignore them completely or we could require that a process have appropriate access rights on both. The latter
aternative becomes awkward if indirect files can contain both file and directory names, since sometimes the
access rights are interpreted as file rights and sometimes as directory rights. Berkeley Unix 4.2 chooses the
former aternative. Any attempt to modify the access rights of an indirect file results in modification of the
fileto which it points.

1.8 TheAccessMatrix Again

Consider the final version of the access matrix we defined. It described for each user and object in the system
a set of object-independent access rights. All processes started by a user inherited the access rights of the
user.

There are severa problems with this version of the access matrix:

All processes started by a process have al the access rights of the user. This is undesirable since a
process, typically, needs access to a small set of objects to do its job. For instance a process executing
a calendar program needs to access, among the different files in the system, only the ‘caendar file' that
defines a set of appointments, a process executing the compiler needs to access the input source files, the
object files, and afew temporary files, and aprocess that prints the contents of afile needs access only to that
file. Giving a process more rights than it needs to do itsjob violates the " need-to-know” or "least privilege”
principle, which says that a process must have the least privilege needed to do its job, or in other words, it
should have access to only those objects it needs to know about.

The access rights of a process are fixed while it is executing. This again is undesirable, since the set of
objects a process needs to access, typically, changes dynamically. For instance, a compiler after reading a
source file, no longer needs access to that file.

A process cannot amplify its access rights to include those that are not available to the user on whose
behalf it is executing. Such amplification is necessary to do certain kinds of tasks. For instance a mail
program invoked in Unix needs to be able to create a mail file in the directory /usr/spool/mail, which is
writeable only by root.

The access rights are object-independent and thus not of a fine enough granularity. For instance Unix
supports the access rights: read, write, and execute. Often it isimportant to distinguish between different
kinds of reads. Asan example consider abibliography created by some user who has also put, for each item,
an annotation describing his view of the referenced paper. He may want to alow his colleagues to read the
reference items, but not the annotations. (Some of bibliography items may reference papers written by his
colleagues!) Unix, however, does not distinguish between these two kinds of object-defined ‘reads’. Thus
the author of the database has to either give no read access to the file or full read access.

1.9 Modes

Most architectures allow a process to execute in at least two modes: kernel and user. In the kernel mode a
process can set up trandation tables, change the processor state that determines the mode of the processor,
use the kernel trandation table and execute other privileged instructions, while in the user mode it uses the
process trandation table and instructions. Thus these architectures allow a process to switch between the
access rights of the user and the kernel.



1.10 MulticsRings

Multics supported an extension of the privileged mode idea via an access control mechanism based on a
ring structure. In that system, the hardware supported not two modes (kernel and user) per process, but up
to 64. The access rights of a process changed when it executed not only kernel procedures, but also ordinary
procedures stored in users segments.

Each mode was called aring, and was associated with a set of access rights. The rings in the system
were hierarchically arranged: the innermost ring had the most power and the outermost ring the least. In
general the access rights associated with ring i were a superset of the access rights of ring i+ 1.

In Multics, each object is accessed via a segment, and each segment was associated with one of the
rings. A segment description contained an entry that defined the ring number. In addition, it contained three
access bits to control reading, writing, and execution. With each process a current-ring-number counter was
associated, which determined the current access rights of the process. A process executing in ring i could
read and write a segment in ring j, j >=1, but could not read or write a segment in ring j, j < i. It could,
however, execute a segment in any ring, when its current-ring-number was changed to that of the executed
segment.

Hereisause of the rings facility, assuming there are four rings. Ring 0, the most powerful mode, would
be devoted to the kernel. Ring 1 could contain the mail program, which needs to be able to create filesin
arbitrary directories. Ring 2 could contain a grading program used to evaluate student programs, and ring 3
could contain the student programs.

This scheme, as stated above, is unsatisfactory for two reasons: First, a process in an outer ring should
not be able to execute any instruction in an inner ring. In particular a user process should not be able to
execute any instruction in the kernel, which is kept in ring 0. Instead, it should be able to execute an inner
segment at certain special entry points. Second, every segment in an inner ring should not be executable by
all the outermost rings. For instance student programs, in our example, should not be able to call the grading
program.

To overcome these drawbacks, Multics supports a modification of the scheme outlined above. It stores
in a segment descriptor, instead of a single ring number, the following fields:

Access bracket: A pair of integers, bl and b2, such that bl <= b2.

Limit: Aninteger b3, such that b3 >= b2.

List of gates: The entry points (gates) at which the segments may be called.

If aprocess executing in ring i tried to execute a segment with access bracket (b1, b2), then the call was
allowed if bl <=i <= b2, and the current ring number of the process remained i. Otherwise, atrap to the
kernel occurred and the situation was handled as follows:

If i <= D1, then the call was allowed to occur and the current-ring-no of the process was changed to b1l.
Thus the access rights of the process are reduced. If parameters are passed that refer to segmentsin aring
lower than b1, then these segments were copied into an area accessible in ring bl.

If i > b2, then the call was alowed to occur only if i <= b3, and the call had been directed to one of the
designated entry pointsin the list-of-gates. If the call was successful, the current-ring-no of the process was
changed to b2. This scheme alowed processes with limited access rights to call procedures in lower rings
with more access rights, but only in acarefully controlled manner.

For R/W, these rules imply that a process with ring i that tries to R/W a segment with access bracket
(b1, b2), isalowed to do so if i <=b2 and the segment access bits give the user executing the segment R/W
access.

Now, in our example, the kernel would be associated with the access bracket (0, 0), limit 3, and the list
of gates containing entry points of the system calls and the grading program could be associated with the



access bracket (2, 2), and the limit 2.

1.11 PC Rings

The notion of rings required hardware support, which for Multics was provided by the Honeywell 645
computer. Hardware support for the basic notion of rings is also supported by the PC architecture (Intel 286
and beyond).

PC rings differ from the Multics rings in several ways:

The PC got rid of b2, whose purpose is to alow ungated access to a segment from segments of less
privilege. It is not clear we need this flexibility; as we see above, the values of bl and b2 are the samein all
of the examples.

In Multics, the limit, b3, is the same for al gates (entry procedures). PC allows each gate to determine
its limit. Thus, the limit is stored, not with the segment descriptor, but with a special gate descriptor. Here
is my understanding of what happens. The gate descriptor is associated with its own segment number, I,
which serves asits limit. A call is alowed to a gate as long as the caler's segment is within the limit, and
the caller’s ring number is changed to the ring no. of the called segment. (The PC book | read seemed to
imply that the ring no. of the segment cannot be smaller than the limit, in which case we would not have
amplification. But it says there is amplification, so | am going to assume that the ring no. of the segment
can be anything.)

A separate stack is created when amplification occurs. If it was not, a caller of less privilege (hence
untrusted) could allocate too small a stack space for acalled procedure of more privilege, thereby corrupting
the more trusted level.

Multics protected " direct” accesses to asegment. However, it was possible to doillegal indirect accesses.
Assume, a segment sl invokes a procedure, p, in a more privileged segment, s2, passing it an address, a.
Now s2 may be able to access ain ways sl could not potentially violating security constraints. For instance,
p may be a procedure that copies data into a, and s1, the creator of a, may have no access to a because it
refers to data in a more privileged segment. To prevent this situation, the PC records in an address, a, the
ring number of the object that created a. The effective ring number of a process p trying to access address a
isthe larger of the current ring number of the process and the ring number of a.

In some cases, when a process executes a segment, its ring number is not changed to the ring number of
the segment. If the segment is typed as " conforming” segment, the ring number is unchanged. Exception
handlers and libraries not requiring specia privilege are meant to be put in conforming segments

Thering schemes allow amplification, but till had the disadvantage that the ring (hierarchical) structure
did not alow enforcement of the need-to-know principle. If an object wasto be accessibleinringi, but notin
j, then it was necessary that i < j. But this meant that every object accessible in ring j was accessible in ring
i. Thering scheme is particularly useful in layered systems, where successively lower layers require higher
privilege. For instance, the PC ring mechanism is meant to alow ring O to contain memory management,
process management, device 1/0O, and interprocess communication; ring 1 to contain display management,
and file management, ring 2 to contain custom extensions of the OS such as network file system, and ring 3
to contain user routines.

1.12 Unix SETUID

Unix provides a simplified version of the Multics access control mechanism to change the access rights of
a process dynamically. A process can switch between user and kernel mode. Moreover, in user mode, a
process executing with the access rights of one user, when it executes a file owned by another user gets the



access rights of the second user if a bit (called SETUID) in the object fileis on (that is, in the PC language,
it isanon-conforming file.) This feature supports rights amplification and easily handles the mail example.
The mail program is owned by root and has its SETUID bit on. When the command interpreter subprocess
forked to process the ‘mail command’ executes the mail program it acquires the access rights of root and
can create/modify afile (owned by the receiver) in the directory ‘/usr/spool/mail’.

1.13 Java Downloaded Code

A hierarchical mechanism is also provided by Javato reduce the rights of a process when it executes down-
loaded code. Access control for a process that alows code to be dynamically downloaded into it needs to
distinguish between local and downloaded code and provide restricted rights to downloaded code to ensure,
for instance, that it does not destroy or leak the contents of local data. Thus some methods must be protected
from downloaded code. Two approaches have been used to restrict access of dowloaded Java applets. One
approach relies on the fact that separate class loader objects are used to load local and remote code and that
the stack frame of each method points to the object that loaded it. Asaresult, when a protected method is
called, the browser can provide restricted access if the stack contains a method that was called (directly or
indirectly) by downloaded code. The other approach relines on the fact that the loader can determine the
name space of downloaded code. It creates restrictive proxy classes for the protected classes, and makes
sure that downloaded code sees the proxy classes instead of the protected classes. The division between
protected and non protected methods is hardcoded. In the stack introspection method, the hardcoding is
done by ensuring the method checkPrivilege() is called before the method is executed. In the name space
approach, the hardcoding is done by defining proxy classes for protected methods.

It seems that PC or Multics rings should be able to capture this form of hierarchical access. Let us
try to capture it using PC Rings. Local code can be considered to reside at a level that is more privileged
than downloaded code. The gate descriptors for protected methods do not alow access from the non-
privileged level, while those for non-protected level do allow access from that level. When aprocess executes
downloaded code its ring number is reduced to the non-privileged level. (No ring number is actually kept
with a process, instead the stack or name space is used to record the privilege level.)

However, this simulation does not really work. The reason is that in aring based system access to an
object is determined by the properties of the method directly accessing the object, not the properties of the
methods that called this method. For instance, in Java a method to read a file can be called by a method
that mails the file if the latter was not directly or indirectly called by downloaded code. In PC or Multics,
the privilege levels of the history of callsis not kept by the system - the current ring no of a process reflects
the privilege level of the current method. (The only exception is changing the effective ring number of an
address to the maximum of the caller’s and address's ring number.)

1.14 Bell LaPadula Model

The Bell-LaPadula Model (BLM), aso called the multi-level model, was proposed by Bell and LaPadulafor
enforcing access control in government and military applications. Asin the ring model, it supports hierar-
chical access control. Unlike the ring model, it assumes users rather than software modules are arranged in
layers. The main differences from the ring architecture is that there is no notion of execute, read, write, and
append are handled differently, and instead of a single dimensional ring number, there is atwo dimensional
security level.

Thefollowing discussion is taken from HongHai Shen's thesis.



In the applications for which this model is intended, subjects and objects are often partitioned into
different security levels. A subject can only access objects at certain levels determined by his security
level. For instance, the following are two typical access specifications. “Unclassified personnel cannot
read data at confidential levels’ and “ Top-Secret data cannot be written into the files at unclassified levels’.
This kind of access control is aso called mandatory access control, which, according to the United States
Department of Defense Trusted Computer System Evaluation Criteriais “a means of restricting access to
objects based on the sensitivity (as represented by alabel) of the information contained in the objects and the
formal authorization (e.g., clearance) of subjects to access information of such sensitivity”. The converse of
mandatory access control is discretionary access control, which is defined as “a means of restricting access
to objects based on the identity of subject and/or groups to which they belong. The controls are discretionary
in the sense that a subject with a certain access permission is capable of passing that permission (perhaps
indirectly) to any other subject”.

The Bell-LaPadula model supports mandatory access control by determining the access rights from the
security levels associated with subjects and objects. It also supports discretionary access control by checking
access rights from an access matrix.

Each object is associated with a security level of the form (classification level, set of categories). Each
subject is also associated with a maximum and current classification level, which can be changed dy-
namically. The set of classification levels is ordered by a < relationship. For instance, it can be the set
t op-secret, secret, confidential, uncl assifi ed, where

uncl assified < confidential < secret < top-secret

A category is aset of names such asNucl ear and NATO. Security level A dominates B if and only if A’'s
classification level is greater than or equal to B's classification level, and A's category set is a superset of
B’s. For instance,

top-secret, {Nuclear, NATC
dominates

secret, {NATO

because

t op-secret > secret

and the set

{Nucl ear, NATG

contains

{NATG

In the model, an access request (subj, obj, acc) is granted if and only if al of the following properties are
satisfied:

simple security property (no read up): if accisread, then level(subj) should dominate level (obj).

*-property - caled the star property (no write down): if acc = append, then level(obj) should dominate
level (subj); if acc = write, then level(obj) should be equal to level (subyj).

discretionary security property: the (subj, obj) cell in the matrix contains acc.

Like Multics, this model has the problems of hierarchical access control and does not always support
the need to know principle except in rigid military situations.
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1.15 Capability-Based Systems

The systems we have studied so far support access lists. We now study in detail systems that support
capahility lists (e.g: Hydra, CAP, iIMAX for INTEL 432, IBM System 38, Amoeba). These systems, often
called capability-based systems since the central concept they support isthe notion of acapability, provide
avery flexible protection mechanism.

Each process is associated with a list of capabilities called a C-list. Each capability in that list indicates
the type of the object (e.g: file, device, directory), arightsfield, which is a bit map indicating which of the
legal operations on this type of object are applicable, and an object field which is a pointer to the object
itself (in Unix, the equivalent of an inode number). Thus the following is an example of a C-list:

Type Rights Object

File R- Pointer to File3
File RWX  Pointer to File4
File Rw Pointer to File5
Directory —-X Pointer to Directory3

How does the system check that a process can perform an operation on an object? Here are some
aternatives:

First, the process, when it performs an operation on an object, indicates both the object and the operation,
and the system checks the C-list to see if the operation can take place. The disadvantage of this scheme, as
we have seen earlier, isthat on each operation on an object the kernel has to search through a possibly long
list of capabilities.

Second, the list of capabilities of a process are stored in the process address space, and thus can be
named by the process. Now when a process asks the system to perform an operation on an object, it also
presents the capability to the kernel, which can then check if the operation isvalid. It does not have to search
the C-list for the capability;

A problem with this approach is that, since capabilities are stored in the process’ address space, it can
manufacture capabilities and thus perform arbitrary operations on arbitrary objects.

A better approach, used in Hydra, is to use a combination of these two approaches. The C-list of the
process is stored in the kernel address space. A process refers to a capability viathe index of the capability
in the C-list. (Just asa Unix process names afile viaan index in the file table). Now, instead of capabilities,
descriptors for them are stored in the process’ address space. When a process needs to perform an operation
on an object, it names the capability for it via the descriptor for the capability. Thus the system does not
have to search the C-list. Moreover, a process cannot manufacture capabilities.

Anather approach is to keep the C-list in the process space, but encrypt each capability with a key
unknown to the process. This approach is used in the Amoeba distributed system.

Yet another approach is to define a a hardware that distinguishes between memory words that store ca-
pabilities and those that do not. The hardware can then enforce that capabilities are manipulated only in the
kernel mode. Two methods are used to distinguish between words that contain capabilities and those that
do not. In atagged memory these two kinds of words are distinguished by atag bit, while in a partitioned
memory, they are distinguished by the segments in which they reside (thus the segment descriptor contains
a hit that indicates whether it contains capabilities). The use of either tagged or partitioned memory archi-
tectures forces an inconvenient tradeoff. If the addressable unit is large, one can afford atag bit in each unit.
If the byte or the 