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Abstract

Long Range Dependent time series are endemic in the statistical analysis of Internet traffic. The
Hurst Parameter provides good summary of important self-similar scaling properties. We compare a
number of different Hurst parameter estimation methods and some important variations. This is done in
the context of a wide range of simulated, laboratory generated and real data sets. Important differences
between the methods are highlighted. Deep insights are revealed on how well the laboratory data mimic
the real data. Non-stationarities, that are local in time, are seen to be central issues, and lead to both

conceptual and practical recommendations.

1 Introduction

Internet traffic has been the subject of intense study in recent years, motivating a large number of interesting
statistical and mathematical problems. In this paper, we examine several common methods for quantifying
long range dependence (LRD) via the estimation of the Hurst parameter in the context of Internet traffic.
Our focus is on the process of packet arrivals at Internet links, which is probably the most common dimension
along which Internet traffic has been studied. Numerous earlier studies have confirmed the finding of LRD
in this type of data, employing a variety of estimation methods. While LRD is believed to be pervasive,
the use of different estimation methods with different levels of accuracy and robustness makes it difficult to
compare different studies and interpret their results.

The present paper discusses the most important Hurst parameter estimation methods and compares
them using a large number of datasets. Our work is intended to serve as guidance for researchers trying
to interpret and contrast results obtained with different methods, and help them to choose an appropriate
estimation method. The datasets considered in this paper come directly from the Internet, from simulations,
and from network experiments conducted in a laboratory test bed. Our extensive analysis of these datasets
using different estimation methods allows us to make numerous observations about the nature of Internet
traffic and its effect on Hurst parameter estimates. We also believe that our comparison of real and synthetic
datasets is relevant for the large community that relies on simulations and experiments to conduct Internet
research. In addition, our paper illustrates how the Hurst parameter does not completely capture LRD in
the context of Internet traffic. Our data also illustrate the impact of non-stationarities, which often make
proposed traffic models, like Fractional Gaussian Noise (FGN), appear quite different from real traffic.

Our paper is organized in four parts. We first provide an introduction to the Internet and its traffic in
Section 1.1, and an overview of our datasets and how they were obtained in Section 1.2. We next introduce
LRD and a variety of Hurst parameter estimators in Section 2, including the Aggregate Variance method
(Section 2.1.1), the Local Whittle approach (Section 2.1.2), and the Wavelet method (Section 2.1.3). Our

extensive comparison of the estimation methods applied to a large number of datasets is summarized in



Section 3, which includes our work on detrending and the analysis of non-stationarity. The reader can
find our full set of results and the raw datasets in Le, Hernandez-Campos and Park (2010), the web page
that accompanies the present paper. We conclude the paper with Section 4, which makes recommendations
regarding the analysis of Internet traffic and the improvement of experimental studies.

1.1 Background and Motivation

The Internet is one of the largest and most complex artificial systems ever created. At any point in time,
hundreds of millions of computers use the Internet to exchange data, which results in extraordinarily rich
traffic dynamics. Internet users rely on the network for a broad range of services with widely different
requirements and dynamics, like reading news on the World Wide Web, playing interactive games, using
Internet telephony, and participating in the stock market in real-time. These services take place in a planet-
scale interconnection fabric, affected by time-zones, user preferences, technological heterogeneity, and many
other factors that make Internet traffic and its evolution a fascinating phenomenon. Internet traffic has been
the subject of intense study for the last fifteen years, but its sheer complexity and constant evolution still
offer a wide range of open research problems for engineers, computer scientists, statisticians and probabilists.
In the rest of this section, we provide a minimal overview of the Internet and the nature of its traffic. The
reader is encouraged to consult Kurose and Ross (2004) for a full technical introduction to the topic, and
Marchette (2001) for an overview of its statistical aspects.

The fundamental unit of communication in the Internet is the packet. A packet is a small group of bytes
(typically between 100 and 1500 bytes) that can be routed independently through the Internet from one
endpoint of the network (the source) to another (the destination). The interaction between two endpoints
on the Internet involves the exchange of one or more packets, which traverse a sequence of links and routers to
travel from source to destination. For example, downloading a web page involves the sending of a HyperText
Transfer Protocol (HTTP) request from the endpoint running the web browser to the endpoint running
the web server, and an HTTP response in the opposite direction. Both request and response consists of
one or more packets. Each packet includes a header, specifying the source and destination endpoints plus
bookkeeping information, and a payload (or data). The payload specifies a url in the request, and contains
the actual hypertext of the web page in the response.

We can think of the Internet as a giant graph, where routers and links respectively play the roles of nodes
and edges. Routers receive packets through their input links and forward them through their output links.
Each forwarding decision involves examining the header of each packet, which specifies its destination, and
choosing the most appropriate output link based on ever-updating routing tables. This approach provides
the foundation of the Internet and it is standardized in the Internet Protocol (IP). Every computer on the
Internet sends and receives packets with an IP header containing source and destination IP addresses, leaving
packet routing entirely to the network. As a consequence, Internet communication is robust to router and
link failures, which are handled transparently by the network.

The basic architecture of the Internet, known as packet-switching, is in sharp contrast to the one of the
traditional phone network, known as circuit-switching. Circuit-switching involves the establishment of a
dedicated path between the two endpoints of a phone call. This path is static, in the sense that it always
traverses the same links, and guaranteed, in the sense that it remains active as long as the call is in progress.
New phone calls can only be established if enough spare capacity is available, and not by terminating

existing phone calls, or degrading their quality. This strict approach to admission control ensures that the



only possible congestion in the system occurs during call admission. Furthermore, it results in a highly
static system whose traffic has limited variability. Statistically, this translates into parsimonious traffic
models based on a Poisson process of call arrivals and exponentially-distributed call durations, as mentioned
by Willinger and Paxson (1998).

Packet-switching is fundamentally more efficient that circuit-switching. Dedicated circuits imply the
reservation of a fixed amount of capacity, independent of the usage of the circuit. The extra capacity of an
underutilized circuit cannot be used by any other phone call. In contrast, packets are independent and self-
contained, making it possible to always send a packet using any available capacity. If we talk about the set of
packets exchanged between two endpoints of the Internet as a flow, we can say that packet-switching enables
flows to be superimposed to a much higher degree than calls can be superimposed in a circuit-switched
network of the same capacity. This high efficiency comes at the cost of a far more dynamic and variable
network, which is more difficult to control. The challenge is to prevent congestion, which can occur at the
endpoints of the network, when the sender overwhelms the receiver, and at the intermediate routers, when
a router receives more packets through its input links than it can send through its output links. Transient
congestion can be handled using buffers to temporarily store packets, but steady congestion causes packet
loss when these buffers become full. In reliable communication, lost packets must be retransmitted by the
endpoints, which lowers efficiency, and can lead to congestion collapse when most capacity is dedicated to
these retransmissions.

Internet congestion is largely addressed by the use of the Transmission Control Protocol (TCP). Among
other features, this protocol adds a layer of control on top of IP, dictating the rate at which packets can be sent
by an endpoint. TCP’s flow control eliminates congestion at the endpoints by enforcing a maximum number
of packets in-flight between source and destination. This maximum is derived from information present in
every TCP packet, so a sender is always aware of how much its receiver is willing to accept. TCP’s congestion
control prevents congestion in intermediate routers by lowering the sending rate in response to any signs of
congestion. This end-to-end approach to congestion control is behind the stability of Internet traffic. While
the tremendous success of the Internet is an obvious proof of the effectiveness of this approach, congestion
control remains an active area of research. Researchers are constantly exploring new ideas to further increase
the responsiveness and efficiency of congestion control, introduce new signals of congestion, etc. Furthermore,
the evolution of the Internet creates new demands, such as handling the high variability of wireless links, and
controlling new classes of traffic, such as high-volume traffic from file-sharing applications and low-latency
traffic from Voice-over-IP applications.

The present paper is motivated by two key components of congestion control research. First, doing
research in congestion control generally requires a detailed statistical and mathematical understanding of
Internet traffic. This understanding provides a sound foundation for exploring new ideas and refining exist-
ing ones. Second, the high complexity of the overall system makes it unavoidable to complement theoretical
studies with simulations and experiments in laboratory environments. Such empirical studies are able to
substantially reproduce the intricacies of the multi-layered, highly-dynamic nature of Internet infrastructure.
In order for these simulations and experiments to be representative, they must reproduce the known charac-
teristics of real traffic on the Internet. Verifying this property involves a goodness-of-fit statistical problem,
for which standard queuing models, developed for the phone network, have been shown to be inappropriate.

Internet traffic differs from phone network traffic along many directions. Leland et al. (1994) showed

that the arrival of packets in an Ethernet link appears statistically self-similar at a wide-range of time scales.



A large number of later studies, like Feldmann, Gilbert and Willinger (1998), Zhang et al. (2003) and Park
et al. (2005), examined a broad range of links and locations and confirmed this finding, even for the high-
aggregation links at the core of the Internet. As a consequence, network simulations and experiments are
expected to reproduce an arrival process that is far more variable than the standard Poisson arrival process.
This makes it important to quantify the variability present in real and simulated links, a task that is generally
based on the mathematics of LRD processes, originally developed in other contexts by Mandelbrot (1969)
and Taqqu and Levy (1986). Important works that laid the foundation for this departure from traditional
queuing models include Paxson and Floyd (1995), Feldmann, Gilbert and Willinger (1998) and Riedi and
Willinger (1999).

Another important statistical difference comes in the distribution of the length of TCP connections. The
exponential distribution has provided a useful workhorse model for the telephone network, perhaps because
human choice determines the duration of a phone call. But it has been shown in a number of places, such
as Paxson (1994), Garrett and Willinger (1994), Paxson and Floyd (1995), Crovella and Bestavros (1996)
and Herndndez-Campos, Marron, Samorodnitsky and Smith (2004), that the exponential distribution is very

inappropriate for durations of Internet connections.
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Figure 1: Mice and Elephants plot, showing (a) HTTP file transfers and (b) simulated transfers, with time

shown as line segments. Random vertical height for visual separation.

Simple visual insight into such models comes from Figure 1 (a). Flows of data over the Internet (more
precisely a single HT'TP, i.e. web browsing, file transfer), over a 400 second time interval are represented as
horizontal lines, whose left endpoint indicates the start time, and whose right endpoint indicates the ending
time. To avoid boundary effects, this time interval is chosen as the center of a four hour time window, on
a Sunday morning in April 2001. The vertical coordinate of line segments is random, to allow good visual
separation (essentially the jitter plot idea of Tukey and Tukey (1990)). Note that there are very many
short connections, sometimes called “mice”, and very few long connections, sometimes called “elephants”.
A simple visual way of seeing that this distribution is very far from exponential is to repeat the plot using
segment lengths from the fit (using the sample mean) exponential distributions. This is shown in Figure 1

(b). The distribution has neither elephants nor mice, but many intermediate length line segments.



Many more such plots, together with some interesting and perhaps surprising sampling issues that are
driven by the special scaling properties of these data may be found in Marron, Hernandez-Campos and Smith
(2002), and in even more detail at the corresponding web site.
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Figure 2: The complementary cumulative distributions of the durations of the HTTP files (dot) and the

simulated traffic (x) shown in Figures 1 (a) and (b). The duration (z axis) is on a log 10 scale.

Models for aggregated traffic, i.e. the result of summing the flows shown in Figure 1 (a), are quite different
from standard queueing theory when the distribution of the lengths are heavy tailed. Figure 2 shows the
complementary cumulative distribution of the HTTP file duration displayed in Figure 1 (a). For comparison
purposes, the corresponding complementary cumulative distribution of the simulated duration displayed in
Figure 1 (b) is overlaid. The plot clearly shows that the HTTP file duration has a heavy tailed distribution.
Appropriate levels of heavy tails can induce LRD, with interesting scaling properties, as shown by the above

authors. See also Resnick and Samorodnitsky (1999) for a clear exposition.

1.2 Empirical Traffic Data Sets

As mentioned in the previous section, the complexity of the Internet and its traffic makes it essential to
complement theoretical studies with experimental work. Experiments, either in simulator or in network
testbeds, must incorporate those properties of traffic found in the Internet and that are relevant for a
particular experiment. In this context, this paper considers multiple approaches for characterizing the LRD
of the packet arrival process, and uses them to compare traces of real Internet traffic with traces from
laboratory experiments. These traces report every packet observed in a network link and its arrival time,
which we transform into time-series of packet bin counts using 1 milliseconds bins.

Traces of real Internet traffic were obtained by placing a network monitor on the high-speed link con-
necting the University of North Carolina at Chapel Hill (UNC) campus network to the Internet via its

Internet service provider (ISP). All units of the university including administration, academic departments,



research institutions, and a medical complex used this single high-speed link for Internet connectivity. This
represents a large and diverse user population (over 35,000 people) that access the Internet with one of
the 50,000 on-campus computers. The traces studied in this paper were collected during selected two-hour
tracing intervals over a one week period during the second week in April 2002, a particularly high traffic
period on our campus coming just a few weeks before the semester ends. The two-hour intervals were chosen
somewhat arbitrarily to have traces capturing the higher loads of the normal business day and the lower
loads of the evenings and weekends. In aggregate, these traces represent 40 hours of network activity and
include information about 3.55 billion packets that carried 1.17 Tera (10'2) bytes of data. The average load
on the 1 Gbps link during these two-hour tracing intervals ranged from a low of 2.7% utilization (Tuesday
at 5:00 AM) to 9.1% (Thursday at 3:00 PM).

The synthetic traffic traces were obtained in a laboratory testbed network designed to emulate a campus
network having a single link to an upstream Internet service provider (ISP). The intent, obviously, is to
emulate an environment similar to the UNC network link. At one end of the laboratory link is a network
of 18 machines that run instances of a synthetic Web-request generator, each of which emulates the Web
browsing behavior of hundreds of human users. At the other end of the link is another network of 10 machines
that run instances of a synthetic Web-response generator that creates traffic to model the outputs from real
web servers. The synthetic traffic is generated according to a detailed model derived from a large-scale
analysis of web traffic by Smith, et al (2001), which describes how the HTTP 1.0 and 1.1 protocols are used
by web browsers (i.e., clients) and servers. Each experiment was run for 120 minutes to ensure very large
samples (over 10,000,000 request/response exchanges). See Le et al. (2003) for further details on the traffic
generation system.

The link between clients and servers in the laboratory is a full-duplex 1 Gbps Ethernet link just like
the real UNC link. In order to emulate packet flows that traverse a longer network path than the one in
our laboratory, we use a software tool to impose extra delays on all packets traversing the network. These
delays emulate a different randomly selected round-trip time for each client-to-server flow. The distribution
of delays was chosen to approximate a typical range of Internet round-trip times within the continental U.S.
The traffic load on the link is controlled by a parameter to the request-generating programs that specifies a
fixed-size population of users browsing the web. The loads used in the experiments for the data presented
here represent 2% , 5%, 8%, 11% and 14% of the link’s capacity (roughly the same as the loads on the real
UNC link). For example, a load of 11% is achieved by emulating over 20,000 active web users. The number
of emulated users is held constant throughout the execution of each experiment. The full list of datasets
employed in this paper is given in Table 1.

The motivation for using synthetic Web traffic in our experiments was the assumption that properly
generated traffic would exhibit properties in the laboratory network consistent with those found in empirical
studies of real networks, specifically, a LRD packet arrival process. The empirical data used to generate our
web traffic has heavy-tailed distributions for both user “think” times and response (file) sizes. That our
traffic generators used heavy-tailed distributions for both think times (OFF times) and response sizes (ON
times), implies that the aggregate traffic generated by our large collection of sources (emulated users) should
be LRD according to the theory developed by Willinger, Taqqu, Sherman and Wilson (1997).



Exp. 20 Mbps 8. UNC Tue 05:00 15. UNC Thu 10:00 | 22. UNC Sat 13:00
Exp. 50 Mbps 9. UNC Tue 08:00 16. UNC Thu 13:00 | 23. UNC Sat 15:00
Exp. 80 Mbps 10. UNC Tue 13:00 | 17. UNC Thu 15:00 | 24. UNC Sat 19:30
. 110 Mbps | 11. UNC Tue 19:30 | 18. UNC Thu 19:30 | 25. UNC Sat 21:30

Exp. 140 Mbps 12. UNC Wed 13:00 | 19. UNC Fri 03:00
. UNC Mon 21:30 | 13. UNC Wed 21:30 | 20. UNC Fri 21:30
. UNC Tue 03:30 | 14. UNC Thu 03:00 | 21. UNC Sat 10:00
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o

Table 1: This is the collection of 25 datasets considered in this paper. Datasets 1-5 correspond to experiments
in a laboratory testbed. Datasets 6-25 correspond to traces collected at UNC main link between April 8
(Monday) and April 13 (Saturday) in 2002.

2 Estimation of the Hurst Index for Long Range Dependent Data

This section contains an overview of the Hurst parameter, followed by a summary of some important methods
of estimation, in Section 2.1.

LRD is a property of time series that exhibit strong dependence over large temporal lags. For example,
as mentioned above, we expect the data traffic analyzed in this work to be long range dependent because
the “elephant” connections in Figure 1 affect traffic patterns over large time scales. LRD can be formally
defined in a number of essentially equivalent ways. Let X;,t € Z, be a discrete time, second order stationary
series (in our study, X; is the time series of packet bin counts). The series X;,¢ € Z, is called long range

dependent if its covariance function

v(t) = E(Xo — EXo) (X¢ — EXy) ~ e, |t]* 722, ast — oo, (1)

with
H e (1/2,1), (2)

where ¢, > 0 is a constant. Condition (1) can be equivalently restated in the Fourier frequency domain as
FO) ~ e AP as A — 0, (3)

where f(A) = (2m)7 1Y, e ™y (k),A € [—m, 7], is the spectral density function of X; and ¢; > 0 is a
constant. The parameter H in (2) is called the Hurst parameter. When H is larger, the temporal dependence
is stronger because the covariance function (t) decays more slowly at infinity. In all of these LRD contexts,
the decay of (t) is much slower than the exponential convergence typical of (short range) classical models,
such as Auto-Regressive Moving Averages, see for example Brockwell and Davis (1996). For more information
on LRD time series, see for example Beran (1994) and Doukhan, Oppenheim and Taqqu (2003).

For some purposes, other parametrizations can be more convenient. For example, motivated by the form
of the exponent in (3), the related parameters d = H —1/2 and o = 2d = 2H — 1, are useful. Sometimes
it is also useful to work with time series in continuous time, but in this paper we will only consider discrete

time. Note also that LRD is often defined, more generally, by replacing the constants by slowly varying



functions in (1) and (3). We use the constants here for simplicity, and also because commonly used methods
to estimate H assume either (1) or (3).

On occasion, some estimates of H fall outside of the range (1/2,1). While Gaussian stochastic processes,
with H > 1, exist, they are non-stationary, and the conventional mathematics of statistical inference falls
apart. In other studies, including Park, Marron and Rondonotti (2004) and Park, et al (2005), it has
been shown that such large estimates are often driven by unusual artifacts in the data, such as unexpected
spikes with magnitude much larger than expected from conventional models, which is consistent with non-
stationarity. This issue is discussed more deeply in Section 3.3.

Remark. A notion closely related to LRD is that of self-similarity (scaling). Strict self-similarity,
typically associated with continuous time series X (t), t € R, means that the series looks statistically similar
over different time scales. Formally, there is a constant H > 0 such that the series X (ct) and ¢ X (t) have
the same finite-dimensional distributions for any ¢ > 0. Self similar stochastic processes are Long Range
Dependent, but LRD processes need not be self-similar, although LRD processes which show self-similarity
over a substantial range of time scales appear frequently in network traffic. For more information, see the
LRD references indicated above.

An important example of a LRD stochastic process is Fractional Gaussian Noise (FGN), ¢, see for
example Mandelbrot and Van Ness (1968), and Taqqu, et. al. (1995) for example. It is the increment of
Fractional Brownian Motion By (t),t € R, i.e., ¢, = By (t) — Bg(t —1),t € Z. Bp(t) is the only Gaussian

self-similar process with stationary increments. It satisfies By (0) = 0, has mean 0 and covariance

B (B(t)Bu(s)) = 5 (1P + |5 — |t — )

where 0 < H < 1 and C = VarBp(1). It follows that FGN is a stationary Gaussian time series with
mean zero and autocovariance function y(t) = (|t + 1|*# + |t — 1|*# — 2|t|*H)/2, t € Z. In the case that
H =1/2, it follows that v(t) = 0 for t # 0, and so € is an independent time series. For H # 1/2, as t — oo,
y(t) ~ H(2H — 1)t*#~=2 and we have LRD for 1/2 < H < 1. FGN is one of the simplest examples of long
range dependent time series. A simple model for the time series of bin counts X; is X; = p + €, which
has only three parameters, u, 0> = Var(e;), and Hurst parameter H. In the Dependent SiZer approach
to analyzing trends in time series data, discussed and used in Section 3.3, this model is used as the null

hypothesis.

2.1 Hurst parameter estimation methods

We consider three Hurst parameter estimation methods and compare them to explore the existence of long
range dependence in our data sets. For this purpose we select one naive estimator, the Aggregated Variance
method described in Section 2.1.1, and two sophisticated and popular estimators, the Local Whittle in
Section 2.1.2 and Wavelet Method in Section 2.1.3. In addition to the short summaries provided here, more
detailed information is available from links at the top of the web page Le, Herndndez-Campos and Park
(2010).

2.1.1 Aggregated Variance

A LRD stationary time series of length N with finite variance is characterized by a sample mean variance
of order N2H#~2 (Beran (1994)). This suggests the following method of estimation.



1. For an integer m between 2 and N/2, divide the series into blocks of length m and compute the sample

average over each k-th block.

km
_ (m 1
X,i)::g >ooX, k=1,2,...,[N/m],
t=(k—1)m+1

2. For each m, compute the sample variance of X ,E,m) across the blocks

P
= ) 2 X

3. Plot log s2, against log m.

For sufficiently large values of m, the points should be scattered around a straight line with slope 2H — 2.
In the case of short range dependence (H = 0.5), the slope is equal to —1. It is often convenient to draw such
a line as reference, however, small departures from short range dependence are not easy to detect visually.

The estimate of H is the slope of the least squares line fit to the points of the plot. In practice, neither
the left nor the right end points should be used in the estimation. On the left end, the low number of
observations in each block introduces bias due to short range effects. On the right end, the low value of
[V/m] makes the estimate of s2, unstable. The two thresholds that control the critical estimation range are
typically left to the discretion of the researcher.

One disadvantage of the AV method is that it does not provide an explicit estimation of the variance
of the estimator. Another disadvantage is that it has been found not to be very robust to departures from
standard Gaussian assumptions (Taqqu and Teverovsky (1998)).

We used the plotvar function for Splus, which is available at http://math.bu.edu/people/murad/
methods/var/.

In our analysis, we considered two choices for the thresholds for the linear fit. The “automatic choice”
was (10°7,10%%) in all cases. We also considered a careful tuning, where this choice was made individually
for each data set, by manually trying to balance the trade-off that is expected, in particular by choosing a
stretch that looked linear.

2.1.2 Local Whittle

The Local Whittle Estimator (LWE) is a semiparametric Hurst parameter estimator based on the peri-
odogram. It was initially suggested by Kunsch (1987) and later developed by Robinson (1995). It assumes
that the spectral density f(\) of the process can be approximated by the function

forr(\) =Xt (4)

for frequencies A in a neighborhood of the origin.
The periodogram of a time series {X;, 1 <t < N} is defined by

N
§ Xt ei}\t
t=1

where ¢ = v/—1. Usually, it is evaluated at the Fourier Frequencies \; v = %, 0<j<[N/2].

2

1
IN(\) = N

10



The LWE of the Hurst parameter, H rwr(m), is implicitly defined by minimizing

m IN(/\ ',N)
> log fer(Njn) + m ’

j=1

with respect to ¢ and H, with f. g defined in (4).

The LWE depends on the number of frequencies m over which the summation is performed. It should
be chosen so as to balance the trade-off between adding more bias as m increases, due to the fact that the
approximation (4) holds only in a neighborhood of 0, and increasing the variance as m decreases. Henry and
Robinson (1996) provided a heuristic computation of the bias and variance for this estimator.

The LWE has been proved to be fairly robust to deviation from standard assumptions (Taqqu and
Teverovsky (1998)).

For computational convenience when employing the Fast Fourier Transform (FFT) algorithm to compute
the periodogram, only 7257600 (= 2° x 3* x 52 x 7') observations per each data sets have been used. The
periodogram has been calculated for the first 5000 Fourier frequencies and the optimization (5) performed
by a simple quasi-Newton method for m = 10, 20, ..., 5000. Since (5) is effectively the negative log likelihood
based on a Whittle approximation, we may also estimate standard errors from the observed information
matrix. For each value of m, we can therefore calculate both a point estimate of H and an approximate 95%
confidence interval, assuming the model (4) is exact for 0 < A < Ay, -

From inspection of many such curves (some of these are shown in Section 3.3.4), we have observed that
in many of the present cases the values of H stabilize within the range m € (1000,2000) and therefore
suggest that m = 2000 is a reasonable overall value to take. In the following discussion we will call this the
“automatic method”. However, it raises the question of whether a data-based adaptive method would be
superior.

Henry and Robinson (1996) proposed the following approach to choose m. The approximation is based

on the assumption that the true spectral density f satisfies
FO) =X 2H1 4+ EN +0(M), MO, (6)

for some F and 0 < § < 2. Based on (6) they derived the following approximation to the mean squared

error (MSE): g
11 82 [2rm
4{m+E2(ﬁ+1)4<N> } ™)

Based on (7) one can easily solve for the optimal m. In practice they suggested fixing 8 = 2, estimating ¢ and
H by the local Whittle method for fixed m, and estimating E by simple regression of In(Ajn)/fe,m(AjN)
against )\?’ y for j =1,....m. The expression (7) is then optimized to define a new value of m and the whole
process repeated.

For the data sets considered in this paper, this procedure was tried but in most cases did not converge.
As an alternative, we have evaluated (7) for each of m = 10,20, ...,5000, using the values of ¢, H and E
estimated from the first m periodogram ordinates, and chosen the value of m by direct search over the values
of (7). We call this the “tuned” method. In nearly all cases this procedure led to a clear-cut choice for the

best value of m.
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2.1.3 Wavelet method

Abry and Veitch (1998) and Veitch and Abry (1999) proposed a wavelet based estimator of the Hurst
parameter, H. For a quick introduction to wavelets (for simplicity, done in the continuous time domain), let

1) be a wavelet function with the moment order L, that is,
/ulw(u)du:O, 1=0,1,...,L -1, (8)

(e.g., see Daubechies (1992)) and ¥; » (v) = 279/2¢(277u—k), k € Z. The wavelet coefficients of X;, denoted
dx,(j, k) are defined as

dx,(j, k) = /Xt(u)¢j7k(u)du.

If we perform a time average of the |dx, (j, k)| at a given scale, that is,

1 & _
= ;Zdit(m),

J k=1

where n; is the number of coefficients at octave j, then
Elogy(p;) ~ (2H —1)j + C, (9)
where C' depends only on H. Define the variable Y; for j = j1,...,j2 as

Y; =logy(115) — 95,

where g; = ¥(n,;/2)/In2 —logy(n;/2),¥(z) =1"(2)/I'(z), and I'(-) is the Gamma function. Then, using the
relationship (9), the slope of an appropriate weighted linear regression, applied to (4,Y;) for j = ji,..., ja,
provides an estimate of the Hurst parameter. Discrete wavelet theory is entirely parallel to the continuous
theory, which was considered here for simplicity of notation.

One of the advantages of applying the wavelet method to the Internet traffic data is that the vanishing
moments, up to order L as defined at (8), allow the method to ignore polynomial trends in the data up to
degree L — 1. Thus this Hurst parameter estimation is much more robust against simple trends, than other
methods considered here. Another advantage of the wavelet-based method is that for a stationary process
X, the wavelet coefficients tend to be approximately uncorrelated, see Kim and Tewfik (1992), Bardet, et
al (2000) and Bardet (2002).

Matlab code for implementing the wavelet method is available at http://www.cubinlab.ee.unimelb.
edu.au/~darryl/secondorder_code.html. There are two parameters to be selected in implementation, j;
and L (with jo as large as possible at a given octave 7). As for the Aggregated Variance Estimate, and the
Local Whittle Estimate, we consider both “automatic” and “tuned” versions of this H estimator. For the
automatic case, L is fixed to 3 and automatically j; is chosen according to the method of Veitch, Abry, and
Taqqu (2003). For the tuned case, several values of L and j; are investigated for each data set, and the
optimal values are selected by considering the goodness-of-fit measure in Veitch, Abry, and Taqqu (2003)
and the stability of the H estimates.

3 Summary of Main Results:

This section provides a summary of our analysis, which is detailed on the web page Le, Hernandez-Campos

and Park (2010). There are a number of comparisons of interest. In Section 3.1 we compare across Hurst
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parameter estimators, i.e. we compare the different methods with each other. In Section 3.2 we study
of trend issues. In Section 3.3 we study of non-stationarity issues. In Section 3.4 we compare variations
within each type of Hurst parameter estimator with automatic and tuned versions. Aggregation issues are
investigated in Section 3.5.

The main body of our web page, Le, Herndndez-Campos and Park (2010), consists of tables with sum-
maries of our results. Different tables represent different types of data. All tables allow downloading of
the raw data (time series of packet counts, and some cases byte counts as well, for consecutive 1 ms time
intervals), from links in the left hand column. The text in most of the columns, summarizes the estimated
value of H, and (except for the Aggregated Variance method) gives an indication of the sampling variation.
Each summary is also a link to one or more diagnostic plots for each case. The right hand column of each

table provides a link to a SiZer analysis for each raw data time series, as discussed in Section 3.2.

3.1 Comparison across Estimators

This section summarizes results of our study of Hurst parameter estimation across the different methods.
This comparison is between columns of the web page Le, Herndndez-Campos and Park (2010). Since it
is well known that the Aggregated Variance method does not exhibit a satisfactory performance in many

settings, we focus on the Local Whittle and the Wavelet methods in our discussion.

3.1.1 Lab Results

Here Hurst parameter analysis is done for the lab generated data sets. These appear in the web page, Le,
Herndndez-Campos and Park (2010), in the top 5 rows of the first three tables. In this section we focus on
just the top table. The estimated values of H are summarized as a parallel coordinate plot, see Inselberg
(1985), in Figure 3. The 3 curves indicate the 3 different estimation methods. The horizontal axis indexes
the particular lab experiment. An indication of the perceived sampling variation (computed differently for
the different estimators), is given by the error bars. The perhaps too wide range shown on the vertical axis,
allows direct comparison with the results in the next section.

A clear lesson from Figure 3 is that all of the different estimation methods give very similar results
(differences are comfortably within the range suggested by the error bars). In particular, all estimated H
values are approximately in the range [0.82,0.90]. The consistency across estimators suggests that all of
them are working rather well. The consistency across lab settings suggests that in this study, the Hurst
parameter is very stable, even across this range of different traffic loads. By construction, the laboratory
experiments produce stationary time series of packet counts. The emulated user population is held constant
during an entire experiment as are the distributions used by the generating programs to select random
file sizes, “think” times, etc. We note also that the results showing the presence of quite strong LRD are
consistent with the theory developed by Willinger, Tagqu, Sherman and Wilson (1997). Even at the lowest
load (2% or 20 Mega (million) bits per second (Mbps)), the aggregation of 4,000 ON/OFF sources (users)
where ON times (response transfers) or OFF times (thinking) have heavy-tailed distributions appears to be
sufficient for LRD (and a version of self-similarity that holds across a range of scales, see Section 3.5) in the
packet counts time series. Aggregation of many more users (up to about 28,000) appears to have no direct
effect on the Hurst parameter.

A major motivation for this study is the comparison of lab generated data with real data. This is done

in the next section.
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Figure 3: Summary of estimated Hurst parameters, for Lab data. Curves are different estimation methods.
Different lab settings on the different axes. Error bars represent perceived likely variation in estimates.

Shows very consistent estimation for lab data.

3.1.2 Link Results

In this section, the parallel analysis to Figure 3 is done for the UNC Main Link Data. These appear in the
web page, Le, Herndndez-Campos and Park (2010), in the remaining rows of the first three tables. Again
the focus is on just the top table.

The estimated Hurst parameters are summarized in Figure 4, again as a parallel coordinate plot, with
thick curves showing the different estimators. This time the horizontal axis represents different time periods.
The time ordering (as in the web page) was not particularly insightful, so instead they are grouped according
to time of the day.

In Figure 4, the sampling variation is shown using appropriately colored dotted lines upper and lower
limits, because there are too many time periods to represent these as intervals as in Figure 3.

Figure 4 shows a much larger range of variation of estimated Hurst parameters, in particular over H €
[0.79,1.48] . The variation happens over both type of estimator, and also time period. The very large
differences in estimator type suggest that the Hurst parameter may not be the most sensible way to quantify
the structure in these time series. In addition, a number of estimates H > 1, raise serious issues about the
validity of the underlying models. Simulation of processes with this structure can not be very well done
using straightforward models of the type that are simply parametrized by the Hurst parameter. This is in
stark contrast to the lab data, analyzed in Figure 3, which shows that the lab data are quite different from
the UNC Link Data, and which motivates the development of richer models for simulation.

There are systematic differences across estimator type. The Aggregated Variance method never has
H > 1, because of a constraint in its definition, and is typically smaller than the other methods, except for

Thursday Afternoon. There are a number time periods where the Whittle method is larger than the others,
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Figure 4: Summary of estimated Hurst parameters, for UNC Link data. Thick curves are different estimation
methods. Different time blocks appear on the axes. Dotted curves reflect perceived likely variation in
estimates. Shows very divergent estimation for different methods, and also for different time blocks.

perhaps most noticeably on Tuesday Morning and Thursday Afternoon. Some of this is due to trend issues,
which are discussed in Section 3.2. The Wavelet Hurst parameter estimates are generally quite stable, and
lie between the other estimates. Unusual behavior of the wavelet estimates occurs for Thursday Afternoon,
Tuesday Predawn (after midnight, before 6:00AM) and Saturday Afternoon. It will be seen in Section 3.3
that this is due to serious nonstationarity in these data sets.

There is also systematic structure within time periods. All Hurst parameter estimates are effective and
consistent with each other for the evening time periods. This is roughly true for afternoons as well, with
the exception of Thursday Afternoon. The morning, predawn time and weekend time periods have far less
stability and consistency across estimators.

In Section 3.2 it is seen that one cause of the morning-predawn-weekend instability is major trends during
these time periods. But deeper investigation has revealed much more complicated types of non-stationarity,
as discussed in Section 3.3, where the unusual cases are explicitly studied.

A different type of visual summary, using scatterplots of Hurst parameter estimates, is available from the
Comparative Plots of Hurst Parameter Estimation Methods link on the web page Le, Hernandez-Campos
and Park (2010). This is not shown here because results are essentially the same as shown in Figures 3 and

4, and to save space.

3.1.3 Simulated results

Three methods have been used to simulate the FGN in this paper. The wavelet method to simulate fractional
Brownian motion is based on a fast (bi-) orthogonal wavelet transform. More specifically, the method starts
with a discrete time FARIMA(0, H + 1/2,0) series of a relatively short length and produces another much
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longer FARIMA series that at the end, is subsampled to get a good approximation to fractional Brownian
motion. For more details, see Abry and Sellan (1996) and Pipiras (2005). The spectral method is based on the
fact that the periodic repetition of the covariance function of FGN on the interval [0,1] is a valid covariance
function, and the covariance matrix of a time series with periodic covariance function is a circulant matrix.
The Fast Fourier Transform (FFT) is used to diagonalize a circulant matrix, which thus gives fast and exact
simulations of the FGN. For more details, see Wood and Chan (1994) and Dietrich and Newsam (1997), or
the monograph Chiles and Delfiner (1999). The Fourier transform method is based on synthesizing sample
paths that have the same power spectrum as FGN. These sample paths can be used in simulations as traces
of LRD network traffic. For more details, see Paxson (1995).

For the simulated traces studied below, we generated time series of generally the same length as the UNC
Link Data. We took the Hurst Parameter to be H = 0.9, which is consistent with the estimates that we
obtain. We took the variance to be 02 = 20, motivated by the facts that the Poisson variance is the same
as the mean and that the UNC Main Link generally had around 20 packets per millisecond. The deeper
analysis in Park, Marron and Rondonotti (2004) revealed that a somewhat larger variance might have been
more appropriate.

Parallel results for several data sets simulated from FGN processes, with true Hurst parameter H = 0.9,
appear in the lower two tables on the webpage. Rows of the table refer to the different simulation methods
discussed above. The data in the first row of the table was generated using the spectral method, the second
using the wavelet method, and the third using the Fourier approach.

Again the results from the first of these tables is summarized using a parallel coordinate plot in Figure 5.
As for Figure 3, the vertical axis in Figure 5 is taken to be the same as that for Figure 4 for easy comparison
(even though this is poor use of plot area). The Hurst parameter estimation results for the simulated
data are even more steady than for the lab data, shown in Figure 3. In particular, H ~ 0.86 — 0.9 across
all estimation methods and all simulation algorithms (and these are much closer to 0.9 if the Aggregated
Variance is ignored). An important conclusion is that all estimation methods perform extremely well in the
setting for which they were originally designed.

The major conclusion of this section is that, from the Hurst parameter point of view, the lab data are
closer to simulated FGN data, than to the real UNC Main Link data.

3.2 Detrending

An important underlying assumption of all Hurst parameter estimators is that the data come from a station-
ary stochastic process. This will typically not be true for Internet traffic data, because of diurnal effects.
For example, at a university, there will typically be many more users during the business day, than during
off hours. In the two hour time block studied here, these effects will usually appear as approximately linear
trends in some of the time periods. We study such trends in this section, using a SiZer analysis of the trends
in the Tuesday Morning trace, as shown in Figure 6. SiZer analyses for all of the traces studied here are
available from the links in the right column of the web page Le, Herndndez-Campos and Park (2010).

The top panel of Figure 6 shows a sampling of the bin counts as green dots (hence the vertical coordinates
are integers). The blue curves are a family of moving window smooths, for a wide range of different window
widths (a multiscale view), which thus range from quite smooth to rather wiggly. But there is a clear visual
upward trend to all of the blue curves. Is the trend statistically significant? Are the wiggles significant?

SiZer (Slgnificance of ZERo crossings) was proposed by Chaudhuri and Marron (1999), to address this
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Figure 5: Summary of estimated Hurst parameters, for simulated FGN data. Curves are different estimation
methods. Different simulation algorithms on the different axes. FError bars represent perceived likely

variation in estimates. Shows very consistent estimation.

type of question. The bottom panel of Figure 8 shows a SiZer map. The SiZer map is an array of colored
pixels. The horizontal locations correspond to the times (the horizontal locations in the family of smooths
in top panel). The vertical locations correspond to the level of smoothing (essentially the width of the
smoothing window), i.e. the scale. In particular, each row of the SiZer map does statistical inference for
one of the blue curves in the top panel. The inference focuses on the slope of the curve. When the slope
is significantly positive, the pixel is colored blue. Red is used to indicate that the slope is significantly
negative. When the slope is neither (i.e. the estimated slope is close enough to 0 that there is not significant
difference), the intermediate color of purple is used.

The SiZer map for Figure 6 shows exclusively blue for all of the larger windows (coarser scales), i.e. the
upper rows in the SiZer map. This is evidence of a strong upwards trend. Substantial red regions appear
in the lower part of the map, i.e. the finer levels of resolution or smaller window widths. These correspond
to short term decreases in the more wiggly blue curves, which appear as wiggles in the top panel. While
the wiggles may appear to be spurious, the red coloring shows that these are statistically significant (with
respect to a null hypothesis of white noise). One reason for this significance is that the very large sample
size of 7,200,000 allows enormous statistical power. Data sets of the same size generated as FGN will exhibit
similar structure, because these paths have wiggles that are larger than expected under the white noise null
assumption. This suggests that a useful modification of SiZer would allow substitution of FGN for the white
noise as the null hypothesis. This idea has been implemented by Park, Marron and Rondonotti (2004), and
that tool is used in Section 3.3 below.

Figure 6 shows a clear increasing trend in the data, which violates the assumption of stationarity, which
is fundamental to even the definition of the Hurst parameter. As noted above, these trends appear to be due

to diurnal effects, and on the time scales considered here, are reasonably well approximated by linear trends.
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Figure 6: SiZer analysis of trends in the Tuesday Morning trace. Shows strong increasing trend, that is well
approximated by a line.
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Hence, a simple and direct way to study the impact of these trends on the estimation process is to remove
the linear trend from each data set (essentially subtract the least squares linear fit from the data). This type
of detrended data appears in the third table of the web page Le, Herndndez-Campos and Park (2010). As
for other data sets, the detrended data may all be downloaded from the links on the left, and the analogous
Hurst parameter estimates are computed, using recommended tuning defaults (automatic versions) of each.
The Aggregated Variance method is strongly affected by linear trends but the result is not shown here to
save space (but is web available).

Figure 7 shows a scatterplot. Each dot represents a row of the data tables on the web page, Le, Hernandez-
Campos and Park (2010). The numbers above each dot are the row numbers, so dots 1-5 correspond to
lab data traces, and 6-25 indicate the UNC Link data traces. The horizontal coordinate of each dot is the
linearly detrended estimate of H, while the vertical coordinate is the automatic version of the raw estimate,
studied in Figures 3 and 4 above. The blue line is the 45 degree line, included for reference as to where the

coordinates are the same.
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Figure 7: (a) Scatterplot summary of raw versus detrended Local Whittle Hurst parameter estimates, over
Lab and UNC Link data sets. Numbers are rows of table in web page. Shows that the Local Whittle
estimate is much less affected by linear trends. (b) Scatterplot summary of raw versus detrended Wavelet

Hurst parameter estimates. Shows that the Wavelet estimate is completely unaffected by linear trends.

Figure 7 (a) shows a comparison, between the raw and detrended data, for the Local Whittle estimate.
The points are close to the diagonal, which suggests that the Local Whittle method is not seriously affected
by linear trends in the data. Where there is any difference, the H estimate is larger for the detrended data
than for the raw data. The cases with the difference are 9 - Tuesday Morning, 14 - Thursday Predawn, 15 -
Thursday Morning, 19 - Friday Predawn, and 21 - Saturday Morning. An inspection of the corresponding
SiZer maps shows that all of these are time periods of strong trend, that is well approximated by a line (for
example, see Figure 6 for the data set 9).

Similar comparison between raw and detrended data, based on the Wavelet Hurst parameter estimate, is
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shown in Figure 7 (b). For the wavelet estimator, all dots lie right on the 45 degree line, which confirms the
expectation (since the wavelet approach essentially does automatic linear, and even quadratic, since L = 3
in (8), trend removal) that the Hurst parameter estimate is the same for both raw and detrended data. As
it was designed to be, the wavelet estimator is very robust against linear trends.

By adjusting for linear trends some of the unusually large Hurst parameter estimates can be explained,
but there are still many other large estimates that are present. It will be seen in Section 3.3, that these
tend to be caused by other types of nonstationarity. An example of nonlinear trend can be seen in Figure
6, where the trend is mostly linear (constant slope), but is much steeper near the left edge. This type of
trend affects even the wavelet Hurst parameter estimate, since it is not effectively modelled by a low degree

polynomial.

3.3 Non-stationarity

A major lesson of the detailed Hurst parameter estimation discussed in this paper is that stationarities are a
vital issue. Such non-stationarities were previously found by Paxson and Floyd (1995), Roughan and Veitch
(1999) and Cao et. al. (2001). Our focus has been on the UNC Link, where average traffic rate varies over
time, with its maximum in a day about half again as large as the minimum. The variance of the traffic trace
changes with time as well. As noted in Section 3.2, because the lengths of the traffic traces we studied are
two hours, the average traffic rate may remain a constant, have an upward trend or have a downward trend,
depending on the particular time window of the day the traffic trace is taken. In this section we focus on
nonlinear types of stationarity using Dependent SiZer.

Dependent SiZer was developed in Park, Marron and Rondonotti (2004), as a tool to find non-stationarities
in LRD time series. It is a variation of the SiZer map, as shown in Figure 6. Recall that in Figure 6, at
the finer scales, there were many wiggles in the smooth, which were flagged as statistically significant by
the red and blue regions in the SiZer map. This was natural, because the null hypothesis of conventional
SiZer is a white noise process, and LRD processes such as FGN are expected to generate far larger wiggles.
Dependent SiZer changes this null hypothesis to a given FGN. Thus it aims to find structures in the data,
that are not explainable by FGN. Details on the choice of the FGN parameters, H and o2, used here can be
found in Park, Marron and Rondonotti (2004).

Dependent SiZer analysis of the data sets considered in this paper are in the web page Park (2010), which
can be accessed from the link Dependent SiZer Web page of Le, Herndndez-Campos and Park (2010). The

results are summarized, for each major type of data, in the following sections.

3.3.1 Simulated results

For all of these, the SiZer maps are almost all purple as expected, because these data were simulated from
the null hypothesis. These are not shown here to save space, but are available in the Simulated FGN Data
block of the web page Park (2010). But this analysis is worthwhile, because it reveals an area for potential
improvement of Dependent SiZer: all of these plots indicate statistically significant structure in the second
finest scale (and not the finest!). Future work is intended to understand this problem, and also to sharpen

the statistical inference, using ideas from Hannig and Marron (2006).
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3.3.2 Lab Results

For the laboratory generated data, the SiZer maps tended to be purple, suggesting that all structures in
data could be explainable as artifacts of FGN. This is consistent with our understanding of the mechanisms
used to generate the data. We considered both null hypotheses of H = 0.8, and H = 0.9.

These choices were interesting because the estimated automatic Wavelet Hurst parameter estimates were
H € [0.82,0.9]. Hence, it is not surprising that all SiZer maps were essentially completely purple for the
null of H = 0.9. For the null of H = 0.8, the lighter traffic loads of 20, 50 and 80 Mbps gave all purple SiZer
maps, but there were a substantial number of changes in slope that were flagged as statistically significant

for the larger traffic loads of 110 and 140 Mbps, as shown in Figure 8.

(a) Lab Data 110 Mbps (b) Lab Data 140 Mbp
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Figure 8: Dependent SiZer analysis of the 110 Mbps and 240Mbps Lab data. Shows significant bursts under
the Null Hypothesis of H = 0.8, for both settings.

This increase in burstiness found by Dependent SiZer is very consistent with expected TCP effects. As
the load increases, there is more packet loss, leading to an expectation of greater burstiness. Perhaps
surprising is that the Hurst parameter estimates studied in Figure 3 do not show the same trend. This

suggests that the Hurst parameter might not be a good surrogate as a “burstiness parameter”.

3.3.3 Link Results

As noted in Section 3.2, a few of the UNC Link data time periods suggested strong non-stationarities in a

number of ways. In this section, those data sets are studied more carefully. The Dependent SiZer analysis of
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all data sets, summarized on the web page Park (2010), shows that these were indeed the time periods with
structure beyond what can be explained by standard FGN, with perhaps an additive linear trend. The fact
that there are only 4 such suggests that such a model could be effective for simulation in many situations.

2002 Apr 09 Tuesday 3:00 am - 5:00 am

915 1831 2746 3661 4577 5492 6407 7322
Slope SiZer Map

915 1831 2746 3661 4577 5492 6407 7322
seconds

Figure 9: Dependent SiZer analysis of the Tuesday Predawn UNC Link data. Shows a statistically significant
valley, whose magnitude is larger than can be explained by FGN, with H = 0.9.

Data Set 7 - Tuesday Predawn The Dependent SiZer analysis for this time period is shown in Figure
9. The blue family of smooths in the top panel suggest a deep valley, where the overall transmission rate
has dropped from around 17 packets per millisecond to about 12 packets per millisecond. The red region
followed by blue, at those same times (columns), in the SiZer map shows that this valley is statistically
significant, i.e. that it is inconsistent with the amount of wiggliness that is generated by the FGN model.
The fact that the significant structure appears near the bottom of the SiZer map is an indication that this
is a relatively small time scale phenomenon. The cause of this dropout appears to be a temporary loss of
service at a nearby router which carried about one third of the total traffic through the UNC main link.

Data Set 9 - Tuesday Morning A conventional SiZer analysis of this time period appears in Figure 6,
and shows a strong linear trend, in addition to a suggestion of an even stronger non-linear trend near the
beginning. These features of the data are confirmed in the Dependent SiZer analysis shown in Park, Marron
and Rondonotti (2004).
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Figure 10: Dependent SiZer analysis of the Detrended Tuesday Morning UNC Link data. Shows that the
beginning increase is a statistically significant (versus FGN with H = 0.9) non-linear trend.
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Deeper confirmation of the non-linear component of the trend, comes from applying Dependent SiZer to
the detrended data from this time series, as in Figure 10. The blue region at the left edge of this SiZer map
confirms that the strong early increase in the family of smooths is statistically significant. Because this is
found for the detrended data, this is clearly not part of the linear trend.

Data Set 16 - Thursday Afternoon Park, et al (2007) analyzed this data set and it was seen that the
wavelet based confidence interval for H was unusually large, [0.50,1.09]. The Dependent SiZer map is not
shown here (but is web available) for this time period, because it does not flag significant structure. But the
unusual Hurst parameter estimation process encountered above has motivated a much more careful analysis
of this time period.

A first version is available as a movie file, available from the link “Thu 1300 April 11 2002” in the bottom
block, “Comparison of 2002 and 2003 UNC Subtraces” on the web page Park (2010). Similar movies for
some other time periods are also available there. This shows a moving window version of both Hurst
parameter estimation and Dependent SiZer analysis. This suggests that the non-stationarity is a small time
scale (only 8 seconds) drop out, where the traffic nearly stopped completely, suggesting that the main link
itself was down briefly, or else a router that was directly attached and carried nearly all the traffic. This
moving window analysis evolved into Local Analysis of Self-Similarity, as proposed in Stoev, et al (2006),
where this same time period provides a central example.

Another approach to finding the non-stationarity present for this time period, which combines SiZer
analysis with a wavelet decomposition, can be found in Park, et al (2007). In that paper (where the data
were analyzed at the 10 ms scale), it was verified that the dropout caused the non-stationarity, by deleting
that time interval, and connecting the remaining pieces into a single time series. The Hurst parameter
estimate of the modified series was now in the same region as for most of the other data sets, H = 0.90, and
the Confidence Interval was also more typical [0.88,0.92].

An important lesson of all of these analyses is that non-stationarities can be quite local in time, and that

for most time periods, the conventional FGN models can fit very well.

Data Set 22 - Saturday Afternoon Dependent SiZer analysis of this time period reveals a large,
relatively long lasting (6 minutes) period of unusually heavy traffic. The analysis is not shown here, because
it appears in Park, Marron and Rondonotti (2004) (and is web available at Park 2004). In the analysis of
that paper, some careful zooming in on the region of interest suggests that this non-stationarity was caused
by an IP port scan. Again it was verified that this unusual behavior caused the apparent non-stationarity,
by deleting that time segment, and connecting the remaining pieces into a single series, which exhibited

stationary behavior.

3.3.4 Whittle Diagnostic Plot Analysis

As noted above, the wavelet spectrum, and several enhancements, provide detailed diagnostics of the H
estimation process. Similar diagnostics are available for Local Whittle estimation, as shown in Figure 11.
Each panel of Figure 11, shows the Local Whittle Estimate, as a function of the window parameter m,
which determines the number of terms in the summation of (5).
The left hand plot is based on the laboratory data with throughput 20 Mbps, and shows unstable
estimates of H for small m, but they stabilize around m = 700 and thereby remain in the range 0.83-0.86
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Figure 11: Local Whittle Diagnostic plot, showing estimated Hurst parameter as a function of the window
parameter m. For (a) Laboratory Data, showing very stable behavior, (b) Tuesday Predawn, showing
typical real data behavior (c¢) Saturday afternoon, indicating Hurst parameter estimation is very unstable,

consistent with the above analyses.

with a standard error in the range .01-.02. Thus, for a series such as this we can feel fairly confident in our
estimate of H. All five lab data series produce plots similar to these, indicating stable estimates of H. In
contrast, the real data produce a variety of plots, some of which also indicate stable H while others look
more like the middle plot in Figure 11 (for Tuesday Predawn). This plot shows high variability that does
not appear to stabilize as m increases. For this series, the choice of m and hence the estimate of H seems
highly subjective. The third plot in Figure 11 is for Saturday Afternoon, and shows a very unusual and
unstable case. In this case it is worth noting that the confidence bands are very narrow in comparison with
the variation in H itself, implying that the confidence bands cannot be trusted.

For example, in the three series of Figure 11, the best values of m were respectively 3300, 890, 4900 with
corresponding point estimates and 95% confidence intervals of 0.84 (0.82-0.86), 1.27 (1.24-1.31) and 0.758
(0.753-0.763). In the first case this seems very consistent with the overall stable appearance of the plot,
but in the latter two cases, the tuned method may very well be construed as leading to misleadingly precise
estimates. For the Tuesday Predawn data (center panel), the large point estimate of H > 1 itself suggests
non-stationarity, but with the Saturday Afternoon data, the main indicator that something is wrong is the

shape of the plot itself.

3.4 Tuning

As noted in Section 2.1, all of the Hurst parameter estimation methods considered here allow tuning in various
ways. In Section 3.1, we compared the approaches to Hurst parameter estimation using recommended
defaults.

Variance method is not shown here to save space (but is web available). We conclude that it strongly needs

Here we study how those defaults compare to more careful tuning. The result of the Aggregated

manual intervention.
The investigation is done for the Local Whittle and the Wavelet approaches to H estimation, in Figure
12. Again the dots correspond to data sets, with the same numbering scheme as in Figure 7. The horizontal

and vertical coordinates are tuned and automatic choices of the range for linear fitting.
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Fig. 12 (a) shows a plot of automatic against tuned Whittle estimates of H. Again points 1-5 are for
the five lab data sets and 6-25 are for the 20 real data sets. With the sole exception of data series 22 -
Saturday Afternoon, the plot shows that the tuned estimates of H are in general similar to or larger than the
automatic values. Inspection of the detailed plots (some of these are shown in Section 3.3.4) shows that in
most cases where the tuned estimate of H is much larger than the automatic value, with a lot of instability
in H, and the tuned value of m is generally much less than the default 2000 used for the automatic estimate.
Several of these series are also cases where previous analysis shows the presence of trends, as discussed in
Section 3.2.

Figure 12 (b) shows a similar scatterplot for comparing the automatic and tuned Hurst parameter esti-
mates for the Wavelet approach. The main lesson of Figure 12 (b) is that there is little difference between
the automatic and tuned choices, because all of the dots lie close to the blue 45 degree line. The largest
departure from this is data set 7 - Tuesday Predawn, which was also noted as giving unusual wavelet be-
havior in Section 3.1.2. Data set 22 - Saturday Afternoon is very noticeable as having an unusually large
Wavelet Hurst parameter estimate, although the automatic and tuned choice are quite similar. These

unusual behaviors were already mentioned in Section 3.3.

3.5 Aggregation

All data sets analyzed here are time series of bin counts with 1 millisecond bins. An interesting question is
how the results differ at other levels of aggregation. The self-similar scaling ideas suggest that the analysis
should be unchanged, but such ideas do not always hold up for UNC Link data, so we investigated a wide
range of other aggregations. These can be seen in many of the diagnostic plots linked from the web page
Le, Herndndez-Campos and Park (2010).

A summary for the wavelet case appears in Figure 13. This shows explicit results for the automatic
version of the Wavelet Hurst Parameter estimator case. The Manually Tuned Wavelet and the Local Whittle
cases are not shown, because the main lessons are the same.

Figure 13 shows the effects of aggregation, from the original binwidth of 1 ms, through 10 ms and 100
ms, all the way to a binwidth of 1 sec. Each curve corresponds to one data set, with the lab data shown as
dashed curves, and the UNC Link data shown as solid ones. The changes in estimated Hurst parameters,
over this wide range of scales, are quite small and do not indicate a drift in any particular direction. This
suggests that the well known self-similar scaling property holds up very well over this range of scales, for
these data.

Three of the cases might be considered exceptions to this general constancy, the two above and the one
below the main bundle. These are 22 - Saturday Afternoon, 7 - Tuesday Predawn, and 16 - Thursday
Afternoon. It was seen in Section 3.3 that each of these exhibits different types of strong non-stationarity.
While these curves wiggle somewhat, we were actually surprised that self-similarity appears to hold this well

in the face of the very strong non-stationarities present in these data sets.

4 Concluding Remarks

The analysis in Section 3 studies Hurst parameter estimation from a number of different viewpoints, for
a variety of purposes. This allows comparison at a number of different levels. These include a wide

range of both data types, and also a large array of data within types. Another important comparison is
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Figure 13: Parallel coordinate plot of Wavelet Hurst parameter estimates for different levels of aggregation.

Shows little change in estimates.

across H estimation methods, and among variations within methods. In addition, we have provided further
confirmation of existing ideas. Also, we have seen that stationarity issues are paramount.

A lesson which cut clearly across all of the different analyses above is that there are major differences
between the simulated data, the lab data and the UNC Link data. The simulated data examples all gave
excellent Hurst parameter estimation, showing that when all assumptions are precisely correct, then all H
estimators perform very well. The lab data aims to more closely mimic the UNC Link data, and does a good
job of replicating a number of hard to simulate properties, such as LRD, with a Hurst parameter similar to
that often encountered in real data as shown in Figures 3 and 4, plus self-similar scaling properties as shown
in Figure 13. However a second issue that cuts across all of the analyses is that from study of a large number
of real data traces, we see that there are also very important differences between the lab data and a number
of the UNC Link traces. Deeper investigation shows that this is due to various types of non-stationarities.

Sections 3.1, 3.2 and 3.4 provide a detailed comparison across Hurst parameter estimation types. There
was a distinct ordering of the methods, with Aggregated Variance typically smaller, the Local Whittle largest,
and the Wavelet estimate of H in between. While all methods perform well for the simulated data, some
were much more robust against the unfortunate violation of assumptions that is endemic to Internet traffic,
and also quite different amounts of manual intervention were found to be important. The Aggregated
Variance method was least robust, and fortunately was also the method requiring most manual tuning. The
Local Whittle method was much better on both accounts. The Wavelet approach was somewhat better
in terms of decreased need for tuning, and had the expected solid robustness properties, often due to its
implicit filtering out of low degree polynomials. We generally recommend that the Wavelet method be the
basis of future work on Hurst parameter estimation, at least in the context on Internet traffic. A further
advantage of the Wavelet approach is that the wavelet spectrum is a useful diagnostic, as discussed in Stoev,

et al (2005). However, some researchers prefer the Fourier transform view of time, so we recommend the
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Local Whittle approach for them. For this approach, it is also important to study diagnostics, as illustrated
in Section 3.3.4.

In general, our results support some important existing notions about the nature of Internet traffic. The
now widely accepted notion of LRD is strongly confirmed by the fact that all estimated Hurst parameters
considered here are much larger than the 1/2 which would indicate short range dependence. In fact typical
estimated values of H are often 0.9, or larger, suggesting very strong LRD. Another commonly held view,
that is confirmed by Figure 13, is the self-similar scaling property, which is seen to hold over a wide range
of scales from 1 millisecond to 1 second.

While we have confirmed the value of a number of conventional models and methods, the same analysis
shows common flagrant violation of the assumptions that underlie these. In particular, non-stationarity
is a very serious issue. While conventional linear trend non-stationarities are seen to be a serious issue in
Section 3.2, much more challenging types of non-stationarity are also quite common. These non-stationarities
frequently generate Hurst parameter estimates that are much larger than 1. This is at least conceptually
problematic, because it is a violation of assumptions which underlie the mathematics of the Hurst parameter
estimation process itself. The examples in Section 3.3 strongly suggest that, at least in the context of
Internet traffic, blind estimation of the Hurst parameter can be misleading. Careful analysis of situations
where Hurst parameter estimates are larger than 1 suggests that an important cause of this is gross non-
stationarities. But the nature of these is quite different from what would be expected from a classical
non-stationary Gaussian process such as Fractional Brownian Motion. Instead the non-stationarities tend
to appear as either long time scale linear trends, or as relatively short time scale major dropouts or spikes,
of a magnitude that is far larger than expected under FGN. However, for most time periods (even inside
those time periods containing clear non-FGN features) the FGN model is actually quite consistent with the
data.

Thus even though a number of estimated Hurst parameters are larger than 1, which is inconsistent with
mathematical assumptions underlying the whole process of Hurst parameter estimation, the exercise is still
worthwhile. This is because the data are consistent with stationary FGN most of the time, and the time
periods where there are serious departures are thus clearly flagged by the estimated H being bigger than
1. This has been additionally verified in some cases, including data sets 16 and 22, by removing clear non-
stationary segments, and verifying that the remainder behaves in a stationary way. Different approaches to
adjusting non-stationary parts of time series, which resulted in a stationary series, were taken by Shen, Zhu
and Lee (2007), and Park and Park (2009). Both proposed new wavelet methods for estimating the Hurst
parameter that are robust to such non-stationarities as peaks, valleys, and trends.

The lessons learned in this analysis suggest potential improvements in both purely simulated, and in
laboratory generated, experiments. First off, since the FGN gave a reasonable fit over many time intervals,
it should be the baseline for simulated data. Since the lab data was generally consistent with the FGN,
current procedures are seen to be effective for most time intervals. Second, many time periods exhibit
significant linear trends, so it may make sense to build these into either type of model. This is easy to
do in either case. Third, there are occasional features in the real data that are far different than such
models can generate. In particular, no simple stochastic model seems capable of containing the wide array
of anomalies exhibited by the data. Unfortunately these anomalies occur with rather low probability, so it
is likely that we have not seen all types, and it is hard to suggest how such features should be added into

models. Ideally more experience could be gained through the collection and analysis of more data. In the
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meantime, existing models could be modified to include features (dropouts and huge spikes) of the type that

have been encountered to date, depending on the specific goal of the experiment.

5 Acknowledgement

This work has been performed over several years by the various authors. Most progress was made during
the SAMSI Program on Network Modelling for the Internet. The work of J. S. Marron was also partially
supported by NSF Grants DMS-9971649 and DMS-0308331. The work of R. L. Smith was partially supported
by NSF Grant DMS-0084375.

References

[1] Abry, P. and Sellan, F. (1996) The wavelet-based synthesis for fractional Brownian motion proposed
by F. Sellan and Y. Meyer: remarks and fast implementation, Applied and Computational Harmonic
Analysis, 3, 377-383.

[2] Abry, P. and Veitch, D (1998) Wavelet analysis of long range dependent traffic. Trans. Info. Theory,
44, 2-15.

[3] Bardet, J.-M., Lang, G., Moulines, E. and Soulier, P. (2000) Wavelet estimator of long-range dependent

processes, Statistical Inference for Stochastic Processes 3, 85-99.

[4] Bardet, J.-M. (2002) Statistical study of the wavelet analysis of fractional Brownian motion, IEEFE
Transactions on Information Theory, 48, 991-999.

[5] Beran, J. (1994) Statistics for Long-Memory Processes. Chapman & Hall.
[6] Brockwell, P. J. and Davis, R. A. (1996) Time Series: Theory and Methods, Springer, New York.

[7] Cao, J., Cleveland, W. S., Lin, D., and Sun, D. X. (2001) On the Nonstationarity of Internet Traffic,
Proc. ACM SIGMETRICS ‘01, 102-112.

[8] Chaudhuri, P. and Marron, J. S. (1999) SiZer for exploration of structure in curves, Journal of the
American Statistical Association, 94, 807-823.

[9] Chiles, J. P. and Delfiner, P. (1999) Geostatistics: modeling spatial uncertainty, Wiley, NewYork.

[10] Crovella, M. E. and Bestavros, A. (1996) Self-similarity in World Wide Web traffic evidence and possible
causes, Proceedings of the ACM SIGMETRICS 96, pages 160-169, Philadelphia, PA.

[11] Daubechies, I. (1992) Ten Lectures on Wavelets, Society for Industrial and Applied Mathematics.

[12] Dietrich, C. R. and Newsam, G. N. (1997) Fast and exact simulation of stationary Gaussian processes
through circulant embedding of the covariance matrix, STAM Journal on Scientific and Statistical Com-
puting, 18, 1088-1107.

[13] Doukhan, P., Oppenheim, G., and Tagqu, M. S., editors (2003) Theory and Applications of Long-Range

Dependence. Birkhéauser.

30



[14]

[15]

[16]

[22]

[23]

[27]

[28]

Feldmann, A. Gilbert, A. C. and Willinger, W. (1998) Data networks as cascades: investigating the
multifractal nature of Internet WAN traffic, Computer Communication Review, Proceedings of the
ACM/SIGCOMM 98, 28, 42-55.

Garrett, M. W. and Willinger, W. (1994) Analysis, Modeling and Generation of Self-Similar Video
Traffic, Proc. of the ACM SIGCOMM’94, London, UK, 269-280.

Hannig, J. and Marron, J. S. (2006) Advanced distribution theory for SiZer, Journal of the American
Statistical Association, 101, 484—499.

Henry, M. and Robinson, P. M. (1996) Bandwidth choice in Gaussian semiparametric estimation of
long-range dependence, in Athens Conference on Applied Probability and Time Series Analysis, Volume
II: Time Series Analysis, In memory of E.J. Hannan, ed. by P. M. Robinson, and M. Rosenblatt.
Springer Verlag, New York, 220-232.

Inselberg, A. (1985) The plane with parallel coordinates, The Visual Computer, 1, 69-91.

Kim, M. and Tewfik, A. H. (1992) Correlation structure of the discrete wavelet coeffcients of fractional

Brownian motion, IEEE Transactions on Information Theory, 38, 904-909.

Kunsch, H. R. (1987) Statistical aspects of self-similar processes, In Proc. 1st World Congress Bernoulli
Soc. (Yu. Prohorov and V.V. Sazonov, eds.) 1, 67-74, Utrecht, VNU Science Press.

Kurose, J. F. and Ross, K. W. (2004) Computer Networking: A Top-Down Approach Featuring the
Internet, third edition, Pearson Addison Wesley.

Le, L. Aikat, J. Jeffay, K. and Smith, F. D. (2003) The Effects of Active Queue Management on Web
Performance, Proc. of ACM SIGCOMM 2003, 265-276.

Le, L., Herndndez-Campos, F. and Park, C. (2010) Long range dependence analysis of Internet traffic:
Summary page for LRD project, Technical Report TR10-004, Department of Computer Science, Uni-
versity of North Carolina at Chapel Hill, April 2010. Internet available at: http://netlab.cs.unc.
edu/public/old_research/net_lrd/.

Leland, W. E., Taqqu, M. S., Willinger, W., and Wilson, D. V. (1994) On the self-similar nature of
Ethernet traffic, IEEE/ACM Transactions on Networking, 2(1), 1-15.

Mandelbrot, B. and Van Ness, J. (1968) Fractional Brownian Motions, Fractional Noises and Applica-
tions. STAM Review, 10(4), 422-437.

Mandelbrot, B. B. (1969) Long-run linearity, locally Gaussian processes, H-spectra and infinite variance,
International Economic Review, 10, 82-113.

Marchette, D. J. (2001) Computer Intrusion Detection and Network Monitoring: A Statistical Viewpoint,
Springer, New York.

Marron, J. S., Herndndez-Campos, F. and Smith, F. D. (2002) Mice and Elephants Visualization of
Internet Traffic, in COMPSTAT 2002 - Proceedings in Computational Statistics - 15th Symposium held
in Berlin, eds. Hardle, W. and Ronz, B., Physika Verlag, Heidelberg. Internet available at: http:

//www.cs.unc.edu/Research/dirt/proj/marron/MiceElephants/.

31



[29]

[37]

[38]

[39]

Park, C. (2010) Long range dependence analysis of Internet traffic: SiZer view, Technical Report TR10-
004, Department of Computer Science, University of North Carolina at Chapel Hill, April 2010. In-
ternet available at: http://netlab.cs.unc.edu/public/old_research/net_lrd/DepSiZer/SiZER_
View.html.

Park, C., Marron, J. S. and Rondonotti, V. (2004) Dependent SiZer: goodness of fit tests for time series
models, Journal of Applied Statistics, 31, 999-1017.

Park, C., Herndndez-Campos, F., Marron, J. S. and Smith, F. D. (2005) Long-Range-Dependence in a
Changing Internet Traffic Mix, Computer Networks, 48, 401-422.

Park, C., Godtliebsen, F., Taqqu, M., Stoev, S. and Marron, J. S. (2007) Visualization and inference
based on wavelet coefficients, SiZer and SiNos, Computational Statistics and Data Analysis, 51, 5994—
6012.

Park, J. and Park, C. (2009) Robust estimation of the Hurst parameter and selection of an onset scaling,
Statistica Sinica, 19, 1531-1555.

Paxson, V. (1994) Empirically-Derived Analytic Models of Wide-Area TCP, Connections. IEEE/ACM
Transactions on Networking, 2, 316-336.

Paxson, V. (1995) Fast Approximation of Self-Similar Network Traffic, Technical report LBL-36750/UC-
405.

Paxson, V. and Floyd, S. (1995) Wide Area traffic: the failure of Poisson modeling, IEEE/ACM Trans-
actions on Networking, 3, 226—244.

Pipiras, V. (2005) Wavelet-based simulation of fractional Brownian motion revisited, Applied and Com-

putational Harmonic Analysis, 19, 49-60.

Resnick, S. and Samorodnitsky, G. (1999) Activity periods of an infinite server queue and performance
of certain heavy tailed fluid queues, Queueing Systems, 33, 43-71.

Riedi, R. and Willinger, W. (1999) Toward an improved understanding of network traffic dynamics, in
Self-similar Network Traffic and Performance Fvaluation, Wiley, New York.

Robinson, P. M. (1995) Gaussian semiparametric estimation of long range dependence, The Annals of
Statistics, 23, 1630-1661.

Roughan, M. and Veitch, D. (1999) Measuring Long-Range Dependence under Changing Traffic Con-
ditions, IEEE INFOCOM’99, 1513-1521.

Shen, H., Zhu, Z. and Lee, T. (2007) Robust estimation of self-similarity parameter in network traffic

using wavelet transform, Signal Processing, 87, 2111-2124.

Smith, F. D. Hernandez Campos, F. Jeffay, K. and Ott, D. (2001) What TCP/IP Protocols Headers
Can Tell Us About The Web, Proc. of ACM SIGMETRICS 2001, 245-256.

Stoev, S., Taqqu, M., Park, C. and Marron, J. S. (2005) On the wavelet spectrum diagnostic for Hurst
parameter estimation in the analysis of Internet traffic, Computer Networks, 48, 423-445.

32



[45]

[46]

[47]

[48]

Stoev, S., Taqqu, M., Park, C., Michailidis, G. and Marron, J. S. (2006) LASS: a tool for the local
analysis of self-similarity in Internet traffic, Computational Statistics and Data Analysis, 50, 2447-2471.

Taqqu, M. and Levy, J. (1986) Using renewal processes to generate LRD and high variability, in: Progress
in probability and statistics, E. Eberlein and M. Taqqu eds. Birkhaeuser, Boston, 73-89.

Taqqu, M. S., Teverovsky, V., and Willinger, W. (1995) FEstimators for long-range dependence: An
empirical study. Fractals, 3(4):785— 798.

Taqqu, M. S. and Teverovsky, V. (1998) On Estimating the Intensity of Long-Range Dependence in
Finite and Infinite Variance Time Series, In R. J. Alder, R. E. Feldman and M.S. Taqqu, editor, A
Practical Guide to Heavy Tails: Statistical Techniques and Applications, 177-217. Birkhauser, Boston.

Tukey, J. and Tukey, P. (1990) Strips Displaying Empirical Distributions: Textured Dot Strips. Bellcore
Technical Memorandum.

Veitch, D. and Abry, P. (1999) A wavelet based joint estimator for the parameters of LRD, in Special
issue on Multiscale Statistical Signal Analysis and its Applications, IEEE Transactions on Information
Theory, 45, 878-897.

Veitch, D., Abry P., and Tagqu, M. (2003) On the automatic selection of the onset of scaling. Fractals,
11, 377-390.

Willinger, W. and Paxson, V. (1998) Where Mathematics meets the Internet, Notices of the American
Mathematical Society, 45(8), 961-970.

Willinger, W. Taqqu, M. S. Sherman, R. and Wilson D. (1997) Self-similarity through high variability:
statistical analysis of ethernet LAN traffic at the source level, IEEE/ACM Transactions on Networking,
5:71- 86.

Wood, A. T. A. and Chan, G. (1994) Simulation of stationary Gaussian processes in [0, 1], Journal of
Computational and Graphical Statistics, 3, 409—432.

Zhang, Z. L., Ribeiro, V. J., Moon, S., Diot, C. (2003) Small-time scaling behaviors of Internet backbone
traffic: an empirical study, IEEE INFOCOM, 3, 1826-1836.

33



