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Abstract

This papermpresentfRandomEarly Detection(RED) gate-
ways for congestionavoidancein packet-switchednet-
works. The gatavay detectdncipientcongestiorby com-
puting the averagequeuesize. The gatavay could notify
connection®f congestioreitherby droppingpacletsar
riving atthe gatevay or by settingabit in paclketheaders.
Whenthe averagequeuesize exceedsa presetthreshold,
the gatavay dropsor markseacharriving paclet with a
certainprobability, wherethe exactprobabilityis a func-
tion of theaveragequeuesize.

RED gatevayskeepthe averagequeuesizelow while
allowing occasionaburstsof pacletsin thequeue During
congestiontheprobabilitythatthe gatavay notifiesapar
ticularconnectiorto reducdts window is roughlypropor
tionalto thatconnections shareof thebandwidththrough
thegatavay. RED gatevaysaredesignedo accompay a
transport-layecongestiorcontrol protocolsuchas TCP
The RED gatavay hasno bias againstbursty traffic and
avoids the global synchronizationof mary connections
decreasingheirwindow atthe sametime. Simulationsof
a TCP/IP network are usedto illustratethe performance
of RED gatavays.

1

In high-speedetworkswith connectionsvith largedelay-
bandwidthproducts,gatevays are likely to be designed
with correspondinglylarge maximumqueueso accom-
modatetransientcongestion.In the currentinternet,the
TCPtransporprotocoldetectxongestioronly afterapacle
hasbeendroppedatthegatevay. However, it wouldclearly
beundesirablé¢o have largequeuegpossiblyontheorder
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of a delay-bandwidtiproduct)thatwerefull muchof the
time; this would significantlyincreasethe averagedelay
in the network. Thereforewith increasinglyhigh-speed
networks,it is increasinglyimportantto have mechanisms
thatkeepthroughputigh but averagequeuesizeslow.

In theabsencef explicit feedbackrom the gatevay,
thereare a numberof mechanismghat have beenpro-
posedor transport-layeprotocolsto maintainhighthrough-
putandlow delayin thenetwork. Someof theseproposed
mechanismaredesignedo work with currentgatevays
[15, 23, 31, 33, 34], while other mechanismsare cou-
pledwith gatevay schedulingalgorithmsthatrequireper
connectiorstatein thegatavay[20, 22]. In theabsencef
explicit feedbackrom the gatevay, transport-layeproto-
colscouldinfer congestiorfrom the estimatedottleneck
servicetime, from changesn throughput,from changes
in end-to-endlelay aswell asfrom pacletdropsor other
methods Neverthelesstheview of anindividual connec-
tion is limited by the timescalesof the connection,the
traffic patternof the connection the lack of knowledge
of the numberof congestedjatavays,the possibilitiesof
routing changesaswell asby otherdifficultiesin distin-
guishingpropagatiordelayfrom persistengjueueingde-
lay.

The mosteffective detectionof congestiorcanoccur
in the gatevay itself. The gatevay can reliably distin-
guishbetweerpropagatiordelayandpersistenjueueing
delay Only the gatevay hasa unified view of the queue-
ing behaior overtime; the perspectie of individual con-
nectionss limited by the pacletarrival patterndor those
connectionsln addition,agatevayis sharedy mary ac-
ttive connectionsvith awide rangeof roundtriptimes,tol-
erance®f delay throughputrequirementsgtc.;decisions
aboutthe durationandmagnitudeof transientcongestion
to beallowedatthegataevay arebestmadeby the gatavay
itself.

The methodof monitoringthe averagequeuesize at



thegatevay, andof notifying connectionsf incipientcon-
gestion,is basedof the assumptiorthat it will continue
to be usefulto have queuesat the gatavay wheretraf-
fic from anumberof connectiongs multiplexedtogethey
with FIFO scheduling.Not only is FIFO schedulinguse-
ful for sharingdelayamongconnectionsyeducingdelay
for aparticularconnectiorduringits periodsof burstiness
[4], but it scaleswvell andis easyto implementefficiently.
In analternateapproachsomecongestiorcontrol mech-
anismshatusevariantsof Fair Queueind20] or hop-by-
hop flow control schemeg22] proposethat the gatevay
schedulingalgorithmmake useof perconnectiorstatefor
every active connection. We would suggesinsteadthat
perconnectiorgatavay mechanismshouldbe usedonly
in thosecircumstancewheregatevay schedulingnecha-
nismswithout perconnectiormechanismareclearlyin-
adequate.

The DECDbit congestionavoidancescheme[18], de-
scribedlater in this paper is an early exampleof con-
gestiondetectionat the gatavay; DECbit gatevays give
explicit feedbackwvhenthe averagequeuesize exceedsa
certainthreshold. This paperproposesa differentcon-
gestionavoidancemechanisnat the gatavay, RED (Ran-
dom Early Detection)gatevays,with somevhatdifferent
methoddgor detectingcongestiorandfor choosingwhich
connectiongo notify of this congestion.

While the principlesbehindRED gatavaysarefairly
general,and RED gatavays canbe usefulin controlling
theaveragegueuesizeevenin anetwork wherethetrans-
port protocol can not be trustedto be cooperatie, RED
gatevaysareintendedfor a network wherethe transport
protocolrespondgo congestiorindicationsfrom the net-
work. Thegatavay congestiortontrolmechanisnin RED
gatevayssimplifiesthe congestiorcontroljob requiredof

critical to avoid this globalsynchronization.

RED gatevayscanbeusefulin gatavayswith arange
of paclet-schedulingndpaclet-droppingalgorithms.For
example,RED congestioncontrol mechanismgould be
implementedn gatevayswith droppreferencewherepack-
etsaremarkedaseither‘essential’or “optional”, and“op-
tional” pacletsaredroppedirst whenthequeueexceedsa
certainsize.Similarly, for agatavaywith separateueues
for realtimeand non-realtimetraffic, for example, RED
congestioncontrol mechanismgould be appliedto the
gueuefor oneof thesdraffic classes.

The RED congestiorcontrolmechanismsionitorthe
averagegqueuesizefor eachoutputqueueand,usingran-
domization,chooseconnectiongo notify of thatconges-
tion. Transientcongestionis accommodatedby a tem-
poraryincreasen the queue.Longerlived congestioris
reflectedby anincreasein the computedaveragequeue
size,andresultsin randomizedeedbackio someof the
connectiongo decreaseheir windows. The probability
thata connectioris notified of congestioris proportional
to that connections shareof the throughputthroughthe
gatevay.

Gatevaysthatdetecttongestiobeforethequeueover
flows are not limited to paclet dropsasthe methodfor
notifying connection®f congestion.RED gatavayscan
marka paclet by droppingit atthegatavay or by setting
abit in the pacletheaderdependingnthetransporpro-
tocol. Whenthe averagequeuesizeexceedsa maximum
threshold,the RED gatevay marksevery paclet that ar
rivesat the gatavay. If RED gatavaysmark pacletsby
droppingthem, ratherthanby settinga bit in the paclet
header whenthe averagequeuesize exceedsthe maxi-
mumthresholdthenthe RED gatevay controlsthe aver-
agequeuesizeevenin theabsencef acooperatingrans-

thetransporprotocol,andshouldbeapplicableo transport-port protocol.

layer congestiorcontrol mechanismstherthanthe cur-
rentversionof TCPR including protocolswith rate-based
ratherthanwindow-basedlow control.

However, someaspectof RED gatevaysare specifi-
cally targetedto TCP/IPnetworks. The RED gatevay is
designedor anetwork wherea singlemarkedor dropped
paclet is sufficient to signalthe presenceof congestion
to the transport-layeprotocol. This is differentfrom the
DECDbit congestiorcontrol schemewherethe transport-
layer protocol computeghe fraction of arriving paclets
thathave the congestiorindicationbit set.

In addition,the emphasion avoiding the global syn-
chronizatiorthatresultsfrom mary connectionseducing
theirwindowsatthesamdimeis particularlyrelevantin a
network with 4.3-TahoeBSD TCP[14], whereeachcon-
nectiongoesthroughSlow-Start,reducingthe window to
one,in responséo a droppedpaclet. In the DECbitcon-
gestioncontrolschemefor example whereeachconnec-
tion’s responseo congestioris lesssevere, it is alsoless

Oneadwantageof a gatavay congestiorcontrolmech-
anismthatworkswith currenttransporprotocolsandthat
doesnot requirethatall gatavaysin the internetusethe
samegatavay congestioncontrol mechanismjs that it
couldbedeployedgraduallyin the currentinternet. RED
gatevaysare a simple mechanisnfor congestioravoid-
ancethatcouldbeimplementedjraduallyin currentTCP/IP
networkswith no changedo transporfrotocols.

Section2 discusseprevious researclon Early Ran-
domDrop gatevaysandothercongestioravoidancegate-
ways. Section3 outlinesdesignguidelinesfor RED gate-
ways. Sectiond presentshe RED gatevay algorithm,and
Section5 describessimple simulations. Section6 dis-
cussesn detailthe parametersisedin calculatingthe av-
eragequeuesize, and Section7 discusseshe algorithm
usedin calculatingthe paclet-markingprobability.

SectiorB examinegheperformancef RED gatavays,
including the robustnessof RED gatevays for a range
of traffic andfor a rangeof parametewalues. Simula-



tionsin Section9 demonstrateamongotherthings, the
RED gatavay’s lack of bias againstbursty traffic. Sec-
tion 10 describesiow RED gatevayscanbeusedto iden-
tify thoseusersthatareusingalargefractionof theband-
width througha congestedjatavay. Sectionl1 discusses
methoddor efficientlyimplementingRED gatevays.Sec-
tion 12 givesconclusionsand describesareasfor future
work.

2 Previouswork oncongestionavoid-
ancegateways

2.1 Early RandomDrop gateways

Severalresearchersave studiedEarlyRandonDropgate-
waysasa methodfor providing congestioravoidanceat
the gatavay.*

Hashem[11] discussesomeof the shortcomingof
RandomDrop? and Drop Tail gatevays, and briefly in-
vestigatesEarly RandomDrop gatevays. In the imple-
mentationof Early RandomDrop gatevaysin [11], if the
gueuelengthexceedsa certaindrop level, thenthe gate-
way dropseachpacletarriving atthegatevaywith afixed
drop probability. This is discusse@sa roughinitial im-
plementation.Hashem{11] stresseshatin futureimple-
mentationghe droplevel andthe drop probabilityshould
be adjusteddynamically dependingn network traffic.

Hashem{11] pointsout thatwith Drop Tail gatavays
eachcongestiorperiodintroduceglobalsynchronization
in the network. Whenthe queueoverflows, pacletsare
often droppedfrom several connectionsand thesecon-
nectionsdecreaseheir windows at the sametime. This
resultsin a lossof throughputat the gatavay. The paper
shaws that Early RandomDrop gatevayshave a broader
view of traffic distributionthando Drop Tail or Random
Drop gatevays and reduceglobal synchronization.The
papersuggestshat becausef this broaderview of traf-
fic distribution, Early RandomDrop gatevayshave a bet-
ter chancethan Drop Tail gatevays of targetingaggres-
siveusers.Theconclusionsn [11] arethatEarly Random
Drop gatevaysdesere furtherinvestigation.

For the versionof Early RandomDrop gatevaysused
in the simulationsin [36], if the queueis morethanhalf

1Jacobsoifil4] proposedyjatavaysto monitorthe averagequeuesize
to detectincipientcongestionandto randomlydrop pacletswhencon-
gestionis detectedTheseproposedjatevaysareaprecursoto the Early
RandomDrop gatavaysthat have beenstudiedby several authors[11]
[36]. We referto the gatevaysin this paperasRandomEarly Detection
or RED gatavays. RED gatevaysdiffer from the earlierEarly Random
Drop gatavaysin severalrespectsthe aveiage queuesizeis measured;
the gatevay is not limited to droppingpaclets; andthe paclet-marking
probabilityis afunctionof theaveragequeuesize.

2With RandomDrop gatavays,whena paclet arrivesat the gatavay
andthe queueis full, the gatavay randomlychooses paclet from the
gatevay queueto drop.

full thenthegatavaydropseacharriving packetwith prob-
ability 0.02. Zhang[36] shaws thatthis versionof Early
RandomDrop gatavayswasnot successfuin controlling
misbeh&ing users.In thesesimulations,with both Ran-
dom Drop and Early RandomDrop gatevays, the mis-
behaing usersreceived roughly 75% higherthroughput
thantheuseramplementingstandardt.3BSD TCP.

The Gatevay CongestiorControlSuney [21] consid-
ersthe versionsof Early RandomDrop describedabove.
The suney citesthe resultsin which the Early Random
Drop gatavay is unsuccessfuh controllingmisbehaing
users[36]. As mentionedin [32], Early RandomDrop
gatevays are not expectedto solve all of the problems
of unequalthroughputgiven connectionswith different
roundtriptimesandmultiple congestedatavays.In [21],
thegoalsof Early RandonmDrop gatevaysfor congestion
avoidanceare describedas“uniform, dynamictreatment
of users(streams/flars), of low overhead,and of good
scalingcharacteristicin largeandloadednetworks”. It is
left asanopenquestiorwhetheror notthesegoalscanbe
achieved.

2.2 Other approachego gatewaymechanisms
for congestionavoidance

Early descriptionsof IP SourceQuenchmessagesug-
gestthat gatevays could sendSourceQuenchmessages
to sourcehostsbefore the buffer spaceat the gatavay
reachesapacity[26], andbeforepacletshaveto bedropped
atthe gatavay. Oneproposal27] suggestshatthe gate-
way sendSourceQuenchmessagewhenthe queuesize
exceedsacertainthresholdandoutlinesapossiblenethod
for flow control at the sourcehostsin responsdo these
messageslheproposaklsosuggestshatwhenthegate-
way queuesize approachethe maximumlevel the gate-
way coulddiscardarriving paclketsotherthanlCMP pack-
ets.

The DECDbit congestionavoidancescheme a binary
feedbackschemefor congestioravoidance,is described
in[29]. IntheDECbitschemehegatevayusesacongestion-
indicationbit in paclketheaderso provide feedbackabout
congestiorin the network. Whena paclet arrivesat the
gatevay, the gatevay calculateghe averagequeudength
for the last (busy + idle) periodplusthe currentbusy pe-
riod. (Thegatevayis busywhenit is transmittingpaclets,
andidle otherwise.) Whenthe averagequeuelength ex-
ceedne thenthegatavay setsthecongestion-indication
bit in the paclet headerof arriving paclets.

The sourceuseswindow flow control,andupdatests
window onceevery two roundtriptimes.If atleasthalf of
thepacletsin thelastwindow hadthe congestiorindica-
tion bit set,thenthe window is decreased@xponentially
Otherwisethewindow is increasedinearly.

ThereareseveralsignificantdifferencebetweerDEChit



gatevaysandthe RED gatevaysdescribedn this paper
Thefirst differenceconcernghe methodof computingthe
averagequeussize. Becausehe DEChit schemechooses
the last (busy + idle) cycle plus the currentbusy period
for averagingthe queuesize, the queuesize can some-
timesbe averagedover a fairly shortperiod of time. In
high-speedetworks with large buffers at the gatevay; it
would be desirableto explicitly controlthe time constant
for thecomputedaveragequeuesize;thisis donein RED
gatevaysusingtime-basedxponentialdecay In [29] the
authorsreportthat they rejectedthe idea of a weighted
exponentialrunningaverageof the queuelengthbecause
whenthe time interval was far from the roundtriptime,
therewasbiasin the network. This problemof biasdoes
not arisewith RED gatevaysbecausdrED gatevaysuse
arandomizedlgorithmfor markingpaclets,andassume
thatthe sourceausea differentalgorithmfor responding
to markedpaclets.In a DECbitnetwork, thesourcdooks
atthefractionof pacletsthathave beenmarkedin thelast
roundtriptime. For a network with RED gatevays, the
sourceshouldreducets window evenif thereis only one
markedpaclet.

A seconddifferencebetweenDECDbit gatevays and
RED gatevaysconcernghe methodfor choosingconnec-
tionsto notify of congestionin the DECbitschemehere
is no conceptuakeparatiorbetweerthe algorithmto de-
tectcongestiorandthealgorithmto setthecongestionn-
dicationbit. Whenapacletarrivesatthegatevay andthe
computedaveragequeuesizeis too high, the congestion
indicationbit is setin the headenf thatpaclet. Because
of thismethodfor markingpaclets,DECbitnetworkscan
exhibit a biasagainstourstytraffic [seeSection9]; thisis
avoidedin RED gatevaysby usingrandomizatiorin the
methodfor marking paclets. For congestioravoidance
gatevaysdesignedo work with TCR anadditionalmoti-
vationfor usingrandomizatiorin themethodfor marking
pacletsis to avoid the globalsynchronizatiorihatresults
from mary TCPconnectionseducingtheirwindow atthe
sametime. This is lessof a concernin networkswith the
DEChbitcongestioravoidanceschemewhereeachsource
decreaseits window fairly moderatelyn responsé¢o con-
gestion.

Anotherproposafor adaptvewindow schemesvhere
the sourcenodesincreaseor decreaseheir windows ac-
cordingto feedbackconcerningthe queuelengthsat the
gatevaysis presentedh [25]. Eachgatevay hasanupper
thresholdUT indicatingcongestionandalowerthreshold
LT indicatinglight loadconditions.Informationaboutthe
gueuesizesat the gatevaysis addedto eachpaclet. A
sourcenodeincreasests window only if all the gatavay
gueueengthsin the patharebelow the lower thresholds.
If the queuelengthis above the upperthresholdfor ary
gueuealongthe path,thenthe sourcenodedecreasegts
window. Onedisadwantageof this proposals thatthenet-

work respondgo theinstantaneougueuelengths,not to
the averagequeuelengths. We believe that this scheme
would be vulnerableto traffic phaseeffectsandto biases
againstbursty traffic, and would not accommodatéran-
sientincrease# thequeuesize.

3 Designguidelines

This sectionsummarizessomeof the designgoalsand
guidelinedor RED gatavays.Themaingoalis to provide
congestionavoidanceby controlling the averagequeue
size. Additional goalsinclude the avoidanceof global
synchronizatiomndof abiasagainsturstytraffic andthe
ability to maintainan upperboundon the averagequeue
sizeevenin the absenceof cooperationfrom transport-
layerprotocols.

Thefirst job of a congestioravoidancemechanisnat
the gatavay is to detectincipientcongestion.As defined
in [18], acongestionavoidanceschemeamaintainghenet-
work in a region of low delayandhigh throughput.The
averagequeuesizeshouldbe keptlow, while fluctuations
in the actualqueuesize shouldbe allowed to accommo-
dateburstytraffic andtransientcongestion.Becausehe
gatavay canmonitor the sizeof the queueover time, the
gatevay is the appropriateagentto detectincipient con-
gestion. Becauseahe gatevay hasa unified view of the
varioussourcesontributing to this congestionthe gate-
way is alsothe appropriateagentto decidewhich sources
to notify of this congestion.

In anetwork with connectionsvith arangeof roundtrip
times, throughputrequirementsand delay sensitvities,
thegatevayis themostappropriateagentto determinghe
sizeanddurationof short-lived burstsin queuesizeto be
accommodatetly the gatavay. The gatavay cando this
by controllingthetime constantsisedby the low-pasil-
terfor computingthe averagequeuesize. Thegoal of the
gatevayis to detectincipientcongestiorthathaspersisted
for a“long time” (severalroundtriptimes).

The secondob of a congestioravoidancegatavay is
to decidewhich connectiongo notify of congestionat
the gatavay. If congestionis detectedbeforethe gate-
way buffer is full, it is not necessaryor the gatevay to
drop pacletsto notify sourcesof congestion.In this pa-
per, we saythatthe gatavay marksa paclet, andnotifies
thesourceto reducethewindow for thatconnection This
markingandnotificationcanconsistof droppinga paclet,
settinga bit in a pacletheaderor someothermethodun-
derstoodby thetransportprotocol. The currentfeedback
mechanisnin TCP/IPnetworksis for thegatevayto drop
paclets,andthe simulationsof RED gatevaysin this pa-
perusethis approach.

Onegoalis to avoid a biasagainsturstytraffic. Net-
workscontainconnectionsvith arangeof burstinessand



gatevayssuchasDrop Tail andRandomDrop gatevays
have a bias againstbursty traffic. With Drop Tail gate-
ways, the more bursty the traffic from a particularcon-
nection,the morelikely it is thatthe gatavay queuewill
overflow whenpacletsfrom thatconnectiorarrive at the
gatevay[7].

Anothergoalin decidingwhich connectiongo notify
of congestioris to avoid the global synchronizatiorthat
resultsfrom notifying all connections$o reducetheirwin-
dows at the sametime. Global synchronizatiorhasbeen
studiedin networkswith Drop Tail gatavays[37], andre-
sultsin lossof throughputin the network. Synchroniza-
tion asa generalnetwork phenomendasbeenexplored
in [8].

In orderto avoid problemssuchasbiasesagainsbursty
traffic and global synchronizationcongestioravoidance
gatevays can usedistinct algorithmsfor congestiorde-
tectionandfor decidingwhich connectiongo notify of
this congestionThe RED gatavay usesrandomizationn
choosingvhicharriving packetsto mark;with thismethod,
theprobabilityof markinga packetfrom a particularcon-
nectionis roughly proportionalto thatconnectiors share
of the bandwidththroughthe gatevay. This methodcan

beefficientlyimplementedrvithoutmaintainingper—connectﬁ?n

stateatthe gatavay.

Onegoal for a congestioravoidancegatavay is the
ability to control the averagequeuesize evenin the ab-
senceof cooperatingsources. This can be doneif the
gatevay dropsarriving packetswhenthe averagequeue
size exceedssomemaximumthreshold(ratherthan set-
ting a bit in the paclet header). This methodcould be
usedto controlthe averagequeuesize evenif mostcon-
nectionslast lessthan a roundtrip time (as could occur
with modified transportprotocolsin increasinglyhigh-
speednetworks), and evenif connectiondail to reduce
their throughputin responseo marked or droppedpack-
ets.

4 The RED algorithm

This sectiondescribeghe algorithmfor RED gatevays.
The RED gatevay calculateghe averagequeuesize, us-
ing a low-passfilter with an exponentialweightedmov-
ing average.The averagequeuesizeis comparedo two
thresholdsa minimumthresholdanda maximumthresh-
old. Whenthe averagequeuesizeis lessthanthe min-
imum threshold,no paclets are marked. Whenthe av-
eragequeuesizeis greaterthanthe maximumthreshold,
every arriving pacletis marked. If marked pacletsarein
factdropped,or if all sourcenodesare cooperatie, this
ensureshatthe averagequeuesizedoesnot significantly
exceedthe maximumthreshold.

When the averagequeuesize is betweenthe mini-

mum and the maximumthreshold,eacharriving paclet
is marked with probability p,, wherep,, is a function of
the averagequeuesize avg. Eachtime that a paclet is
marked, the probability that a paclet is marked from a
particularconnectioris roughly proportionatlto thatcon-
nections shareof thebandwidthat the gatevay. Thegen-
eral RED gatevay algorithmis givenin Figurel.

for each packet arrival

cal cul ate the average queue size avg
i f ming, <avg < mazy,

cal cul ate probability p,

with probability pg:

mark the arriving packet

el se i f maxy < avg

mark the arriving packet

Figurel: Generahlgorithmfor RED gatevays.

Thusthe RED gatavay hastwo separatelgorithms.
Thealgorithmfor computingheaveragequeuesizedeter
minesthe degreeof burstinesghatwill be allowedin the
atevay queue.Thealgorithmfor calculatingthe paclet-
arkingprobability determinesow frequentlythe gate-
way markspaclets,giventhe currentlevel of congestion.
Thegoalis for thegatavayto markpacletsatfairly evenly-
spacedintervals, in order to avoid biasesand to avoid
global synchronizationandto mark paclets sufficiently
frequentlyto controltheaveragequeuesize.

The detailedalgorithmfor the RED gatevay is given
in Figure2. Sectionll discusse«fficient implementa-
tionsof thesealgorithms.

The gatevay’s calculationsof the averagequeuesize
take into accounthe periodwhenthe queues empty(the
idle period)by estimatinghe numberm of smallpaclets
that could have beentransmittedby the gatevay during
theidle period. After theidle periodthe gatavay com-
putesthe averagequeuesizeasif m paclketshadarrived
to anemptyqueueduringthatperiod.

As avg variesfrom ming, tomaxyy, , thepacket-marking
probabilityp, varieslinearly from 0 to maz,:

py < mazy(avg — ming,) /(mazg, — ming,).

Thefinal paclet-markingprobability p, increaseslowly
asthecountincreasesincethelastmarkedpaclet:

Da < Db/ (1 — count - pp)

As discussedn Section7, this ensureghatthe gatavay
doesnotwait too long beforemarkinga paclet.
Thegatavay markseachpacletthatarrivesatthegate-
way whenthe averagegueuesizeavg exceedsnaz.y,.
One option for the RED gatavay is to measurethe
gueuein bytesratherthanin packets. With this option,



Initialization:
avg <0
count <+ —1
for each packet arrival
cal cul ate new avg. queue size avg:
if the queue is nonenpty
avg « (1 —wg)avg + wq q
el se
m « f(time — g_time)
avg + (1 — wq)™avg
ming, < avg < maxp
i ncrement count
cal cul ate probability p,:
Py <
mazp(avg — ming,)/(maxy, — ming,)
Pa < pp/(1 — count - pp)
with probability p,:
mark the arriving packet
count < 0
el se if maxy < avg
mark the arriving packet
count < 0
el se count «+ —1
when queue becones enpty
q-time < time

Saved Variables:

avg: average queue size
gtime: start of the queue idle tine
count. packets since |ast narked pkt.

Fixed parameters:

wy:  queue wei ght
ming,: M ni mum threshold for queue
mazy,. axi num threshold for queue
maz,. maxi mum val ue for p,

Other:
pe. current pkt-marking probability
g: current queue size

current tine
a linear function of the tine t

time:

f(@):
Figure2: Detailedalgorithmfor RED gatavays.

the averagequeuesizeaccuratelyreflectsthe averagede-
lay at the gatavay. Whenthis option is used,the algo-
rithm wouldbemodifiedto ensurdhattheprobabilitythat
a paclet is marked is proportionalto the paclet sizein
bytes:

Py — mazp(avg — ming,)/(mazy, — ming,)

py ¢+ pp PacketSize/MaximumPacketSize

Pa — po/(1—count - py)

In thiscasealarge FTPpacletis morelikely to bemarked
thanis asmallTELNET paclet.

Sections and7 discussn detailthesettingof thevar
ious parametersor RED gatavays. Section6 discusses
thecalculatiorof theaveragegueuesize. Thequeuewneight
w, is determinedby the size and duration of burstsin
gueuesize that are allowed at the gatevay. The mini-
mumandmaximumthresholdsnin,, andmazx;, arede-
terminedby the desiredaveragequeuesize. The average
gueuesizewhich makesthe desiredradeofs (suchasthe
tradeof betweermmaximizingthroughputandminimizing
delay)dependon network characteristicsandis left as
a questionfor further research.Section7 discusseshe
calculationof the paclket-markingprobability.

In this paperour primary interestis in the functional
operationof the RED gatevays. Specificquestionsabout
the mostefficient implementatiorof the RED algorithm
arediscussedh Sectionll.

5 A simple simulation

Thissectiondescribe®ursimulatorandpresentasimple
simulationwith RED gatavays.Oursimulatoris aversion
of theREAL simulatof{19] built on ColumbiasNestsim-
ulationpackagéd1], with extensive modificationsandbug
fixes madeby Steven McCanneat LBL. In the simula-
tor, FTPsourcesalwayshave a pacletto sendandalways
senda maximal-sized1000-byte)paclet assoonasthe
congestiorcontrolwindow allows themto do so. A sink
immediatelysendsan ACK pacletwhenit recevesadata
paclet. The gatavaysuseFIFO queueing.

Sourceand sink nodesimplementa congestiorncon-
trol algorithmequialentto thatin 4.3-TahoeBSD TCP?
Briefly, therearetwo phaseso thewindow-adjustmenal-
gorithm. A thresholdis setinitially to half therecever’s
adwertisedwindow. In the slow-startphase the current
window is doubledeachroundtriptime until the window
reacheshethreshold Thenthecongestion-eoidancephase
is enteredandthecurrentwindow is increasedby roughly
onepaclet eachroundtriptime. Thewindow is never al-
lowed to increaseto morethanthe recever’s adwertised
window, whichthis papemrefersto asthe“maximumwin-
dow size”. In 4.3-TahoeBSD TCR pacletloss(adropped
paclet) is treatedas a “congestionexperienced”signal.
Thesourcereactso a pacletlossby settingthethreshold
to halfthecurrentwindow, decreasinghecurrentwindow
to onepaclet, andenteringthe slow-startphase.

30ur simulatordoesnot usethe 4.3-TahoeT CP codedirectly but we
believe it is functionallyidentical.
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Figure3: A simulationwith four FTP connectionsvith staggeredtarttimes.




Figure 3 shavs a simple simulationwith RED gate-
ways. The network is shavn in Figure4. The simula-
tion containdour FTPconnectionseachwith amaximum
window roughly equalto the delay-bandwidthproduct,
whichrangesrom 33 to 112 paclets. The RED gatavay
parametersare setas follows: w, = 0.002, ming, =
5 paclets, mazy, = 15 paclets, and maz, = 1/50.
The buffer sizeis suficiently large that pacletsarenever
droppedatthegatavaydueto buffer overflow; in thissim-
ulationthe RED gatavay controlsthe averagequeussize,
andtheactualqueuesizenever exceeddorty paclets.

FTP SOURCES

8ms

4ms

O

ims

5ms

100Mbps

5 GATEWAY

45Mbps

SINK

Figure4: Simulationnetwork.

For thechartsin Figure3, thex-axisshavsthetimein
secondsThebottomchartshows the packetsfrom nodes
1-4. Eachof the four main rows shows the pacletsfrom
oneof thefour connectionsthe bottomrow shovsnodel
paclets,andthetop row shavsnode4 paclets. Thereis a
markfor eachdatapaclet asit arrivesatthe gatevay and
asit departdrom the gatavay; at this time scale the two
marksareoftenindistinguishableThey-axisis afunction
of thepacletsequencaumberfor packethnumbem from
nodei, they-axisshavs n mod 90 + (i — 1)100. Thus,

eachvertical‘line’ represent80 consecutrely-numbered

pacletsfrom oneconnectiorarriving atthegatavay. Each
‘X" shavs a pacletdroppedby the gatavay, andeach'X’
is followed by a mark shawving the retransmittecpaclet.
Node1l startssendingpacletsat time 0, node2 startsaf-
ter0.2secondsnode3 startsafter0.4secondsandnode4
startsafter0.6 seconds.

in responséo a dynamicallychangingoad. As thenum-
berof connectionencreaseghefrequeng with whichthe
gatevay dropspaclketsalsoincreasesThereis no global
synchronization.The higherthroughputfor the connec-
tions with shorterroundtriptimesis dueto the bias of
TCP’swindow increasealgorithmin favor of connections
with shorterroundtriptimes (asdiscussedn [6, 7]). For
the simulationin Figure 3 the averagelink utilization is
76%. For the following secondof the simulation,when
all four sourcesare active, the averagelink utilization is
82%. (Thisis notshavnin Figure3.)
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Figure5: ComparingDrop Tail andRED gatavays.
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Figure6: Simulationnetwork.

BecausdRED gatavayscancontroltheaveragequeue
sizewhile accommodatingransientongestionRED gate-
waysarewell-suitedto provide high throughputandlow
avermge delayin high-speedetworkswith TCP connec-
tionsthathave largewindows. The RED gatevay canac-
commodateéheshortburstin thequeuerequiredoy TCP’s
slow-start phase;thus RED gatevays control the aver

Thetopchartof Figure3 shavstheinstantaneougueue age queuesize while still allowing TCP connectiongo

sizeq andthecalculatedaveragequeuesizeavg. Thedot-
tedlinesshow min:, andmaz;y,, theminimumandmax-
imumthresholddor theaveragequeuesize.Notethatthe
calculatedaveragequeuesize avg changedairly slowly
comparedio q. The bottomrow of X’'s on the bottom
chartshavs againthetime of eachdroppedpaclet.

This simulationshavs the succes®f the RED gate-
way in controllingthe averagequeuesize at the gatavay

smoothlyopentheir windows. Figure5 showvs theresults
of simulationsof the network in Figure6 with two TCP
connectionsgachwith a maximumwindow of 240 pack-
ets, roughly equalto the delay-bandwidttproduct. The
two connectiongrestartedatslightly differenttimes. The
simulationscomparehe performancef Drop Tail andof
RED gatevays.

In Figure5 the x-axis shawvs the total throughputasa



fraction of the maximumpossiblethroughputon the con-
gestedink. The y-axisshawvs the averagequeuesizein
paclets(asseenby arriving paclets). Five 5-secondim-
ulationswere run for eachof 11 setsof parametergor
Drop Tail gatavays,andfor 11 setsof parameterfor RED
gatevays;eachmarkin Figure5 shavs theresultsof one
of thesefive-secondsimulations. The simulationswith
Drop Tail gatavayswererun with the buffer sizeranging
from 15 to 140 paclets; asthe buffer sizeis increased,
thethroughputandtheaveragequeuesizeincreasecorre-
spondingly In orderto avoid phaseeffectsin the simu-
lationswith Drop Tail gatevays,the sourcenodetakesa
randomtime drawn from theuniformdistributionon |0, t]
secondso preparean FTP pacletfor transmissionwhere
t is thebottleneckservicetime of 0.17ms. [7].
Thesimulationswith RED gatevayswereall runwith
a buffer size of 100 paclets, with ming, rangingfrom
3 to 50 paclets. For the RED gatavays, maz,, is set
to 3 mingy, With w, = 0.002 andmaz, = 1/50. The

dashedinesshow theaveragedelay(asafunctionof through-

put) approximatedoy 1.73/(1 — z) for the simulations
with RED gatevays,andapproximatedy 0.1/(1 — z)3

for the simulationswith Drop Tail gatavays. For this
simple network with TCP connectionswith large win-

dows, the network power (the ratio of throughputto de-
lay) is higherwith RED gatevays than with Drop Tail

gatevays. Thereare several reasondor this difference.
With Drop Tail gatevayswith a small maximumqueue,
the queuedropspacletswhile the TCP connectionis in

the slow-startphaseof rapidly increasingts window, re-

ducing throughput. On the other hand, with Drop Tail

gatevayswith alarge maximumqgueuethe averagedelay
is unacceptabljarge. In addition,Drop Tail gatevaysare
morelikely to drop pacletsfrom both connectionat the
sametime, resultingin global synchronizatioranda fur-

therlossof throughput.

Laterin the paperwe discusssimulationresultsfrom
networks with a morediverserangeof connectionsThe
RED gatevay is not specificallydesignedor a network
dominatedby bulk datatransfer;this is simply an easy
way to simulateincreasingly-heay congestiorat a gate-
way.

6 Calculating the averagequeuelength

The RED gatevay usesa low-passfilter to calculatethe
averagequeuesize. Thus,the short-termincreaseén the
gueuesizethatresultfrom burstytraffic or from transient
congestiondo not resultin a significantincreasein the
averagequeussize.

Thelow-pasdilter is anexponentialeightedmoving
average(EWMA):

(1)

avg + (1 —wy)avg + wy g.

The weight w, determinesthe time constantof the
low-passfilter. Thefollowing sectiongdiscussupperand
lower boundsfor settingw,. The calculationof the aver
agequeusesizecanbeimplementegarticularlyefficiently
whenw, is a(negative) power of two, asshavnin Section
11.

6.1 An upper bound for w,

If w, is too large, thenthe averagingprocedurewill not
filter outtransientcongestiorat the gatavay.
Assumethatthequeuds initially empty with anaver-
agequeuesizeof zero,andthenthe queuencrease$rom
Oto L pacletsover L pacletarrivals. After the Lth paclet
arrivesatthe gatevay, theaveragegueuesizeavgy, is

avgr,

L
Ziwq(l —wy)
i=1
L

wy (1 —wy)" Z i

i=1
(1 —wy)F+t —1

Wq

1
1—w,

)z’

L+1+

)

This derivationuseghefollowing identity [9, p. 65]:
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Figure7: avgr, asafunctionof w, andLL.

Figure 7 shavs the averagequeuesize avgy, for a
rangeof valuesfor w, andL. Thez-axisshovs w, from
0.001to 0.005,andthe y-axis showns L from 10 to 100.
For example for w, = 0.001, afteraqueuencreasdrom
0 to 100 paclets, the averagequeuesize avgigo iS 4.88
paclets.

Givenaminimumthresholdning,, andgiventhatwe
wishto allow burstsof L pacletsarriving atthe gatevay,



thenw, shouldbechoserto satisfythefollowing equation
for avgr, < ming,:

(1- wq)L+1 -1

Wq

L+1+ < Mingp,. 3)
Givenming, = 5, andL = 50, for example,it is neces-

saryto choosew, < 0.0042.

6.2 A lower bound for w,

REDgatevaysaredesignedo keepthecalculatedwverage
gueuesizeavg below a certainthreshold.However, this
seneslittle purposdf thecalculatedaverageavg is nota
reasonableeflectionof the currentaveragequeuesize. If
wy, is settoolow, thenavg respondsooslowly to changes
in theactualqueuesize.In thiscasethegatavayis unable
to detecttheinitial stagef congestion.

Assumethat the queuechangesrom empty to one
paclet, andthat, aspacletsarrive anddepartat the same
rate,thequeueaemainsatonepaclet. Furtherassumehat
initially the averagequeuesize waszero. In this caseit
takes—1/In(1 — w,) pacletarrivals(with the queuesize
remainingat one)until theaveragequeuesizeavg reachs
0.63 =1 —1/e [35]. Forw, = 0.001, this takes1000
pacletarrivals;for w, = 0.002, this takes500 paclet ar
rivals; for wg = 0.003, thistakes333 pacletarrivals. In
mostof our simulationswe usew, = 0.002.

6.3 Settingming, and maxy,

The optimal valuesfor min,;, andmaz,, dependonthe
desiredaveragequeuesize. If thetypical traffic is fairly
bursty, thenmin,, mustbe correspondinglyargeto al-
low thelink utilization to be maintainedat anacceptably
high level. For the typical traffic in our simulations for
connectionsvith reasonabljyarge delay-bandwidthprod-
ucts,a minimum thresholdof one paclet would resultin
unacceptablyow link utilization. The discussiorof the
optimal averagequeuesizefor a particulartraffic mix is
left asa questionfor futureresearch.

The optimal valuefor max;, dependsn parton the
maximumaveragedelaythatcanbe allowed by the gate-
way.

The RED gatavay functions most effectively when
maxy, — ming, IS largerthanthe typical increasen the
calculatedaveragequeuesize in oneroundtriptime. A

usefulrule-of-thumhsto setmaz;y, to atleastwicemingy,.

7 Calculating the packet-marking pro

ability

we comparegwo methoddor calculatingthefinal paclet-
marking probability, and demonstratehe advantageof
the secondmethod. In the first method,whenthe aver
agequeusesizeis constanthe numberof arriving paclets
betweermmarked pacletsis a geometricrandomvariable;
in the secondmethodthe numberof arriving pacletsbe-
tweenmarkedpacletsis a uniformrandomvariable.

Theinitial paclet-markingprobabilityis computedas
follows:

Py — mazy(avg — ming,)/(mazey, — ming,).

The parameternax, givesthe maximumvaluefor the
paclet-markingprobabilityps, achiezedwhentheaverage
gueuesizereacheshe maximumthreshold.

Method 1: Geometricrandom variables. In Method
1, let eachpaclet be marked with probabilityp,. Letthe
intermarkingtime X bethenumberof pacletsthatarrive,
after a marked paclet, until the next paclet is marked.
Becauseachpacletis markedwith probability py,

Prob[X =n]=(1 —pb)"_lpb.

Thuswith Method1, X is a geometricrandomvariable
with parametepy, andE[X] = 1/ps.

With aconstantveragejueuesize,thegoalis to mark
pacletsatfairly regularintervals. It is undesirableo have
too mary marked paclets closetogether andit is also
undesirabldo have too long aninterval betweemmarked
paclets.Both of theseaventscanresultin globalsynchro-
nization,with severalconnectionseducingtheirwindows
atthesametime, andbothof theseaventscanoccurwhen
X isageometricandomvariable.

Method 2: Uniform random variables. A morede-
sirablealternatve is for X to be a uniform randomvari-
ablefrom {1, 2, ..., 1/py} (@assumindor simplicity that
1/py is aninteger). Thisis achiezedif the markingprob-
ability for eacharriving paclet is py/(1 — count - py),
wherecount is thenumberof unmarledpacletsthathave
arrivedsincethelastmarked paclet. Call this Method?2.
In this case,

n—2
Do Do
Prob[X =n] = —F—— 1— _
[ ] 1—(n—1)pbg< l—zpb)
= pp for1 <n < 1/py,
and

Prob[X =n] =0 forn > 1/ps.

or Method2, E[X] = 1/(2py) + 1/2. ¢

~ Figure8 shavsanexperimentomparinghetwo meth-
ods for marking paclets. The top line shavs Method
1, whereeachpaclet is marked with probability p, for

Theinitial packet-markingprobability p; is calculatecas p = 0.02. Thebottomline shavs Method2, whereeach

alinearfunctionof theaveragegqueuesize.In this section

pacletis markedwith probabilityp/(1+ip), for p = 0.01,
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Figure8: Randomly-markdpaclets,comparingwo packet-markingmethods.

andfor i the numberof unmarled pacletssincethe last
marked paclet. Both methodsmarkedroughly 100 out of
the 5000 arriving paclets. The z-axis shavs the paclet
number For eachmethod thereis a dot for eachmarked
paclet. As expectedthe marked pacletsare moreclus-
teredwith Method1 thanwith Method2.

For thesimulationsn thispaperwe setmazx,, to 1/50.
Whenthe averagequeuesizeis halfway betweenmin,y,
andmaxyp, the gatavay drops,on the average,roughly
one out of 50 (or one out of 1/mazx,) of the arriving
paclets. RED gatevays perform bestwhenthe paclet-
marking probability changedairly slowly asthe average
gueussizechangesthishelpsto discourag@scillationsn
the averagequeuesizeandin the paclet-markingproba-
bility. Thereshouldneverbeareasorto setmaz, greater
than0.1, for example.Whenmaz, = 0.1, thentheRED
gatevay markscloseto 1/5thof thearriving pacletswhen
theaveragegueuesizeis closeto themaximumthreshold
(using Method 2 to calculatethe paclet-markingproba-
bility). If congestioris sufficiently heary thattheaverage
gueuesizecannotbe controlledby markingcloseto 1/5th
of the arriving paclets,thenafterthe averagequeuesize
exceedsthe maximumthreshold,the gatavay will mark
every arriving paclet.

8 Evaluation of RED gateways

In addition to the designgoalsdiscussedn Section3,
several generalgoalshave beenoutlined for congestion
avoidanceschemeg14, 16]. In this sectionwe describe
how our goalshave beenmetby RED gatavays.

e Congestionavoidance. If the RED gatevay in fact
drops pacletsarriving at the gatevay whenthe average
gueuesizereacheshemaximumthresholdthenthe RED
gatevay guaranteethatthecalculatedaveragequeuesize
doesnotexceedthe maximumthreshold.If theweightw,
for the EWMA procedureéhasbeensetappropriatelysee
Section6.2], thenthe RED gatevay in fact controlsthe
actualaveragequeuesize. If the RED gatavay setsa bit
in pacletheadersvhentheaveragegueuesizeexceedshe
maximumthreshold,ratherthan dropping paclets, then

the RED gatevay relieson the cooperatiorof the sources
to controlthe averagequeuesize.

e Appropriate time scales.After notifying aconnec-
tion of congestiorby markinga paclet, it takesat least
aroundtriptime for the gatevay to seea reductionin the
arrivalrate.In RED gatevaysthetime scalefor thedetec-
tion of congestiomoughlymatcheshetime scalerequired
for connectiongo respondo congestion RED gatevays
don't notify connectiondo reducetheirwindows asare-
sult of transientcongestioratthe gateavay.

¢ No global synchronization. TherateatwhichRED
gatevays mark packets dependon the level of conges-
tion. During low congestionthe gatevay hasa low prob-
ability of marking eacharriving paclet, and as conges-
tion increasesthe probability of markingeachpacletin-
creasesRED gatavaysavoid global synchronizatiorby
markingpacletsataslow arateaspossible.

e Simplicity. The RED gatevay algorithmcould be
implementedvith moderateverheadn currentnetworks,
asdiscussedurtherin Section11.

e Maximizing global power*. The RED gatavay ex-
plicitly controlsthe averagequeuesize. Figure5 shavs
thatfor simulationswith highlink utilization,globalpower
is higherwith RED gatevaysthanwith Drop Tail gate-
ways. Futureresearchs neededo determinethe opti-
mumaveragequeuesizefor differentnetwork andtraffic
conditions.

¢ Fairness.Onegoalfor acongestioravoidancemech-
anismis fairnessThisgoalof fairnesss notwell-defined,
sowe simply describethe performanceof the RED gate-
way in this regard. The RED gatavay doesnot discrim-
inateagainstparticularconnectionsr classe®of connec-
tions. (Thisis in contrastto Drop Tail or RandomDrop
gatevays,asdescribedn [7]). For the RED gatavay, the
fractionof markedpacletsfor eachconnectioris roughly
proportionalto thatconnections shareof the bandwidth.
However, RED gatevays do not attemptto ensurethat
eachconnectionreceives the samefraction of the total
throughputanddonotexplicitly controlmisbeh&ing users.
RED gatavaysprovide a mechanisnto identify the level

4Poweris definedastheratio of throughputo delay
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of congestionand RED gatevays could alsobe usedto

identify connectionaisinga large shareof thetotal band-
width. If desiredadditionalmechanismgouldbe added
to RED gatevaysto controlthe throughputof suchcon-
nectionsduring periodsof congestion.

e Appropriate for a wide range of ervironments.
The randomizedmechanisnfor marking pacletsis ap-
propriatefor networks with connectionsvith a rangeof
roundtriptimesandthroughput,andfor a large rangein
the numberof active connectionsat onetime. Changes
in the load are detectedthroughchangesn the average
gueussize,andtherateatwhich pacletsaremarkedis ad-
justedcorrespondinglyThe RED gatevay’s performance
is discussedurtherin thefollowing section.

Evenin anetwork whereRED gatavayssignalscon-
gestionby droppingmarked paclets,thereare mary oc-
casiondgn a TCP/IPnetwork whena droppedacletdoes
not resultin ary decreasen load at the gatavay. If the
gatevay dropsa datapaclet for a TCP connection this
paclet drop will be detectecby the source,possiblyaf-
teraretransmissiotimerexpires.|f thegatevay dropsan
ACK pacletfor aTCPconnectionprapacletfromanon-
TCP connectionthis packet drop could go unnoticedby
the source.However, evenfor a congesteaetwork with
a traffic mix dominatedby short TCP connectionsor by
non-TCPconnectionsthe RED gatavay still controlsthe
averagequeussizeby droppingall arriving paclketswhen
theaveragegueuesizeexceedsa maximumthreshold.

8.1 Parameter sensitvity

This sectiondiscusseshe parametesensitvity of RED
gatevays. Unlike Drop Tail gatevays, wherethe only
free parameters the buffer size,RED gatevayshave ad-
ditional parameterthatdetermingheupperboundonthe
averagequeuesize, the time interval over which the av-
eragequeuesizeis computed andthe maximumratefor
marking paclets. The congestioravoidancemechanism
shouldhave low parametersensitvity, and the parame-
tersshouldbe applicableto networkswith widely varying
bandwidths.

TheRED gatevay parameters,, ming,, andmaxy,
arenecessargothatthe network designeicanmalke con-
sciousdecisionsaboutthedesiredaveragequeuesize,and
aboutthe sizeanddurationin queueburststo be allowed
atthegatevay. The parametefnaz, canbechoserfrom
afairly wide range becausét is only anupperboundon
the actualmarking probability p,. If congestions suffi-
ciently heavy thatthe gatavay cannotcontrolthe average
gueuesize by marking at most a fraction max, of the
paclets,thentheaveragequeuesizewill exceedthe max-
imum threshold andthe gatevay will mark every paclet
until congestioris controlled.

We give afew rulesthatgive adequat@erformancef

the RED gatevay underawide rangeof traffic conditions
andgatevay parameters.

1: Ensureadequatecalculation of the averagequeue
size:setw, > 0.001. Theaveragequeuesizeatthegate-
wayis limited by maxyy, , aslongasthecalculatedaverage
queussizeavy is afairly accurateeflectionof theactual
averagequeuesize. Theweightw, shouldnot be settoo
low, sothatthe calculatedaveragequeuelengthdoesnot
delaytoo long in reflectingincreasesn the actualqueue
length[See Section6]. Equation3 describeshe upper
boundonw, requiredto allow thequeueto accommodate
burstsof L pacletswithout markingpaclets.

2: Setminyy, sufficiently high to maximize network
power. The thresholdsning, andmaz;, shouldbe set
sufficiently highto maximizenetwork power. Aswe stated
earlier moreresearchs neededbn determiningthe opti-
mal averagequeuesize for variousnetwork conditions.
Becausenetwork traffic is often bursty, the actualqueue
sizecanalsobe quite bursty; if the averagequeuesizeis
kepttoo low, thenthe outputlink will beunderutilized.

3: Makemaz;, — ming, sufficiently largeto avoid
global synchronization. Make max, — ming, larger
thanthetypical increasean the averagequeuesizeduring
aroundtriptime, to avoid the global synchronizatiorthat
resultsvhenthegatavay marksmary pacletsatonetime.
Onerule of thumbwould beto setmaz;;, to atleasttwice
mingg. If maxy, —ming, istoosmall,thenthecomputed
averagequeuesize canregularly oscillateup to maxsp;
this behaior is similar to the oscillationsof the queueup
to themaximumqueuesizewith Drop Tail gatevays.
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Figure9: A RED gatevay simulationwith heary congestiontwo-way traffic, and mary shortFTP and TELNET
connections.
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To investigatethe performancesf RED gatavaysin a
rangeof traffic conditionsthis sectiondiscusseasimula-
tion with two-waytraffic, wherethereis heary congestion
resultingfrom mary FTPandTELNET connectionsgach
with a smallwindow andlimited datato send.The RED
gatevay parameterarethe sameasin the simplesimula-
tionin Figure3, but the network traffic is quite different.

Figure9 shavsthesimulationwhichuseghenetwork
in Figure10. Roughlyhalf of the41 connectiongyo from
one of the left-handnodes1-4 to one of the right-hand
nodess-8;the otherconnectiongioin the oppositedirec-
tion. The roundtriptimesfor the connectionsrary by a
factorof 4 to 1. Most of the connectionsare FTP con-
nections put thereareafew TELNET connections(One
of thereasongo keepthe averagequeuesizesmallis to
ensureow averagedelayfor the TELNET connections.)
Unlike the previous simulations,in this simulationall of
the connectionave a maximumwindow of either8 or
16 paclets. Thetotal numberof pacletsfor a connection
rangesrom 20to 400paclets. The startingtimesandthe
total numberof pacletsfor eachconnectionwverechosen
ratherarbitrarily; we arenot claimingto representealis-
tic traffic models. Theintentionis simply to shav RED
gatevaysin arangeof environments.

Becauseof the effectsof ack-compressiowith two-
way traffic, the pacletsarriving at the gatevay from each
connectionare somavhat bursty Whenack-paclktsare
‘compressedin a queue,the ack paclets arrive at the
sourcenodein a burst. In responsethe sourcesendsa
burstof datapaclets[38].

The top chartin Figure 9 shavs the queuefor gate-
way A, andthenext chartshavsthequeudor gatevay B.
Foreachchart,each’X’ indicatesapacletdroppecatthat
gatevay. The bottom chartshows the paclets for each
connectionarriving and departingfrom gatevay A (and
headingowardsgatavay B). For eachconnectionthereis
amarkfor eachpaclet arriving anddepartingfrom gate-
way A, thoughat this time scalethe two marksareindis-
tinguishable Unlikethechartin Figures3, in Figure9 the

pacletsfor the differentconnectionsare displayedover-

lapped,ratherthan displayedon separateows. The x-

axisshavstime, andthey-axis shavs the paclet number
for thatconnectionwhereeachconnectiorstartsat paclet
numbel0. For example theleftmost'strand’shavsacon-
nectionthat startsat time 0, andthat sends220 paclets
in all. Each'X’ shows a paclet droppedby one of the
two gatevays. The queueis measuredn pacletsrather
in bytes;shortpacletsarejust aslikely to be droppedas
arelongerpaclets. The bottomline of the bottom chart
shavsagainan‘X’ for eachpaclketdroppedoy oneof the
two gatevays.

BecauseFigure 9 shavs mary overlappingconnec-
tions, it is not possibleto tracethe behaior of eachof
theconnectionsAs Figure9 shawvs, the RED gatevay is
effectivein controllingtheaveragequeuesize.Whencon-
gestionis low at oneof the gatevays,the averagequeue
size and the rate of marking pacletsis alsolow at that
gatevay. As congestiorincreasest the gatavay, the av-
eragequeuesizeandtherateof markingpacletsbothin-
creaseBecausghis simulationconsistof heary conges-
tion causedy mary connectionseachwith a smallmax-
imum window, the RED gatavays have to drop a fairly
large numberof pacletsin orderto control congestion.
Theaveragdink utilization overthe one-secongberiodis
61%for the congestedink in onedirection,and59%for
theotherdirection. As thefigure shawvs, thereareperiods
at the beginning andthe end of the simulationwhenthe
arrival rateat the gatevaysis low.

Note that the traffic in Figures3 and9 in quite var-
ied, andin eachcasethe RED gatevay adjustsits rate of
markingpacletsto maintainanacceptableveragequeue
size. For the simulationsin Figure 9 with mary short
connectionsthereare occasionaperiodsof heary con-
gestion,and a higherrate of paclet dropsis neededto
control congestion. In contrast,with the simulationsin
Figure 3 with a small numberof connectionswith large
maximumwindows,thecongestiortanbecontrolledwith
a small numberof droppedpaclets. For the simulations
in Figure 9, the burstinesf the queueis dominatedby
short-termburstinessas paclet burstsarrive at the gate-
way from individual connections.For the simulationsin
Figure 3, the burstinesof the queueis dominatedoy the
window increase/decreasgycles of the individual con-
nections.Note thatthe RED gatevay parametergreun-
changedn thesetwo simulations.

Theperformancef aslightly differentversionof RED
gatevayswith connectionsvith differentroundtriptimes
andwith connectionswith multiple congestedyatevays
hasbeenanalyzedandexploredelsavhere[5].
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9 Bursty traffic

This sectionshavsthatunlike Drop Tail or RandormDrop
gatevays,RED gatevaysdonothave abiasagainsbursty
traffic.> Burstytraffic at the gatavay canresultfrom an
FTPconnectiorwith along delay-bandwidthproductbut
asmallwindow; awindow of traffic will besent,andthen
therewill be a delayuntil theack pacletsreturnandan-
otherwindow of datacanbe sent.Variable-bit-ratevideo
traffic andsomeforms of interactve traffic areotherex-
amplesof burstytraffic seerby the gatavay.

In this sectionwe use FTP connectionswith infinite
data,smallwindows, andsmallroundtriptimesto model
the less-lursty traffic, andwe useFTP connectionawith
smallerwindows andlongerroundtriptimesto modelthe
more-hurstytraffic.

We considersimulationsof the network in Figure11.
Node5 pacletshave aroundtriptime thatis six timesthat
of the other paclets. Connectionsl-4 have a maximum
window of 12 paclets, while connection5 hasa maxi-
mumwindow of 8 paclets. Becausenode5 hasa large
roundtriptime anda smallwindow, node5 pacletsoften
arrive atthe gatavay in aloosecluster By this, we mean
that consideringonly node5 paclets, thereis onelong
interarrival time, andmary smallerinterarrival times.

FTP SOURCES

Q. Q@ @ O

100Mbps

45Mbps
d5,6 =16ms

d@,2,3.4),6 = 1ms

GATEWAY

45Mbps

d6,7 =2ms

SINK

Figure11: A simulationnetwork with five FTP connec-
tions.

Figures12through14 shav theresultsof simulations
of thenetwork in Figurellwith DropTail, RandonDrop,
andRED gataevaysrespectiely. The simulationsin Fig-
ures1l2 and13wererunwith thebuffer sizerangingfrom
8 pacletsto 22 paclets. The simulationsin Figure 14
wererun mary timeswith a minimumthresholdranging
from 3 to 14 paclets,anda buffer sizerangingfrom 12to
56 paclets.

5By bursty traffic we meantraffic from a connectionwhere the
amountof datatransmittedn oneroundtriptime is small comparedo
thedelay-bandwidtiproduct,but wheremultiple pacletsfrom thatcon-
nectionarrive atthegatavay in a shortperiodof time.
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Figure12: Simulationswith Drop Tail gatavays.

Eachsimulationwas run for ten secondsand each
markrepresentsneone-secong@eriodof thatsimulation.
For Figures12 and 13, the x-axis shavs the buffer size,
andthey-axisshavs node5’s throughputasa percentage
of the total throughputthroughthe gatevay. In orderto
avoid traffic phaseeffects (effects causedby the precise
timing of paclet arrivals at the gatavay), in the simula-
tionswith Drop Tail gatavaysthe sourcetakesa random
timedravn from theuniformdistributionon [0, t] seconds
to preparean FTP pacletfor transmissionwheret is the
bottleneckservicetime of 0.17ms. [7]. In thesesimula-
tionsour concerris to examinethe gatavay’s biasagainst
burstytraffic.

For eachsetof simulationsthereis a secondfigure
shaving the averagequeuesize (in paclets)seenby ar
riving pacletsatthe bottleneckgatevay, andathird figure
shaving theaveragdink utilizationonthecongestedink.
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Figure13: Simulationswith RandomDrop gatevays.

BecausdrED gatavaysarequitedifferentfrom Drop Tail
or RandomDrop gatevays,the gatavayscannotbe com-
paredsimply by comparinghe maximumqueuesize;the
mostappropriateeomparisons betweera Drop Tail gate-
way anda RED gatevay that maintainthe sameaverage
gueuesize.

With Drop Tail or RandomDrop gatevays,the queue
is morelikely to overflow whenthe queuecontainssome
pacletsfrom node5. In this case,with eitherRandom
Dropor Drop Tail gatevays,node5 pacletshave adispro-
portionateprobability of beingdropped;the queuecon-
tentswhenthe queueoverflows are not representatie of
theaveragequeuecontents.

Figure 14 shaws the resultof simulationswith RED
gatevays. The x-axis shavs ming, andthe y-axis shovs
node5’sthroughput.Thethroughpufor node5 is closeto
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Figure14: Simulationswith RED gatevays

time andmaximumwindow. The parameterfor the RED

gatavay areasfollows: w, = 0.002 andmaz, = 1/50.

The maximumthresholds twice the minimumthreshold
andthe buffer size,which rangesrom 12 to 56 paclets,
is four timesthe minimumthreshold.

Figure 15 shows that with the simulationswith Drop
Tail or with RandomDrop gatavays, node5 recevesa
disproportionatehareof the packetdrops. Eachmarkin
Figure 15 shaws the resultsfrom a one-secongberiod of
simulation. The boxes shown the simulationswith Drop
Tail gatavaysfrom Figure12, thetrianglesshawv the sim-
ulationswith RandonDrop gatevaysfrom Figurel13,and
the dots shav the simulationswith RED gatevaysfrom
Figure 14. For eachone-seconderiod of simulation,
the x-axis shavs node 5’s throughput(as a percentage
of the total throughput)and the y-axis shavs node5’s

themaximumpossibleghroughputgivennode5’'sroundtrip paclet drops(asa percentagef the total packet drops).
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Figure15: Scattemplot, pacletdropsvs. throughput

The numberof pacletsdroppedin one one-seconagim-
ulation periodrangedrom zeroto 61; the chartexcludes
thoseone-secongimulationperiodswith lessthanthree
droppedpaclets.

Thedashedine in Figurel5shavsthepositionwhere
node5’s shareof paclet dropsexactly equalsnode5’s
shareof the throughput. The clusterof dotsis roughly
centeredn the dashedine, indicatingthat for the RED

a large shareof the bandwidthin times of congestion.
BecauseRED gatavays randomly choosepacletsto be
marked during congestion,RED gatavays could easily
identify whichconnectiondaverecevedasignificantfrac-
tion of therecently-markdpaclets. Whenthe numberof
markedpacletsis sufficiently large,a connectiorthathas
recevedalargeshareof the marked pacletsis alsolikely
to be a connectionthat hasreceved a large shareof the
bandwidth.Thisinformationcouldbeusedby higherpol-
icy layersto restrictthe bandwidthof thoseconnections
duringcongestion.

The RED gatavay notifiesconnectionof congestion
atthe gatavay by markingpaclets. With RED gatavays,
when a paclet is marked, the probability of marking a
paclet from a particular connectionis roughly propor
tional to thatconnections currentshareof the bandwidth
throughthegatevay. Notethatthis propertydoesnothold
for Drop-Tail gatavays,asdemonstrateth Section9.

For therestof this section,we assumehateachtime
the gatavay marksa paclet, the probability thata paclet
from aparticularconnectioris markedexactly equalghat
connections fraction of the bandwidththroughthe gate-
way. Assumethatconnection hasa fixed fractionp; of
the bandwidththroughthe gatavay. Let S; , bethenum-
ber of the n most-recently-mankd pacletsthatare from
connectioni. Fromthe assumptiongbove, the expected

gatevays,node5’s shareof droppedpacletsreflectsnodes’svaluefor S; , is np;.

shareof thethroughput.Iln contrastfor simulationswith
RandombDrop (or with Drop Tail) gatevays node5 re-
ceivesa smallfractionof the throughputout a large frac-
tion of the pacletdrops.This shavs the biasof Drop Tall
andRandonDrop gatavaysagainstheburstytraffic from
node5.

Our simulationswith an ISO TP4 network usingthe
DECDbit congestionavoidanceschemealso shav a bias
againstourstytraffic. With the DECbit congestioravoid-
anceschemanode5 pacletshaveadisproportionatehance
of having their congestionndicationbits set. The DECbit
congestioravoidanceschemes biasagainstourstytraffic
would becorrectedby DECbitcongestioravoidancewith
selectve feedbacK28], which hasbeenproposedwith a
fairnesgyoal of dividing eachresourcesquallyamongall
of the userssharingit. This modificationusesa selectve
feedbackalgorithm at the gatavay. The gatevay deter
mineswhich usersare usingmorethantheir “f air share”
of the bandwidth,andonly setsthe congestion-indication
bit in pacletsbelongingto thoseusers.We have not run
simulationswith this algorithm.

10

In this sectionwe showv that RED gatavays provide an
efficient mechanisnfor identifying connectionghat use

ldentifying misbehaving users

Fromstandardstatisticakresultsgivenin theappendix,
Si,» is unlikely to be muchlargerthanits expectedvalue
for sufficiently largen:

Prob(S;n > cpin) < e~ 2n(e=1)’p}

for1 < ¢ < 1/p;. Thetwo linesin Figure16 shav the
upperboundon the probabilitythata connectiorreceves
morethanC timesthe expectednumberof marked pack-
ets,for C' = 2,4, andfor n = 100; the x-axisshavs p;.

0.30

Probability
0.20

0.10

S 1

0.0 0.15

Throughput (%)

0.20 0.25 0.30

Figurel6: Upperboundon probabilitythataconnections
fraction of marked pacletsis morethanC timesthe ex-
pectedhumber given100 total markedpaclets.
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The RED gatavay could easily keepa list of then
mostrecently-markd paclets. If someconnectiorhasa
large fraction of the marked paclets, it is likely thatthe
connectioralsohada large fraction of the averageband-
width. If someTCP connectionis receving a large frac-
tion of the bandwidth that connectioncould be a misbe-
having hostthatis notfollowing currentT CPprotocols or
simply a connectionwith eithera shorterroundtriptime
or a largerwindow thanotheractive connections.In ei-
thercasejf desiredthe RED gatavay could be modified
to give lower priority to thoseconnectionghatreceve a
large fraction of the bandwidthduring times of conges-
tion.

11

This sectionconsidersfficient implementation®f RED

gatevays. We shawv thatthe RED gatavay algorithmcan
be implementedefficiently, with only a smallnumberof

addandshift instructiongfor eachpacletarrival. In addi-

tion, the RED gatevay algorithmis nottightly coupledto

pacletforwardingandits computationslo not have to be

madein the time-critical paclet forwarding path. Much

of the work of the RED gatevay algorithm, suchasthe

computatiorof the averagequeuesizeandof the paclet-

marking probability p,, could be performedin parallel
with pacletforwarding,or couldbecomputedy thegate-
way asa lower-priority taskastime permits. This means
thatthe RED gatevay algorithmneednotimpairthegate-
way’s ability to procesgaclets,andthe RED gatevay al-

gorithmcanbeadaptedo increasingly-high-speealtput
lines.

If theRED gatavay’s methodof markingpacletsis to
setacongestiorindicationbit in the paclet headeyrather
than droppingthe arriving paclet, then settingthe con-
gestionindicationbit itself addsoverheado the gatavay
algorithm.However, becaus®ED gatavaysaredesigned
to mark asfew pacletsaspossiblethe overheadof set-
ting the congestionindicationbit is keptto a minimum.
This is unlike DECbit gatevays, for example,which set
the congestionindicationbit in every paclet thatarrives
at the gatevay whenthe averagequeuesize exceedsthe
threshold.

Foreverypacletarrival atthegatevay queuetheRED
gatevay calculateshe averagequeuesize. This canbe
implementedsfollows:

Implementation

avg < avg + w, (g — avg)

As long asw, is chosenas a (negative) power of two,
this canbe implementedvith oneshift andtwo additions
(givenscaledversionsof the parametersfj14].
Becaus¢heRED gatavaycomputesheaveragejueue
sizeat paclet arrivals, ratherthanat fixed time intervals,

thecalculationof theaveragegqueuesizeis modifiedwhen
a paclet arrivesat the gatavay to an emptyqueue.After
the paclet arrives at the gatavay to an empty queuethe
gataevay calculatesn, the numberof pacletsthat might
have beentransmittedoy the gatevay duringthetime that
the line was free. The gatevay calculatesthe average
gueussizeasif m pacletshadarrivedatthegatavay with
aqueuesizeof zero. Thecalculationis asfollows:

m <+ (time — q_time)/s
avg + (1 — wy)™ avg,

whereq_time is the startof the queueidle time, and s
is a typical transmissiortime for a small paclket. This
entire calculationis an approximation,asit is basedon
thenumberof pacletsthatmighthave arrivedat thegate-
way during a certainperiod of time. After theidle time
(time — q_time) hasbeencomputedo a roughlevel of
accurag, a table lookup could be usedto get the term
(1 —w,)time=a-time)/s which coulditself beanapprox-
imationby a power of two.

Whena paclet arrivesat the gatavay andthe average
gueussizeavg exceedghethresholdnax;y, thearriving
pacletis marked. Thereis norecalculatiorof the paclet-
marking probability However, whena paclet arrivesat
the gatavay andthe averagequeuesize avg is between
the two thresholdsning, andmazy,, theinitial paclet-
markingprobabilityp, is calculatedasfollows:

py + C1 avg — Cs

for max

P
Ci=———F—
maxy, — MiNgp

_ mazy ming,

maxen, — Ming,

The parametersnax,, maz,, andmin,, arefixed pa-
rameterghat are determinedn adwance. The valuesfor

maxy, andming, aredeterminedy the desiredoounds
on the averagequeuesize,and might have limited flexi-

bility. The fixed parametemaz,, however, could easily
be setto arangeof values.In particular maz, couldbe
chosensothatC, is a power of two. Thus,the calcula-
tion of p, canbeaccomplishedvith oneshiftandoneadd
instruction.

In thealgorithmdescribedn Sectiord, whenmin,, <
avg < mazy, anen pseudo-randomumberR is com-
putedfor eacharriving paclet,whereR = Random]0, 1]
is from the uniform distribution on [0,1]. Theserandom
numbersouldbegottenfrom atableof randomnumbers
storedin memoryor could be computedairly efficiently
on a 32-bit computer[3]. In the algorithmdescribedn
Sectiond, the arriving pacletis markedif

R < py/(1 — count - py).
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If py is approximatedby anegative powerof two, thenthis
canbeefficiently computed.

It is possibleto implementthe RED gatavay algo-
rithm to usea new randomnumberonly oncefor every
markedpaclet,insteadf usinga new randomnumberfor
every paclet that arrivesat the gatavay whenming, <
avg < mazy,. As Section? explains,whenthe average
gueuesizeis constanthe numberof paclet arrivals after
a marked paclet until the next pacletis markedis a uni-
formrandomvariablefrom {1, 2, ..., |1/ps| }. Thus,if the
averagegueuesizewasconstantthenaftereachpacletis
marked the gatavay could simply choosea valuefor the
uniform randomvariableR = Random|0, 1], and mark
the n-th arriving pacletif n > R/p,. Becausehe av-
eragequeuesizechangesvertime, we recomputeR /py
eachtime thatp, is recomputedlIf p, is approximatedy
anegative power of two, thenthis canbe computedusing
a shift instructioninsteadof a divide instruction.

Figure 17 givesthe pseudocoddor an efficient ver-
sionof the RED gatavay algorithm. Thisis justonesug-
gestionfor anefficient versionof the RED gatevay algo-
rithm. Themostefficientwayto implementhisalgorithm
dependsof course pnthe gatevay in question.

The memoryrequirement®f the RED gatavay algo-
rithm aremodest.Insteadof keepingstatefor eachactive
connectionthe RED gatevay requiresa smallnumberof
fixedandvariableparameterfor eachoutputline. Thisis
notaburdenon gatevay memory

12 Further work and conclusions

RandomEarly Detectiongatevaysarean effective mech-
anismfor congestioravoidanceat the gateavay, in coop-
erationwith network transportprotocols. If RED gate-
waysdrop pacletswhenthe averagequeuesize exceeds
themaximumthresholdyatherthansimply settinga bit in
pacletheadersthenRED gatevayscontrolthecalculated
averagequeuesize. This actionprovidesan upperbound
ontheaveragedelayatthe gatevay.

The probabilitythatthe RED gatevay chooses par
ticular connectiorto notify during congestioris roughly
proportionalto that connections shareof the bandwidth
atthegatevay. Thisapproactavoidsabiasagainstursty
traffic atthegatavay. For RED gatevays,therateatwhich
the gatevay markspaclets dependon the level of con-
gestion,avoiding the global synchronizatiorthat results
from mary connectionglecreasingheir windows at the
sametime. The RED gatavay is arelatively simplegate-
way algorithmthat could beimplementedn currentnet-
worksor in high-speedetworks of the future. The RED
gatevay allows consciousdesigndecisionsto be made
abouttheaveragequeuesizeandthemaximumqueuesize
allowedatthegatevay.

Initialization:
avg + 0
count + —1
for each packet arrival:

cal cul ate the new average queue size avg:

if the queue is nonenpty
avg < avg + wy (¢ — avg)
el se using a tabl e | ookup:
avg (1 _ wq)(time—q_time)/sa,ug
ming, < avg < MmaTp
i ncrement count
pp < C1-avg — Cy
i f count >0 and count > Approx[R/ps]
mark the arriving packet
count < 0
count =0 (choosi ng random nunber)
R + Random|0,1]
el se i f maxy < avg
mark the arriving packet
count <+ —1
el se count + —1
when queue becones enpty
q_time < time

if

Newvariables:
R: a random nunber
New fixed parameters:
s: typical transmssion time

Figurel7: Efficientalgorithmfor RED gatevays.

There are mary areasfor further researchon RED
gatevays. The foremostopen questioninvolves deter
mining the optimumaveragequeuesize for maximizing
throughpuandminimizingdelayfor variousnetwork con-
figurations.Thisquestionis heavily dependendf thechar
acterizatiorof the network traffic aswell ason the phys-
ical characteristicef the network. Somework hasbeen
donein thisareafor othercongestioravoidancealgorithms
[23], but therearestill mary openquestions.

Oneareafor furtherresearcltoncerngraffic dynam-
ics with a mix of Drop Tail andRED gatevays,aswould
resultfrom partial deploymentof RED gatavaysin the
currentinternet. Another areafor further researckcon-
cernsthe behaior of the RED gatevay machinerywith
transportprotocolsother than TCR including open-or
closed-looprate-basegrotocols.

As mentionedn Sectionl0,thelist of pacletsmarked
by theRED gatevay couldbeusedby thegatevaytoiden-
tify connectionghatarereceving a large fraction of the
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bandwidththroughthe gatevay. The gatevay could use References

thisinformationto give suchconnectionsower priority at
thegatavay. We leave thisasanareafor furtherresearch.

We donotspecifyin this papemwhetherthequeuesize
shouldbe measuredn bytesor in paclets. For networks
with arangeof paclet sizesat the congestedjatavay the
differencecanbesignificant.Thisincludesnetworkswith
two-way traffic wherethequeueatthe congestedatavay
containsdarge FTP paclets,small TELNET paclets,and
small control paclets. For a network wherethetime re-
quiredto transmita paclet is proportionalto the size of
the paclet, andthe gatavay queueis measuredn bytes,
the queuesizereflectsthe delayin seconddor a paclet
arriving atthe gateavay.

The RED gatavay is not constrainedo provide strict
FIFO service.For example we have experimentedvith a
versionof RED gatevaysthatprovidespriority servicefor
shortcontrolpaclets,reducingproblemswith compressed
ACKs.

By controllingthe averagequeuesizebefore the gate-
way queueoverflows, RED gatevayscouldbeparticularly
usefulin networkswhereit is undesirabldéo droppaclets
at the gatavay. This would be the case for example,in
runningTCPtransporprotocolsover cell-basedetworks
suchasATM. Thereareseriousperformanceenaltiefor
cell-basedetworksif alargenumberof cellsaredropped
atthe gatevay; in this caseit is possiblethatmary of the
cellssuccessfullyransmittedbelongto a pacletin which
somecell wasdroppedat a gatevay [30]. By providing
adwancewarningof incipient congestionRED gatevays
canbeusefulin avoidingunnecessargacketor cell drops
atthegatevay.

Thesimulationdn this papemusegatavayswherethere
is oneoutputqueuefor eachoutputline, asin mostgate-
waysin currentnetworks. RED gatevayscould alsobe
usedn routerswith resourcananagemenwheredifferent
classeof traffic aretreateddifferentlyandeachclasshas
its own queue[6]. For example,in a routerwhereinter-
active (TELNET) traffic andbulk data(FTP)traffic arein
separatelassewvith separateueuegin orderto give pri-
ority to theinteractvetraffic), eachclasscouldhave asep-
arateRandomEarly Detectionqueue. The generalissue
of resourceananagemerdt gatevayswill beaddresseth
future papers.
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A Appendix

In this sectionwe give thestatisticaresultusedin Section
10 onidentifying misbehaing users.

Let X;, 1 < j < n, beindependentandomvariables,
let S betheirsum,andlet X = S/n.

Theorem 1 (Hoeffding, 1963) [12, p.15][13, p.104]: Let
X1, Xo9,... X, beindependenta_ndleto < X; < 1for
all X;. Thenfor0 <t <1-— E[X],

Prob[X > E[X] + 1] 4)
" ptt 1—u 1—p—t] ™
- p+t 1—p—t
< et

¢

Let X; ; beanindicatorrandomvariablethatis 1if the
jth markedpacletis from connectiori, and0 otherwise.
Then

n

Si,n = Z Xz,]
j=1
FromTheoreml,
Prob(Siyn > pin+tn) < e 2
for0 <t <1—p;. Thus

Prob(Sin > cpin) < e~ 2nle=1)pt

forl1 <ec<1/p;.
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