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The Transport Layer
Transport services and protocols

Transport protocols:
» Provide logical communication

between application processes 
running on different hosts

» Execute on the end systems 
(and not in the network) 

Transport v. network 
layer services:
» Network layer: data transfer 

between end systems
» Transport layer: data transfer 

between processes 
Relies on, and enhances, network 
layer services 
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Network protocols deliver data between computers (end-systems).
— Computer-to-computer delivery.

Transport protocols deliver data between applications (processes).
— Process-to-process delivery.

Analogy:
Network layer — US Post Office delivers mail to houses/companies.

Transport layer — Some independent entity/person delivers the mail to individuals

Users view the local mail delivery system as “the mail system.”
— They don’t care if FedEx, UPS, or US Mail delivers the mail.

(The same holds in the opposite direction.)

Switches in the network typically don’t execute or know about transport protocols.
— This may change in the future!
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Transport Layer Protocols
Internet transport services

TCP: Reliable, in-order, unicast
delivery
» Congestion control 
» Flow control
» Connection setup

UDP: Unreliable, unordered 
(“best-effort”), unicast
or multicast delivery
» (Minimal) error detection
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Services not available: 
» Performance guarantees

No guarantees of available bandwidth
No guarantees of end-to-end delay

» Other (non-unicast) delivery models
Multicast (reliable v. unreliable)
Anycast

Performance is not the only thing one might miss on the current Internet.

There are three basic delivery services that may be desirable to Internet applications: 

— Unicast (one-to-one).

— Multicast (one-to-many).

• Reliable v. unreliable multicast. 

— Useful for streaming radio

— Anycast (one-to-any of a set).

— Useful for accessing any of a cluster of servers
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Transport Layer Protocols & Services
Outline

Fundamental transport layer 
services
» Multiplexing/Demultiplexing
» Error detection
» Reliable data delivery
» Pipelining
» Flow control
» Congestion control 

Service implementation in 
Internet transport protocols
» UDP
» TCP
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The goal is to understand the principles behind the transport-layer services offered on 
the Internet today and the implementation of these services.

First we’ll look at UDP and then we’ll look at TCP.

— UDP is simple (can be described in 1 page).

— TCP is surprisingly complex (takes up to 3 books to fully describe!).
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Fundamental Transport Layer Services
Multiplexing/Demultiplexing

Each end-system has a single protocol “stack”
» The stack is shared between all applications using the network

application
transport
network

Multiplexing is the process of 
allowing multiple applications to 
use the network simultaneously
» (To send data into the network 

concurrently)

M1M2

Process
1

Process
1

Process
2

Process
2

M1 M2

Demultiplexing is the process of 
delivering received data to the 
appropriate application

Each end-system has a single protocol stack.
— More precisely, there is one IP protocol stack per network interface.

Only one process can use the network-layer interface at a time.
— Remember that messages sent by an application may be split up in the transport-

later into multiple segments (which in turn may be broken up into multiple 
network-layer messages).

— Thus sending a message is not a single operation.

Multiplexing refers to the sharing of resources as data flows down the stack.
— From the application to the network interface.

Demultiplexing refers to the sharing of resources in the opposite direction. 

Page 6
COMP 431 Lecture 3a, UDP

6

Multiplexing/Demultiplexing
Review: Protocol layering in the Internet

At the sender, each layer takes data from above
» May subdivide into multiple data units at sending layer
» Adds header information to create new data unit
» Passes new data unit to layer below

The process is reversed at the receiver

application
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link

physical
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The key to multiplexing/demultiplexing are the headers that each layer adds to the 
message as it works its way down the stack.

— The contents of the header are specifically designed to aid in the 
multiplexing/demultiplexing process at each layer. 
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Multiplexing/Demultiplexing
Multiplexing

Gathering data from multiple 
application processes, 
enveloping data with header 
(later used for demultiplexing)

Based on IP addresses and 
sender and receiver port 
numbers
» Source and destination port 

numbers carried in each segment
» (Recall: well-known port 

numbers for specific 
applications)

32 bits

application data 
(message “payload”)

TCP/UDP segment format

protocol specific
header fields

source port # dest. port #

Network-layer information is also used for multiplexing and demultiplexing.

— The information hiding that is typically associated with layered systems is not 
strict in the case of protocols.
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Multiplexing/Demultiplexing
Demultiplexing

Demultiplexing is the process of delivering received 
segments to the correct application-layer process
» IP address (in network-layer datagram header) identifies the 

receiving machine
» Port number (in transport-layer segment header) identifies 

the receiving process

Receiver

Segment

P1

P3 P4

Segment header
(has port #)

Application-layer data

Sender 1 Sender 2

MM

Hnet segment
Htrans

M

Datagram

Datagram header
(has IP addr)
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Multiplexing/Demultiplexing
Transport protocol specific demultiplexing

Demultiplexing actions depend on whether the transport 
layer is connectionless (UDP) or connection-oriented 
(TCP)
UDP demultiplexes segments to the socket
» UDP uses 2-tuple 

<destination IP addr, destination port nbr> 

to identify the socket
» Socket is “owned” by some process (allocated by OS).

TCP demultiplexes segments to the connection
» TCP uses 4-tuple 

<source IP addr, source port nbr, destination IP addr, destination port nbr> 

to the identify connection
» Connection (and its socket) is owned by some process 

Since UDP is connectionless, all segments sent to the same UDP port number on a 
machine are delivered to the same application instance.

— This is what it means for UDP to be connectionless. There is no notion of a 
connection. All data, regardless of the source, goes to the same destination.

This is why the DNS message format included an ID field in its application-
layer header. ♦♦

— Would DNS need an ID field if it ran over TCP? No!

— Note that we’re only speaking of demultiplexing (receiving) here. A UDP server 
still knows which remote host sent which segment. 

For TCP remember that each sender gets its own connection socket (and the common 
practice is for the application to fork off a separate process to handle this connection 
socket).

— Internally to the protocol stack, the connection is identified by the addressing 4-
tuple. 

— The exception is the demultiplexing of a TCP segment carrying the original 
connection-establishment request.
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Web client
Host C

source IP: C
dest IP: B

source port: y
dest. port: 80

source IP: C
dest IP: B

source port: x
dest. port: 80

Multiplexing/Demultiplexing
Examples

Host A
DNS

Server B

DNS server
port use

Web client
Host A

Web
Server B

Web server
port use

source IP: A
dest IP: B

source port: x
dest. port: 80

dest. IP: B
dest. port: 53

dest. IP: A
dest. port: x

The client picks the destination port number by using the well-known port number for 
the application/service it is invoking.

— well-known port numbers range from 0 - 1023

— The OS typically picks the source port number by assigning a random unused 
port.

— assigned port numbers range from 1024-65535

Recall that the DNS uses UDP.

`nmap` does port-scanning of a specified host

— included in most standard Linux distributions

— can be downloaded from http://insecure.org/nmap
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Fundamental Transport Layer Services
“Best Effort” Delivery

Goal: Provide error detection and multiplexing but no delivery 
guarantees
» The characteristics of the underlying network layer will determine the 

reliability of data delivery  

Sending
Process

Sending
Process

Receiving
Process

Receiving
Process

Unreliable Channel

data data

Application
Layer

Transport
Layer

Network
Layer

segmentsegment

UDP 
protocol 

(Sending Side)

UDP
protocol

(Receiving Side)

Unreliable Channel

Realizing reliable communications is a fundamental networking problem.

— Reliability is frequently implemented in the application, transport, and link 
layers.

— It is on the “top-10” list of important networking problems.

Page 12
COMP 431 Lecture 3a, UDP

12

Internet Transport Protocols
User Datagram Protocol (UDP) [RFC 768]

No frills, “bare bones”
Internet transport protocol
Best effort service — UDP 
segments may be:
» Lost
» Delivered out of order to the 

application
» Delivered multiple times to 

the application

“Connectionless”
» No handshaking between 

UDP sender, receiver
» Each UDP segment handled 

independently of others

32 bits

application data 
(message payload)

UDP segment format

Length field is length in 
bytes, of UDP segment 

(including header)

length checksum
source port # dest. port #

In a connectionless “connection,” no handshaking means that there is no 
synchronization between sender and receiver.

— No control messages or data is sent prior to the sending of application data.

— Also, no control messages/data is sent with the application’s data.
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User Datagram Protocol (UDP)
Is unreliable, unordered communications useful?

Who uses UDP?
» Often used for streaming 

multimedia applications
» Loss tolerant
» Rate sensitive

Other UDP uses (why?):
» DNS
» SNMP
» Routing protocols

Why use UDP?
No connection establishment 
(which can add delay)
Simple: no connection state at 
sender, receiver
Small segment header
No congestion control: UDP 
can blast away as fast as desired

Reliable transfer over UDP still possible
» Reliability can always be added at the application layer
» (Application-specific error recovery)

According to a 2004 study-survey, 75% of on-demand and live streaming used TCP!

— makes sense when loss rates are low

— some organizations block UDP traffic for security reasons

Why use UDP?  ♦♦
DNS

— If a request is lost or if there is no reply, you simply try another server.  
(A form of application-specific error recovery.)

— The overhead of TCP’s handshaking isn’t worth it for messages that typically 
can be sent in a single packet.

Routing (RIP) — Routing updates are sent periodically (e.g., once every 5 minutes) 
hence if an update is lost you simply wait until the next one is sent.

(A loss-tolerant application.)

SNMP — since network management applications must often be run when the 
network is in a stressed state

— precisely when reliable, congestion-controlled transfer is difficult to achieve
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User Datagram Protocol (UDP)
Checksum computation

The UDP checksum allows the 
receiver to detect errors in 
transmitted segment
» Errors are “flipped” bits

Sender computation:
» Treat segment contents as a 

sequence of 16-bit integers

» Sum the segment’s contents, 
place the 1’s complement of the 
sum into the checksum field

32 bits

application data 
(message payload)

UDP segment format

length checksum
source port # dest. port #

Example:
» Sum of segment = 1010101110011011

» Checksum = 0101010001100100

“Theorem:”
segment sum + checksum =

1111111111111111

“Theorem:”
segment sum + checksum =

1111111111111111

Note that if you add any number to its 1’s complement, you always get a sequence of 
all 1’s. 

Length specifies length of UDP segment (including header) in bytes.

Many link-layer protocols (including the popular Ethernet protocol) also provide error 
checking.

Why also provide in UDP?

— no guarantee that error checking provided by all links between src and destn

— bit errors could be introduced when segment is stored in router’s memory

— since the end-to-end data transfer service is to provide error detection, must be 
provided on an end-to-end basis by UDP

— the end-to-end principle in system design!

— argues that functions placed at lower levels may be redundant or of little 
value
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User Datagram Protocol (UDP)
Checksum computation

Receiver computation:
» Compute checksum of received 

segment (including received 
checksum) 

» Compare value to all 1’s 

» If equal — No error detected, 
segment “OK”

» If not equal —Error detected, 
now what?!

32 bits

application data 
(message payload)

UDP segment format

length checksum
source port # dest. port #

“Theorem:”
segment sum + checksum =

1111111111111111

“Theorem:”
segment sum + checksum =

1111111111111111

Retransmit?

Discard?

Deliver?

Receiver checksum value should be all 1’s.

If an error is detected, what should happen?
— Retransmit? Can’t!  UDP is connectionless, there’s no control protocol to deal 

with this (to detect the error at the sender and retransmit).
(We can’t even trust that the sender’s IP address is correct so we really don’t 
know for certain who even sent the segment.)

— Discard the segment?  (This is what most UDP implementations do.)
— Deliver the segment to the application with a warning?  (Some 

implementations do this.)
Not a bad idea as perhaps the application can still make some use of the data.  
(Application-level error recovery.)

Why does UDP use a checksum given that many link-layer protocols (e.g., Ethernet) 
provide error checking? ♦♦

— Because you can’t be guaranteed that the segments will be carried over links for
provide error checking. 


