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Abstract— This paper describesa systemfor automatedgener-
ation of attack signaturesfor network intrusion detectionsystems.
Our system applies pattern-matching techniques and protocol
conformance checkson multiple levels in the protocol hierarchy
to network traf�c captureda honeypotsystem.We presentresults
of running the systemon an unprotectedcablemodemconnection
for 24 hours. The system successfully created precise traf�c
signaturesthat otherwisewould have required the skills and time
of a security of�cer to inspect the traf�c manually.

Index Terms— network intrusion detection, traf�c signatures,
honeypots,pattern detection,protocol analysis,longest-common-
substring algorithms, suf�x tr ees.

I . INTRODUCTION

CURRENT network intrusion detectionsystems(NIDSs)
oftenwork asmisusedetectors, wherethepacketsin the

monitorednetwork are comparedagainsta repositoryof sig-
natures that de�ne characteristicsof an intrusion.Successful
matchingsthen �re alerts.

This work focuseson signaturegeneration.At present,the
creationof thesesignaturesis a tedious,manualprocessthat
requiresdetailedknowledgeof eachsoftware exploit that is
supposedto becaptured.Simplisticsignaturestendto generate
large numbersof falsepositives,too speci�c onescausefalse
negatives.

To addresstheseissues,we presentHoneycomb,a system
thatgeneratessignaturesfor maliciousnetwork traf�c automat-
ically. Oursystemusespattern-detectiontechniquesandpacket
headerconformancetests on traf�c capturedon honeypots.
Looking only at traf�c on a honeypot provides the major
bene�t of knowing that oneis dealingwith suspicioustraf�c,
sincethe whole point of honeypotsis to capturesuchactivity
(seeSectionII-B).

We have extendedthe open-sourcehoneypot honeyd by a
subsystemthat inspectstraf�c insidethehoneypot at different
levels in theprotocolhierarchy;currentlywe examineIP, TCP
and UDP headersas well as payloaddata.Our testsindicate
that this is a promisingapproachto automatingthegeneration
of intrusiondetectionsignaturesfor unknown attacks.

The remainderof this paperis structuredas follows: Sec-
tion II reviews NIDS signatures,honeypotsystemsandpattern
detection algorithms, Section III describesthe Honeycomb
architecturein detail and SectionIV presentsinitial results.
Finally, Section V discussesour approach,and Section VI
summarizesthe paper.

I I . BACKGROUND

A. Intrusion DetectionSignatures

The purposeof attacksignaturesis to describethe charac-
teristic elementsof attacks.There is currently no common
standardfor de�ning these signatures.As a consequence,
different systemsprovide signaturelanguagesof varying ex-
pressiveness.

Generally, a goodsignaturemustbe narrow enoughto cap-
ture preciselythe characteristicaspectsof exploit it attempts
to address;at the sametime, it shouldbe �exible enoughto
capturevariations of the attack. Failure in one way or the
other leadsto either large amountsof falsepositivesor false
negatives.

Our systemsupportssignaturesfor the Bro[1] andSnort[2]
NIDSs. Bro has a powerful signaturelanguagethat allows
the use of regular expressions,associationof traf�c going
in both directions, and encoding of attacks that comprise
multiple stages.Snort's signaturelanguageis currently not
as expressive as Bro's. We include Snort herebecauseof its
currentpopularityand large signaturerepository.

B. Honeypots

Honeypots are decoy computer resourcesset up for the
purposeof monitoring and logging the activities of entities
that probe, attack or compromisethem[3][4][5]. Activities
on honeypots can be considieredsuspiciousby de�nition,
as there is no point for benign usersto interact with these
systems.Honeypotscomein many shapesandsizes;examples
include dummy items in a database,low-interactionnetwork
componentslike precon�guredtraf�c sinks,or full-interaction
hostswith real operatingsystemsandservices.

Our systemis an extensionof honeyd [6], a popularlow-
interaction open-sourcehoneypot. honeyd simulateshosts
with individual networking personalities. It interceptstraf�c
sent to nonexistant hostsand usesthe simulatedsystemsto
respondto this traf�c. Each host's personalitycan be indi-
vidually con�gured in termsof OS type (as far asdetectable
by common�ngerprinting tools)andrunningnetwork services
(termendsubsystems).

C. String-basedPattern DetectionAlgorithms

Our systemis unique in that it generates signatures.In
contrast to NIDSs, it cannot read a databaseof signatures
uponstartupto matchthemagainstlive traf�c to spotmatches.



Thus, the commonly employed pattern-matchingalgorithms
in NIDSs are of no use to us. Instead, the system tries
to spot patternsin traf�c previously seenon the honeypot:
we overlay parts of �o ws in the traf�c and use a longest
common substring (LCS) algorithm to spot similarities in
packet payloads.Like patternmatching,LCS algorithmshave
beenthoroughlystudiedin thepast.Our LCS implementation
is basedon suf�x trees,which areusedasbuilding blocksfor
a variety of string algorithms.Using suf�x trees,the longest
common substringof two strings is straightforward to �nd
in linear time [7]. Several algorithmshave beenproposedto
build suf�x treesin lineartime [8][9]; our implementationuses
Ukkonen's algorithm[10].

I I I . HONEYCOMB ARCHITECTURE

The following sectionsexplain individual aspectsof our
systemin detail.

A. honeyd Extension

We have addedtwo new conceptsto honeyd : a plugin
infrastructureand event callback hooks. The plugin infras-
tructureallowes us to write extensionsthat remain logically
separatedfrom thehoneyd codebase1, while theeventhooks
providea mechanismto integratethepluginsinto theactivities
inside the honeypot. Currently, hooks allow a plugin to be
informed when packets are received and sent, when data is
passedto and received from the subsystemsand to receive
updatesabout honeyd 's connection state. Honeycomb is
implementedas a honeyd plugin. Figure 1 illustrates the
architecture.
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Fig. 1. Honeycomb's architecture,illustrated as a typical honeyd setup.
honeyd is simulatinga numberof differentmachines,eachrunninganumber
of pre-con�guredservices.The Honeycombplugin hashooked itself into the
wire to seein- andoutgoingconnections,andinto honeyd 's connectionstate
management.

Integratingour systeminto honeyd hasseveraladvantages
over a standalonebump-in-the-wire approach:

� NO DUPLICATION OF EFFORT: Our systemneedsaccess
to network traf�c. For a standaloneapplication,libp-
cap [11] would be an obvious choice.honeyd already
doesthis – it inspectsthenetwork traf�c usinglibpcap
andpassesthe relevant packets to the network stacksof

1The pluginsareimplementedassharedlibraries,dynamicallylinked in at
runtime.

the simulatedhosts and eventually to their con�gured
subsystems.Our approachis a minimum-effort solution
that avoids performancehits by making use of packet
dataalreadytransferredto userspace.

� AVOIDANCE OF COLD-START ISSUES: thebiggeradvan-
tagelies in thefactthathoneyd is notpassively listening
to traf�c going in andout of the honeypot, it createsthe
traf�c coming out of it through the simulatednetwork
stacks and the con�gured subsystems.By integrating
Honeycomb into honeyd we avoid desynchronization
from the current state of connections:when honeyd
receives a packet that startsa new connection(whether
in a legal fashionor not), Honeycomb knowsthat this
startsthe connection.The questionwhetherit may have
missedthebeginningof theconnectionis a non-issue,in
contrastto other systemsthat use the bump-in-the-wire
approach[12][13].

B. Signature CreationAlgorithm

The philosophybehindour approachis to keepthe system
free of any knowledge speci�c to certain application layer
protocols.Eachreceivedpacket causesHoneycombto initiate
the samesequenceof activities:
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Fig. 2. High-level overview of Honeycomb's signaturecreationalgorithm.

� If there is any existing connectionstate for the new
packet, that state is updated,otherwise new state is
created.

� If the packet is outbound,processingstopshere.
� Honeycomb performs protocol analysisat the network

and transportlayer.
� For eachstoredconnection:

– Honeycombperformsheadercomparisonin orderto
detectmatchingIP networks, initial TCP sequence
numbers,etc.

– If the connectionshave the samedestinationport,
Honeycomb attemptspattern detectionon the ex-
changedmessages.

� If no useful signaturewas createdin the previous step,
processingstops. Otherwise, the signature is used to
augmentthesignature pool asdescribedin SectionIII-F.



� Periodically, thesignaturepool is loggedin acon�gurable
manner, for exampleby appendingtheBro representation
of the signaturesto a �le on disk.

Figure2 illustratesthealgorithm.Eachactivity is explained
in moredetail in the following sections.

C. ConnectionTracking

Honeycomb maintainsstatefor a limited numberof TCP
and UDP connections2, but has rather unique requirements
concerningnetwork connectionstatekeeping.Sinceour aim is
to generatesignaturesby comparingnew traf�c on thehoney-
pot to previously seenone,we cannotreleaseall connection
stateimmediatelywhen a connectionis terminated.Instead,
we only markconnectionsasterminatedbut keepthemaround
as long as possible,or until we can be surethat we will not
bene�t from storing themany longer.

Connectionsthat have exchangedlots of information are
potentially more valuable for detecting matcheswith new
traf�c. The systemmust prevent aggressive port scansfrom
over�owing the connectionhashtableswhich would causethe
valuableconnectionsto bedropped.Therefore,bothUDP and
TCP connectionsare storedin a two-stagefashion:Connec-
tionsareat �rst storedin a “handshake” tableandmove to an
“established”tablewhenactualpayloadis exchanged.

The systemperformsstreamreassembly:for TCP, we re-
assemble�o ws up to a con�gurable total maximumof bytes
exchangedin theconnection.We storethereassembledstream
asa list of exchangedmessagesup to amaximumallowedsize,
wherea messageis all the payloaddatathat was transmitted
in onedirectionwithout any payload(i.e.,at mostpureACKs)
going the otherway. For example,a typical HTTP requestis
storedastwo messages:onefor theHTTP requestandonefor
the HTTP reply. For UDP, we similarly createmessagesfor
all payloaddatagoing in one direction without payloaddata
going the otherway. Figure3 illustratesthe idea.

D. Protocol Analysis

After updating connectionstate, Honeycomb createsan
empty signaturerecordfor the �o w and startsinspectingthe
packet.Eachsignaturerecordhasa uniqueidenti�er andstores
discoveredfacts (i.e., characteristicproperties)aboutthe cur-
rently investigatedtraf�c independentlyof any particularNIDS
signaturelanguage.The signaturerecord is then augmented
continuouslythroughoutthe detectionprocess,maintaininga
countof the numberof factsrecorded3.

We currentlyperformprotocolanalysisat the network and
transportlayersfor IP, TCPandUDP packetheaders,usingthe
header-walking techniquepreviously usedin traf�c normaliza-
tion [12]. Insteadof correctingdetectedanomalies,we record
them in the signature,for example invalid IP fragmentation
offsetsor unusualTCP �ag combinations.Note that for these
checks,Honeycombdoesnot needto performany comparison

2Whenreferringto UDP“connections”we justmeanthepacketsexchanged
using the sameIP addressandport numberpairs.

3We use the terms “signature record” and “signature” interchangeably
throughoutthe text, except for caseswhen we want to stressthe difference
betweena signaturerecord and a NIDS-speci�c signaturestring produced
from the record.
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Fig. 3. A TCP packet exchange(left) and the way Honeycomb tracesthe
connection(right). The packet initiating the connectionis copiedseparately;
afterwards, two 100-Bytepayloadsare received and assembledas one mes-
sage.200 Bytes follow in response,forming a new message.This in turn is
answeredby another300 Bytes, forming the �nal message.The successful
completionof the TCP teardown triggers the labeling of the connectionas
“terminated”.

to previously seenpackets.We referto a signatureat this point
as the analysissignature.

Honeycomb then performs headercomparisonwith each
currently storedconnectionof the sametype (TCP or UDP).
If the stored connectionhas already moved to the second-
level hashtable,Honeycombtriesto look up thecorresponding
messageandusesthe headersassociatedwith that message.

If any overlapsaredetected(e.g.,matchingIP identi�ers or
addressranges),the analysissignatureis clonedandbecomes
speci�c to thecurrentlycompared�o ws. Thediscoveredfacts
are thenrecordedin the new signature.

E. Pattern Detectionin Flow Content

After protocolanalysis,Honeycombproceedsto theanalysis
of the reassembled�o w content. Honeycomb applies the
LCS algorithm to binary strings built out of the exchanged
messages.It does this in two different ways, illustrated in
Figures4 and5.

� HORIZONTAL DETECTION: Assumethat the numberof
messagesin the currentconnectionafter the connection
state update is � . Honeycomb then attempts pattern
detectionon the � th messagesof all currentlystoredcon-
nectionswith the samedestinationport at the honeypot
by applying the LCS algorithm to the payload strings
directly.

� VERTICAL DETECTION: Honeycomb also concatenates
incoming messagesof an individual connectionup to a
con�gurable maximum number of bytes and feeds the
concatenatedmessagesof two different connectionsto
the LCS algorithm. The point here is that horizontal
detectionwill fail to detectpatternsin interactivesessions
like Telnet, whereasvertical detectionwill still work.
More importantly, vertical detection also masks TCP
dynamics: the concatenationsuppressesthe effects of
slicing thecommunication�o w into individual messages,
which proved to be valuable(seeSectionIV-B).
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Fig. 4. Horizontal patterndetection:two messagesat the samedepth into
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Fig. 5. Vertical patterndetection:for both connections,several incoming
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LCS algorithmfor detection.

In eithercase,if a commonsubstringis found that exceeds
a con�gurable minimum length,the substringis addedto the
signatureasa new payloadbyte pattern.

F. Signature Lifecycle

If the signature record contains no facts at this point,
processingof thecurrentpacket ends.Otherwise,Honeycomb
checkshows the signaturecan be usedto improve the sig-
naturepool, which representsthe recenthistory of detected
signatures.

The signaturepool is implementedas a queuewith con-
�gurable maximum size; once more signaturesare detected
that canbe storedin the pool, old onesaredropped.Dropped
signaturesarenot lost, sincethecontentsof thesignaturepool
arereportedin regular intervals (seeSectionIII-G).

Honeycomb tries to reducethe numberof reportedsigna-
turesas much as possibleby performingsignature aggrega-

tion. We have de�ned a numberof relationaloperatorsfor the
generatedsignaturesfor this purpose:

�����	��

�����	��� : signatureidentity. This operatorevaluates
to true when ���	��
 and ������� match in all attributes ex-
cept thosewhich can be expressedas lists in resulting
signatures(e.g.,ephemeralsourceport numbers).

�����	� 
�� ���	� � : signature���	� 
 de�nesonly asubsetof ���	� � 's
facts. This particularly includes any payload patterns
detectedby the LCS algorithm: A byte sequence�


 is
consideredweaker than �

� when �


 is a substringof �

� .

If a new signatureis a supersetof an existing one,the new
signatureimproves the old one, otherwisethe new signature
is addedto the pool asa new entry.

G. Signature Output

The contentsof thesignaturepool areperiodicallyreported
to an output modulewhich implementsthe actuallogging of
the signaturerecords.At the moment,therearemodulesthat
convert thesignaturerecordsinto Bro or pseudo-Snortformat4,
anda modulethat dumpsthe signaturestringsto a �le.

Theperiodicreportingschemeis aneasyway to make sure
all signaturesare reportedwhile in the signaturepool and
also allows for tracking of the evolution of signaturerecords
throughthe signatureidenti�er in a post-processingstage.

IV. EVALUATION

The implementationconsistsof roughly 9000 lines of C
code,with about3000lines for a separatelibrary implement-
ing the LCS algorithm. We testedour systemon an un�l-
teredcablemodemconnectionin threeconsecutive sessions,
covering a total period of three days. We were particularly
interestedin the traf�c patternsand signaturescreatedfor a
typical home-userconnection,which can be assumedto be
often only weakly protected,if at all.

A. Traf�c Characteristics

During the 24-hourperiod,we captured224 KB of traf�c,
comprising557 TCP connections,145 UDP connectionsand
27 ICMP pings.Figure 6 shows the distribution of the ports
requestedat thehoneypot, in termsof numbersof connections.

B. Signature Detection

Honeycombcreated38 signaturesfor hoststhat just probed
common ports. 25 signatureswere createdcontaining �o w
content strings. Theseare relatively long; on averagethey
contain 136 bytes. The longeststrings are thosedescribing
worms:Honeycombmanagedto createprecisesignaturesfor
the Slammerand CodeRedII worms, seeFigures7 and 8.
Note that thesearetheoverlapsafter 6 hits of Slammerand3
CodeRedII hits, so they aremorereliablethana matchfound
in only two �o ws! Also, Honeycombdid not reportthetypical,
long HTTP GET string for CodeRedII; rather, it reportedthe
longerstring of bytesfollowing afterwards.

4We requirethe ability to de�ne a list of non-contiguousports,andSnort
currentlydoesnot permit this.



139 80 445 1214 135 137 1140 22 1433 67 1434 17300 1078 1080 other
0

50

100

150

200

N
um

be
r 

of
 c

on
ne

ct
io

ns

TCP/UDP Traffic Spectrum

Ports

TCP
UDP

Fig. 6. Distribution of TCP andUDP traf�c destinationports in packets directedat the honeypot, asobserved in the 24 hours.

alert udp any any -> 192.168.169.2/32 1434 (msg: "Honeycomb Fri Jul 18 11h46m33 2003 "; content: "|04 01 01 01 01 01 01
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Fig. 7. SignatureHoneycombcreatedfor the SlammerWorm.

alert tcp 80.0.0.0/8 any -> 192.168.169.2/32 80 (msg: "Honeycomb Mon May 5 16h59m09 2003 "; flags: A; flow: established;
content: "u|08 81|˜0|9A 02 00 00 0F 84 C4 00 00 00 C7|F0|9A 02 00 00 E8 0A 00 00 00|CodeRedII|00 8B 1C|$|FF|U|D8|f|0B C0
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Fig. 8. SignatureHoneycombcreatedfor the CodeRedII Worm.

C. PerformanceOverhead

We measuredthe performanceoverhead involved when
runningHoneycombcomparedto normalhoneyd operation;
the resultsaredisplayedin Figure9.
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V. DISCUSSION

Our testsshow that Honeycombworks andproducesinter-
estingsignatures.It hasto be seenhow easily the generated

signaturescan be usedin productionenvironments,and how
the systemperformsunderhigher load. However, honeypots
generally see only relatively little traf�c, so this problem
shouldbe manageable.

The performanceas illustrated in Figure 9 shows that
Honeycombcanrun for extendedtimeson quiet siteswithout
problems.More testing is necessaryto investigatethe per-
formanceon busy sites,particularly with traf�c that leadsto
increasedamountsof connectionstate.

The systemis rich in con�guration parameters,which can
have major in�uence on the performanceof the system.Our
testsweredonewith reasonabledefault values,which maynot
be the optimal valuesfor the describedenvironment.

VI . SUMMARY

We have presentedHoneycomb,a systemthat canproduce
NIDS signaturesautomaticallyby analyzingtraf�c onahoney-
pot. Thesystemproducesgood-qualitysignatureson a typical
end user's Internet connection.The system is particularly
good at producingsignaturesfor worms5 — the signatures
for SlammerandCodeRedII areextremelypreciseandwere
producedwithout any speci�c knowledgehardcodedinto the
system.

5That is, as long as thesewormsarenot polymorphic.



Honeypotsareincreasinglydeployed in networks;however,
they are mostly used passively: Administratorswatch what
happensand then manually perform forensic analysisonce
a machinehas beencompromised.Our resultssuggestthat
automatedsignaturecreationon honeypotsis feasibleandwe
believe our work is a �rst steptowardsintegratinghoneypots
moreclosely into the securityinfrastructure.

Future Work

In the future, we want to expose Honeycomb to more
aggressive traf�c patternsto get a better understandingof
its performance.We are working on reducingthe amountof
effort spentperarriving packet.RegardingtheLCS algorithm,
approximatematching schemeswould allow us to create
signaturesthat contain regular expressions.The systemcan
currently be “distracted” by long, identical byte sequences
that are inherentin someprotocolslike NetBIOS,potentially
causingfalsepositives.Futurework needsto investigatemeans
to mitigate this danger, for example using white-listing of
known benignsequences.Better tools to analyzethe created
signaturesand to easetheir integration into the signature
managementtoolchainis anotherinterestingaspect.

Generally, Honeycomb's approachcould also be usedfor
creating signaturesof other traf�c. On NIDS mailing lists,
some of the most commonly asked questionsare requests
for signaturesfor a certainapplicationor a particularexploit.
Analysisof unsolicitedemailalsocomesto mind.Honeycomb
could be a great tool for facilitating this — once a traf�c
streamwith the traf�c in questioncan be obtained,applying
Honeycomb to this traf�c could help provide the answer.
We have in fact alreadyusedHoneycomb in order to verify
existing signatures.We intendto providea standaloneapplica-
tion versionof Honeycombthatperformssignaturegeneration
on libpcap trace�les insteadof live traf�c going through
honeyd .
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