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Abstract— This paper describesa systemfor automated gener
ation of attack signaturesfor network intrusion detectionsystems.
Our system applies pattern-matching techniques and protocol
conformance checkson multiple levelsin the protocol hierarchy
to network traf ¢ captured a honeypotsystem.We presentresults
of running the systemon an unprotectedcablemodemconnection
for 24 hours. The system successfully created precise traf ¢
signaturesthat otherwise would have required the skills and time
of a security of cer to inspectthe traf c manually.

Index Terms— network intrusion detection, traf ¢ signatures,
honeypots,pattern detection, protocol analysis,longest-common-
substring algorithms, suf x trees.

|. INTRODUCTION

URRENT network intrusion detectionsystems(NIDSs)

oftenwork asmisusedetectos, wherethe pacletsin the
monitorednetwork are comparedagainsta repositoryof sig-
natures that de ne characteristicef an intrusion. Successful
matchingsthen re alerts.

This work focuseson signaturegenerationAt presentthe
creationof thesesignatureds a tedious,manualprocessthat
requiresdetailedknowledge of eachsoftware exploit that is
supposedo be captured Simplisticsignaturegendto generate
large numbersof falsepositives,too speci ¢ onescausefalse
negatives.

To addresgheseissueswe presentHoneycomb, a system
thatgeneratesignaturegor maliciousnetwork traf c automat-
ically. Our systemusegpattern-detectiotechniquesndpaclet
headerconformancetestson trafc capturedon honeypots.
Looking only at trafc on a honeypot provides the major
bene t of knowing that oneis dealingwith suspiciougdrafc,
sincethe whole point of honegypotsis to capturesuchactivity
(seeSectionll-B).

We have extendedthe open-sourcéong/pot honeyd by a
subsystenthatinspectdrafc insidethe honeypot at different
levelsin the protocolhierarchy;currentlywe examinelP, TCP
and UDP headersas well as payloaddata.Our testsindicate
thatthis is a promisingapproacho automatinghe generation
of intrusion detectionsignaturedor unknawn attacks.

The remainderof this paperis structuredas follows: Sec-
tion Il reviews NIDS signatureshoney/pot systemsandpattern
detection algorithms, Section Ill describesthe Honeycomb
architecturein detail and SectionlV presentsinitial results.
Finally, SectionV discussesour approach,and Section VI
summarizeghe paper

1. BACKGROUND
A. Intrusion DetectionSignatues

The purposeof attacksignaturess to describethe charac-
teristic elementsof attacks.Thereis currently no common
standardfor de ning these signatures.As a consequence,
different systemsprovide signaturelanguagesof varying ex-
pressieness.

Generally a goodsignaturemustbe narrow enoughto cap-
ture preciselythe characteristiaspectof exploit it attempts
to addressat the sametime, it shouldbe exible enoughto
capturevariations of the attack. Failure in one way or the
otherleadsto eitherlarge amountsof falsepositives or false
negatives.

Our systemsupportssignaturedor the Bro[1] and Snort[3
NIDSs. Bro has a powerful signaturelanguagethat allows
the use of regular expressions,associationof trafc going
in both directions, and encoding of attacks that comprise
multiple stages.Snort's signaturelanguageis currently not
as expressve as Bro's. We include Snort here becauseof its
currentpopularity and large signaturerepository

B. Honegypots

Honeypots are decy computerresourcesset up for the
purposeof monitoring and logging the actiities of entities
that probe, attack or compromisethem[3[4][5]. Activities
on honegypots can be considieredsuspiciousby de nition,
as thereis no point for benignusersto interactwith these
systemsHoneypotscomein mary shapesandsizes;examples
include dummy itemsin a databaselow-interactionnetwork
componentdike precon guredtraf ¢ sinks,or full-interaction
hostswith real operatingsystemsand services.

Our systemis an extensionof honeyd [6], a popularlow-
interaction open-sourcehonegy/pot. honeyd simulateshosts
with individual networking personalities It interceptstraf c
sentto noneistant hostsand usesthe simulatedsystemsto
respondto this trafc. Each host's personalitycan be indi-
vidually con gured in termsof OS type (asfar as detectable
by common ngerprinting tools) andrunningnetwork services
(termendsubsysten)s

C. String-basedPattern DetectionAlgorithms

Our systemis unique in that it geneates signatures.In
contrastto NIDSs, it cannotread a databaseof signatures
uponstartupto matchthemagainstive traf ¢ to spotmatches.



Thus, the commonly employed pattern-matchingalgorithms
in NIDSs are of no use to us. Instead,the system tries
to spot patternsin trafc previously seenon the honeypot:
we overlay parts of ows in the trafc and use a longest
common substring (LCS) algorithm to spot similarities in
paclet payloadsLik e patternmatching,LCS algorithmshave
beenthoroughlystudiedin the past.Our LCS implementation
is basedon sufx trees,which areusedasbuilding blocksfor
a variety of string algorithms.Using sufx trees,the longest
common substringof two stringsis straightforvard to nd
in linear time [7]. Several algorithmshave beenproposedto
build sufx treesin lineartime [8][9]; ourimplementatioruses

Ukkonens algorithm[1Q.

IIl. HONEYCOMB ARCHITECTURE

The following sectionsexplain individual aspectsof our

systemin detail.

A. honeyd Extension

We have addedtwo new conceptsto honeyd : a plugin
infrastructureand event callback hooks. The plugin infras-
tructure allowes us to write extensionsthat remain logically
separatedrom the honeyd codebasg while the eventhooks
provide a mechanisnto integratethe pluginsinto the actiities
inside the honegypot. Currently hooks allow a plugin to be
informed when paclets are receved and sent, when datais
passedto and receved from the subsystemsand to receve
updatesabout honeyd 's connection state. Honeycomb is
implementedas a honeyd plugin. Figure 1 illustrates the

architecture.
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Fig. 1. Honegcombs architecture,illustrated as a typical honeyd setup.
honeyd is simulatinga numberof differentmachineseachrunninganumber
of pre-con guredservicesThe Honeycomb plugin hashooked itself into the
wire to seein- andoutgoingconnectionsandinto honeyd 's connectiorstate

management.

Integratingour systeminto honeyd hasseveraladwantages

over a standalonébump-in-the-wie approach:

NO DUPLICATION OF EFFORT: Our systemneedsaccess

to network trafc. For a standaloneapplication,libp-

cap [11] would be an obvious choice.honeyd already
doesthis — it inspectghe network traf ¢ usinglibpcap
and passeghe relevant pacletsto the network stacksof

1The pluginsareimplementedas sharedibraries, dynamicallylinked in at

runtime.

the simulated hosts and eventually to their con gured
subsystemsOur approachis a minimum-efort solution
that avoids performancehits by making use of paclet
dataalreadytransferredo userspace.

AVOIDANCE OF COLD-START ISSUES: thebiggeradvan-
tageliesin thefactthathoneyd is notpassiely listening
to traf c goingin andout of the honeypot, it createsthe
trafc coming out of it throughthe simulatednetwork
stacks and the con gured subsystemsBy integrating
Honeycomb into honeyd we avoid desynchronization
from the current state of connections:when honeyd
recevves a paclet that startsa new connection(whether
in a legal fashionor not), Honeycomb knowsthat this
startsthe connection.The questionwhetherit may have
missedthe beginning of the connectionis a hon-issuejn
contrastto other systemsthat use the bump-in-the-wire
approach[1813].

B. Signatue Creation Algorithm

The philosophybehindour approachis to keepthe system
free of ary knowledge specic to certain application layer
protocols.Eachreceved paclket causedHoneycombto initiate
the samesequencef actvities:

P+$7#% P#0&1.&$
="%#HOSHPY%&!" >&#I<%
" HEY&!"*%+%#' p.+%oH#
@!
="pI<".B
W4
*& 40
POI%!$!1'2"+134&4 gﬁg,ﬁ;}z#

510'#+$h'7"Iw™ I"#$%&!"
Oft+.#0' :p+0&4!" *"10%
P+31!+.'2"+134&4 Do!
5&1#E<%p<%

@!

*&;"+%<0#B

%4

*&;"+%<0#PI1',p.+%#

Fig. 2. High-level overvien of Hong/combs signaturecreationalgorithm.

If there is any existing connectionstate for the new
paclet, that state is updated, otherwise nev state is
created.

If the paclet is outbound,processingstopshere.
Honeycomb performs protocol analysisat the network
andtransportlayer.

For eachstoredconnection:

— Honeycombperformsheadercomparisorin orderto
detectmatchingIP networks, initial TCP sequence
numbers.etc.

— If the connectionshave the samedestinationport,
Honeycomb attemptspattern detectionon the ex-
changedmessages.

If no useful signaturewas createdin the previous step,
processingstops. Otherwise, the signatureis used to
augmenthe signatue pool asdescribedn Sectionlll-F.



Periodically thesignaturepoolis loggedin acon gurable
manneyfor exampleby appendinghe Bro representation
of the signaturedo a le on disk.

Figure2 illustratesthe algorithm.Eachactiity is explained
in more detail in the following sections.

C. ConnectionTracking

Honeycomb maintainsstatefor a limited numberof TCP
and UDP connection§ but has rather unique requirements
concerningnetwork connectionstateleeping.Sinceour aim is
to generatesignaturedy comparingnew trafc on the honey-
pot to previously seenone, we cannotreleaseall connection
stateimmediatelywhen a connectionis terminated.Instead,
we only mark connectionssterminatedout keepthemaround
aslong as possible,or until we canbe surethat we will not
bene t from storingthemary longet

Connectionsthat have exchangedlots of information are
potentially more valuable for detecting matcheswith new
traf c. The systemmust prevent aggressie port scansfrom
over owing the connectiorhashtablesvhich would causethe
valuableconnectiongo be dropped.Therefore both UDP and
TCP connectionsare storedin a two-stagefashion: Connec-
tionsareat rst storedin a“handshak” tableandmove to an
“established"table when actualpayloadis exchanged.

The systemperformsstreamreassemblyfor TCR, we re-
assembleo ws up to a con gurable total maximumof bytes
exchangedn the connectionWe storethe reassembledtream
asalist of exchangednessagesp to amaximumallowedsize,
wherea messages all the payloaddatathat was transmitted
in onedirectionwithout ary payload(i.e., at mostpure ACKS)
going the otherway. For example,a typical HTTP requestis
storedastwo messageonefor the HTTP requestandonefor
the HTTP reply. For UDP, we similarly createmessagesor
all payloaddatagoing in one direction without payloaddata
going the otherway. Figure 3 illustratesthe idea.

D. Protocol Analysis

After updating connection state, Honeycomb createsan
empty signaturerecordfor the o w and startsinspectingthe
paclet. Eachsignatureecordhasa uniqueidenti er andstores
discoveredfacts (i.e., characteristigroperties)aboutthe cur-
rentlyinvestigatedraf ¢ independentlpf ary particularNIDS
signaturelanguage.The signaturerecordis then augmented
continuouslythroughoutthe detectionprocessmaintaininga
countof the numberof factsrecorded.

We currently perform protocol analysisat the network and
transportayersfor IP, TCPandUDP pacletheadersusingthe
headeiwalking techniquepreviously usedin traf c normaliza-
tion [12]. Insteadof correctingdetectedanomalieswe record
them in the signature,for exampleinvalid IP fragmentation
offsetsor unusualTCP ag combinationsNote that for these
checksHoneycombdoesnot needto performany comparison

2Whenreferringto UDP “connections’we just meanthe pacletsexchanged
usingthe samelP addressand port numberpairs.

SWe use the terms “signature record” and “signature” interchangeably
throughoutthe text, exceptfor caseswhenwe want to stressthe difference
betweena signaturerecord and a NIDS-speci ¢ signaturestring produced
from the record.
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_\A \/ Connection terminated

Fig. 3. A TCP paclet exchange(left) and the way Honeycomb tracesthe

connection(right). The paclet initiating the connectionis copiedseparately;
afterwards, two 100-Byte payloadsare receved and assembleds one mes-
sage.200 Bytesfollow in responseforming a nev messageThis in turn is

answeredby another300 Bytes, forming the nal messageThe successful
completionof the TCP teardevn triggersthe labeling of the connectionas
“terminated”.

to previously seenpaclets.We referto a signatureat this point
asthe analysissignatue.

Honegycomb then performs headercomparisonwith each
currently storedconnectionof the sametype (TCP or UDP).
If the stored connectionhas already moved to the second-
level hashtableHoneycombtriesto look up the corresponding
messagend usesthe headersassociatedvith that message.

If any overlapsaredetectede.g.,matchinglP identi ers or
addresganges)the analysissignatureis clonedandbecomes
speci c to the currentlycomparedo ws. The discoreredfacts
arethenrecordedin the new signature.

E. Pattern Detectionin Flow Content

After protocolanalysisHoneycombproceedgso theanalysis
of the reassembledow content. Honeycomb applies the
LCS algorithm to binary strings built out of the exchanged
messageslt doesthis in two different ways, illustrated in
Figures4 and5.

HORIZONTAL DETECTION: Assumethat the numberof
message the currentconnectionafter the connection
state update is . Honeycomb then attempts pattern
detectiononthe th messagesf all currentlystoredcon-
nectionswith the samedestinationport at the honeypot
by applying the LCS algorithm to the payload strings
directly.

VERTICAL DETECTION: Honeycomb also concatenates
incoming message®f an individual connectionup to a
con gurable maximum number of bytes and feedsthe
concatenatednessage®f two different connectionsto
the LCS algorithm. The point here is that horizontal
detectionwill fail to detectpatterndn interactve sessions
like Telnet, whereasvertical detectionwill still work.
More importantly vertical detection also masks TCP
dynamics:the concatenationsuppresseghe effects of
slicing the communicationo w into individual messages,
which provedto be valuable(seeSectionlV-B).



Connection A Connection B
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Fig. 4. Horizontal patterndetection:two messagest the samedepthinto
the streamare passedasinput to the LCS algorithmfor detection.
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Fig. 5. Vertical patterndetection:for both connections several incoming
messagesre concatenatednto one string and then passedas input to the
LCS algorithmfor detection.

In eithercase,if a commonsubstringis found that exceeds
a con gurable minimum length, the substringis addedto the
signatureas a new payloadbyte pattern.

F. Signatue Lifecycle

If the signaturerecord contains no facts at this point,
processingf the currentpacket ends.Otherwise,Honeycomb
checkshows the signaturecan be usedto improve the sig-
nature pool, which representghe recenthistory of detected
signatures.

The signaturepool is implementedas a queuewith con-
gurable maximum size; once more signaturesare detected
that canbe storedin the pool, old onesare dropped.Dropped
signaturesarenot lost, sincethe contentsof the signaturepool
arereportedin regular intervals (seeSectionlll-G).

Honegycomb tries to reducethe numberof reportedsigna-
turesas much as possibleby performing signatue aggrega-

tion. We have de ned a numberof relationaloperatordor the
generatedsignaturedor this purpose:

. signatureidentity. This operatorevaluates
to true when and matchin all attributes ex-
ceptthosewhich can be expressedas lists in resulting
signatureqe.g.,ephemerabourceport numbers).

:signature  de nesonly asubsebdf S
facts. This particularly includes ary payload patterns
detectedby the LCS algorithm: A byte sequence is
consideredvealerthan  when is a substringof

If a new signatureis a supersebf an existing one,the new
signatureimproves the old one, otherwisethe new signature
is addedto the pool asa new entry.

G. Signatue Output

The contentsof the signaturepool are periodicallyreported
to an output modulewhich implementsthe actuallogging of
the signaturerecords.At the moment,there are modulesthat
corvertthesignaturerecordsinto Bro or pseudo-Snorfiormat?,
and a modulethat dumpsthe signaturestringsto a le.

The periodicreportingschemds an easyway to make sure
all signaturesare reportedwhile in the signaturepool and
also allows for tracking of the evolution of signaturerecords
throughthe signatureidenti er in a post-processingtage.

IV. EVALUATION

The implementationconsistsof roughly 9000 lines of C
code,with about3000lines for a separatdibrary implement-
ing the LCS algorithm. We testedour systemon an un I-
tered cable modemconnectionin three consecutie sessions,
covering a total period of three days. We were particularly
interestedin the trafc patternsand signaturescreatedfor a
typical home-userconnection,which can be assumedo be
often only weakly protected,f at all.

A. Trafc Characteristics

During the 24-hourperiod, we captured224 KB of trafc,
comprising557 TCP connections 145 UDP connectionsand
27 ICMP pings. Figure 6 shaws the distribution of the ports
requestect the honeypot, in termsof numbersof connections.

B. Signatue Detection

Honeycombcreated38 signaturedor hoststhatjust probed
common ports. 25 signatureswere createdcontaining o w
content strings. These are relatively long; on averagethey
contain 136 bytes. The longeststrings are those describing
worms: Honeggcombmanagedo createprecisesignaturesor
the Slammerand CodeRedIl worms, see Figures7 and 8.
Note thatthesearethe overlapsafter 6 hits of Slammerand3
CodeRedl hits, sothey aremorereliablethana matchfound
in only two o ws! Also, Honeycombdid notreportthetypical,
long HTTP GET string for CodeRedl; rather it reportedthe
longer string of bytesfollowing afterwards.

4We requirethe ability to de ne a list of non-contiguousports,and Snort
currently doesnot permit this.
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Fig. 6. Distribution of TCP and UDP trafc destinationportsin paclets directedat the hong/pot, as obsered in the 24 hours.

alert udp any any -> 192.168.169.2/32 1434 (msg:

"Honeycomb Fri

Jul 18 11h46m33 2003 "; content: "l04 01 01 01 01 01 01

01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01
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01 01 01 01 01 01 01 01 01 01 01 01 DC C9 BO|BIEB OE 01 01 01 01 01 01 Ol|p|AE|B
FD|5 [01 01 01 05[P|89

16|P|8D|E|EO|P|8D|E|FO|P|FF
F1 03 01 04 9B 81 F1 01 01 01 01|Q|8D|E|CC|P|8B|E|CO|P|FF

|DC C9 BO|B|BS 01 01 01 011|C9 B1 18|P|E2
|B9JetQhsockf|BI|toQhsend|BE 18 10 AE|B|SD|E|D4|P|FF
|8B° EC|QH05 BE 1C 10 AE[B|FF 16 FF DOJ1/C9|QQP|81
jlozlil02 FF DO|P|8D|E|C4|P|8B|E|CO|P|FF
)IC2 8D 04 90 01 D8 89|E[B4fjj10  8D|E|BO|P1|CI|Qf(81

16 89 C6 09 DB 81 F3|<a|D9
F1]x|01]/Q|8D|E|03|P|8B|EJAC|P|FF
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E5|Qh.dllhel32hkernQhounthickChGetTf|B9|IIQh32.dhws2_f

16|P|BE 10 10 AE|B|8B 1E 8B 03|=U
16]j|11]

FF 8B|E|B4 8D OC|@|8D 14 88 C1 E2 04 01 C2 C1 E2 08|
D6 EB|"; )

Fig. 7. SignatureHongycomb createdfor the SlammerWorm.

alert tcp 80.0.0.0/8
content: "ul08 81|°0|9A
OF 95 85|8|FE FF FF C7 85|P|FE FF FF 01 00 00 00]jl00
00 00 80 BDI8IFE FF FF 01|thS|FF|U|D4 FF|U|EC 01|E|84|i|BD|T|FE
OF AF C7 89|F4|8D|E|88|Pj|00 FFluo8 E8 05 00 00 00 E9 01 FF
T|IFE FF FF 00/\&|05 81 C7 00|\&|05|W|FF|U|E8]j|00]j|16
P|FF|U|ICO OF B7 85|<|FE FF FF|=|88
|FF FF FF OO|P|E8|d[04 00 00 89 9D|t|FF
|A4]Yjl10 8D 85|p|FF  FF FF|P|FF|u|80
00 C7 85||FF FF FF 00 00 00 00 C7 85'|FF FF FF 01 00 00 00
FF FF|Pj|00Jjl01 FF|UJAO  93|j|00|Th™f|04 80 FF|ul80
00|P|FF|u|80 FF|UJACI=|[EA  OE 00 00|u|11]j|00Jjl01

00 00 DF|w|81 C3 00 00 01 00 81 FB 00 00 00|xu|05

any -> 192.168.169.2/32 80 (msg:

FF FFJj|00]j|01]j|02

8D 85|\|FE

"Honeycomb Mon May 5 16h59m09 2003 *;
02 00 00 OF 84 C4 00 00 00 C7|FO|9A 02 00 00 E8 OA 00 00 00|CodeRedl!l|00
8D 85|P|FE FF FF|P|8D 85|8|FE FF FF|P|8B|E|08

FF|UISCj|IFF
88 00 00|S|CF OF B7 85>FE FF FF 83 F8 0AJs|C3[lC7

FFIU|BO BB 01 00 00 00 OB COJtK3|DB FF|U|94|=300
FFU|A4]Y|83

BB 00 00 FO BF||E8

A; flow: established;
8B 1C|$|FF|U|D8|floB co

FF|pl08 FF 90 84 00
00 00 E8 D2 04 00 00 F7 DO
FF FFIj|00]jl00 FF|U|FO|P|FF|U|DO|Ou|D2 E8|;;05 00 00]i|BD|
FF|UIE8 EB F9 8B|F4)E|84|jd|FF|U|E8 8D 85|<|FE FF FF|
85|p|[FF  FF FF 02 00[f|C7  85]|r
89|E|[80]j|01|Th™|04 80 FF|u|80 FF|U
00|u?|C7 85|h|FF FF FF OA 00 00
8B|E|B0 89 85|d|[FF FF FF 8D 85|h|FF FF FF|Pjl00 8D 85| |FF
FB 01|ullE8 00 00 00 00|X-[D3 03 00 00]j|00h|EA OE 00
FF FF|P|FF|u|80  FF|UJA8 FF|u|80 FF|UB4 E9 E7 FE FF FF BB
OE 00 00 00 8B|d$|08|dg|8F|"; )

flags:

FF FF|01 00 00 81 C7],/01

FFlUIB8 83 F8 FF|t|F2

Fig. 8. SignatureHone/comb createdfor the CodeRed! Worm.

C. PerformanceOverhead

We measuredthe performanceoverheadinvolved when
running Honeycomb comparedo normalhoneyd operation;
the resultsare displayedin Figure9.

Honeycomb Performance Overhead
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Honeyd alone
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Received Packets
Fig. 9. Performanceoverheadwhen running Hongszcomb The paclet pro-

cessingtimes are almostentirely dominatedby Honeycomb, so the honeyd
partis hardly visible.

V. DISCUSSION

Our testsshowv that Honeycombworks and producesinter-
estingsignatureslt hasto be seenhow easily the generated

signaturescan be usedin productionenvironments,and how
the systemperformsunder higher load. However, hong/pots
generally see only relatively little trafc, so this problem
shouldbe manageable.

The performanceas illustrated in Figure 9 shavs that
Honeycombcanrun for extendedtimeson quiet siteswithout
problems.More testing is necessaryto investigatethe per
formanceon busy sites, particularly with traf ¢ that leadsto
increasedamountsof connectionstate.

The systemis rich in con guration parametersyhich can
have major in uence on the performanceof the system.Our
testsweredonewith reasonableefault values,which may not
be the optimal valuesfor the describedernvironment.

VI. SUMMARY

We have presentedHoneycomb, a systemthat can produce
NIDS signaturesutomaticallyby analyzingtraf c onahoney-
pot. The systemproduceggood-qualitysignatureson a typical
end users Internet connection. The systemis particularly
good at producing signaturesfor worms> — the signatures
for Slammerand CodeRed| are extremely preciseand were
producedwithout any speci ¢ knowledgehardcodednto the
system.

5Thatis, aslong asthesewormsare not polymorphic.



Honeypotsareincreasinglydeployedin networks; however,
they are mostly used passively Administratorswatch what
happensand then manually perform forensic analysisonce
a machinehas been compromised.Our results suggestthat
automatedsignaturecreationon hongypotsis feasibleandwe
believe our work is a rst steptowardsintegrating honeypots
more closelyinto the securityinfrastructure.

Future Work

In the future, we want to expose Honeycomb to more
aggressie trafc patternsto get a better understandingof
its performanceWe are working on reducingthe amountof
effort spentperarriving packet. Regardingthe LCS algorithm,
approximate matching schemeswould allow us to create
signaturesthat contain regular expressions.The systemcan
currently be “distracted” by long, identical byte sequences
that areinherentin someprotocolslike NetBIOS, potentially
causingfalsepositives.Futurework needgo investigatemeans
to mitigate this danger for example using white-listing of
known benignsequencesBetter tools to analyzethe created
signaturesand to easetheir integration into the signature
managementoolchainis anotherinterestingaspect.

Generally Honeycomb's approachcould also be usedfor
creating signaturesof other trafc. On NIDS mailing lists,
some of the most commonly asled questionsare requests
for signaturedor a certainapplicationor a particularexploit.
Analysisof unsolicitedemailalsocomesto mind. Honeycomb
could be a greattool for facilitating this — once a trafc
streamwith the trafc in questioncan be obtained,applying
Honeycomb to this trafc could help provide the answer
We have in fact alreadyusedHone/combin orderto verify
existing signaturesWe intendto provide a standalonepplica-
tion versionof Honeycombthat performssignaturegeneration

on libpcap trace les insteadof live trafc going through
honeyd .
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