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Abstract. This paper develops a new approach for detecting self-propagating
email viruses based on statistical anomaly detection. Our approach assumes that
a key objective of an email virus attack is to eventually overwhelm mail servers
and clients with a large volume of email traffic. Based on this assumption, the ap-
proach is designed to detect increases in traffic volume over what was observed
during the training period. This paper describes our approach and the results of
our simulation-based experiments in assessing the effectiveness of the approach
in an intranet setting. Within the simulation setting, our results establish that the
approach is effective in detecting attacks all of the time, with very few false
alarms. In addition, attacks could be detected sufficiently early so that clean up
efforts need to target only a fraction of the email clients in an intranet.

1 Intr oduction

Email viruseshave becomeoneof themajor Internet securitythreatstoday. An email
virus is a maliciousprogramwhich hidesin anemailattachment, andbecomesactive
whentheattachment is opened.A principal goalof emailvirusattackssuchasMelissa
[1] is thatof generating a largevolume of email traf�c over time,sothatemailservers
andclientsareeventually overwhelmedwith this traf�c, thuseffectively disrupting the
useof theemailservice.Futurevirusesmaybemoredamaging, takingactionssuchas
creatinghiddenback-doors on the infectedmachinesthatcanbeusedto commandeer
thesemachinesin a subsequentcoordinatedattack.

Current approachesfor dealingwith emailvirusesrely ontheuseof anti-virussoft-
wareat thedesktops,network servers,mail exchangeservers andat thegateways.De-
tectionof emailvirusesis usuallybasedon a signature-basedapproach,wherethesig-
naturecapturesdistinguishing featuresof a virus, suchas a unique subjectline or a
unique sequence of bytes in its code.This approachis effective against known email
viruses,but is ineffective againstunknown (i.e.,newly released) viruses.To overcome
this drawback, techniqueshave beenrecentlydevelopedthat focus on virus behavior
ratherthanits representation.Such“behavior-blocking” approachesdetectvirusesby
usingsignaturesof behavior, suchasfastgenerationof emailsor self-replication.

Although behavior-blocking is moreeffective againstunknown viruses,it canstill
befooledbycarefullydesignedvirusesthatpropagateslowly, or replicateafteraperiod.
For instance,if systemis set to block the behavior that an email attachment should
not causegeneration of more than � otheremailmessages,a virus thatgeneratesonly
����� copieswill goundetected.Similarly, anemailattachmentthatcausestime-delayed
�
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propagationmayalsogoundetected.Moregenerally, aviruscanemploy acombination
of low propagationfactor, highincubationperiod,andrandomizationtoevadebehavior-
blocking approaches.

An alternative approachfor detectionis onethat focuseson the ultimateeffect of
self-propagating emailviruses:increasein emailtraf�c. Simpleadaptations on thepart
of thevirus,suchasreducing thepropagation factorbelow acertainthreshold, introduc-
ing timedelaysor otherrandomizationsdonotalterthisultimateeffect.For thisreason,
our approachis basedon detectingemail virusesbasedon increasesin thevolume of
emailtraf�c generated.

Giventhevariations in email traf�c from onesite to another, andfrom onetime to
another, it is dif�cult for manualdevelopment of characterizationsof excessive email
traf�c. An alternative approachis to usemachine learning — thesystemis trainedto
learncharacteristicsof normal emailtraf�c, andthendetectsigni�cant increases.In the
context of intrusiondetection, suchanomalydetectionapproacheshavebeenassociated
with relatively highfalse-alarmrates,aswell asa moderaterateof falsenegatives(i.e.,
missedattacks).In this paper, we develop andstudyan approach that appears to be
capableof detectingattackswith very low falsealarmrate,while still beingable to
detectattacksreasonably early.

This paper�rst presentsour approach for anomaly-baseddetectionof the self-
propagatingemail viruses.It begins with an overview of our approach in Section2.
We have studiedthe performanceof this approach usingtwo complementaryexperi-
ments,bothbasedonsimulation.The�rst experimentfocusesoncreatingstealthyvirus
behaviors,but usesasimplisticusermodel. Thesecondexperimentstrivesfor morere-
alistic usermodels, aswell asmoreaccurate reproduction of thebehaviors of different
softwarecomponentsof the email system,but the virus models arenot asstealthyor
variable asthe�rst experiment.

Section3 describesour �rst experiment.Ourexperimentalresultsshow thatviruses
similar to the onesthat areprevalent currently, canbe detectedearly. This is because
suchvirusesarevery “noisy.” For stealthiervirusesthatusea small replication factor,
detectionis still achieved fairly earlyin oursimulation,whenaminority of emailclients
are infected.For the moststealthyvirusesthat usea combination of low replication
factoranddelayedpropagation, a majority of the network is infectedby the time of
detection. In all cases,detectionis achievedbeforethetimetheemailserverexperiences
ahighoverload.Sinceour technique promisesto provide low falsealarmrates,thereis
a potential to launchautomatedresponsesat detection time soasto quarantineemails
with attachmentson the mail server1. At this point, a more careful investigation of
the virus canbe performed, followed by a cleanupphase(on the email clients) if a
virus is indeedpresent.Notethatearlydetectionof thevirus reducesthecleanup costs
signi�cantly, asonly a fraction of thecomputersin anorganization needto becleaned
up.

Thesecondexperiment,describedin Section4, useda moreelaborateusermodel.
Moreover, anactualemailsystemwasusedsoasto make thesimulationresultsmore
realistic.Thegoalof theexperiment,conductedaspartof aDARPA-sponsoredresearch

1 Such a quarantine will be effective in arresting further spread of the virus, assuming that
viruses can spread only through attachments.
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program,wasto studytheeffectivenessof automatedresponseto checkthespreadof
suchviruses.A number of signature andbehavior baseddetectors wereusedin com-
binationwith our anomalydetector. Thesignatureandbehavior baseddetectors were
tunedfor early detection,but this meantthat the more stealthyviruseswould not be
caught by them.Theanomaly detectorwastherefore tunedfor delayedbut certainde-
tection.Thedetection delaywasarti�cially increasedsothattheanomaly detectorwill
not raisean alarmuntil it is certainthat any responsesbasedon otherdetectors have
failed.For this reason,our primary effectivenesscriteriain this experimentwasdetec-
tion, rather thanearlydetection. Of thehundredsof experimentsconductedin this set
up, therewere7 caseswherethevirus wasnot checkedby otherdetectors,andin each
of thesecases,our anomalydetectorwasableto detecttheattack.Theseexperimental
resultsshow that our approachis effective, subjectto the accuracy of the simulation
modelsusedin theexperiment.They alsoindicatethatour approachcancomplement
other“behavior-blocking” approaches,whicharetypically tunedfor earlydetectionbut
maybefooled by stealthyviruses.

Someof thekey bene�tsof ourapproachare:
– Accuratedetection. In oursimulation-basedexperiments,ourapproachdemonstrated

near-zerofalsealarmrateswith zerofalsenegatives(i.e,100%detection). Thelatter
is possiblebecauseof thenatureof self-propagating email,whereintheemailtraf�c
keeps increasinguntil it is detected.

– Robust againstpolymorphic and stealthyviruses.Our technique is unaffectedby
polymorphic viruses.It promisesto reliably detectstealthyvirusesthatposechal-
lenges to previouslydevelopeddetectiontechniques,althoughthedetectionmaybe
delayed.

A practicalbene�t of ourapproachis thatit hasa low runtime overhead.Moreover, its
learningphaseis robustenough to operatewithoutexpertsupervision.

While theabove resultsarepromising, they aretemperedby the fact that they are
basedexclusively on simulatedbehaviors of email users.The �rst experiment used
a particularly simplemodel for userbehaviors: eachuserwasmodeledasa Poisson
process.The secondexperimentuseda non-uniform model taking into account such
factorsasaddressbooks.Userbehavior wassimulatedusinga3-state(“readingemail,”
“composingemail,” and“idle”) Markov processthatmakesrandom transitionsbetween
statesthat is governedby a set of transitionprobabilities.Thus the usermodel was
muchmorerealisticin this experiment.Nevertheless,it is well known in thecontext of
anomaly detectionthatrealsystembehavior tendsto exhibit morevariability thanwhat
canbeobserved in asimulation.Thus,theresultsobtainedusingsimulationexperiments
cannot bedirectlyextrapolatedto realoperating environments.Ourongoing work aims
to addressthisweaknessby usingsimulationonly for thepurposeof modelingviruses;
normal emailtraf�c will betakenfrom actualmail server logs.

2 Overview of Approach

Our approachis basedon speci�cation-basedanomaly detection[36], a technique that
combinesstate-machine speci�cationsof network protocols with statisticalmachine-
learning. In thiscase,theprotocol modelstheinteraction betweenemailclientsin anor-
ganizationwith theemailserverof thesameorganization.Theseinteractionsarecalled
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INIT

(msgID == id)&&(sender==from)|deliver(from, msgID, to)

DONERCVD
send(from, msgID, to1,...,toN) timeout()
sender = from, id = msgID>

Fig. 1. A State Machine Modeling Email Server Operation

events.The statemachine (implicitly) classi�es events into different categories based
on the transitiontakenby themin thestatemachine. Machinelearning techniquesare
thenusedto learnstatisticsassociatedwith eachof theseclasses.Several choicesex-
ist for suchstatistics,including: average number of attachments to anemail,sizeof a
message,etc.Our focus,however, wasoncharacteristicsthatarenecessarilyassociated
with increasedemail traf�c, andhencewe chosestatisticsrelatingto frequency of tak-
ing different transitions. The fact that this simplemeasurewaseffective supports the
claim of [36] that the useof protocol statemachines simpli�es featureselection,i.e.,
evena naivechoiceof featuresproducesgoodresults.

The�rst stepin our approachis to develop a statemachine modeling thebehavior
of anemailservice,asobserved at a mail server. For therestof this paper, we concern
ourselvesmainlywith emailservicewithin anintranet.Weassumethatall emailclients
transfereachof their outgoing messagesto the intranet mail server, which in turn for-
wardsthemessagesto eachof therecipients2. Sinceweareonly concernedwith emails
within the intranet,the email server simply queueseachmessagereceived from any
clienton themail queuesassociatedwith therespectiverecipients.

Figure 1 shows the simpli�ed model of email server behavior describedin the
preceding paragraph.The statemachinehasthreestatesthat areidenti�ed as ������� ,���
	��

and
��
 ��� . The reception of an email from a client ������� at the server is

modeled usingthe event ������� that takesseveral parameters:the �rst parameteriden-
ti�es the sender, the secondis a unique identi�er for the message,andthe restof the
parametersdenote the recipientsof themessage.Thecontentsof themessagearenot
modeled in this statemachine. Whentheserver receives this message,it forwards the
messageto eachof the email recipients.This forwarding operation is modeledusing
the �������! ���� event,which takesthesendername,themessageidenti�er andtherecipi-
entnamesasparameters.This event mayoccurzeroor more times,dependingon the
number andemail ids of the recipients.Note that thereis no easyway to relatethe
number of recipientsin the ���"��� messagewith thenumberof recipientsto which the
messageis forwardedby theserver. Thenumber of actualrecipientsof a messagemay
bemore(e.g., whena recipient namecorrespondsto a mailing list), or less(e.g., when
arecipientnameis in error, or dueto duplicatesor mail aliaseswithin therecipientlist).
For this reason, the statemachineindicatesthat theremay be zeroor more instances
of the �������! #��� eventcorrespondingto each �"����� event. Thecorrespondence between
the ������� and �������! #�"� events is identi�ed in thestatemachine by storingthemessage

2 This assumption holds for most popular email clients such as Microsoft Outlook and Netscape
Messenger.
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identi�er andsenderin two statevariables � � and ���������"� , andthencomparing these
statevariableswith theargumentsof the ����� �  #��� event.

The
��
 � � statein thestatemachinesigni�es thecompletion of theprocessingof

aparticularemailfromaclient.Dueto thedif�culty outlinedabovein recognizingwhen
suchprocessingis completed,we usea time-outto modelcompletion. Theassumption
beingmadehereis thatonceanemailis received by theserver, it will beprocessedand
themessagesentto all recipients within a shortperiodof time. The time-out valueis
setwell above theexpectedtime for suchprocessingof email.

Formally, weuseextended�nite stateautomata (EFSA)to capturethestatemachine
modelshown in Figure1. An EFSA is similar to a �nite-state automatonin that it is
characterizedby a setof states,sometimescalledcontrol statesof theautomata,anda
setof transitions betweenthesestates.EFSA differ from FSA in that (a) EFSA make
transitionsoneventsthatmayhavearguments,and(b) EFSAcanusea�nite setof state
variablesin whichvaluescanbestored.TheEFSAin Figure1 consistsof threecontrol
states������� (thestartstate),

�
�
	 �
, and

��
 ��� (the�nal state);threeevents ������� ,
�������! #��� and

� �!� ����� � ; andtwo statevariables ���"������� and �!� .
To understandhow suchEFSA speci�cations can be usedfor monitoring email

traf�c, consider the statemachinediagramagain. Whenan email is acceptedby the
mail serverfor delivery, anew instanceof thestatemachineis created, andthis instance
makesa transitionfrom ����� � to

���
	��
state.Thesenderandmessageidenti�er are

storedin thestatevariablesassociatedwith this instance.As copiesof thismessageare
deliveredto therecipients,the �������! ���� transitionis taken.Finally, afteratimeoutperiod,
a transitionto the

��
 � � stateis taken. This beinga �nal state,the statemachine
instanceis nolongerneeded, andis cleanedup,i.e.,all resourcesallocatedfor thisstate
machine instancearereleased.Notethat in general, therewill bemultiple instancesof
thestatemachineactiveatany time.Thenumberof suchactive instancesis determined
byhow many emailmessagesaresentby clientsover thedurationof thetimeoutperiod.

Now, wesuperimposestatisticalmachinelearning over thisstate-machinespeci�ca-
tion of emailserverbehavior. An obviousstatisticalpropertyof interestis thefrequency
with whichvarioustransitionsin thestatemachinearetaken.A self-propagating email
viruswill causeanincreasein many of thesefrequencies.We mayalsobeinterestedin
statisticalpropertiesacrossasubsetof instances,ratherthanall instances.Theinstances
of interestcanbespeci�edon thebasisof statevariablevalues.For instance,we may
beinterestedin thenumberof emailssentto any recipient by aparticularuser

�
onthe

network. We will do this by selectinginstancesthat have sender equal to
�

in their
RCVD state,andidentifying thenumber of timesthetransitiononthe �������! #�"� eventwas
takenin theseinstances.

2.1 Statistics of Interest and their Representation

In the statemachine in Figure1, therearetwo signi�cant transitions,takingplaceon
the ������� and �������! ���� eventsrespectively. Wethereforechoosefrequenciesof thesetwo
transitionsasstatisticalinformationof interest,andmaintainthefollowing statistics:

– frequency with which the ���"��� transitionis taken,acrossall clients
– frequency with which the ����� �  #��� transitionis taken,acrossall clients
– for eachclient

�
, thefrequency with whichemailsfrom

�
take the ������� transition
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– for eachclient
�

, thefrequency with which emailsfrom
�

take the �������! ���� transi-
tion

Eachof thesestatisticsweremaintained at multiple (of the order of ten) time scales,
ranging from about asecondto about anhour.

We could maintainaveragefrequency information,but sincemostphenomenare-
latedto emailcanbebursty, we chooseto maintainfrequency distributionsratherthan
averages.In particular, wede�ne a timewindow � over whichwecountthenumberof
timesa transitionis taken.Let ���������	�
�	� ����� denotethecounts associatedwith a transi-
tion over � successive time periods ��
����
�	�	� ��� thatare � units long. Thena histogram
of the values ���������	�
�	� ����� is usedto representthe frequency distribution over a time
window � , asobserved during a training period of duration��� � units.

Sincewe do not know in advancethe rangeof the values ������
 , it is morecon-
venient to usea histogram with geometric bin ranges,i.e., the rangeof valuescorre-
sponding to

�
th bin in the histogram is � times the rangeof the � � � ��� th bin, for

somefactor � . In our experiments, � was set to � � . Thus, the histogrambins were� � � ��� � � �!�"�!�#� � �$�&%'�#� � %(�#)�� � � )'� � ��� � � � �!� ��)�� � � ��)*�+��,-� andsoon.

As with otheranomalydetectiontechniques,our approachconsistsof a training
period, followedby a detectionperiod. During thetrainingperiod, ahistogram.0/ rep-
resentingthe frequency distribution observed during the training period is computed
andstored.For detection, the histogram .21 computedduring detectionis compared
with thehistogram . / . An anomalyis �agged if .31 is “more” than . / . Thenotionof
“more” canbede�ned in multipleways,but we needsomething thatcanbecomputed
ef�ciently , andmoreover, representsa clearandsigni�cant changefrom .41 . For this
reason,we compare the highestnon-zero bin .��257681 in .91 with the highest non-
zerobin .��2576 / computedduring training. Theseverity of theanomaly is de�ned to
be .��2576:1 �;.��<5=6 / , provided . �25=6>1@?A. �25=6 / . Otherwise,no anomalyis
�agged. Thecondition .��<5=6 1 ?B.��25767/ re�ects our biasfor detectingincreased
email traf�c, asopposedto detectinga reduction in email traf�c. Note that with this
simplethreshold criteria, thereis no needto maintainentirehistograms, but only the
highestnonzerobins.Morecomplex threshold criteriamaytake into account theentire
histogram.9/ to derive a threshold, soit is usefulto compute andmaintainhistograms
during training. During detection, however, the potential bene�ts of having the extra
informationwill likely bemorethanoffsetby theadditionalstorageneededto maintain
histograms.

By choosingdifferent valuesfor thetimewindow � , wecancapturestatisticalinfor-
mationat differenttime scales.A smallvalueof � will enablefastdetectionof intense
attacks,assuchattackscanbedetectedwith adelayof theorderof � . However, aslow
but sustainedattackmay not be detectedusinga small time window. This is because
therecanbe muchmoreburstinessin email traf�c at shortertime scalesthan larger
time scales.Suchburstinessmeansthat thepeakfrequenciesobserved at shortertime
scaleswill bemuchhigher thanaverage values,thusmakingit dif�cult to detectsmall
increasesin traf�c. Sinceburstinessathigher timescalestendsto besmaller, thediffer-
encebetweenpeakandaverageis smallerin thosetime scales,thusmaking it easierto
detectmodestincreasesin traf�c. For this reason,we useseveraldifferent time scales
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in our experiment,startingfrom 0.8seconds andincreasingto about83 minutes,with
eachtimescalebeingthreeto � ve timesthepreviousone.

The above discussionseparatesthe training phasefrom the detectionphase.In a
live system,userbehaviors evolve over time, and this must be accommodated.The
usualtechniqueusedin anomalydetectionsystemsis to continuouslytrain thesystem,
while ensuring that (a) very old behaviors are“aged” out of the training pro�le, and
(b) very recentbehaviors do not signi�cantly alter this pro�le. This technique canbe
incorporatedinto ourapproachaswell, but wedid notpursuethisavenueasthechange
wouldhavenodirecteffect on theresultsreportedin thispaper.

3 Experiment I

The primary goal of the �rst setof experimentswasto studythe effectivenessof our
approachfor detectingself-propagating emailviruses.In particular, wewantedto study
thefalsealarmrateanddetectionlatency asthestealthinessof thevirusis changed.This
experiment us basedon simplemodels of userbehavior. (More complex andrealistic
usermodelsareconsideredin ExperimentII.)

Oneobviousway to studytheeffectivenessof theapproachis to install it on a real
mail server, suchasthemail server in a universityor a large company. Apart from is-
suesof privacy thatneedto beaddressedin suchexperiments,thereis anotherserious
impediment to suchanapproach:it is not practical to introducevirusesinto suchsys-
temsfor thepurposeof experimentation: it wouldseriouslyimpact emailservicein the
organization. Giventhecritical role thatemailhasbegun to assumein practicallyevery
largeorganization, suchanapproachis impractical.

Even if we were able to introduce suchvirusesin a real email system,existing
emailvirusesarerathernoisy:assoonasthey areread,they sendcopiesof themselves
to all (or most)usersin theaddressbook. Thiscausesasharpspurtin emailgeneration
ratein thesystem,andwould be immediately detectedby our approach.To poseany
challenge to our approachor to assessits capabilities,we would have to createnew
emailviruses,which would bea signi�cant taskby itself. Therefore our experiment is
basedon simulation.Below, we describethe simulationenvironment, andproceedto
presenttheresultsof theexperiments.

An important aspectof theseexperiments is that the training, as well as detec-
tion took placein anunsupervisedsetting.No attemptwasmadeto tuneor re�ne the
anomaly detectorbasedon observed results.Suchtuning or re�nement could further
improve theresults.

3.1 Experimental Setup

For this experiment,we simulatedan intranet with severalhundredusers.Threesizes
of the intranet wereconsidered: 400users,800usersand1600users.Our simulation
couldhave beenbasedon actualmail servers andmail clientsthatweredriven by sim-
ulatedusers.However, therealismin thesimulationis almosttotally determinedby the
modelusedfor userbehavior, andis largely unaffectedwhetherreal email clientsor
mail serverswereused3. On theotherhand,leaving out realmail servers andclientsin

3 The only condition when the presence of real mail clients and servers can become important
is when the system gets overloaded, due to propagation of email virus. In our experiments, the
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a simulationhasseveral importantbene�ts.First, we do not needa large testbedcon-
sistingof hundredsof computers,realor virtual. Second,a light-weightsimulationthat
avoidsrealmail servers andclientscancompletein secondsinsteadof takinghours.

Our simulationuseddiscretetime, whereeachcycle of simulationwaschosento
correspondto roughly 0.2seconds.This is a ratherarbitrary number— our maincon-
cernin this context wasto choosea smallenoughgranularity thattheresultswould be
essentiallythesameaswith a simulationbasedoncontinuoustime.

EmailusersaremodeledasPoissonprocesses,readingor sendingemailsat random
during eachsimulationcycle. Speci�cally, in a singlesimulationcycle, theprobability
of a usersendingemail wassetat 0.0006 andthe probability of checking email was
setat 0.0003. This meansthat userssendout emailswith a meaninterval of about5
minutes,and that they checkemailswith a meaninterval of about10 minutes.The
recipients for eachmail wasdeterminedat random, andthenumberof recipientswas
chosenusinga positivenormaldistribution with a meanof 1 andstandarddeviation of
2. Whereassending of mails wasassumedto take placeoneat a time, email reading
wasmodeledasabatchprocess— eachattemptto reademailreadsmostof theemails
queued for the user. Moreover, for eachmessage,the userrandomly choosesto reply
to thesender, reply to all recipients,or not reply at all. We have usedidenticalmodels
for all usersin this experiment, while the experiment described in Section4 usesa
non-uniform modelwheredifferent userbehaviors aredifferent.

In this experiment,we wantedto modelnot only thevirusesprevalenttoday, all of
whichpropagateveryrapidly, but alsostealthyviruses.For stealth,virusesmayemploy
a combinationof thefollowing techniques:

– low propagationfactor, i.e.,whenthevirus is read,it doesnot causegeneration of
emailsto a large numberof users,suchasthesetof namesin theaddressbookof
thereader. A highpropagationfactormakesthevirusmuchmorenoticeable.

– long incubation period, the delaybetweenwhenthe virus is readandthe time it
causespropagationof email is large.Thelong delaymakesit dif�cult to associate
thepropagation with thevirus.

– polymorphism,the virus modi�es itself, so that the emailsgenerated do not look
likethevirusthatwasread.For additional stealth,theviruscanpropagatenon-virus
carrying emailsaswell asthosecarrying thevirus.

– matching userbehavior, i.e.,thevirusavoidssendingoutemailswith a largerecipi-
entlist, insteadpartitioning suchmessagesinto multipleoneswith recipientlists of
thesizeobservedonnormal messages.

– randomization,i.e.,all of theabove techniquesarerandomized— for instance,the
incubationperiodis arandomnumberoverarange.Similarly, thepropagationfactor
is a random number.

Of thesetechniques,polymorphism doesnot affect our approach,asit is not based
onemailcontent. Among therest,propagation factorandincubation periodwerefound
to havethemaximumimpactondetectioneffectiveness,while randomizationhadmod-

virus was always detected well before there was any significant increase in email traffic, and
hence the absence of actual email servers and clients is unlikely to have affected the results we
obtained.
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Fig. 2. Detection time as a function of incubation period and propagation factor.
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esteffect.Matchingof userbehavior seemedto havenoeffect. Thus,ourresultsdiscus-
sionconsiders only two of theabovefactors:propagationfactorandincubationperiod.

3.2 Metrics used for detection

The �rst andmost obvious metric is the detectiontime: the time betweenthe intro-
ductionof thevirus andthe time of detection. Figure2 shows how thedetectiontime
changes as the propagation factor (also known as fanout) and incubation periodare
changed.Note that longerincubation periods andlower propagationfactors delayde-
tection.Thedetectiondelayis somewhatmitigatedby thefactthatthevirus itself prop-
agatesmoreslowly in thesecases.We thereforelook atothermetricsthatfactorout the
speedat whicha virusspreads.Someof thesemetricsare:

– percentageof clientsthatareinfectedat thetimeof detection
– percentageof emailtraf�c dueto virusesat thetimeof detection

The�rst of thesemetricsis relatedto thecostsfor cleaningupafterthevirus infection.
The othermetric relatesto the load on the email server, andthe degree to which its
function is degradedby thevirus.
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Figure3 showsthepercentageof infectedhostsatthetimeof detectionof theattack.
Theresultsarefor anintranetconsistingof 400clients.This �gure showsthatfor noisy
viruses,detection occurs early, but very stealthyviruses,especiallythosethat usea
combination of large incubation periods andlow propagation factors,canpotentially
infectmostof thenetwork before beingdetected. Figure4 shows thatfor a givenvalue
of propagation factor(�x edat 8 for this graph), andincubationperiod, the fractionof
infectedhostsis lowerwhenthenumber of clientsin theintranet is higher.

Figure 5 shows thefractionof email traf�c that is dueto thevirusesasof thetime
of detection.Speci�cally, we calculatedthe fraction of email traf�c dueto virusesin
thefew seconds(2 seconds) preceding thedetection. Notethatthevirus traf�c is in the
40%to 70%range,whichmeansthattheemailserver is only slightly overloaded. Due
to burstinessof emails,serversaretypically designedto handlea few to several times
theaveragerateat which emailsaregeneratedin thesystem.For this reason,a 40%to
70%increasein emailtraf�c is notverysigni�cant.

3.3 False alarms

Falsealarmrateswerecomputedusingtwo different criteria:

– Criteria 1: Counteven asinglealarmasafalsealarm:Usingthiscriteria,therewere
a total of 3 falsealarmsacross8 runs,or a rateof about 0.38falsealarmsperhour.

– Criteria 2: Apply a threshold criteria,andcount a falsealarmwhenthe threshold
is exceeded.This thresholdis establishedthrough experimentation.We found that
by registeringanalarmwhenmorethan3 alarmsarereportedover a period of two
seconds,zerofalsealarmratecouldbeachievedin oursimulation.

We note that in the detectionresultsreported earlier, Criteria 2 was used.Thus,
thosedetectionresultswereobtainedwith zerofalsealarmrate.
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Runtime Performance and Memory Usage

The whole implementationwasdone in Java. With 400 clients,about 800 frequency
distributions weremaintained,eachover 8 timescales.Dueto thesestructuresthetotal
memory useof theJava programwas30MB. Whenrun on a Intel PentiumIII system
operating at 1GHz, it wasableto simulateabout 500cycles persecond,i.e., simulate
100secondsin onesecondof operation.In addition to thesimulation,theanomalyde-
tectorwasprocessingabout 100messagespersecond.This performancewasadequate
to providefastsimulation.If usedin aliveenvironment, theseperformanceresultsshow
thattheanomalydetectorwill consume1% of CPUonasimilar system.

4 Experiment II

Thisexperimentwasconductedaspartof theDARPA SWWIM program.TheSWWIM
Autonomic ResponseArchitecture (SARA) experimentwasconductedby a collabora-
tiveteamof organizations,eachresponsiblefor akey function.Thisexperimentdiffered
from thepreviousexperimentin severalaspects.First, theusermodelswereasymmet-
ric, i.e., thebehavior modelsfor differentusersweredifferent. Second, theexperiment
wasconductedwith realemailservers(sendmail)andclients.Third, thesimulationas
well asthevirusesweredesignedby a third partythathadnovestedinterestin how the
detectors from differentorganizations performed.

Theoverall goalof theSARA experimentwasto evaluatethevalueof orchestrated
response to attacks.The systemconsistedof several virus detectioncomponents, re-
sponsecomponentsin the form of mail server andclient enhancementsto purge sus-
pectedmessages,andanorchestrator. Theorchestrator tookits input from thedetection
components,evaluated thesystemstatebasedon theseinputs,selecteda responseac-
tion, andcommunicatedtheseactionsto the responsecomponents.Several detection
componentswerebuilt, including (a) simplebehavior baseddetectors that looked for
morethanacertainnumberemailswithin acertaintimeperiodor within a certaintime
periodafteranattachmentwasopened,(b) morecomplex behavior baseddetectorsthat
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weretunedto detectthetree-like �o w of emailsproducedby emailviruses,and(c) our
anomaly detector.

Early on in theexperimentaldesign,it wasdecidedthat theabove detectors would
beusedin differentstagesof virus spread: thebehavior basedtechniqueswill beused
for early detection, at which point the systemwould attempta carefully orchestrated
sequence of responses.But thesedetectors canbefooledby stealthyviruses,at which
point,theresultsfrom theanomaly detectorwouldbeusedto identify thespreadof the
virus. Note that the anomaly detector cannot provide precise identi�cation of offend-
ing emailmessages— theonly thing thatcanbesaidis thata predominantnumber of
emailmessagescausinganalarmareboundto beviruses.Dueto theabsenceof precise
identi�cation of virus-carrying emails,andgiven the time constraints associatedwith
theconduct of this experiment,it wasdecidedthattheorchestratorwouldsimply shut-
down thesystemif theonly informationit hadwasfrom theanomalydetector. Clearly,
this is a responseof last resort,andnot to beattemptedunlessevery thing elsefailed.
In particular, the orchestratorshouldbe allowed to try intelligent responsesbasedon
inputsfrom otherdetectors; andonly whenall of this failed,it shouldconsidershutting
down thesystem.In orderto make surethattheseresponsesweregiven adequatetime
to work, it wasdecidedthattheanomalydetectorwouldarti�cially delaydetectionun-
til suchtime it became clearthat thevirus wasestablishedin spiteof anorchestrated
response.

4.1 Experimental Setup

The experiment was carriedout using a “full scale” simulationof an email system
for a singlesubnetof 400clients.This includedanemail server (modi�ed versionof
sendmail)and400emailclients.Thedetection, response,andorchestration components
communicatedandworkedin conjunctionwith theemailserverandclients.

SimilartoExperimentI, theactionsof userswereemulatedby400“bots.” However,
thesebotsweresigni�cantly morecomplex thanusermodelsusedin Experiment I. In
particular, userbehavior wassimulatedby 400botsthatwereimplementedasprocesses
that run concurrently. Userbehavior wasmodeledusinga three-stateMarkov model,
with the statescorresponding to the userreading email, composing email andbeing
idle. The bots will make transitions at random among thesestates,with a speci�ed
probability for eachof thesix possibletransitions. In thismanner thismodelavoidsthe
pitfalls associatedwith a Poissonmodel usedin ExperimentI.

A secondimportant improvement in the usermodel is that it is asymmetric,and
it capturesthe concept of addressbooks.Whena usercomposesemail, the setof re-
cipientsis assumedto comefrom his or her addressbook. The addressbook size is
unlimited, i.e., it canbe as large asthe userpopulation. Thesefactors meanthat it is
muchmorecommon for emailswith alargenumber of recipientsto begeneratedin this
experiment.

Several different typesof viruseswereusedin theexperiment.Thesevirustypesare
shown in Figure6. Higher numberedviruseswereintendedto be progressively more
stealthy.
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Virus type Description
1 Static
2a Randomized Addresses - (taken from sent items)
2b Randomized Addresses - (taken from received items)
3a Randomized - (random number of recipients)
3b Delayed Randomized (random no. of recipients and time delay)
4a Polymorphic - (virus attachments all end in .vbs)

4a.v1 Polymorphic - (virus attachments have variable extensions)
4b Persistent Polymorphic - (virus attachments all end in .vbs, lives forever)

4b.v1 Persistent Polymorphic - (fast propagating version)
4b.v2 Persistent Polymorphic - (slow propagating version)
4b.v3 Persistent Polymorphic - (medium propagating version)
4b.v4 Persistent Polymorphic - (viruses have variable extensions, lives forever)

Fig. 6. Properties of Viruses Used

4.2 Detection Effectiveness

Hundredsof simulationruns werecarriedout with theabove typesof viruses.Dueto
thefactthattheanomalydetectorwastunedexplicitly for delayeddetectionof viruses,
no alarmsweregeneratedin thoserunswheretheorchestrator wasableto containthe
virus.Thereweresevenrunsin which theorchestrator wasunable to contain thevirus.
It is signi�cant thatin everyoneof thesecases,theanomalydetectorwasableto detect
thevirus,asshown in Figure7. In mostcases,thedetectiontook place2 or 3 minutes
afterthedetectionof virus.

Time of
Virus type (post-virus release) Percentage of

detection traffic consumed by virus
2b 3.7 min � 5 percent
4a 36.4 min � 5 percent
4b 3.0 min � 5 percent
4b 2.2 min � 5 percent
4b 3.3 min � 5 percent
4b 3.1 min � 5 percent

4b.v2 22.7 min � 5 percent

Fig. 7. Virus Detection

In somecases,thedetectionwasratherslow. For virus 4b.v2, thedelaywasdueto
the fact that it hada very long incubation period, so it wasnot propagating fastuntil
around 20 minutesafter its introduction.Thus,detectiontook only two minutesafter
the virus becameactive. In the caseof virus 4a, the orchestratorwas initially ableto
containthevirus,andhencenoalarmswerereportedby theanomaly detector. However,
afterabout 30 minutesof containment,theorchestrator lost control of thevirus,which
subsequently tookover thesystem.Thedetection occurredafew minutesafterthepoint
whenthevirusgotaway.
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4.3 False alarm analysis:

As for ExperimentI, falsealarmratesweremeasuredin two ways:

– Criteria 1: Counteven asinglealarmasafalsealarm:Usingthiscriteria,therewere
a total of 18 falsealarmsacross6 runs,or a rateof about0.3falsealarmsperhour.
(Comparethis to the0.38falsealarmsperhourobtainedusingthis samecriteriain
ExperimentI.)

– Criteria 2: Seta threshold via experimentation. In this case,the threshold wasset
sothatnotonly dowemaskfalsealerts,but alsotruealarmsthatarenotsuf�ciently
severe to warranta systemshutdown. (Recallthattheonly responseusedin theex-
perimentwasto shutdown themail server whentheanomalydetectorproducedan
alarm.) For thisreason,thethresholdwasmuchhigherthanin ExperimentI. Specif-
ically, we identi�ed a threshold of 50 or morealarmsin a periodof 256seconds.
Using this criteria,no falsealarmswereobserved.(In fact, themaximum number
of alarmsproducedwithin a periodof 256seconds in any of thesesix runs was14,
which is well below the50 threshold.)

Wenotethatin thedetection resultsreportedin Figure7,Criteria2 wasused.Thus,
thosedetectionresultswereobtainedwith zerofalsealarmrate.

4.4 Runtime Performance and Memory Usage

Theanomalydetector performanceandmemoryusagein this experimentwassimilar
to thatreportedfor 400clientsin experimentI.

5 Related Work

Self-propagating malicious programshavebeenanalyzedeversincethey cameinto ex-
istencestartingwith the Morris worm [2]. Along with the growth of the Internet, the
threatof wormsspreadinginto computer networks hasalsoincreased.To understand
andpredict the propagation of suchwormshasbecome an increasingly important re-
searchtopic. Propagation analysisand detection hasalso beencarriedout for more
recentCodeRed[12] andMelissa[1] viruses,wheretheemailis usedasthevehicle of
propagationfor thesemalicious executables.

Incidentsof viruspropagation through thecyberrealmhavebeenviewedandmod-
eledusingepidemiological modeling, mapping theInternetto mathematicalmodelsof
ecological systems[15]. Modelshave beendeveloped to accuratelypredict the prop-
agationof wormsandvirusesthrough the networks. Onesuchexample is a variation
of Kermack-Mckendrick model,usedto predictthepropagationof theCodeRedvirus
through theInternet [39]. At IBM, KephartandWhite have developedsystemsfor de-
tectionusingthesemodels [7],[8] [9]. In addition to borrowing ideasfrom mathemat-
ical epidemiology, themodelhasbeenextendedby incorporatingnetwork topological
effects,usingpower-law relationships [20] which try to give somestructureto theap-
parent randomnessof theInternet.[10] studiesthepropagation of viruseswhenasubset
of thehostsareimmune to thevirus. [18] studiestheproblemof network availability
in thefaceof viral attacks.Thefocusof all theseefforts wereto studythepropagation
of viruses,whereasthefocusof this paperis thedevelopment of aneffective detection
technique.
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Anomaly detectiontechniqueshave long beenusedfor intrusion detection[13,27,
25,32–34,16,36]. The approachdevelopedin this paperis closelyrelatedto [36]. In
bothapproaches,a protocol statemachine speci�cationforms the basisfor detection.
This statemachineis usedto transform events (suchasnetwork packets,or sending
or delivery of emails)into frequency distributions that characterizenormal behavior.
Thetraininganddetectionphasesarerobust,andcanoperatewithout any supervision.
Thesefactorscontrastwith mostotheranomaly detectionapproaches,especiallyat the
network level, whereconsiderableknowledgeandingenuity wasneeded to identify the
setof “features” to be included in normal behavior characterization.Moreover, many
of thesetechniquesrequired expert supervisionto make surethat thenormal behavior
characterizationlearnedby thetechniquewasindeed appropriate.

TheMaliciousEmail Tracking (MET) system[17] wasdevelopedto trackthe�o w
of maliciousemailssuchasself-replicatingvirusesthrough a network. It wasdesigned
asa systemto track�o w of maliciousemail traf�c on wide areanetwork without hav-
ing to samplemostof the emailsexchangedin the network. However, its techniques
for detectingmalicious emails,suchastheuseof MD5 sumsfor identi�cation of the
propagationof the samevirus, canbe defeatedby polymorphic virusessuchasthose
consideredin this paper.

While MET is focusedspeci�cally onemails,theearlierGraph-basedintrusionde-
tectionsystem(GrIDS) [31] work wasfocusedon themore generalproblem of large-
scaleautomatedattacksthatpropagateover thenetwork. GrIDSis basedonassembling
the activities on different network nodes into activity graphs that show the spreadof
attacksthrougha network. It canalsosupport policy-baseddetectionof attacksby de-
tectingpolicy violations in theactivity graph.

[6] usesa datamining approachto detectmalicious executablesembeddedwithin
emails.Shortsequencesof machine instructions arethefeaturesusedin this approach.
A Naive Bayesclassi�er, trainedon a setof malicious anda setof benign executables,
was usedto detectwhetheran attachment containedmaliciouscode.This approach
assumesthat thereare similarities among the binary codeof malicious executables.
While thisis showntobetruefor virusesknowntoday, it iseasyenoughtowritestealthy
virusesthatcanescapedetectionby this technique.

TheEmailMining Toolkit (EMT) [35] work complementsMET in thatit usesdata
mining to synthesizethebehavior pro�les of usersthat is usedby MET to detectma-
licious email.EMT models“normal behavior” of eachemail userin termsof several
characteristics suchas the identitiesof the other usersthey communicatewith, and
the frequencieswith which they communicatewith theseusers.It candetectnot only
viruses,but alsochangesin communicationpatterns thatmay resultdueto misuseor
othermalicioususerbehavior. However, for the purposeof virus detection,this tech-
niqueis likely to have higher latency thanthetechniqueproposedin this paper. This is
becausethesendingof a singlemessage,or evena few virus messages,cannot becon-
sidereda signi�cant departurefrom normal communicationpatternwithout increasing
thefalsealarmrate.
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6 Conclusionsand Futur e Work

In thispaper, wepresentedanew techniquefor detectingself-propagating emailviruses
usingstatisticalanomaly detection. Our resultssuggestthatthekinds of virusespreva-
lent today canbedetectedbefore a signi�cant fraction of thenetwork is infected. Our
approachdegradesgracefully whenfacingmorestealthyvirusesthatuseacombination
of low propagation factor, high incubation period andrandomization.We notethatan
email virus writer hasto be careful in designing a stealthyvirus: if it usestoo low a
propagationfactor, thenit may “die” in the presenceof hoststhat areimmuneto the
virus (e.g., Microsoft Outlookvirusessentto Netscapeor Lotus Notesusers).A high
incubation period alsodelaysthespreadof thevirus,which providesmore opportuni-
tiesfor a vigilant useror systemadministrator to noticethevirus.Thusit is likely that
verystealthyvirusesarenotvery stable.

Whenwe began this work, we assumedthatananomaly detectiontechniquesuch
asours will have a signi�cant latency in detection, by which time mostof thenetwork
maybeinfected. While thisassumptionturnedoutto betruefor themoststealthyof the
virusesusedin ourexperiments,our resultssuggestthatfor amajorityof theviruses,it
is potentially feasibleto detectattackswhenonly aminority of thenetwork is infected.
Note thatwith earlydetection,thecostsassociatedwith cleaningup suchvirusescan
bereduced.

While theresultspresentedin this paperarepromising,their mainweaknessis that
they areall basedon simulation.Realsystemsoften displaybehaviors that aremore
complex andvariable than thoseexhibited in simulations. This factorcanarti�cially
in�ate the effectivenessof anomaly detectionsystemsduring simulations.In order to
reallyassesstheeffectivenessof theapproach,it is necessaryto evaluateit usingrealis-
tic emailtraf�c. Ourongoing work developstechniqueswhereemailtraf�c is nolonger
simulated,but is takenfrom mail server logs.Thevirusmodelswill continueto besim-
ulated.Thetraf�c presentedto theanomaly detectoris obtainedby superimposingthe
background traf�c from thelogswith simulatedvirusemailtraf�c.

A seconddif�culty in extrapolatingthe simulationresultsis that on real systems,
emailtraf�c crossesorganizationboundariesfrequently. In particular, avirusmayprop-
agatefrom oneuserto any otheruseron theInternet,andnot just on theintranet of the
user's organization. At thesametime, it is not realisticto assumethatouranomalyde-
tectorcanbedeployedInternet-wide.Thus,aquestionarisesasto how well anInternet-
wide virus propagationcanbedetectedby ananomaly detectorobserving thebehavior
of email on an intranet.This is another questionthat needsto be addressedin future
research.
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