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Abstract. This paper develops a new approach for detecting self-propagating
email viruses based on statistical anomaly detection. Our approach assumes that
a key objective of an email virus attack is to eventually overwhelm mail servers
and clients with a large volume of email traffic. Based on this assumption, the ap-
proach is designed to detect increases in traffic volume over what was observed
during the training period. This paper describes our approach and the results of
our simulation-based experiments in assessing the effectiveness of the approach
in an intranet setting. Within the simulation setting, our results establish that the
approach is effective in detecting attacks all of the time, with very few false
alarms. In addition, attacks could be detected sufficiently early so that clean up
efforts need to target only a fraction of the email clients in an intranet.

1 Intr oduction

Email viruseshave becomeone of the major Interret securitythreatstoday An email
virus is a maliciousprogramwhich hidesin an email attachmet) andbecanesactive
whentheattachmehtis opened.A prindpal goalof emailvirus attackssuchasMelissa
[1] is thatof generéing a large volume of emailtraf c overtime, sothatemail seners
andclientsareevertually oveiwhelmedwith thistraf c, thuseffectively disruging the
useof theemail service Futurevirusesmaybe moredamagng, takingactionssuchas
creatinghidden backdoors on the infectedmachineshat canbe usedto commarneer
thesemachinesn a subseqgantcoordnatedattack.

Current apprachedor dealingwith emailvirusesrely ontheuseof anti-virus soft-
wareat the desktopsnetwork seners, mail exchangeseners andat the gatavays.De-
tectionof emailvirusesis usuallybasedn a signaturebasedappioach,wherethe sig-
naturecaptues distinguishimg featuresof a virus, suchas a unigue subjectline or a
unigue sequene of bytes in its code.This apprachis effecive agairst knovn email
viruses but is ineffective againstunknown (i.e., newly releasejlviruses.To overcome
this drawback, techniqieshave beenrecentlydevelgpedthat focus on virus behaior
ratherthanits represetation. Such“behavior-blocking” appioachedletectvirusesby
usingsignatuesof behaior, suchasfastgeneationof emailsor self-replicatio.

Although befavior-blocking is moreeffective againstunknown viruses,it canstill
befooledby carefullydesignediruseshatpropagateslowly, or replicateaftera period
For instance|f systemis setto block the behaior that an email attachmehshoud
not causegeneratio of more thank otheremail messages virus thatgeneatesonly
k—1 copieswill goundeteted.Similarly, anemailattachmenthatcausesime-delaye
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propgationmayalsogoundetectd. More geneally, avirus canemplo/ acomhbnation
of low propagationfactor highincubationperiad, andrandanizationto evace behaior-
blocking appraches.

An alternatve appoachfor detectionis onethatfocuseson the ultimate effect of
self-prgpagating emailvirusesincreasen emailtrafc. Simpleadaptatios onthepart
of thevirus, suchasreducirg thepropagatia factorbelow a certainthrestold, introduc-
ing time delaysor otherrandanizationsdo notalterthis ultimateeffect. For thisreason,
our apprachis basedon detectingemail virusesbasedon increasesn the volume of
emailtraf ¢ generged.

Giventhevarigionsin emailtrafc from onesiteto anotherandfrom onetimeto
anothe, it is dif cult for manualdevelopmern of charaterizationsof excessve email
trafc. An alternatve apprachis to usemachire learnirg — the systemis trainedto
learncharacteristicef normal emailtraf c, andthendetectsigni cantincreasesin the
contet of intrusiondetectionsuchanamalydetectiorappr@acheshave beenassociated
with relatively high false-alarnrates,aswell asa modeaterateof falsenegatives(i.e.,
missedattacks).In this paper we develop and study an apprach that appeas to be
capableof detectingattackswith very low falsealarmrate, while still beingableto
detectattackseasonaly early

This paper rst presentsour appoachfor anomaly-baseddetectionof the self-
propagatingemail viruses.It begins with an oveview of our apprachin Section2.
We have studiedthe perfamanceof this appro&h usingtwo complenentaryexpeti-
mentspothbasednsimulation.The rst experimentfocusesn creatingstealthyvirus
behaiors, but usesa simplisticusermodé. Thesecondexpelimentstrivesfor morere-
alistic usermodds, aswell asmoreaccurae repioduction of the behaiors of different
software componentsof the email system but the virus modds are not as stealthyor
variable asthe rst expeliment.

Section3 describe®ur rst expeiment.Our expeiimentalresultsshowv thatviruses
similar to the onesthat areprevalert currently, canbe detecteckarly This is because
suchvirusesarevery “noisy.” For stealthiervirusesthatusea smallreplicéion factor
detectionis still achieved fairly earlyin oursimulation whenaminority of emailclients
are infected.For the most stealthyvirusesthat usea combindion of low replicatian
factorand delayedpropagatia, a majority of the network is infectedby the time of
detectionIn all casesgletectioris achievedbefoe thetimetheemailsenerexpeliences
ahigh overload.Sinceourtechniqe promisesto provide low falsealarmratesthereis
a poterial to launchautonatedrespoisesat detectim time soasto quaantineemails
with attachmentson the mail sener!. At this point, a more carefu investigation of
the virus canbe perfamed, followed by a cleanupphase(on the email clients) if a
virusis indeedpresentNotethatearlydetectionof the virus redu@sthe cleany costs
signi cantly, asonly afraction of the computersin anorganizatio needto becleaned
up.

The secondexpeaiment,describedn Section4, useda moreelaborataisermocel.
Moreover, anactualemail systemwas usedso asto make the simulationresultsmore
realistic. Thegoalof theexpeiment,condictedaspartof aDARPA-sporsoredresearch

1 Such a quarantine will be effective in arresting further spread of the virus, assuming that
viruses can spread only through attachments.



progam,wasto studythe effectivenessof automatedesponseo checkthe spreadof
suchviruses.A nunber of signatue andbehaior baseddetectos wereusedin com-
binationwith our anomalydetector The signatureandbehaior baseddetectos were
tunedfor early detection,but this meantthat the more stealthyviruseswould not be
caugh by them.The anonmaly detectorwastherefae tunedfor delayedbut certainde-
tection.The detection delaywasarti cially increasedothattheanonaly detectomwill
not raisean alarmuntil it is certainthatarny response®asedon otherdetectos have
failed. For this reasonpur primary effectivenesscriteriain this experimentwasdetec-
tion, rathe thanearly detection Of the hurdredsof expeiimentscondctedin this set
up, therewere7 casesvherethevirus wasnot checled by otherdetecteos, andin each
of thesecasespur anomalydetectoiwasableto detectthe attack.Theseexperimental
resultsshav that our appoachis effective, subjectto the accurag of the simulation
modelsusedin the expeiiment. They alsoindicatethat our appr@achcancomplengnt
other“behavior-blocking” appracheswhich aretypically tunedfor earlydetectiorbut
maybefooled by stealthyiruses.
Someof the key bene tsof ourappoachare:

— AccumtedetectionIn oursimulationbasedxpeliments,ourappoachdemastrated
nearzerofalsealarmrateswith zerofalsenegatives(i.e, 100%detection. Thelatter
is possiblebecausef thenatue of self-prgagatig email,whereintheemailtraf ¢
keeps increasinguntil it is detected

— Rohust againstpolymaphic and stealthyviruses.Our technige is unafectedby
polymorphic viruses.It promisedo reliably detectstealthyvirusesthat posechal-
lenges to previously developeddetectiortechniqees,althowgh thedetectiormaybe
delayed.

A practicalbere t of ourapprachis thatit hasalow rurtime overhead Moreover, its
learningphases robustenoudy to opeatewithout expertsupervision

While the aborve resultsare promising, they aretempeed by the factthatthey are
basedexclusively on simulatedbehaiors of email users.The rst expeiment used
a particdarly simple mode for userbehaiors: eachuserwas mockledasa Poisson
process. The secondexperimentuseda norruniform modeltaking into account such
factorsasaddres$ooks. Userbehaior wassimulatedusinga 3-state(“reading email
“composingemail; and‘idle”) Markov procesghatmakesrandan transitiors between
statesthat is governed by a setof transition probabilities. Thusthe usermocel was
muchmorerealisticin this expeiment.Neverthelessijt is well known in the context of
anomiy detectiorthatrealsystembehaior tendsto exhibit morevariability thanwhat
canbeobsenred in asimulation.Thus,theresultsobtainedusingsimulationexperiments
canna bedirectly extrapolatedto realoperatimy ervironmens. Our ongang work aims
to addresshis weaknes$y usingsimulationonly for the purpseof modelingviruses;
normal emailtrafc will betakenfrom actualmail senerlogs.

2 Overview of Approach

Our appoachis basedon speci caion-basedanomdy detection36], atechniqe that
combires state-machia speci cationsof network protacols with statisticalmachire-
learning In this casetheprotocol modelstheinteradion betweeremailclientsin anor-
ganizationwith theemailsener of the sameorganization.Thesenteractimsarecalled
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Fig. 1. A State Machine Modeling Email Server Operation
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events.The statemachire (implicitly) classi es eventsinto different categories based
onthetransitiontaken by themin the statemachne. Machinelearnirg techniqesare
thenusedto learnstatisticsassociateavith eachof theseclassesSeveral choicesex-
ist for suchstatistics,including: averag numbe of attachmatsto anemalil, sizeof a
messagegtc.Ourfocus, however, wason charateristicsthatarenecessarilyassociated
with increaseémailtraf c, andhencewe chosestatisticsrelatingto frequeng of tak-
ing different transitiors. The fact that this simple measurevas effective suppots the
claim of [36] thatthe useof protoml statemachins simpli es featureselection,i.e.,
evenanawe choiceof featuregproducesgoodresults.

The rst stepin our apprachis to develop a statemachine moceling the behavior
of anemail service,asobsenred at a mail sener. For therestof this paperwe concen
oursehesmainly with emailservicewithin anintraret. We assumehatall emailclients
transfereachof their outgdng messageto the intraret mail sener, whichin turn for-
wardsthemessaget eachof therecipients®. Sincewe areonly concenedwith emails
within the intranet,the email sener simply queles eachmessageeceved from ary
clientonthemail quauesassociateavith therespectie recipients.

Figure 1 shows the simpli ed mockl of email sener behaior describedin the
precetéhg paragaph. The statemachinehasthreestatesthatareidentied asINIT,
RCV D and DONE. Thereceptio of an email from a client from atthe sener is
modela usingthe event send thattakes several paraneters:the rst paraneteriden-
ti es the senderthe seconds a unigwe identi er for the messageandthe restof the
paraméeersdende the recipientsof the messageThe contentsof the messagere not
modelel in this statemachine Whenthe sener receves this messageit forwards the
messagéo eachof the email recipents. This forwardng operatim is modeledusing
thedeliver event,which takesthe sendemame the messagédenti er andtherecipi-
entnamesas paraneters.This evert may occurzeroor mote times,depading on the
numker and email ids of the recipients.Note that thereis no easyway to relatethe
numter of recigentsin the send messagavith the nunber of recipientsto which the
messagés forwarded by thesener. Thenumter of actualrecipientsof a messagenay
bemore(e.g, whenarecipiert namecorrespndsto a mailing list), or less(e.g, when
arecipientnameis in error, or dueto dugicatesor mail aliaseswithin therecipientlist).
For this reasonthe statemachineindicatesthat theremay be zeroor more instances
of the deliver eventcorrespndingto eachsend evert. The correspondene between
the send anddeliver evertsis identi ed in the statemachire by storingthe message

2 This assumption holds for most popular email clients such as Microsoft Outlook and Netscape
Messenger.



identi er andsendeiin two statevarialdes id and sender, andthencomgaring these
statevariableswith theamgumentsof thedeliver event.

The DON E statein the statemachine signi es thecompletio of theprocessingf
aparticularemailfrom aclient. Dueto thedif culty outlinedabovein recogiizingwhen
suchprocessings compgeted,we useatime-outto modelcompldion. Theassumptia
beingmadehereis thatonceanemailis receved by the sener, it will beproessedind
the messagesentto all recipierts within a shortperiodof time. Thetime-ou valueis
setwell above the expectedime for suchprocessingof email.

Formally, we useextendednite stateautomda (EFSA)to captuethestatemachne
modelshovn in Figurel. An EFSAis similar to a nite-state autonatonin thatit is
characteredby a setof statessometimescalledcortrol statesof theautomataanda
setof transitiors betweenthesestates EFSA differ from FSA in that (a) EFSA make
transitionsonevertsthatmayhave agumentsand(b) EFSAcanusea nite setof state
variablesin whichvaluescanbestored. The EFSAin Figurel consistof threecontiol
states/ NIT (thestartstate),RCV D, andDON E (the nal state);threeeverts send,
deliver andtimeout; andtwo statevarialles sender andid.

To undestandhow such EFSA speci catiors can be usedfor monitoling email
trafc, corsiderthe statemachinediagramagain Whenan email is accepteddy the
mail senerfor delivery, anew instanceof thestatemachines creategdandthisinstance
malkesatransitionfrom INIT to RCV D state.Thesendemandmessagédenti er are
storedin the statevariaes associateavith thisinstanceAs copiesof thismessagare
deliveredto therecipients,thedeliver transitionis taken.Finally, afteratimeoutperiod
a transitionto the DON E stateis taken. This beinga nal state,the statemactine
instancds nolongerneededandis cleanedip,i.e.,all resource allocatedor this state
machire instancearereleasedNotethatin geneal, therewill be multiple instance®f
thestatemactine active atary time. Thenunmberof suchactive instancess determine
by how mary emailmessagearesentby clientsover thedurationof thetimeoutperiod

Now, we superimpsestatisticaimachindearnirg over this state-machinspeci ca-
tion of emailsenerbehaior. An obviousstatisticalpropertyof interestis thefrequengy
with which varioustransitionsin the statemachinearetaken.A self-popagéing email
viruswill causeanincreaein mary of thesefrequenciesWe mayalsobeinterestedn
statisticalpropetiesacrossa subsebdf instancestatherthanall instancesTheinstances
of interestcanbe speci ed on the basisof statevariablevalues.For instancewe may
beinterestedn the numberof emailssentto ary recipier by aparticularuserC onthe
network. We will do this by selectinginstanceghat have sender equa to C in their
RCVD state andidentifying thenumbe of timesthetransitiononthedeliver eventwas
takenin theseinstances.

2.1 Statistics of Interest and their Representation

In the statemachire in Figure 1, therearetwo signi cant transitions taking placeon
thesend anddeliver eventsrespectiely. We therefae choosdrequencieof thesetwo
transitionsasstatisticalinformationof interestandmaintainthefollowing statistics:

— frequeng with which the send transitionis taken,acrossll clients

- frequeng with whichthedeliver transitionis taken,acrassall clients

— for eachclient C, thefrequeng with which emailsfrom C' take the send transition



— for eachclient C, thefrequency with which emailsfrom C take the deliver transi-
tion

Eachof thesestatisticswere maintaired at multiple (of the orde of ten) time scales,
rangirg from abait asecondo abou anhour.

We codd maintainaveragefrequeng information,but sincemostpheromenare-
latedto email canbe bursty we choseto maintainfrequeny distributionsratherthan
averags.In particular we de ne atime window w over which we countthe number of
timesatransitionis taken.Let ny , ..., n7, denotethe cours associateavith a transi-
tion over k successie time periods 71, ..., Ty, thatarew unitslong. Thena histogam
of thevalues nry, ...,ng, is usedto representthe frequency distribution over a time
window w, asobsened during atraining periad of durationw * k units.

Sincewe do not know in adwancethe rangeof the valuesn 1, it is morecon-
venien to usea histogam with geometic bin ranges, i.e., the rangeof valuescorre-
spondng to jth bin in the histogam is a timesthe rangeof the (; — 1)th bin, for
somefactora. In our expeiments,a was setto /2. Thus, the histogrambins were
[0,1),[1,2),[2,4),[4,7),[7,11),[11,17), [17, 25) andsoon.

As with otheranomalydetectiontechniqees, our apprach consistsof a training
period followedby a detectiorperiod During thetrainingperiod a histogramH ; rep-
resentingthe frequeng distribution obsered during the training periodis compued
and stored.For detection the histogam H; computed during detectionis compared
with the histogam H;. An anomalyis agged if H, is “more” than H;. Thenotionof
“more” canbede nedin multiple ways,but we needsomething thatcanbe compued
ef ciently, andmorewer, representsa clearandsigni cant changefrom H 4. For this
reasonwe compae the highestnon-zeo bin HNZB; in H; with the highest non
zerobin HN Z B; compuedduring training. The severity of theanonaly is de ned to
be HNZB; — HNZB;, provided HNZB, > HN ZB;. Otherwise nho anomalyis
agged. The cordition HNZB,; > HN Z B, re ects our biasfor detectingincreased
emailtraf c, asoppasedto detectinga redudion in emailtraf c. Note that with this
simplethrestold criteria, thereis no needto maintainentire histograns, but only the
highestnorzerobins.More comple threstold criteriamaytake into account theentire
histogramH; to derive athreshdd, soit is usefulto compue andmaintainhistogams
during training. During detection however, the potertial bene ts of having the extra
informationwill likely bemorethanoffsetby the additional storageneeedto maintain
histograns.

By choaingdifferert valuesfor thetimewindow w, we cancapturestatisticalinfor-
mationat differenttime scalesA smallvalueof w will enablefastdetectionof intense
attacksassuchattackscanbedetectedvith adelayof theorder of w. However, aslov
but sustainedattackmay not be detectedusinga small time window. This is because
therecanbe muchmore burstinessin email trafc at shortertime scalesthan larger
time scales Suchburstinessneanghat the peakfrequenciesobsered at shortertime
scaleswill be muchhigherthanaverag values thusmakingit dif cult to detectsmall
increasedn traf c. Sinceburstinessat highertime scalegendsto besmaller thediffer-
encebetweemeakandaverayeis smallerin thosetime scalesthusmakirg it easierto
detectmockestincreasesn traf c. For this reasonwe useseveral differert time scales



in our expeiiment, startingfrom 0.8 second andincreasingo about83 minutes, with
eachtime scalebeingthreeto vetimesthepreviousone.

The above discussionseparateshe training phasefrom the detectionphaseln a
live system,userbehaiors evolve over time, and this mustbe accomnodated.The
usualtechnigie usedin anomalydetectiornsystemsds to continwouslytrain the system,
while ensurimg that (a) very old behaiors are “aged” out of the training pro le, and
(b) very recentbehaiors do not signi cantly alter this pro le. This technige canbe
incorporatedinto ourapprachaswell, but we did not pursuethis avenueasthechang
would have nodirecteffect ontheresultsrepatedin this paper

3 Experiment |

The primay goal of the rst setof expeimentswasto studythe effectivenesof our
apprachfor detectingself-prpagatig emailvirusesIn particdar, we wantedto study
thefalsealarmrateanddetectionateng asthestealthinessf thevirusis charged.This
expeiment us basedon simplemodds of userbehaior. (More compex andrealistic
usermodelsareconsideedin Experimentll.)

Oneohviousway to studythe effectivenessof the appoachis to install it onareal
mail sener, suchasthe mail sener in a university or a large compary. Apart from is-
suesof privacy thatneedto beaddresseih suchexperimentsthereis anotherserious
impedimentto suchanapprach:it is not pradical to introducevirusesinto suchsys-
temsfor the purposeof experimentatia: it would seriouslyimpad emailservicein the
organization Giventhecritical role thatemailhasbegunto assumen practicallyevery
largeorganization suchanappoachis impractical.

Even if we were ableto introduce suchvirusesin a real email system,existing
emailvirusesarerathernoisy: assoonasthey areread,they sendcopiesof themseles
to all (or most)usersn theaddresdodk. This causes sharpspurtin emailgeneratio
ratein the system,andwould beimmediatdy detectedby our apgoach.To poseary
challeng to our appr@ch or to assessts capabilities,we would have to createnew
emailviruses,which would be a signi cant taskby itself. Therdore our expeimentis
basedon simulation.Below, we describethe simulationenvironmert, and proceedo
presentheresultsof theexperiments.

An important aspectof theseexpeimentsis that the training, as well as detec-
tion took placein an unsugrvisedsetting.No attemptwas madeto tuneor re ne the
anomidy detectorbasedon obsened results.Suchtuning or re nement codd further
improve theresults.

3.1 Experimental Setup

For this expaiment, we simulatedan intraret with several hunded usersThreesizes
of the intraneé were consideed: 400 users, 800 usersand 1600users.Our simulation
couldhave beenbasedn actualmail seners andmail clientsthatweredriven by sim-
ulatedusersHowever, therealismin the simulationis almosttotally deterninedby the
modelusedfor userbehaior, andis largely unafectedwhetherreal email clients or
mail senerswereused. On theotherhand leaving out realmail seners andclientsin

3 The only condition when the presence of real mail clients and servers can become important
is when the system gets overloaded, due to propagation of email virus. In our experiments, the



a simulationhasseveralimportantbene ts. First, we do not needa large testbedcon-
sistingof hundedsof compuers,realor virtua. Secondalight-weightsimulationthat
avoidsrealmail seners andclientscancompetein secondsnsteadof takinghous.

Our simulationuseddiscretetime, whereeachcycle of simulationwas chasento
correspndto roughly 0.2 second. This is a ratherarbitraly number— our maincon-
cernin this context wasto choosea smallenaighgranuarity thattheresultswould be
essentiallythe sameaswith a simulationbasedn contiruoustime.

EmailusersaremockledasPoissomprocessesgadingor sendingemailsatrandan
during eachsimulationcycle. Speci cally, in a singlesimulationcycle, the probability
of a usersendingemail was setat 0.0006 andthe probability of checlking email was
setat 0.0M3. This meanghat userssendout emailswith a meanintenal of about5
minutes,andthat they checkemailswith a meaninterval of about10 minutes.The
recipiens for eachmail wasdetermired at randan, andthe nunber of recipientswas
choserusinga positive normaldistribution with a meanof 1 andstandardieviation of
2. Whereassendimg of mails wasassumedo take placeoneat a time, email readirg
wasmodeledasabatchprocess— eachattemptto reademailreadsmostof theemails
queled for the user Moreover, for eachmessagethe userrandanly chaosesto reply
to thesenderreply to all recipientsor notreply at all. We have usedidenticalmodels
for all usersin this expeliment, while the expaiment describe in Section4 usesa
non-uniform modelwheredifferert userbehaiors aredifferent.

In this experiment, we wantedto modelnot only the virusesprevalenttoday all of
which propagateveryrapidly, but alsostealthyviruses For stealth virusesmayemploy
acombinationof thefollowing techniqees:

— low propagationfactor, i.e., whenthevirusis read,it doesnot causegeneréion of
emailsto a large nunber of users suchasthe setof namesn the addressbook of
thereaderA high propagationfactormakesthevirus muchmorenoticeable

- long incukation period, the delay betweernwhenthe virus is readandthe time it
causegpropagationof emailis large. Thelong delaymalkesit dif cult to associate
the propagatim with thevirus.

— polynorphism,the virus modi es itself, so that the emailsgenersed do not look
likethevirusthatwasread.For addtional stealth thevirus canpropajatenonvirus
carnjing emailsaswell asthosecarryirg thevirus.

— matding userbehavior, i.e.,thevirus avoids sendingout emailswith alarge recipi-
entlist, insteadpartitioring suchmessagemto multiple oneswith recipientlists of
thesizeobsevedon nomal messages.

— randomizationj.e., all of theabove techniqiesarerandanized— for instancethe
incukationperiodis arandbm nurnberoverarange Similarly, thepropagatiorfactor
is arandam nunber.

Of thesetechniaies,polymorphism doesnot affect our appioach,asit is not based
onemailconten. Among therest,propagatia factorandincubatian periodwerefound
to have themaximumimpacton detectioreffectivenesswhile randanizationhadmod

virus was always detected well before there was any significant increase in email traffic, and
hence the absence of actual email servers and clients is unlikely to have affected the results we
obtained.
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Fig. 2. Detection time as a function of incubation period and propagation factor.
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esteffect. Matchingof userbehaior seemedo have no effed. Thus,ourresultsdiscus-
sionconsides only two of theabove factors:propagationfactorandincubation period

3.2 Metrics used for detection

The rst and mostobvious metric is the detectiontime: the time betweenthe intro-
ductionof the virus andthe time of detection Figure2 showns how the detectiontime
changs as the propagtion factor (also known as fanou) and incubation period are
chan@d. Note thatlongerincubatia periods andlower propagationfactos delayde-
tection.Thedetectiorndelayis somavhat mitigatedby thefactthatthevirusitself prop
agatesnoreslowly in thesecasesWe therebrelook at othermetricsthatfactoroutthe
speedat which avirus spread. Someof thesemetricsare:

— perentageof clientsthatareinfectedat thetime of detection
— perentageof emailtraf ¢ dueto virusesat thetime of detection

The rst of thesemetricsis relatedto the costsfor cleaningup afterthevirusinfection
The othermetric relatesto the load on the email sener, andthe degree to which its
function is degradedby thevirus.
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Figure 3 shavsthepercentgeof infectedhostsatthetime of detectiorof theattack.
Theresultsarefor anintranetconsistingof 400clients.This gure shavsthatfor noisy
viruses,detectim occus early, but very stealthyviruses,especiallythosethat usea
combiration of large incubation periads and low propagtion factors,can poterially
infectmostof the network before beingdetectedFigure4 shavs thatfor a givenvalue
of propagatia factor( x edat 8 for this graph), andinculbation periad, the fraction of
infectedhostsis lowerwhenthenumter of clientsin theintraretis higher

Figure 5 shaws thefractionof emailtraf ¢ thatis dueto thevirusesasof thetime
of detection.Speci cally, we calculatedthe fraction of emailtrafc dueto virusesin
thefew secondg2 secong) preceihg thedetection Notethatthevirustrafc isin the
40%to 70%range, which meanghattheemail sener is only slightly overloaded Due
to burstinesof emails,senersaretypically designedo handlea few to severaltimes
theaverggerateat which emailsaregenersedin the system For thisreasona 40%to
70%increasan emailtraf ¢ is notverysigni cant.

3.3 False alarms

Falsealarmrateswerecompuedusingtwo differert criteria:

— Criteria 1: Counteven asinglealarmasafalsealarm:Usingthis criteria,therewere
atotal of 3 falsealarmsacross3 runs,or arateof abou 0.38falsealarmsperhou.

— Criteria 2: Apply athreshdd criteria, andcourt a falsealarmwhenthe threshdd
is exceectd. This thresholdis establishedhroudh experimentation.We found that
by registeringanalarmwhenmorethan3 alarmsarerepated over a periad of two
second, zerofalsealarmratecouldbe achievedin our simulation

We notethat in the detectionresultsrepated earliet Criteria 2 was used.Thus,
thosedetectiorresultswereobtairedwith zerofalsealarmrate.
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Runtime Performance and Memory Usage

The whole implementationwas dore in Java. With 400 clients,abou 800 frequencgy

distributions weremaintaired,eachover 8 time scalesDueto thesestructureghetotal

memoy useof the Java progamwas30MB. Whenrun on a Intel Pentiumlll system
operding at 1GHz, it wasableto simulateabou 500 cycles persecondj.e., simulate
100secondsn onesecondf opegtion.In additian to the simulation,the anomalyde-

tectorwaspraocessingabou 100messagepersecondThis performarce wasadeqate
to providefastsimulation.If usedn alive environmen, theseperformarceresultsshov

thattheananaly detectomwill consumel% of CPUon asimilar system.

4 Experiment Il

This experimentwascorductedaspartof the DARPA SWWIM progam.The SWWIM
Autonamic Responsérchitectue (SARA) experimentwascorductedby a collaboa-
tiveteamof organizations,eachrespomsiblefor akey fundion. Thisexpeaimentdiffered
from the previous experimentin severalaspectsFirst, the usermodelswereasymmet-
ric, i.e.,thebehaior modelsfor differentusersweredifferent. Secondthe experiment
wascondictedwith realemail seners(sendmailjandclients. Third, the simulationas
well asthevirusesweredesignedy athird partythathadno vestednterestin how the
detectos from differentorganizatiors performed.

Theoverall goalof the SARA expaimentwasto evaluatethe valueof orchestreed
respose to attacks.The systemconsistedof severd virus detectioncompners, re-
sponsecomnentsin the form of mail sener and client enhanementsto purge sus-
pectedmessagesndanorchestrator Theorchestratotookits inputfrom thedetectio
compaents,evaluaed the systemstatebasedon theseinputs,selecteda respose ac-
tion, and comnunicatedtheseactionsto the respoise compments.Several detectim
compamentswere built, including (a) simplebehaior baseddetectos that looked for
morethana certainnumberemailswithin a certaintime periodor within a certaintime
periodafteranattachnentwasopered,(b) morecomgex behaior basedletectorghat
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weretunedto detectthetree-like o w of emailsproducedby emailviruses,and(c) our
anomdy detecto.

Early onin the expeiimentaldesign,it wasdecidedthatthe above detectos would
be usedin differentstagef virus spreadthe behaior basedechniqeswill be used
for early detectim, at which point the systemwould attempta carefully orchestréed
sequene of resposes.But thesedetectos canbe fooled by stealthyviruses,at which
point, theresultsfrom theanonaly detectomwould be usedto identify the spreadf the
virus. Note thatthe anonaly detecto canna provide predse iderti cation of offend-
ing emailmessages— the only thing thatcanbe saidis thata predaninantnumbe of
emailmessagesausinganalarmarebowndto beviruses Dueto theabsencef precise
identi cation of virus-carying emails,andgiventhe time constrairs associatedvith
the condet of this expeiiment,it wasdecidedhatthe orchestratoiwould simply shut-
down the systemif theonly informationit hadwasfrom theanomalydetectorClearly,
this is a respmseof lastresort,andnot to be attemptedinlessevely thing elsefailed.
In particdar, the orchestratorshouldbe allowedto try intelligert resposesbasedon
inputsfrom otherdetectos; andonly whenall of this failed,it shouldconsidershutting
down the systemln orderto make surethattheseresponseweregiven adegiatetime
to work, it wasdecidedhattheanomalydetectomvould arti cially delaydetectionun-
til suchtime it becane clearthatthe virus wasestablishedn spite of anorchestrted
respomse.

4.1 Experimental Setup

The expeliment was carried out using a “full scale” simulationof an email system
for a single subnetof 400 clients. This includedan email sener (mod ed versionof
sendmailland400emailclients. Thedetectionrespoise,andorchestratin commpnents
commuicatedandworkedin conjunctionwith theemailsener andclients.

Similarto Experinmentl, theactionsof usersvereemulatedy 400“bots!” However,
thesebotsweresigni cantly morecomgex thanusermockls usedin Experinentl. In
particular userbehaior wassimulatecby 400botsthatwereimplemeniedasprocesses
thatrun concurently. Userbehaior was moceled usinga three-statéMarkov mocel,
with the statescorrespndirg to the userreadirg email, compaing email and being
idle. The botswill make transitiors at randan amorg thesestates,with a speci ed
probkability for eachof the six possibleransitiors. In this manne this modelavoidsthe
pitfalls associateavith a Poissormodel usedin Experimentl.

A secondimportantimprovemett in the usermodelis thatit is asymmetricand
it captuesthe concep of addressbodks. Whena usercompsesemail, the setof re-
cipientsis assumedo comefrom his or her addessbod. The addressod sizeis
unlimited i.e., it canbe aslarge asthe userpopuation. Thesefactos meanthatit is
muchmorecomman for emailswith alargenumbe of recipientso begereratedn this
expeliment.

Several different typesof viruseswereusedin theexperiment. Thesevirustypesare
shavn in Figure 6. Higher numberedviruseswereintendedto be progressiely more
stealthy
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Virus type|Description
1 Static
2a Randomized Addresses - (taken from sent items)
2b Randomized Addresses - (taken from received items)
3a Randomized - (random number of recipients)
3b Delayed Randomized (random no. of recipients and time delay)
4a Polymorphic - (virus attachments all end in .vbs)
4a.vl |Polymorphic - (virus attachments have variable extensions)
4b Persistent Polymorphic - (virus attachments all end in .vbs, lives forever)
4b.vl |Persistent Polymorphic - (fast propagating version)
4b.v2 |Persistent Polymorphic - (slow propagating version)
4b.v3 |Persistent Polymorphic - (medium propagating version)
4b.v4  |Persistent Polymorphic - (viruses have variable extensions, lives forever)

Fig. 6. Properties of Viruses Used

4.2 Detection Effectiveness

Hundedsof simulationruns were carriedout with the above typesof viruses.Dueto

thefactthatthe anamaly detectomwastunedexplicitly for delayeddetectionof viruses,
no alarmsweregeneatedin thoserunswherethe orchestratowasableto containthe

virus. Thereweresevenrunsin which the orchestratowasunable to cortain the virus.

It is signi cant thatin every oneof thesecasestheanomalydetectowasableto detect
thevirus, asshovn in Figure7. In mostcasesthe detectiontook place2 or 3 minutes
afterthedetectionof virus.

Time of
Virus type|(post-virus release) Percentage of
detection traffic consumed by virus
2b 3.7min < 5 percent
4a 36.4 min < 5 percent
4b 3.0 min < 5 percent
4b 2.2 min < 5 percent
4b 3.3 min < 5 percent
4b 3.1 min < 5 percent
4b.v2 22.7 min < 5 percent

Fig. 7. Virus Detection

In somecasesthe detectiorwasratherslow. For virus 4b.v2, the delaywasdueto
thefactthatit hada very long incubation period soit wasnot propagatirg fastuntil
arourd 20 minutesafter its introduction. Thus, detectiontook only two minutesafter
the virus becameactive. In the caseof virus 4a, the orchestratorwasinitially ableto
containthevirus,andhencenoalarmswererepotedby theanonaly detectorHowever,
afterabou 30 minutesof cortainmentthe orchestrtor lost cortrol of thevirus, which
subsequetly took over thesystemThedetectiom occuredafew minutesafterthepoint
whenthevirus gotaway.
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4.3 False alarm analysis:
As for Experimentl, falsealarmratesweremeasuredh two ways:

— Criteria 1: Counteven asinglealarmasafalsealarm:Usingthis criteria,therewere
atotal of 18 falsealarmsacross runs,or arateof about0.3falsealarmsperhour.
(Comparethis to the 0.38falsealarmsperhourobtaired usingthis samecriteriain
Experimentl.)

— Criteria 2: Setathreshdd via expaimentation In this case the threshd¢d was set
sothatnotonly dowe maskfalsealerts,but alsotruealarmsthatarenot sufciently
severe to warranta systemshutdevn. (Recallthattheonly respoiseusedin the ex-
perimentwasto shutawn the mail sener whenthe anomalydetectomproducedan
alarm) Forthisreasonthethresholdvasmuchhigherthanin Expeimentl. Specif-
ically, we identi ed a threshéd of 50 or morealarmsin a periodof 256 seconds.
Usingthis criteria, no falsealarmswere obsered. (In fact, the maximum numker
of alarmsproducedwithin a periodof 256 second in ary of thesesix runswas14,
whichis well belav the 50threshdd.)

We notethatin thedetectim resultsreportedn Figure7, Criteria2 wasused.Thus,
thosedetectiorresultswereobtairedwith zerofalsealarmrate.

4.4 Runtime Performance and Memory Usage

The anomalydetecto perfomanceandmemoryusagein this expetimentwassimilar
to thatrepatedfor 400clientsin experimentl.

5 Related Work

Self-prpagding malicious programshave beenanalyzedaver sincethey cameinto ex-

istencestartingwith the Morris worm [2]. Along with the growth of the Intemet, the
threatof wormsspreadingnto compuer networks hasalsoincreasedTo understand
andpredct the prgpagatio of suchwormshasbecong anincreasinty importart re-

searchtopic. Propagtion analysisand detectiom hasalso beencarriedout for more
recentCodeRed[12] andMelissa[1] viruseswheretheemailis usedastheveticle of

propagationfor thesemalicious executables.

Incidentsof virus propagatiao throudh the cyberrealmhave beenviewedandmod
eledusingepideniological modelirg, mappng the Intemetto mathenatical mocels of
ecologdcal systemdq15]. Modelshave beendeveloped to accuratelypredct the prop
agationof wormsandvirusesthrough the networks. One suchexamge is a variation
of KermackMckendick model,usedto predictthe propagationof the CodeRedvirus
through the Intemet[39]. At IBM, KephartandWhite have developedsystemdor de-
tectionusingthesemodels [7],[8] [9]. In additin to borrowing ideasfrom mathenat-
ical epideniology, the modelhasbeenextenced by incomporatingnetwork topologcal
effects,usingpowerlaw relationslips [20] which try to give somestructureto the ap-
paret randannessf thelnternet[10] studiesheprgpagatim of viruseswhenasubset
of the hostsareimmune to the virus. [18] studiesthe problemof network availability
in the faceof viral attacks.Thefocusof all theseefforts wereto studythe propagatio
of viruses,whereasthefocusof this paperis the developmen of aneffective detectiam
techniqie.
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Anomaly detectiontechriqueshave long beenusedfor intrusian detection[13,27,
25,32-34,16,36]. The appoachdevelgpedin this paperis closelyrelatedto [36]. In
both appr@chesa protacol statemachine speci cationforms the basisfor detection
This statemachineis usedto transfam everts (suchas network paclets,or sendirgy
or delivery of emails)into frequency distributions that characterizenormal behaior.
Thetraininganddetectionphasesrerobust,andcanoperatewithout ary supervision
Thesefactorscontiastwith mostotheranonaly detectiorapprachesgspeciallyatthe
network level, wherecorsiderableknovledgeandingeruity wasneedd to identify the
setof “features” to beincluded in normal betavior charaterization.Moreover, mary
of thesetechnigqiesrequirel expett supervisiorto make surethatthe nomal behaior
charactdrationlearnedby thetechnique wasindeeal appiopriate.

TheMaliciousEmail Trackng (MET) system[17] wasdevelopedto trackthe o w
of maliciousemailssuchasself-replicatingvirusesthrough a network. It wasdesigne
asasystemto track o w of maliciousemailtrafc onwide areanetwork without hav-
ing to samplemostof the emailsexchangedin the network. However, its techniaies
for detectingmalicious emails,suchasthe useof MD5 sumsfor identi cation of the
propagationof the samevirus, canbe defeatedby polymorphic virusessuchasthose
consideedin this pager.

While MET is focusedspeci cally on emails,theearlierGraphbasedntrusionde-
tectionsystem(GrIDS) [31] work wasfocusedon the more gereral prodem of large-
scaleautomatedattackshatpropagateoverthenetwork. GriIDSis basednassembling
the actiities on different network nocesinto activity graphs that shav the spreadof
attacksthrougha network. It canalsosupport policy-baseddetectionof attacksby de-
tectingpolicy violations in the activity graph

[6] usesa datamining appoachto detectmalicious execuablesembededwithin
emails.Shortsequencesf machire instructiors arethefeatuesusedin this appoach.
A Naive Bayesclassi er, trainedon a setof malicious anda setof berign execuables,
was usedto detectwhetheran attachmeh containedmalicious code. This appoach
assumeghat there are similarities amory the binary code of malicious execuables.
While thisis shovn to betruefor virusesknowvntoday it is easyenowhto write stealthy
virusesthatcanescapealetectiorby this technigie.

The Email Mining Toolkit (EMT) [35] work comdementsMET in thatit usesdata
mining to synthesizehe behaior pro les of usersthatis usedby MET to detectma-
licious email. EMT models“normal behaior” of eachemailuserin termsof several
charactestics suchas the identities of the otherusersthey commuicate with, and
the frequencieswith which they comnunicatewith theseusers.It candetectnot only
viruses,but alsochargesin commuicationpatterrs that may resultdueto misuseor
othermalicioususerbehaior. However, for the purposeof virus detection this tech-
niqueis likely to have highe lateng thanthetechnque proposedin this paper Thisis
becausehe sendingof a singlemessagepr evenafew virus messagesanrot be con-
sidereda signi cant depature from nommal comnunicationpatternwithout increasirg
thefalsealarmrate.
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6 Conclusionsand Future Work

In this paperwe presettedanew techniquefor detectingself-popagéing emailviruses
usingstatisticalanonaly detectim. Our resultssuggstthatthe kinds of virusespreva-
lenttoday canbe detectethefae a signi cant fraction of the network is infected Our
apprachdegracesgraceflly whenfacingmote stealthyvirusesthatusea comtination
of low propagtionfactor high incubation periad andrandanization.We notethatan
email virus writer hasto be carefulin designimg a stealthyvirus: if it usestoo low a
propagationfactor thenit may “die” in the presenceof hoststhatareimmuneto the
virus (e.g, Microsoft Outlook virusessentto Netscapeor Lotus Notesusers). A high
incubdion periad alsodelaysthe spreadof the virus, which providesmore oppatuni-
tiesfor a vigilant useror systemadministrato to noticethe virus. Thusit is likely that
very stealthyvirusesarenotvety stable.

Whenwe began this work, we assumedhatan ananaly detectiontechrique such
asours will have asigni cant lateng in detection by which time mostof the network
maybeinfected While thisassumptionurnedoutto betruefor the moststealthyof the
virusesusedin our expeiiments,our resultssuggesthatfor a majority of thevirusesit
is potertially feasibleto detectattacksvhenonly aminoiity of thenetwork is infected
Note thatwith early detection the costsassociatedvith cleaningup suchvirusescan
bereducel.

While theresultspresentedh this paperarepromising,their mainweakressis that
they areall basedon simulation.Real systemsoften display behaiors that are more
comple andvariabe thanthoseexhibited in simulatiors. This factor canarti cially
in ate the effectivenessof anonaly detectionsystemsduring simulations.In order to
really assesshe effectivenessof theappioach,it is necessaryo evaluateit usingrealis-
tic emailtraf c. Ourongang work developstechriqgueswhereemailtraf c is nolonger
simulatedput is takenfrom mail senerlogs. Thevirus modelswill contirueto besim-
ulated.Thetrafc presentedo the ananaly detectoris obtainedby superimpsingthe
backgourd traf ¢ from thelogswith simulatedvirus emailtrafc.

A seconddif culty in extrgpolatingthe simulationresultsis that on real systems,
emailtraf c crosse®rganizatiorbourdariesfrequantly. In particula, avirus mayprop
agatefrom oneuserto ary otheruserontheIntemet,andnotjustontheintraret of the
users organization At the sametime, it is notrealisticto assumehatouranomalyde-
tectorcanbedeplo/edinterret-wide. Thus,a questiorarisesasto how well aninterret-
wide virus propagationcanbe detectedy ananonaly detectorobseving the behaior
of email on anintranet. This is anotter questionthat needsto be addessedn future
research.
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