Published in: IEEE/ACM Transactions on Networking, Volume 9, Number 3, (June 2001), pages 249-264.*We study the effects of RED on the performance of Web ing with novel aspect of work being the of centric of performance Ñ response time for request-response pairs. We empirically evaluate across arange of parameter settings and offered loads. Our results that: (1) contrary to expectations, to RED has a minimal effect on response times for loads up to 90% of link capacity, (2) response times in this range are not substantially effected by RED (3) between 90% and 100% load, RED can be carefully yield performance somewhat superior to however, sponse times sensitive to the values selected, (4) in such heavily congested provide the best link utilization poorer response times. We conclude that for links only web traffic, management to no advantage over tail-drop for 1.recent publication strongly the spread deployment of active queue management technology routers to improve the performance of todayÕs Internet Active management refers to the practice of ing the at an outbound interface in router to bias performance of flows that transit the router. goals of ac-tive queue management are to (1) the average length in routers thereby the end-to-end experienced by packets, and (2) ensure that network more efficiently by reducing the packet loss that curs when queues overflow.active management to be deployed early , better known as [13]. router will probabilistically drop an arriving even though the for the appropriate outbound is not full. motivation for this ÒearlyÓ drop comes the fact that packet loss is the primary indicator of for connection. By dropping packets before queue fills, the TCP connections sharing the will their transmission rates and (ideally) ensure the queue does overflow. The claim (borne out by significant empirical data)is that dropping packets prior to the overflow of the queue the overall rate of packet loss. Given that dominates on Internet backbones [25], other

* Work supported by grants from the National Science (grants CDA-9624662 and ITR 00-82870), the Corp., and the North Carolina Networking Initiative.** Current address: Aalborg University, Department of Computer ence, Fredrik Bajers Vej 7E, DK-9220 Aalborg ¯, Denmark. This was performed while the first author was a at the versity of North Carolina.of early congestion notification, have the potential to prove overall network performance as well as that seen individual connections. In this work test this and explore the impact of RED on the performance of the dominant subset of connections on the Internet traffic. In particular, interested in measuring effect of RED on user-centric of performance response time for an HTTP 1.0 request. Although the ance of other early congestion notification nisms continue to be the subject of much study, the metrics have largely been network-centric measures such network link utilization or aggregate Moreover, as argued in Section 2 below, most of these tion studies focused on simulations of long-lived tions such as (huge) file transfers. In contrast, studies have shown that the majority of connections are1 that many of these connections areshort-lived, often on the of More importantly, given that the performance of the is becoming synonymous with the performance of the understanding the impact of router forwarding behaviors user-visible performance measures is an important (andlargely ignored) aspect of the evaluation of any control proposal.At a high-level, we seek to compare the performance of request-response pairs more traditional 2 queuing. Unfortunately, measuring the ance of is complex problem. First, as scribed in more detail in Section 3, is general nism that is controlled by (at least) 5 separate control ters. exist rules-of-thumb for assigning values to parameters [15], but little is known about how (or if) one optimize performance for given traffic class. even if optimal RED parameter settings known, ing or simulating behaviors in meaningful problematic. models of traffic it likely the case that traffic dynamics ., the mix tween 1.0 1.1 protocols) evolving faster our current ability to measure and model the traffic.Our general approach is to conduct a Òlive simulationÓ of Webbrowsing in a laboratory environment. By live simulation, mean that we simulate a large collection of users browsing at set of sites distributed throughout the United States. traffic generated by the users will traverse a laboratory network with routers that port both RED and traditional tail-drop queuing. num-ber of instances of the user-browsing simulation program are

1 example, recent measurements on the backbone show thatabout 95% of the bytes transmitted across the network are carried byTCP and of these, 50-70% are HTTP messages [25].2 Tail-drop refers to the action of dropping a packet that was to be added at the tail of a full FIFO queue.

2to generate configurable load on network link. The user HTTP requests will be delivered to of servers that will respond with responses of the sizes. Both response packets artificially layed to simulate the round trip times experienced communicating with machines distributed across the US. is done to ensure end-to-end response-time reflect the full range of effects of congestion control andretransmissions experienced by real users. When the re-sponses are delivered back to the users, the time for each simulated HTTP request/response pair.This experimental setup provides basis for comparing effect of RED . on the response time for requests. We performed a series of experiments to determine the FIFO length combination of rameter settings that result in the best performance for ournetwork simulation of traffic. From ments we observe the following: Contrary to expectations, when compared to configured) tail-drop has minimal ef-response times for loads to of link capacity. Response times for loads in this range not tially effected by values of RED parameters. Between loads of 90% to 100% of link capacity, be carefully to yield performance somewhat rior to FIFO. However, response times to the actual parameter values selected. In periments parameter settings resulted poorer performance than FIFO. Worse, the ÒoptimalÓ tings that resulted in the best RED performance obvious and arrived at only through exhaustive error experimentation. For loads of 90% to 100% of link capacity where RED the potential to provide better performance, becomes subjective measure. For loads in this there exists trade-off between improving times of short-lived connections and improving times of long-lived connections. Both cannot be mized simultaneously. In such heavily congested networks, there exists trade-off between network utilization transaction re-sponse times. parameters values that provide best link utilization produce poorer response times.We have considered only traffic in experiments andhence our results best interpreted as representing case scenario for performance on real Internet links carry a mix of HTTP and other traffic classes. Nonetheless, conclude that for links carrying only web traffic, to provide no clear advantage over tail-drop FIFO for whose primary metric of satisfaction is response Moreover, given the lack of engineering practice to setting of parameter values, demonstration Òreasonable,Ó but nonetheless sub-optimal values can result in poorer performance than without further analysis it is possible that deployment may not provide the expected benefits.The remainder of this paper is organized as follows. Section 2provides a more in-depth introduction to reviews literature in the performance evaluation of active management schemes. Section 3 describes ourexperimental methods the design calibration of ourexperiments. Section 4 presents the performance of lated browsing sessions queuing; Section 5presents results for queuing. Section 6 provides liminary analysis of the observed response time under RED. Section 7 compares the results. conclude in Section 8 with discussion of the results, limitations of experiments results, some ments on future work.For completeness, include two appendices. Appendix Aprovides additional details on experimental setup andmethods. Appendix provides additional result on ourRED and FIFO experiments.2.Background and Related Workis an active management mechanism that is to some of the shortcomings of standard management [4]. In it is ble for Òlock-outÓ to occur, condition in which small set of the flows sharing the link can monopolize the during periods of congestion. Flows generating packets at ahigh rate can fill the such that packets from generating packets at substantially lower rates have probability of arriving at the when it is full discarded. A second problem with is that is increased for all flows when the is constantly Simply making the queue shorter will the latency negates the possibility of accommodating brief bursts of fic without dropping packets unnecessarily. both the Òlock-outÓ problem by using random factor in lecting which packets to drop and the Òfull problem dropping packets early, before the queue fills.The RED algorithm uses weighted average of the total length to determine when to drop packets. When packet ar-rives at the queue, if the weighted average length is than a minimum threshold value, , no drop action will taken and the packet will simply be enqueued. If the average greater than but less than maximum threshold, ,an early test will be performed as described below. Anaverage queue length in the range between the thresholds cates some congestion has begun and flows should be via packet drops. the average is greater than the threshold value, a forced drop operation will occur. An queue length in this range indicates persistent congestion andpackets must be dropped to avoid persistently full (The forced drop is also used when the is full but the erage length is still below the maximum Note that by using weighted average, avoids reaction to bursts instead reacts to longer-term Furthermore, because the thresholds compared to weighted average (with typical weighting factor, , 1/512), it is possible that no forced drops will take place when the instantaneous queue length is large. For ple, Figure 1 illustrates the length dynamics in in experiments. For the experiment in Figure 1, drops only in the one interval near the beginning when the weighted reaches the maximum threshold.The early action in the algorithm drops the incoming packet when the weighted average length is between the thresholds. In the action in the algorithm is guaranteed drop the incoming packet. In the case of early drops, the

3ability that the packet will be dropped is dependent on other parameters of the algorithm. An initial drop Ð Ð ), is computed, where is the maximum drop probability (an additional parameter) and is the weighted average length. Theactual drop probability is a function of the initial count of the number of packets since the packet was dropped: a = /(1 Ð ). Note that given aweighted average size, the impact of is on both and . This means that one may find for that results in good performance, but it may only in combination with certain values of and . In ciple, this is the case for all the parameters. main parameters for RED are summarized in Table 1.The design of is such that during the drop phases of algorithm, high bandwidth flows will have a higher number packets dropped since their packets arrive at a higher rate lower bandwidth flows (and thus are more likely to be in an early drop action). However, all flows experience same loss By using probabilistic drops, maintains shorter average length, avoiding repeated penalization of the same flows when burst packets arrives.original paper [13] presented analysis simulations to show the results of usage insights into the effects different parameters have performance. They arrived at suggested guidelines for usefulranges of parameter values explanations of the tions that influence tuning parameters to achieve sired results for particular traffic characteristics. analysis by designers others to the guidelines ([15]) that are discussed later in this paper.One of the earliest experiments with RED reported in gives the results of live testing with tion in a router ahead of a bottleneck DS3 link in nental network. These tests with small num-ber of continuously sending high-bandwidth tions. Total throughput of the connections the mary of performance delays not results showed that, in general, achieved throughput better link utilization for multiple tions than comparable tail-drop FIFO. also in preventing congestion collapse when the were configured to exceed the storage capacity of the A very important result showed that the interface queue (buffer)size is critical parameter even with should be times the bandwidth-delay product at a bottleneck link.number of research efforts have on possible comings of the algorithms in have proposed cations and alternatives, among them [12], bilized [23], Adaptive [11], (Flow Early Drop) [17], (Balanced [2]. comment here on the contributions merits of these posals except to note any analysis or simulations that amine the behavior performance of ÒclassicÓ example, in [17] simulations to demonstrate tions in which does not provide protection from adaptive flows, and situations in which RED does not fair sharing of link bandwidth between connections long RTT or small windows, and other competing flows.In [12] there are a suite of results from simulations of with [14]) enabled both routers and end-system implementations. lations primarily on the effects of the parameter qused to smooth measurements of the average size. estingly, some of these simulations large number sources (1,000-4,000) that generate traffic with Pareto periods and might provide clues to behavior in web-like fic. Unfortunately, because all the simulations ing instead of packet drops, and end-to-end delays are not sidered, the results are not directly comparable to work packet-drop RED. Feng et al. presents simulations of with packet drops in situations moderate number or 64) of continuously sending connections share [11]. the maximum drop probability varied see its effect on loss rates average length. re-sults show that the ÒbestÓ value for is dependent on number of connections and, for any setting, the drop rate not significantly different from that of tail-drop argument is also that the effectiveness of creases as the number of connections sharing the creases. This is because small number of connections actu-ally receive and act on RED-induced congestion indications.Results reported in [23] for simulations of with tent (continuously sending) connections (ranging 10-1,000 connections) showed that router (measured in the total buffer space consumed) at or the minimum threshold for a small number of connections andstabilized around the maximum threshold for a large number connections. Simulations also with more Òre-alisticÓ traffic by using large number of (2,000-3,500) to transfer random size files with size bution from measurements of transfers [6]. Be-tween file transfers, the connections idle for aÒthink timeÓ also based on the same (but with the reduced by a factor of 10 to generate heavier load). results reported from simulations with these traffic tions, however, for occupancy in the which again demonstrated tendency to stabilize maximum threshold for larger numbers of active flows.0

Queue Length

Figure 1: An illustration of the desired behavior of a packetqueue at an outbound interface in a router. The gray line indi-cates instantaneous queue length; the black line indicates theweighted average queue length.Table 1: RED control parameters.The maximum number of packets thatcan be enqueued.

Queue length threshold for triggeringprobabilistic drops.

Queue length threshold for triggeringforced drops.

qWeighting factor for the average queuelength computation.

pThe maximum probability of performingan early drop.

4Recent work at INRIA has used analytic models [20] along with live testing on commercial tation [19] to quantify the performance effects of Theemphasis on quantifying how influences loss patterns of consecutive loss, mean delay, delay jitter mixes of ÒburstyÓ ÒsmoothÓ traffic, compared with tail-drop management. from analytic models confirmed with simulations number to 300) of continuously-sending tions sharing bottleneck link with flows operating 10% of the link capacity. They that does not improve significantly with this effect largely independent of the number of flows. They also served that the mean queuing delay is lower with RED but has alarger delay variance. In essence, the router haved as tail-drop router with length to maximum thresholdEven though the INRIA work considers the effect of both ing delay and drop rates at routers, it does not integrate effects with the dynamics of congestion control re-transmission to determine the overall result on response times for interactive or web-like traffic. the goal in these experiments to explore how changes CiscoÕs WRED configuration parameters could be to trol performance. measures of performance put, bytes sent, percentage of drops. measurements of delays or end-to-end response times. conclusion that determining the best combinations parameters is difficult and, overall, not better performance than tail-drop (except larger sizes show some improvement of only two available reports from network erators that have conducted pilot tests of in production Ðthose by Doran at Ebone [7] Reynolds at Verio) [24]. DoranÕs measurements using the Cisco tation indicate that RED was able to sustain near 100% tion on 1,920 Kbps customer-access link not. Reynolds the Cisco implementation WRED on both core network link access link. For the heavily congested periods on the link, it that separation of 60, 500) the best tradeoff for utilization low drop rates somewhat superior tail-drop FIFO. values for drop probability smoothing factor (1/512) their effects studied. For the customer access links, (apparently) settings used. These links congested during some intervals and some increase in end-to-end observed with but the claim that user is not, in my opinion, inconvenienced, and has the fit of limited packet lossÉÓ [24].In summary, while the results from these studies have important pieces of evidence to the growing corpus of mation about important elements missing. In ticular, none of the work explicitly considers interactions with Web-like traffic end-to-end time is the primary of performance. Further, many the results on RED performance are based on Òbest caseÓ lations in which a constant number of connections, sending continuously, share facing bottleneck In the work reported here, consider the opposite caseÓ in which there is a dynamically changing number of connections with highly variable lifetimes.3. Experimental Methods3.1 Experimental NetworkFor our experiments constructed laboratory network models an enterprise or campus network having single link to an upstream Internet service provider (ISP). traffic using the link is traffic the (browsers) are all located on the enterprise or campus and all the requests are satisfied by servers located where on the Internet beyond the ISP link.laboratory network to emulate this configuration shown in Figure 2. All systems shown in this figure architecture machines running 2.2.8. one this network are machines that instances of requestgenerator (described below) each of which emulates the ing behavior of hundreds of human users. the other the network are another set of machines that run instances of aresponse generator (also described below) that traffic in response to the browers’ requests. In the remainder this paper to the machines running the requestgenerator simply as the Òbrowser machinesÓ (or the machines running the response generator as Òserver machinesÓ (or ÒserversÓ). browser server ma-chines have 10/100 Mbps Ethernet interfaces configured run at only 10 Mbps and are attached to switched on aCisco Systems Catalyst 5000. All browser machines one VLAN and all server machines are on a separate VLAN.the core of this network two router machines the version 1.2 extensions to FreeBSD.

ÒCampusÓRouter

100MbpsRequestsResponses10MbpsEthernetSwitchHTTPRequestGenerators(ÒBrowser machinesÓ)10/100MbpsHTTPResponseGenerators(ÒServer machinesÓ)

RED Queue

...

100Mbps

ÒISPÓRouterEthernetSwitch10Mbps

Network Monitor

NetworkMonitor

Figure 2: Experimental laboratory network diagram.

5the network-interface output queuing discipline to includeFIFO, RED, CBQ, and WFQ queue management [16]. Theserouter machines are 300 Mhz Pentium IIs. Each router machinehas one 100 Mbps Ethernet interface attached to one of theswitched VLANs on the Catalyst 5000. Each router machinealso has two additional 10/100 Mbps Ethernet interfaces con-figured to create two point-to-point Ethernet segments (usingtwo hubs) that connect the routers as shown in Figure 2. Staticroutes are configured on the routers so that all traffic flowingfrom the servers to the browsers uses one Ethernet segmentand all traffic flowing in the opposite direction uses the otherEthernet segment. This configuration allows us to approxi-mate the full-duplex behavior of the typical wide-area link toan ISP from a customerÕs network. By configuring the router-to-router Ethernet segments to run at only 10 Mbps, we canmake our representation of the ISP link be a potential bottle-neck since the aggregate bandwidth available to the machinesat each edge of the network is constrained only by the 100Mbps links from the VLANs to the routers. When the linksconnecting the routers are configured to run at 100 Mbps, thebottleneck is removed.Another important factor in modeling this configuration isthe effect of end-to-end latency. We use the dummynet [8]component of FreeBSD to configure in-bound packet delayson the end systems to emulate different round-trip times be-tween each paring of a browser machine and a server machine.The delays ranged from 7-137 milliseconds and were derivedfrom measurement data obtained at the NetStat.net web site[21]. (See Appendix Afor the actual delay values used.) Thedelays were chosen to represent a sample of Internet round-triptimes within the continental U.S. A given delay represents theminimum round-trip time experienced by an arbitrary TCPconnection between a given pair of client and server machinesin our experiments (assuming no delays in the two routers). Asexplained below, the distribution of TCP connections overpairs of machines should be approximately uniform and, thus,we can calculate the mean minimal round-trip time for all TCPconnections sharing the network as approximately 79 milli-seconds. The default TCP window size in FreeBSD of 16Kbytes was used on all the end systems. (For other characteris-tics of the TCP implementation, see Appendix A.)The instrumentation used to collect network data during runsof the experiments consists of two monitoring programs. Onemonitor is on the router interface where we are examining theeffects of queue algorithms. It calculates a mean and varianceof the queue size sampled every 3 milliseconds. The maximumand minimum queue size seen in any sample is also collected.These statistics are logged every 100 milliseconds along withmore general information about the number of transmitted anddropped packets. The second monitoring program runs on aseparate machine connected to the hubs forming the linksbetween the routers (see Figure 2). Using a modified version ofthe tcpdump utility, the machine collects the TCP/IP headersin each frame traversing the links and processes these to pro-duce a log of link throughput over each specified time interval(typically one second). End-to-end performance measures suchas response times are measured on the end-systems as de-scribed below.3.2 Web-like Traffic GenerationThe traffic that drives the experiments described here is basedon the model of web browsing developed by Mah [18]. MahÕsmodel is an application-level description of the critical ele-ments that characterize how HTTP 1.0 [22] protocols are used.It is based on empirical data and is intended for use in generat-ing synthetic Web workloads. The data were extracted frommore than 230 hours of traces collected on the UC-Berkeleycampus in late 1995 and include over 1.6 million HTTP proto-col packets. These data were used to compute empirical distri-butions describing elements necessary to generate syntheticHTTP workloads. The elements of the HTTP model are:· HTTP request length in bytes,· HTTP reply length in bytes,· Number of embedded (file) references per page,· Time between retrieval of two successive pages (userÒthinkÓ time), and· Number of consecutive pages requested from a server.The empirical distributions for all these elements are used insynthetic-traffic generator programs we wrote. The elementsthat have the most pronounced effects on generated traffic arethe size of server responses, the number of requests necessaryto download a page (including all embedded references), andthe user ÒthinkÓ time between successive page requests. (SeeAppendix Afor a more detailed discussion of the Mah data.)We used the Mah model to write Web-traffic generating pro-grams using the normal socket system calls provided inFreeBSD. Most of the behavioral elements of Web browsingare emulated in the client-side request-generating program. Itsprimary parameter is the number of browsing users (typicallyseveral hundred) the program is to represent. For each user, theprogram implements a simple state machine that representsthe userÕs state as either ÒthinkingÓ or requesting a web page.If requesting a web page, a separate TCP connection, as im-plied by the HTTP 1.0 protocol, is made to the server-sideportion of the program for the primary page and each embed-ded reference (the distribution of embedded references per pageis used to generate a random value). Another parameter of theprogram is the number of concurrent TCP connections allowedon behalf of each browsing user to make embedded requestswithin a page (this parameter is used to mimic the behavior ofNetscape and Internet Explorer).For each request, a message of random size (sampled from therequest size distribution) is sent to the server program. Thismessage contains a value that represents the number of bytesthe server is to return as a response (a random sample from thedistribution of response sizes). The server sends this numberof bytes back to the browser and closes the TCP connection.For the experiments reported here, the serverÕs Òservice timeÓis set to zero so the response begins as soon as the requestmessage has been received and parsed (this roughly models thebehavior of a Web server or proxy having a large main-memory cache with a hit-ratio near 1.0). For each re-quest/response pair, the browser program logs its responsetime. Response time is defined as the elapsed time in milli-seconds between the time of the socket connect() operationand the time the response is completed and the connection isclosed. Note that this response time is for each element of apage, not the total time to load all elements of a page.When all the request/response pairs for a page have been com-pleted, the emulated browsing user enters the ÒthinkingÓ stateand makes no more requests for a period of time sampled fromthe think-time distribution. The number of page requests theuser makes in succession to a given server machine is sampledfrom the distribution of consecutive page requests. When thatnumber of page requests has been completed, the server to

6handle subsequent requests is selected randomly and uniformlyfrom the set of active servers. The number of emulated users isconstant throughout the execution of each experiment.The HTTP 1.0 protocol implies the use of a new TCP connec-tion for each request/response pair. This protocol is graduallybeing replaced by the more efficient HTTP 1.1 protocol whichallows multiple and pipelined requests to reuse TCP connec-tions [22]. While some data have been reported (e.g. [10])suggesting that as many as 30% of HTTP requests now use theHTTP 1.1 protocol, we have been unable to find data or modelssufficient for building a synthetic workload generator forHTTP 1.1. For these reasons we generate only HTTP 1.0 trafficin our experiments. We note, however, that the older HTTP1.0 protocols are expected to represent a very significant por-tion of Web traffic for some time because of difficulties withmigrating the installed base of browsers. Furthermore, ourfocus on HTTP 1.0 serves as a worst-case analysis of REDperformance.3.3 Experiment CalibrationsThere are two critical elements of our experimental proceduresthat had to be calibrated before performing experiments: (1)ensuring that no element on the end-to-end path represented aprimary bottleneck other than when the links connecting thetwo routers are limited to 10 Mbps, and (2) the offered load onthe network can be predictably controlled using the number ofemulated browsing users as a parameter to the traffic genera-tor. To perform these calibrations, we first configured the twosegments connecting the routers to eliminate congestion byrunning at 100 Mbps.The first calibration performed was to verify that the trafficgenerator programs did not have any resource constraints thatlimited their ability to emulate hundreds of users. These pro-grams were implemented using efficient programming tech-niques for managing large numbers of socket connections(based in part on Banga and DruschelÕs scalable methods forgenerating HTTP requests [3]). For this calibration we firstselected the slowest machine in our network (a 66 Mhz 486) torun the browser program. We ran one instance of the server-side program on each of the server machines and configuredthe browser program to select uniformly from all servers foreach new sequence of page requests. The number of browsingusers was varied from 500 to 1,400 and the bandwidth used onthe 10 Mbps interface to the browser machine is plotted inFigure 3 as a function of the number of simulated browsingusers. These results show that over this range of users, there isa linear increase in generated traffic and the traffic is signifi-cantly less than the capacity of the hostÕs 10 Mbps interface.We repeated this experiment with a 200 Mhz Pentium Pro withthe results also shown in Figure 3 for further confirmation thatCPU and interface speeds of the end system are not resourceconstraints. Thus if traffic generation machines are limited tosimulating no more than 1,400 users each, we can be confi-dent that the number of users simulated in an experiment isaccurate and reproducible.Asecond concern is that a single program can not faithfullysimulate hundreds of browsers because by default, a singleFreeBSD process can use at most 64 sockets simultaneously.However, because user think times are much longer than thetimes required to request pages, most of the emulated users areidle at any time. We explicitly performed experiments to dem-onstrate that the 64 socket descriptors limitation was neverencountered in practice. With a similar experiment we alsoverified that even the slowest server machine could handle amaximum number of expected requests without reaching a re-source limitation.For the next calibration, we ran an instance of the browserprogram on each of the browser machines and again uniformlydistributed requests across all server machines. Each browserwas configured to emulate the same number of users with thetotal users varied from 700 to 5,075. Figure 4 plots aggregatetraffic on the path carrying response traffic from the servers asa function of emulated browsers (users). Again the load is alinear function of browsers indicating there are no fundamen-tal resource limitations in the system and generated loads caneasily exceed the capacity of a 10 Mbps link.With these data we can determine the number of emulatedbrowsers that would generate a specific offered load in thisconfiguration if there were no bottleneck link present. Thiscapability is used in subsequent experiments to control theoffered loads on the network, including loads that nominallyexceed the capacity of a 10 Mbps link. For example, if wewant to generate an offered load equal to the capacity of a 10Mbps link, we use Figure 4 to determine that we need to emu-late approximately 3,400 browsing users; for a load of 110%(11 Mbps) we need to emulate 3,750 users.Amotivation for choosing Web-like traffic to drive theseexperiments was the assumption that properly generated traf-fic would exhibit highly variable and bursty demands on thenetwork. To illustrate that this is indeed realized with our ex-perimental setup, we have plotted the results from one of thecalibration experiments (3,500 browsers) in Figures 5 and 6 . These plots show the number of requests initiated during eachone second interval (each request requires a new TCP connec-tion) and the number of bytes requested (not necessarily re-ceived) in each one second interval. Clearly these show thehighly bursty nature of the traffic actually generated.3.4 Experimental ProceduresEach experiment was run using the following procedure. Afterinitializing and configuring all router and end-system parame-ters, the server-side processes were started followed by thebrowser processes. Each browser emulated an equal number ofusers chosen, as described above, to place a nominal offeredload on an unconstrained (100 Mbps) network. The offeredloads used in the experiments were chosen to represent 50, 70,80, 90, 98, or 110 percent of the capacity of a 10 Mbps linkconnecting the two router machines. Loads exceeding 110%were tried; it turned out, however, that the extreme duration ofthe connections when using a congested link caused the trafficgenerators to occasionally use all available sockets and fail togenerate the desired level of traffic. Because the measured re-sponse times at a load of 120% had deteriorated well beyondlevels that most users would tolerate, we decided to not con-sider loads beyond 110% on the congested link.Each experiment was run for 90 minutes but data collectedduring the first 20 minutes was discarded to eliminate startupand stabilization effects. These effects are illustrated in Figure7 which shows a plot of mean response times for requests dur-ing each one second interval in a typical experiment. Figure 8gives a plot of the cumulative distribution of response timesat a load from 3,500 browsers in an unconstrained network.Note that about 90% of the requests complete in 500 millisec-onds or less. Figure 8 represents the best-case performance forHTTP request/response pairs and will be used as a basis forcomparison with experiments on the constrained (congested)

7network link. Table 2 shows the number of requests generatedduring a 70 minute interval for each of the loads in typicalruns on the unconstrained network.Because responses are much larger than requests, the load onthe link between routers that carries traffic from the servers tothe browsers (the link from the ÒISPÓ router to the ÒcampusÓrouter in Figure 2) will be much greater than that on the linkcarrying traffic in the opposite direction. Consequently, onlythe effects of different queue management algorithms on the IPoutput queue for this link interface are reported here. The IPoutput queues for the link interfaces on all other machines inthe network were tail-drop FIFO queues with the FreeBSD de-fault queue size of 50 elements. Data collected on these inter-faces using the netstat function showed no dropped packets.The key indicators of performance we use in reporting ourresults are the end-to-end response times for each re-quest/response pair. We report several measures of responsetimes including the median, the percent of requests complet-

1000

1500

2000

2500

3000

3500

4000

4500

400 600 800 1000 1200 1400

Kbps

Browsers

200Mhz Pentium Pro

66 Mhz 486

0 2000 4000 6000 8000 10000 12000 14000 16000

500 1000 1500 2000 2500 3000 3500 4000 4500 5000 5500

Kbps

Browsers

measured y = 2.95x-53.60

Figure 3: Offered load as a function of the number of simu-lated users on one machine.Figure 4: Offered load as a function of the number of simu-lated users on 7 machines.

40 60 80 100 120 140 160 180 200 220

0 500 1000 1500 2000

Requests per second

Seconds 0 500 1000 1500 2000 2500 3000 3500 4000 4500 5000

0 500 1000 1500 2000

KBytes per second

Seconds

Figure 5: Requests per second from 3,500 users.Figure 6: Bytes requested per second from 3,500 users.

0 1000 2000 3000 4000 5000 6000 7000 8000 9000

0 1000 2000 3000 4000 5000

Average Response Time (ms)

Seconds 0

20

40

60

80

100

0 500 1000 1500 2000

Cumulative Probability (%)

Response Time (ms)

3500 browsers

Figure 7: Average response time per second during an ex-periment. The plot includes the initial 20 minutes, where thetraffic generators are started and stabilize.Figure 8: Cumulative response time distribution for 3,500users on the unconstrained (100 Mbps) network.

8ing in intervals of 0-1, 1-2, 2-3, and greater than 3 seconds,and plots of the cumulative distributions of response times(usually showing only times less than or equal to 2 seconds).We also measured the percent of IP datagrams dropped at thelink queue, the mean queue size, and the link throughput actu-ally achieved on the bottleneck link.4. FIFO ResultsTo establish a baseline for evaluating the effects of using REDon interface queues for links carrying only Web traffic, wefirst examined the effects of FIFO queues with tail-drop behav-ior in our experimental network. For these experiments wecreated a bottleneck between the two routers by configuringthe two segments connecting the router machines to run at 10Mbps using 10 Mbps hubs (see Figure 2). The critical parame-ter for a FIFO queue is the size of the buffer space allocated tohold the queue elements. Guidelines (or Òrules of thumbÓ) fordetermining the ÒbestÓ queue size have been widely debated invarious venues including the IRTF end2end-interest mailinglist [9]. The guideline that appears to have attracted a roughconsensus is to provide buffering approximately equal to 2-4times the bandwidth-delay product of the link. Bandwidth inthis expression is that of the link for the interface using thequeue and delay is the mean round-trip time for all connectionssharing the link Ð a value that is, in general, very difficult todetermine. For our experimental network, the mean minimumround-trip time can be computed as 79 milliseconds and the 10Mbps link has a bandwidth-delay product of approximately96K bytes (see Appendix A). FreeBSD queues are allocated interms of a number of buffer elements (mbufs) each with capac-ity to hold an IP datagram of Ethernet MTU size. We measuredthe mean IP datagram size in our generated Web response traf-fic to be just over 1K bytes so the FIFO queue should haveapproximately 190-380 queue elements to fall within theguidelines.We ran a number of experiments with a FIFO queue on the bot-tleneck link varying the offered load and queue size. Figure 9shows the cumulative response time distributions for differentFIFO queue sizes at loads of 80%, 90%, 98%, and 110%. At aload of 80%, there is little effect from increasing the queuesize from 30 to 240 elements. At 90% load we begin to seequeue size having more significant effects on response timesand observe that a queue size of 120 elements is a reasonablechoice for this loading. The effect that queue size has on re-sponse times depends on the size of the HTTP response data asis shown in the plots for 98% load. Increasing the queue sizefrom 30 to 120 has a slightly negative effect on relativelyshort responses that could complete in a few hundred millisec-onds by increasing the amount of time each packet spends inthe queue. For a 10 Mbps Ethernet link and an average framesize around 1 KB, approximately 1,000 packets can be for-Table 2: Typical numbers of requests in a 70 minute interval.Load %RequestsLoad %Requests

50240,37990425,293

70329,63898461,837

80375,673110521,561

0

20

40

60

80

100

0 500 1000 1500 2000

Cumulative Probability (%)

Response Time (ms)

queue length=30 queue length=60 queue length=120 queue length=190 queue length=240 0

20

40

60

80

100

0 500 1000 1500 2000

Cumulative Probability (%)

Response Time (ms)

queue length=30 queue length=60 queue length=90 queue length=120 queue length=190 queue length=240

Figure 9a: FIFO performance at 80% load.Figure 9b: FIFO performance at 90% load.

0

20

40

60

80

100

0 500 1000 1500 2000

Cumulative Probability (%)

Response Time (ms)

queue length=30 queue length=60 queue length=90 queue length=120 queue length=190 queue length=240 0

20

40

60

80

100

0 500 1000 1500 2000

Cumulative Probability (%)

Response Time (ms)

queue length=30 queue length=60 queue length=90 queue length=120 queue length=190 queue length=240

Figure 9c: FIFO performance at 98% load.Figure 9d: FIFO performance at 110% load.

9warded per second. Thus a packet arriving at the queue alreadycontaining 100 packets has to wait approximately 100 milli-seconds on the router. Such a delay is significant for requestswith short responses that may otherwise complete within200-350 milliseconds. On the other hand, increasing thequeue size from 30 to 120 reduces response times significantlyfor long requests. Even though the time spent in the queue byeach packet is longer, the reduced rate of drops means thatlonger responses are less likely to encounter retransmissiontimeouts (which are often longer than queuing delays by afactor of 5-10 times). At queue sizes of 190 or 240 the increasein response times for short requests appears to offset any im-provement gained for longer requests from reduced drops.Our results indicate that, overall, a FIFO queue size of 120elements (about 1.25 times the bandwidth-delay product) to190 elements (2 times bandwidth-delay) is a reasonable choicefor loads up to the link capacity. For offered loads that onlyslightly exceed the link capacity (e.g., 110%), we observethat queue sizes beyond 120 only exacerbate an already badsituation. Additional measures of performance in these ex-periments, including link utilization and drop rates, are givenin Appendix B. These results confirm that our selection ofqueue sizes of 120-190 represent reasonable tradeoffs for re-sponse times without significant loss of link utilization orhigh drop rates.These experiments illustrate (as queuing theory predicts) thedramatic effect that offered loads near or slightly beyond thelink capacity have on response times. Figure 10 shows thecumulative distribution of response times for these loads witha FIFO queue of 120 elements. Clearly, response times degradesharply when the offered load approaches or exceeds link ca-pacity. If an ISP has links that experience utilization above90% over intervals greater than a few minutes, response timefor Web users are seriously impacted. Asecond important ob-servation is that at loads below 80% there is no significantchange in response times as a function of load.5. RED ResultsThe goal for our experiments with RED was to determine pa-rameter settings that provide good performance for Web-traffic. We also examined the tradeoffs among the differentparameters in tuning for performance. The RED queuingmechanism has five different parameters for adjusting the al-gorithmÕs behavior. An exhaustive search for the best parame-ter values is impossible because of the number of possiblecombinations of values. Our approach for the RED experi-ments was to design an initial set of experiments that couldgive a broad approximation of parameter values that result ingood HTTP performance. We then examine the effects of vary-ing each parameter individually using this initial determina-tion as a baseline.From our experiments with FIFO it is clear that there is a com-plex tradeoff between response times for short responses thatcan be completed in a few hundred milliseconds (best with ashort queue) and response times for longer responses (bestwith longer queues and lower drop rates). The original Floydand Jacobson paper [13] suggests guidelines for tuning pa-rameters that have been revised based on subsequent experi-ence and analysis (see [15] for the current guidelines). Theseguidelines suggest that the most fundamental effects are de-termined by the minth and wq parameters which control trade-offs between average queue size and sensitivity to the durationof periods of congestion. For our initial experiments we de-cided to eliminate the size of the physical queue as a factor andset the number of queue elements to 480, more than double thelargest average queue size seen in the FIFO experiments. Inthese experiments we varied minth beginning with the guide-line value of 5 and ranging up to 120. We fixed maxp at 0.10,wq at 0.002 (actually 1/512), and maxth at 3 times minth as sug-gested in the current guidelines.Each of the parameter settings was tried at six different offeredloads: 50%, 70%, 80%, 90%, 98%, and 110%. At 50% loadthe number of dropped packets was between 0.00% and 0.01%of the total number of packets transmitted. This means that atloads of 50% and below, there is limited room for increasingthe performance of the router queuing mechanism. Post proc-essing of the logs shows that the queue size never reaches themaximum value of 480 even at a load of 110%, though it ispossible in a worst-case scenario. As expected, the perform-ance changes significantly as the load is increased from 50%to 110%. Figure 11 illustrates typical results from these ex-periments by showing the effect of varying loads on responsetime distributions with (minth, maxth) set to (30, 90).It is encouraging to see that performance degradation onlyoccurs at loads greater then 70%, especially when combinedwith the fact that the drop rates at 50% load never exceeds0.01% of the packets received at the router. This indicates thatparameter tuning will have limited effect until loads reachlevels of 70-80% of link capacity. When loads exceed 70%,the performance decreases monotonically as the load in-

0

20

40

60

80

100

0 500 1000 1500 2000

Cumulative Probability (%)

Response Time (ms)

load=50% load=70% load=80% load=90% load=98% load=110%

Figure 10: FIFO performance for different loads with a queue length of 120 elements.

0

20

40

60

80

100

0 500 1000 1500 2000

Cumulative Probability (%)

Response Time (ms)

load=50% load=70% load=80% load=90% load=98% load=110%

Figure 11: The performance of RED at different loads.wq=1/512, maxp=1/10, minth=30, maxth=90, qlen=480.

10creases. The most significant performance decrease occurs atload levels of 90-110%. These are the most interesting targetsfor optimization, since this is where there is significant per-formance to gain.We start by exploring possible choices for minth and maxth.Figure 12 shows the response time distributions for the 90%and 98% offered loads, respectively. These results clearlyshow that a naive application of the guidelines in [15] with aminth of 5 would result in poor performance for Web-dominatedtraffic. The best overall response-time performance is ob-tained with values for (minth, maxth) of (30, 90) or (60, 180).We see, as in the case of FIFO, that there is a tradeoff betweenbetter response times for short responses at (30, 90) and im-proving response times for longer ones at (60, 180), espe-cially at the 98% load. Although the differences are not great,we prefer (30, 90) on the grounds that about 70% of the re-quests experience somewhat better response times than with(60, 180). (One could also argue that (60, 180) is best becauseit improves the most noticeable delays.) The complete results,including link utilization and drop rates for loads of 90%,98%, and 110% are summarized in Appendix B. These indicatea slight drop in link utilization for the (30, 90) setting overthe (60, 180) setting. Like the FIFO results, response times atloads of 110% are quite bad and are not improved by changingthe RED settings for (minth, maxth).We next consider varying the ratio between minth and maxth byholding one constant and varying the other. To see the effectof minth, we first fixed maxth at 90 and varied minth. We thenheld minth constant at 30 and varied maxth. We fixed maxp at0.10, wq at 0.002 (actually 1/512), and qlen at 480 as in theprevious experiments. Figure 13 illustrates the effect fromvarying minth on the response time distributions for the 90%load. The results obtained by varying maxth are similar. Theresults from these experiments, in general, show only mar-ginal changes in response times (or link utilization) and con-firmed the notion that the best balance of response times forall sizes of responses with the loads considered here areachieved with (minth, maxth) = (30, 90). The complete resultsfrom these experiments are again given in Appendix B.Experiments testing the impact of changing wq and maxp werecombined because of the close relationship between the twoparameters. The values used for wq were: 1/512, 1/256, and1/128. (The implementation of RED requires the denominatorto be a power of 2.) Decreasing wq to 1/1024 was tried, but wefound it to be an unrealistic setting that causes reaction tocongestion to be quite slow. The values of maxp used were0.05, 0.10, and 0.25. The remaining parameters were fixed atminth = 30, maxth = 90, and qlen = 480. All the different set-tings were tested at loads of 90, 98, and 110%.These experiments showed that at all load levels the setting ofmaxp to 0.25 has a negative impact on performance, becausetoo many packets are dropped. Figure 14 shows the resultsfrom the experiments at 90% load (the results at 98% are simi-lar). At 90% and at 98% load, the difference between the set-

0

20

40

60

80

100

0 500 1000 1500 2000

Cumulative Probability (%)

Response Time (ms)

minth=5,maxth=15 minth=15,maxth=45 minth=30,maxth=90 minth=60,maxth=180 minth=120,maxth=360 0

20

40

60

80

100

0 500 1000 1500 2000

Cumulative Probability (%)

Response Time (ms)

minth=5,maxth=15 minth=15,maxth=45 minth=30,maxth=90 minth=60,maxth=180 minth=120,maxth=360

Figure 12a: Response time CDF for offered load at 90% oflink capacity (wq=1/512, maxp=1/10, qlen=480).Figure 12b: Response time CDF for offered load at 98% oflink capacity (wq=1/512, maxp=1/10, qlen=480).

0

20

40

60

80

100

0 500 1000 1500 2000

Cumulative Probability (%)

Response Time (ms)

minth= 5 minth=15 minth=30 minth=45 minth=60 0

20

40

60

80

100

0 500 1000 1500 2000

Cumulative Probability (%)

Response Time (ms)

wq=1/512, maxp=1/20 wq=1/512, maxp=1/10 wq=1/512, maxp=1/4 wq=1/256, maxp=1/20 wq=1/256, maxp=1/10 wq=1/256, maxp=1/4 wq=1/128, maxp=1/20 wq=1/128, maxp=1/10 wq=1/128, maxp=1/4

Figure 13: The effect of changing minth. Load = 90% andmaxth = 90, wq = 1/512, maxp = 1/10, qlen = 480.Figure 14: Results for different values of wq and maxp.Load = 90%, and qlen = 480, minth = 30, maxth = 90.

11tings occurs beyond the knee (above the 75th percentile) of theCDF, meaning that changes of wq and maxp mainly impact thelonger flows. Overall, however, we conclude that there is nostrong evidence to indicate using values other than the sug-gested wq = 1/512 and maxp = 0.10.Finally, we consider the effect of having a limit on the queuesize such that there are occasionally forced drops because theinstantaneous queue exceeds the buffer space. Table 3 givesexperimental results with our recommended values of REDparameters for actual queue sizes of 480, 160, and 120 ele-ments. These results are very similar to the FIFO results Ð the120 element queue (1.25 times bandwidth-delay) is a rea-sonable choice at 90% and 110% loads while a longer queue of2-3 times bandwidth-delay might provide some advantage atloads just below link saturation.Our conclusion is that, except for minth which should be set tolarger values to accommodate the highly bursty character ofWeb traffic, the guidelines for RED parameter settings and forconfiguring interface buffer sizes (for both FIFO and RED)also hold for the Web-like traffic used in our experiments. Wealso conclude that attempting to tune RED parameters outsidethese guidelines is unlikely to yield significant benefits.To illustrate the latter point, we examined the entire suite ofexperiments conducted for the 90% and 98% loads (includingsome trial experiments with parameter values outside theranges reported above) to find the combination of settingsthat gave the best results on three performance measures:ÒbestÓ response times (a subjective choice because of thetrade-off between improving response times for short v. longresponses), best link utilization, and lowest drop rate. Thesesettings are shown in Table 4 and the response times shown inFigure 15. For 90% load, there are relatively small differencesbetween tuning for highest link utilizationor lowest drop rates and tuning for re-sponse times. At 98% loads, tuning forhighest link utilization has potentiallyserious effects on increasing responsetimes. Note that the ÒbestÓ overall re-sponse times are obtained for the 98% load(only) with parameters that are quite differ-ent from our generally recommended set-tings. (In Figure 15, the ÒuncongestedÓplots refer to the performance on the un-constrained 100 Mbps network.)Table 3: RED performance with recommended parameters and queue lengths.Load%QueueLengthKB/s%dropMeanqueueMedianresp.(ms)% £ 1sec1<%£ 2sec2<%£ 3sec% > 3sec

9048010790.820.226692.54.32.01.3

9016010931.122.227891.24.72.41.7

9012010660.718.826693.04.11.71.2

9848011644.139.434579.28.26.36.3

9816011755.946.339772.49.78.29.7

9812011715.544.337774.29.27.78.9

110480118719.776.0184639.412.912.135.5

110160118819.576.6186439.113.012.235.7

110120118818.977.0184039.313.212.534.9

0

20

40

60

80

100

0 500 1000 1500 2000

Cumulative Probability (%)

Response Time (ms)

uncongested best setting at 90% load best setting at 98% load highest link utilization lowest drop rate 0

20

40

60

80

100

0 500 1000 1500 2000

Cumulative Probability (%)

Response Time (ms)

uncongested best setting at 90% load best setting at 98% load highest link utilization lowest drop rate

Figure 15a: ÒGoodÓ RED parameter settings at 90% load.Figure 15b: ÒGoodÓ RED parameters settings at 98% load.

0

20

40

60

80

100

0 500 1000 1500 2000

Cumulative Probability (%)

Response Time (ms)

best setting wq=1/512, max_p=1/10, th=(5,15), qlen=480 wq=1/256, maxp=1/4, th=(5,120), qlen=480 wq=1/512, maxp=1/10, th=(120,150), qlen=480 0

20

40

60

80

100

0 500 1000 1500 2000

Cumulative Probability (%)

Response Time (ms)

best setting wq=1/512, maxp=1/20, th=(5,15),qlen=60 wq=1/512, maxp=1/10,th=(5,45),qlen=480 wq=1/512, maxp=1/4, th=(5,90),qlen=480 wq=1/512, maxp=1/10, th=(120,360), qlen=480

Figure 16a: ÒBadÓ RED parameters settings at 90% load.Figure 16b: ÒBadÓ RED parameters settings at 98% load.

12Moreover, there is a significant down-side potential forchoosing ÒbadÓ parameter settings, especially at near-saturation loads. We again searched the entire set of experi-ments for the 90% and 98% loads looking for combinations ofRED parameters that produced response times that (subjec-tively) represented poor choices (i.e., choices that increasedresponse times significantly for larger numbers of either shortor long responses). Figure 16 shows these results. Clearlysome parameter settings produce results that are considerablyless desirable than our recommended ones.Table 4: Empirically determined ÒbestÓ RED parameter values.Loadminth, maxthwqmaxpNotes

9030,901/5121/10best overall response

9030,901/5121/20highest link utilization

90120,3601/5121/10lowest drop rate

985,901/1281/20best overall response

9830,1801/5121/10highest link utilization

9890,1501/5121/10lowest drop rate

6. Analysis of RED Response TimesWhile a detailed analysis of the causes of the response timedistributions observed under RED remains the subject of fur-ther study, we are able to report the results of a preliminaryanalysis. We repeated two of the RED experiments reported inFigure 12b using more elaborate instrumentation to provideadditional data for each HTTP request/response pair. In addi-tion to end-to-end response times, this instrumentation al-lowed us to determine a detailed breakdown of the number andtypes of retransmission events occurring in the TCP connec-tions. We repeated RED experiments for an offered load of98% with two sets of RED parameter values that producedclearly different response time results; (minth, maxth) = (5, 15)and (60, 180). In both cases the remaining RED parameterswere fixed at maxp = 1/10, wq = 1/512, and qlen = 480.Table 5 gives the percentage of TCP connections that experi-enced no retransmissions, those that experienced one or moreretransmissions of a SYN segment, one or more retransmis-sions of a FIN segment, one or more retransmissions of a datasegment, and those with any combination of SYN, FIN, anddata segment retransmissions. In this analysis we consideronly retransmissions on the congested path from the server tothe client (there were no observed packet drops on the reversepath).Figures 17 and 18 give the cumulative distributions of re-sponse times for those connections that experienced no re-transmissions and for the connections that experienced re-transmission events of the types described above. Also shownis the cumulative distribution of response times for all con-nections. In Figure 17 we observe that the response times forabout 50% of the connections with FIN or data retransmis-sions are shifted relative to those with no retransmissions byan amount corresponding to typical retransmission timeoutsin our experiments (approximately 1.5 seconds). The re-sponse times for connections with SYN retransmissions areshifted even more because of the longer timeouts on TCP con-nection establishment. Connections with one or more dataretransmissions or with combinations of retransmissiontypes have heavier distribution tails (longer response times)because of the cumulative effects of multiple retransmissions.Comparing the two figures we observe that response times forthose connections having retransmissions are longer in Fig-ure 18 by a factor somewhat greater than the additional meanqueueing delay for this case (about 55 milliseconds). Our pre-liminary analysis indicates that changes in response timesbecause of retransmissions are a complex combination offactors that influence the retransmission delays. These includethe mean queueing delay (which influences the estimated RTT),the deviations in RTT caused by increased variance in queueingdelays (which are magnified by a factor of 4 in the TCP algo-

0

20

40

60

80

100

0 1000 2000 3000 4000 5000 6000

Cumulative Probability (%)

Response Time (ms)

No Retransmissions

SYN one or more

FIN one or more

DATA one or more

Multiple types ALL 0

20

40

60

80

100

0 1000 2000 3000 4000 5000 6000

Cumulative Probability (%)

Response Time (ms)

No Retransmissions

SYN one or more

FIN one or more

DATA one or more

Multiple types ALL

Figure 17: Absolute performance of flows experiencing re-transmissions ((minth, maxth) = (5, 15)).Figure 18: Absolute performance of flows experiencing re-transmissions ((minth, maxth) = (60, 180)).Table 5: Summary retransmission statistics for experimentswith more detailed instrumentation.Class of% of all TCP connections retransmission event(minth, maxth) =(5,15)(60,180)

No retransmissions56.187.1

1 or more retransmissions43.912.9

1 or more SYN segments7.42.0

1 or more FIN segments6.02.0

1 or more data segments25.58.5

Combined SYN/FIN/data5.00.4

Total TCP connections439,979460,022

Total segments lost 12.4% 2.4%

13rithm for computing the timeout), the timer granularity (500milliseconds), and the minimum timeout value (1 second).(For a more comprehensive analysis of these and other factorsaffecting TCP retransmissions see [1].)The relative contributions of each class of retransmission tothe overall response time distribution is shown in Figures 19and 20. They show the cumulative distributions of connec-tions with the following characteristics: those with no re-transmissions, those with either no retransmissions or onlySYN retransmissions, those with either no retransmissions oronly FIN retransmissions, and those with either no retrans-missions or only data segment retransmissions. To magnifythe relative contributions of each class we only show the por-tion of the distribution beyond the 50th percentile. Contrary toour expectations, retransmissions of lost SYNs (even whenmost of the TCP connections transfer relatively few bytes) isfar from being the dominant factor leading to increased re-sponse times. It is, in fact, data segment retransmissions thathave the greatest cumulative effect.Another view of these dynamics is shown in Figure 21 thatgives a scatter plot of response times versus server replysizes. There is one dot in this plot for each of the approxi-mately 400,000 connections with reply sizes less than16,000 bytes in the experiment illustrated in Figures 17 and19 ((minth, maxth) = (5, 15)). Connections experiencing one ormore retransmissions are marked with dark black dots whilethose with no retransmissions are marked with gray dots. Sev-eral features of this plot are striking:· The large influence of retransmissions on response timesfor short responses (e.g., the large number of replies ofsize less then 4K bytes that take 5 seconds to complete),· The clear regions of response times divided between con-nections with and without retransmissions,· The distinct bands of response times at intervals roughlyproportional to the granularity of the TCP retransmissiontimer,· The sharp step increase in response times with no re-transmissions for those responses with lengths greaterthan 2,880 bytes (corresponding to the initial TCP con-gestion window), and· The relatively few connections with retransmissions thatavoid a timeout, e.g., with fast retransmission (indicatedby black dots in the region dominated by connectionswith no retransmissions).This brief analysis has re-enforced our view that understandingthe effects of RED and FIFO queue management on end-to-endresponse times for HTTP traffic is a complex issue. It involvesmany trade-offs and parameters including not only parametersset on routers but also those controlled at the end-systems(e.g., TCP retransmission parameters).7. Comparing FIFO and REDFigure 22 shows the response time distributions for RED andFIFO with the parameters selected as a result of our experi-ments at offered loads of 90%, 98%, and 110%, respectively.Also included for reference are the response time distributionsat these loads from the calibrations on the unconstrained net-work. The only case in which there is a distinct advantagefrom using RED is at the 98% load where response times forshorter responses (80% of requests) are improved with care-fully tuned RED parameters. Note that in Figure 22a we includethe response time distribution for both (minth, maxth) = (30,90) and (60, 180). Recall that these settings gave nearly iden-tical performance at 90% load and we selected (minth, maxth) =(30, 90) as the best setting at this level for largely subjectivereasons.

50 55 60 65 70 75 80 85 90 95 100

0 500 1000 1500 2000

Cumulative Probability (%)

Response Time (ms)

No Retransmissions (NR)

NR + SYN one or more

NR + FIN one or more

NR + DATA one or more

NR + Multiple types ALL 50 55 60 65 70 75 80 85 90 95 100

0 500 1000 1500 2000

Cumulative Probability (%)

Response Time (ms)

No Retransmissions (NR)

NR + SYN one or more

NR + FIN one or more

NR + DATA one or more

NR + Multiple types ALL

Figure 19: Relative contribution of flows experiencing re-transmissions to total distribution ((minth, maxth) = (5,15)).Figure 20: Relative contribution of flows experiencing re-transmissions to total distribution ((minth, maxth) = (60,180)).

0 500 1000 1500 2000 2500 3000 3500 4000 4500 5000

0 2000 4000 6000 8000 10000 12000 14000 16000

Response time (ms)

Reply size (bytes)

Figure 21: Scatter plot of response times v. reply sizeunder RED for (minth, maxth) = (5,15).

148. Conclusions and Future DirectionsBased on our experiments we summarize our conclusions asfollows. Contrary to expectations, for offered loads near orbelow the levels of link saturation (90% or less), there is littledifference in end-to-end response times between the best-tunedRED and tail-drop FIFO configured with 1-2 times the band-width-delay product in buffer space. Tuning of the RED pa-rameters generally produces little gain (or loss) in responsetime performance, however, as illustrated in Figure 16a, onecan use plausible values for certain RED parameters and pro-duce poorer performance.At offered loads that approach link saturation (above 90%),RED can be carefully tuned to yield performance somewhatsuperior to properly configured tail-drop FIFO. The differenceis probably significant only between 90% and 100% loadingas response times degrade so rapidly above this level that anyÒimprovementÓ from tuning RED (or FIFO) is, at best, a sec-ond-order effect. Moreover, at loads above 90%, responsetimes are more sensitive to the actual values of RED parame-ters. In particular, there is greater down-side potential fromchoosing ÒbadÓ parameter values as illustrated in Figure 16b.This is significant because parameter settings that outper-formed FIFO were arrived at only through extensive trial-and-error experimentation. It was also the case that the RED pa-rameters that provide the best link utilization at this load pro-duce poorer response times.In general we observed a complex trade-off between choosingparameters that improve response time for short responses(those consisting of only a few TCP segments) and those thatimprove response times for longer responses. We have cho-sen to favor those parameter settings that improve perform-ance for the largest fraction of responses, and hence have fo-cused on improving response times for the shorter responses.Qualitatively these conclusions imply that providing adequatelink capacity (utilization less than 90%) is far more importantfor Web response times than tuning queue management pa-rameters. If one decides to deploy RED for any reason, re-sponse times for Web-dominated traffic are not likely to beimpacted positively and, unless careful experimentation isperformed, response times can suffer. Given the current lack ofa widely-accepted analytic model for RED performance orfield-tested engineering guidelines for RED deployment andthe complexity of setting RED parameters, there seems to beno advantage to RED deployment on links carrying only Webtraffic.In applying these conclusions, there are some limitations ofthis study that should be considered.· We used packet-drops as the only ÒmarkingÓ behavior ofRED. Explicit marking by RED for ECN-capable TCP im-plementations is likely to produce better results.· We examined only HTTP 1.0 protocols. The interactionof RED with a mix of HTTP 1.0 and HTTP 1.1 trafficshould also be analyzed.· We studied a link carrying only Web-like traffic. Morerealistic mixes of HTTP and other TCP traffic as well astraffic from UDP-based applications need to be examined.Congestion on both paths on a full-duplex link and overmultiple router hops, should also be considered.Removing these limitations to produce a broader perspectiveon RED behavior is the central theme of our ongoing network-ing experiments.9.References[1]M. Allman and V. Paxson, On Estimating End-to-EndNetwork Path Properties, Proceedings of SIGCOMM Ô99,September 1999, pp. 263-274.

0

20

40

60

80

100

0 500 1000 1500 2000

Cumulative Probability (%)

Response Time (ms)

uncongested

FIFO - qlen=120

FIFO - qlen=190

RED - wq=1/512, maxp=1/10,th=(30,90), qlen=120

RED - wq=1/256, maxp=1/20,th=(30,90), qlen=480

Figure 22c: FIFO and RED at 110% load.

0

20

40

60

80

100

0 500 1000 1500 2000

Cumulative Probability (%)

Response Time (ms)

uncongested

FIFO - qlen=120

FIFO - qlen=190

RED - wq=1/512, maxp=1/10,th=(30,90),qlen=120

RED - wq=1/512, maxp=1/10, th=(60,180),qlen=480 0

20

40

60

80

100

0 500 1000 1500 2000

Cumulative Probability (%)

Response Time (ms)

uncongested

FIFO - qlen=120

FIFO - qlen=190

RED - wq=1/512, maxp=1/10, th=(30,90),qlen=120

RED - wq=1/128, maxp=1/20, th=(5,90), qlen=480

Figure 22a: FIFO and RED at 90% load.Figure 22b: FIFO and RED at 98% load.

15[2]F. Anjum and L. Tassiulas, Balanced-RED: An Algorithmto Achieve Fairness in the Internet, http://www.isr.umd.-edu/TechReports/ISR/1999/TR_99-17/TR_99-17.phtml.[3]G. Banga and P. Druschel, Measuring the Capacity of aWeb Server, Proceedings of the USENIX Symposium onInternet Technologies and Systems (USITS), December1997, pp. 61-71.[4]B. Braden, D. Clark, J. Crowcroft, B. Davie, S. Deering,D. Estrin, S. Floyd, V. Jacobson, G. Minshall, C. Par-tridge, L. Peterson, K. Ramakrishnan, S. Shenker, J . Wroclawski, & L. Zhang, Recomedations on Queue Man-agement and Congestion Avoidance in the Internet, RFC2309, April 1998.[5]P. Barford and M. E. Crovella, Generating RepresentativeWeb Workloads for Network and Server PerformanceEvaluation, in Proceedings of Performance ’98/ACMSIGMETRICS ’98, 1998, pp. 151-160.[6]M. Crovella and A. Bestavros, Explaining World WideWeb Traffic Self-Similarity, TR-95-015, Boston Univer-sity Computer Science Department, Revised, October 12,1995.[7]http://adm.ebone.net/~smd/red-1.html[8]http://www.iet.unipi.it/~luigi/ip_dummynet/[9]ftp://ftp.isi.edu/end2end/end2end-interest-1998.mail[10]http://www.research.att.com/~anja/w3c_webchar/[11]W. Feng, D. Kandlur, D. Saha, K. Shin, A Self-Configuring RED Gateway, Proc. INFOCOM Ô99, March1999, pp. 1320-1328.[12]W. Feng, D. Kandlur, D. Saha, K. Shin, Blue: A NewClass of Active Queue Management Algorithms, Univer-sity of Michigan Technical Report CSE-TR-387-99,April 1999.[13]S. Floyd, and V. Jacobson, Random Early DetectionGateways for Congestion Avoidance, IEEE/ACM Transac-tions on Networking, vol. 1 no. 4, August 1993, pp.397-413.[14]S. Floyd, TCP and Explicit Congestion Notification,ACM Computer Communication Review, vol. 24 no. 5 , October 1994, pp. 10-23.[15]http://www.aciri.org/floyd/REDparameters.txt[16]C. Kenjiro, A Framework for Alternate Queueing: TowardsTraffic Management by PC-UNIX Based Routers, Proc.USENIX 1998 Annual Technical Conference, New OrleansLA, June 1998, pp. 247-258.[17]D. Lin and R. Morris, Dynamics of Random Early Detec-tion. Proc. SIGCOMM ’97, September 1997, pp. 127-138.[18]B. Mah. An Empirical Model of HTTP Network Traffic,Proceedings of INFOCOM Ô97, April 1997, pp. 592-600.[19]M. May, J. Bolot, C. Diot, and B. Lyles, Reasons not todeploy RED, Proc. IWQoSÕ99, London, March 199, pp.260-262.[20]M. May, T. Bonald, and J. Bolot, Analytic Evaluation ofRED Performance, Proc. INFOCOM 2000, March 2000,pp. 1415-1424.[21]http://www.netstat.net/[22]H. Nielsen, J. Gettys, A. Baird-Smith, E.PrudÕhommeaux, H. Lie, C. Lilley, Network PerformanceEffects of HTTP/1.1, CSS1, & PNG, Proc. SIGCOMM ’97,September 1997, pp. 155-166.[23]T. Ott, T. Lakshman, and L. Wong, SRED: StabilizedRED, Proceedings IEEE INFOCOM ’99, March 1999, pp.1346-1355.[24]http://null0.qual.net/brad/papers/reddraft.hm, 1998 (linknow broken).[25]K. Thompson, G. Miller, and R. Wilder, Wide-Area Inter-net Traffic Patterns and Characteristics, IEEE Network,vol. 11 no. 6, November/December 1997, pp. 10-23.[26]C. Villamizar and C. Song, High Performance TCP inANSNET, ACM Computer Communications Review, vol.24 no. 5, October 1994, pp. 45-60.

16Appendix ADetails of the Experimental ConfigurationTCP implementation characteristics inFreeBSD 2.2.8The laboratory network used to emulate this configuration is acollection of Intel architecture machines running FreeBSD2.2.8. All machines were configured identically. As config-ured on our experimental systems, TCP has a default windowsize in of 16K bytes. The TCP implementation supports Renocongestion control and does not include SACK or new-Renofunctions. It supports RFC 1323 (high performance Ñ notenabled in our experiments), RFC 1122 (delayed ACKs), andthe Nagle algorithm. It does not support RFC 2414 (largerinitial window) or RFC 2481 (ECN). The bugs from RFC 2525(4.2 BSD) are fixed. The default initial ssthresh is 1MB andthe behavior at cwnd equal to ssthresh is slow-start.Round trip timesWe use the dummynet [7] component of FreeBSD to configurein-bound packet delays on the end systems to emulate differentround-trip times between each paring of a browser machineand a server machine. Table 1 shows the different round-triptimes between each paring of browser machine and server ma-chine. The values in this table were taken from measurementdata obtained at the NetStat.net web site(http://www.netstat.net). Each value is the mean of 10 sam-ples taken on different days for the reported round trip timesbetween one of the probe-destination pairs in the NetStat datain July of 1999. The 49 probe-destination pairs were chosento represent a mix of Internet ÒdistancesÓ in the continentalU.S.Agiven entry in Table 1 represents the minimum round-triptime experienced by an arbitrary TCP connection between aspecific pair of client and server machines in our experiments(assuming no delays in the two routers). Given that the distri-bution of TCP connections over pairs of machines is designedto be approximately uniform in our experiments, the meanminimal round-trip time for all TCP connections sharing thenetwork is the average of all entries in Table 1. This value isapproximately 79 milliseconds.Web-like traffic generationThe traffic that drives the experiments described here is basedon a model of web browsing developed by Mah [18]. The ele-ments that have the most pronounced effects on generatedtraffic are the size (bytes) of server responses, the number ofrequests (files) necessary to download a page (including allembedded references), and the user ÒthinkÓ time between suc-cessive page requests. Mah found that the median responsesizes in four sub-samples of his trace data ranged between 1.5KB and 2.2 KB while the means ranged from 8.3 KB to 10.6KB, characteristics that are consistent with heavy-tail distri-butions. He also found that the distributions of response sizesabove 1 KB could be modeled as Pareto distributions with pa-rameter a = 1.04 to 1.14. Response sizes are actually furthercharacterized depending on whether the response is to a re-quest for the primary page or an embedded reference. Mahfound that the distributions of primary page sizes have a dif-ferent Pareto model (a = 0.85 to 0.97) than sizes of embeddedreferences model (a = 1.12 to 1.39). User think times betweenpage requests were found to have medians that ranged between14 and 16 seconds with means ranging from 837 to 1,916seconds, again characteristics consistent with heavy-tail dis-tributions (although Mah did not report any attempt to fit theempirical data to a model such as Pareto). The mean number ofrequests (files) per page ranged between 2.8 and 3.2 with amedian of 1. More recent empirical data and models reportedby Barford, et al., [4] confirms that these characteristics ofWeb traffic are well-modeled by heavy-tailed distributions.The sizes of client request messages are relatively small (me-dians of 231-244 bytes and means of 301-356 bytes) and donot contribute greatly to the overall network loads.Table 1: Round trip times in milliseconds between pairs of server machines (rows) and client machines (columns).braint a z tweetiehowardl o v e y s p e e d y petunia goddard81105646467147114 wako12613747534186114 f l o y d 334240114112117108 g o o b e r 35459510031100116 thelmalou1059278415310966 roadrunner85112388355841 y a k o 124871018795761

17Appendix BTables of Result DataAdditional FIFO Results Ñ Choice of queue lengthTable 1 provides additional data on the performance of tail-drop FIFO queuing for 5 choices of queue length and 4 loadlevels. These results confirm that our selection of queue sizesof 120-190 represent reasonable tradeoffs for response timeswithout significant loss of link utilization or high drop rates. Table 1: FIFO results.Load%QueueLengthKB pers e c . %dropsMeanqueueMedianresp. (ms)% £ 1s e c . 1<%£2s e c . 2<%£3s e c . % > 3s e c .

80309921.16.524692.24.52.11.3

80609800.311.724895.52.90.90.7

801209900.122.726495.83.00.60.6

801909920.027.727395.53.30.60.6

802409810.025.826595.93.10.50.5

903011072.29.925887.76.23.72.5

906011300.920.026692.44.22.01.3

9012011640.340.329893.74.01.31.0

9019011060.266.636192.15.41.31.2

9024011790.385.739789.96.81.61.7

983011636.716.632971.811.18.58.6

986011776.241.637573.59.37.89.4

9812011693.184.842181.27.55.26.1

9819011661.3119.247884.28.53.34.0

9824011671.4154.355580.011.33.75.0

11030118318.922.6153844.614.511.129.8

11060118916.452.4144047.713.311.727.4

110120118817.0112.3160045.111.312.930.6

110190118819.3183.0215637.310.814.737.0

110240118816.5231.7191738.712.313.935.0

Additional RED Results Ñ Choice of minthand maxthHere we present additional data to support our choice of valuesof minth and maxth that provide the best performance for ourHTTP workloads. In all the experiments reported here we fixedmaxp at 0.10, wq at 0.002 (actually 1/512), and qlen at 480.Performance with maxth = 3 x minthTable 2 presents the performance of RED for 5 pairs of (minth,maxth) and 3 load levels. In these experiments the ratio be-tween minth and maxth is fixed at 3 as per the RED guidelines[14]. These results (combined with those in the followingsection) confirm that our selection of queue sizes of 120-190represent reasonable tradeoffs for response times without sig-nificant loss of link utilization or high drop rates. For oursubjective measures of performance presented in Section 5 , the best overall response time performance is obtained withvalues for (minth, maxth) of (30, 90) or (60, 180).

18Table 2: RED results with maxth = 3 ´ minth.Load%(minth, m a x th)KB pers e c %dropMeanqueueMedianresp. (ms)% £ 1s e c . 1<%£2s e c . 2<%£3s e c . % > 3s e c .

905,1510683.27.125783.68.04.83.6

9015,4510882.014.726488.15.93.42.6

9030,9010790.820.226692.54.32.01.3

9060,18010950.535.529093.14.11.61.2

90120,36010940.153.832593.74.41.00.9

985,15113515.211.668051.614.910.223.3

9815,4511585.824.033873.310.57.98.3

9830,9011644.139.434579.28.26.36.3

9860,18011782.469.138483.27.15.04.7

98120,36011823.1147.455475.610.16.08.3

1105,15114724.012.6193636.914.09.839.3

11015,45117523.436.1195737.113.510.339.1

11030,90118719.776.0185039.412.912.135.5

11060,180118717.9157.6211937.910.515.536.1

110120,360118815.5303.4247031.614.014.639.7

Varying the ratio of minth to maxthTables 3 and 4 provide data from the experiments that vary theratio between minth and maxth. In Table 3 maxth is fixed at 90and four values of minth are considered. In Table 4 minth isfixed at 30 and four values of maxth are considered.Table 3: RED results for different values of minth with maxth fixed at 90.Load%(minth, m a x th)KB pers e c %dropMeanqueueMedianr e s p . ( m s ) % £ 1s e c . 1<%£2s e c . 2<%£3s e c . % > 3s e c .

905, 9010881.612.826489.25.73.12.0

9015, 9011041.417.727289.95.32.91.9

9030, 9010790.820.226692.54.32.01.3

9060, 9010790.627.628293.24.01.61.2

985, 9011494.224.331578.89.06.45.9

9815, 9011614.230.732978.88.66.56.1

9830, 9011644.139.434579.28.26.36.3

9860, 9011714.554.837978.47.56.77.4

1105, 90118819.775.0191238.013.312.536.2

11015, 90118819.975.2190238.313.212.436.1

11030, 90118719.776.0184639.412.912.135.5

11060, 90118721.780.4199238.012.111.838.1

19Table 4: RED results for different values of maxth with minth fixed at 30.Load%(minth, maxth)KB pers e c %dropMeanqueueMedianresp.(ms)% £ 1s e c . 1<%£2s e c . 2<%£3s e c . % > 3s e c .

9030, 4510882.120.027987.95.73.72.8

9030, 6011061.622.028089.35.33.22.2

9030, 9010790.820.226692.54.32.01.3

9030, 18010920.925.728192.14.32.01.5

9830, 4511449.430.037769.210.08.412.3

9830, 6011626.736.237272.19.78.110.1

9830, 9011644.139.434579.28.26.36.3

9830, 18011875.672.044671.89.58.410.3

11030, 45117922.537.9176241.511.99.836.8

11030, 60118222.749.9190838.013.210.738.1

11030, 90118719.776.0184639.412.912.135.5

11030, 180118719.4158.2235435.310.415.538.7