In: Proceedings of the 19 IEEE Real-Time Systems Symposium,Proportional Share Scheduling of Operating System Services for Real-Time Applications*{}*While is interest in the problem in systems, the issue of real-time scheduling of internal ating system activities has little tion. Without such the system susceptible to such as Ñ asituation in which an operating system all its packets, application esses, if with a investigate the problem of ing system activities such as protocol a implementation of the that it solves the livelock lem. Packets within the only at the cumulative at which the cations to them. at aconsuming system resources. In this the of applications is by plications. We this by running a set multimedia applications a of tions on a set of implementations of This work contributes to our virtual environments, computation communication from the system in to be As applications such as these being on systems, is in migrating systems technology to top operating systems. A recent development in the support in systems ing real-time services [3, 7, 9, 13]. In a proportional

* Work supported by grants from the National Science (grants CCR-9510156, & CCR-9732916) and the IBM Corporation.system, processes make progress at a uniform to the of system they to to on a of that of the larly to the problem of its mechanism is a one a proportional system without any application-level concepts or mechanisms. This means thatexisting applications be to in a able, real-time manner without modifying the application.Previous system work in proportional allocation has only the problem In the problem activity such as is much of the in the with to system calls by applications. the of system tivities is not the may consume an amount of lify the of For example, the problem by by Mogul krishnan [6, 23]. In most tems, the of is highest priority activity after the processing of rupts. This is the the the most on a computer. Since one typically control the which at a computer, processed Òfast enough,Ó it is possible that may lost at the way, unlikemost other to a computer, the system cannot the to stop ing without running the risk of high enough that the of to

2work interrupts the processing can saturate the system. The system will all of its time preparing to be by tions and there will be no time applications to allis lost. is partially (by the system) while none fully (by the destination application). The livelock lem has on such as file DNS that to such as 100 Mbps rings [6].The of the livelock problem is the mechanisms in most ing systems (including most If the highest priority consumes all of the temÕs then all other starve. The solu-tion is to the bythe network to that if a by application. An to the first by Mogul Ramakrishnan, is to poll newly times of high This well, by itself, could not that the application. This is ultimately, system was not a system not supportsystem processing. problem, a subsystem to priorities. but implement it using proportional technology. Moreover, a solution byintegrating application of protocol a means cisely controlling the by the subsystem. will at the which applications to the cation. our solution applications a transmits to an application on our at a higher than the application process, the at the minimal processing. Thus applications whose While of proportional solutions to the problems line possible , [23]). or not views a allocation as intrinsically better or worse than any other will onsuch as the of by applications, the extent to which it is to the internal of the system or its API, and the extent to which it is applications to of Our goal is to the of to to in tional systems how such to perform.Our work makes the following contributions. First a proportional system through minimal to the existing system. show how a lithic, system such as be to allow protocol that proportional of the protocol solves livelock problem. show that only at the at which applications applications The following section discusses work in the of systems. Section 3 the main of proportional tion. Section 4 the protocol components of their implementation. Section 5 the lock problem its elimination through of the Section 6 with some comments for future investigations. Related Workthe construction of systems be into gories: the of systems, the extension of existing systems support processing, the provision of time facilities by virtualizing the a pose system on the resulting virtual tem is the Rialto system at extensions to ing systems more numerous [21], the Capacity the SMART Solaris tem [7], and variants of Linux [16]. Of note extensions to to support the SFQ SVR4

3ing implementations [13], the EEVDF version FreeBSD [9]. Each of these systems supports only tional of Examples of through virtual lation Linux [17], the HAL extension Our falls the of an isting system to support proportional processing. From our perspective the most work is the work done within the context of the Capacity (PCR) extensions to (RT Mach) [18, 20]. In this work, the RT with the impact of col explicitly this as ausing the PCR abstraction. its was as of is the of Mach. The PCR that ties not longer than they Thus, although the RT interested in showing the utility of protocol application it is likely that a PCR Our work in two First, ahost system. Unlike original origins of RT which of system with a monolithic, system. is to the so as to physical, RT employs monotonic technology, with proportional share allocation. Ultimately hope to show that of tems is possible in a proportional without having to resort to explicitly restructure the Proportional Share Resource AllocationIn a proportional ) system ris in of size at most At beginning of time a is the may use the the time quantum, or the the time For a given a with that the of the wiilet ) be the set of all time t. Define the (instantaneous) share fi(t) of time as

ftwwi i jj A t() ( )= Îå

the thata process. the be in arbitrarily small if the time interval , ], then process is entitled to use the Ð t1)fi(t) units in the interval. As the membership of ) the in Thus in aa given will As the total weight of in the system the As the of the a time, the time that receive in any interval [, ], is

Stftdti itt( , ) ()1 2 12= ò

time units.to an system in which the resource can be in small units of time. In one implement only aapproximation to the system. the not a to the time is to in all time intervals. The the time that a at a time ,the time it is the lag (or simply lag). Let

ti0

be the time at which is(

, ) be the time i receives in the interval [

, ]. Then if is in the interval [

, ], its lag at time is defined aslagi(t) = Si(

, ) Ð (

, Since the lag the allocation use scheduling algorithms. Previously we have shown that a set of in a system such thatthe lag is bounded by a constant over all time intervals This means that a systemÕs from a with uniform allocation is thus, Scheduling to Minimize LagThe goal in proportional is to the maximum possible lag. This is by the lag of at the of tum, considering only processes whose lag is positive a lag is positive then it is

4to the system Ñ it time on the CPU than it has up to current time. a lag is positive it is eligible to execute. its lag is negative, then the up multiple eligible, they a byits share of the CPU i). This a in the the if it receives exactly its share of the CPU. For example, a processÕs weight is such that its share of the CPU at is 10% it 2 of CPU time be 20 in future. the 10% of the over the next 20 it will execute for 2 .In [9] it was shown that this proportional version optimal , minimum sible) lag bounds. This algorithm forms the basis implementation described in Section 4. Realizing Real-Time ExecutionIn principle, is nothing about tional allocation. Proportional allocation is solely with as allocation). Auniform allocation if it Real-time computing is in a system by )ensuring that a of the CPU other constant time, by )is by a constant. these two an interval of length a , then to ´ ) ± units of the fiprocess , and i s t h e a l l o c a t i o n e r r o r , 0 , constant [9]. Thus, although real-time allocation is sible, it is not possible to fast constraints. way, all an implicit, mental, Ò± Ó term. In the implementation is a set-able parameter, but is fixed at 1 .Our algorithm that lag is by a constant iTo a constant )), the total weight in the a weight must be so that its initial share (as given by For example, if the total weight in the , then areal-time processÕs weight must by a amount. Adjusting the weight to maintain a constant is simply a matter of solving equation (1) for fi(t)is a constant function. that in both Realizing Proportional Share Execution ofOperating System Activities: A Case Study of control within the system kernel that need to be them to the purview of a scheduler. Assigning weights and shares to kernel activities. Ensuring mutually to structures in the kernel. in a proportional We illustrate these problems using the protocol portions of the system as an example. For brevity, we only essing with the of of turns out to be an Scheduling of Operating System Ac-tivities in FreeBSD4.4 BSD [5]. in distinct the socket the the vice layer. Figure 1 illustrates these UDP packets. The other transport protocols similar. Processing within is byevents to the such as interrupts from making system calls to by a interrupt that is at a high priority level ) that allother is by interrupts from the clock. The into a memory ) to hold the plus auxiliary such as pointers. This chain of is passed on a input routine a class of input vices ., This uses the type ,IP) the the onthat protocolÕs input It then posts a rupt (with an priority, ) that will the protocol to be no higher priorityactivities It then from interrupt processing at the level.

5Processing by the protocol with spect to the ing. the by the at ority is the highest ity, the input tine is It a mainloop in which iteration moves the at the passes it the tines IP UDP. To the input by the protocol the layer, the function its priority to the level to prevent preemption by The then completely in the destination socket. If any process is blocked in a system call awaiting input on the socket, it is more remain on the protocol input queue.The socket a vokes some form of system call on a socket scriptor runs at the lowest-priority level ). This priority is all normal processing so the socket no priority interrupts is a system call the socket, to be into the local from at the of that This is by a locking mechanism byraising the socket priority to preemption by the protocol layer. on the socket to satisfy the completes the system call returns to the user process.of these functions PS S c h e d u l i n g o f O p e r a t i n g S y s t e m A c t i v i t i e s i n F r e e B S D aseparate logical process that must be but more akin to calls that by a interrupt mechanism that is upon completion of system call or expiration.The existing dispatching mechanism is, in a ple static priority the interrupt nism to only at quantum expirations. has the positive of that afull also the of ing activities. This be mitigated, by of a In the below a 1 to the of 100 )without ill-effect.interrupts at also assign a weight to interrupt an eligibility test interrupt [9]. interrupts with the eligible process or eligible software interrupt with the line is next. complexity is that activities through memory in the kernel. Previously, the in the nel is accessed in a mutually exclusive manner. nolonger use these mechanisms in the Thusthat no within the In to solving problem. For the protocol thatone some ing then inserts the on a loops typically until the is to until the queue is empty or until a maximum number of packets latter the interrupt routine (post interrupt then terminate. The maximum number of be is to be the maximum number that to be to completionwithin one quantum. the number of that interrupt essing is by a expiry that in a consistent at the of quantum. Note that although this

User ProcessSocket LayerInterface/Device Driver LayerProtocol Layer (UDP/IP)Network Device (

spl0 ) ( splnet

)input(splimp)inputFigure 1: FreeBSD, UDP, networkinput processing.

6activities may not an the tual at which activities on of the they not on long they bynot any The maximum number of that be timing the loops to maximum number of that be within a quantum. The time to process a is, (much of consists of pointer manipulations) in allis also the cost of a activity by the dispatcher to compute PS S c h e d u l i n g o f U s e r P r o c e s s e s using the to the eligibility tions. Process to a as well as a of its time cost. assign own weights or have them by a process. written with of their weights through athat they as in a time-sharing tem. This weight (and the weight of any be by the process. manipulating aweight, its of to the processes in the system can be one control its absolute of gress of the other in the system. the sets a the what weight the in to a has aa with a weights will be to maintain a constant the total weight in the system , a is or the chotomy, is no distinction in the kernel. Any become a real-time process at any time so long as the shares of all real-time processes remains less than 1.0.To a the an estimate of time. The time in tion 3.1. We use a simple heuristic of monitoring the cution time by system time in the is a good indicator of the time a process will in future. use the monitoring to the time of 1 a a is the on amount of time since the last operation. For with a most cyclic real-time processes) this heuristic well. For the multimedia in our Section 5), this simple was sufficient. if time estimates be to this fact. time estimate a is too low then process will not have made another system call by its line. If the estimate is too high, the will Thus one ploy loops to estimates of execution time[4].Note, that if the estimate of a tion time is it only the time estimate, athe essor by weights not Thus if an estimate of a processÕs execution time is optimistic or if a programmer willfully an tion time that is too low, the of other Assigning Weights to Kernel Activitiesis with ing; to its weight. Weights the activities weights. For the of weights, distinguish two types of processing: activity demultiplexing activity. Per activities consist of the with system calls by asystem call is it is a logical extension the invoking process of the with the same as the invoking process. For example, a attempts to a from a socket, the with the same weight as to an at the same

1 Note that because software interrupts are now scheduled, user activities are more accurate than unmodified FreeBSD (as the case in [23]). Previously, software interrupt processing was to the user process executing at the time of the interrupt.

7Other kernel activities such as IP on behalf of a collection of For example, a arrives, the ultimate destination of the packet is not the at which it be the this case, IP processing needs to make progress at the of the of all from the network. To this is the a to a socket, the its weight a amount weight to the weight of the IP processing kernel activity.subtlety is that in units , time IP makes in of time unit. Thus a weight must be into a IP weight by how many a is likely to unit time. To this, use the of a an estimate of its assume that the one For example, if a weight is such that its is 10% of the CPU, is 2 , its product of dividing its execution time by its will 20 . Thus the weight of the IP activity to be so as to that IP is at 20 . a to a socket, the weight of the IP activityis so that the of the activity byc/d, where c is the cost of IP processing for a single constant). In the weight of the IP activity is further inflated to increase its by a amount that is to that ARPs other be without the Proportional Share Allocation of Ker-nel BuffersA final issue to is the allocation of within the kernel. Just as a of the in of the within the kernel. In at 50 be by the in a FCFS manner, it is possible that applications ing to at a slow may be fast enough or whose by higher than the application is an phone application to one 20, a file to 200 on In the IP activity will be a so as to it is to at least 50 + 200 =not its transmission or if it at a higher than rate, the may with file an a application is The solution, a of that by [23], is to number proportion to the at which the is expecting to 1 20 , the of the IP activity is 10 , then least one entry be this more to with aa is cuting fast enough to receive 1 5 , then In to the IP activity also has to internally the of packets. That is, it simply in F C F S as this applications ing at rates. it is that at any given time will exist more the IP activity in one quantum, IP activity must explicitly which first in to that tions not lose packets. To this, simply sively implement of a proportional to ess next. the IP activity is it nally its to byassigning eligible times to onthe weights of the user process that will receive the Combined, the mechanism entry system that a at the it is to be at the IP to the process, of how way, ets misbehaving applications as possible after only minimal processing.Note that all we are doing here is managing in cisely the same

8 Experimental Resultsthe 2.2.2-RELEASE system support proportional a suite to assess the impact of proportional of protocol processing. on a 200Mhz Pentium with 64 of memory. The was a3Com 3C595 ) 10/100 running 10Mbps. simple applications that lieve of the types of that is likely to be on a incoming 100byte messages at a rate of computes 1 on 5% of a motion-JPEG that incoming 1470byte messages at a rate of computes 45% of incoming 1470 at a of computes 1on 20% of of these consists of a simple main a UDP socket a port by a computation with aknown execution time. In to these also that to simulate a compute of these was run as a onthe system a to its CPU utilization was not itly a weight. it a that resulted in it of the CPU grams to act as sending with the size to the one these on of or Pentiums) an 10Mbps along with the the The experimental setup is illustrated in Figure 2.With this setup a number the of possibilities the within the kernel. For experiment, variations bursty by selecting a random tially with a to the previous form constant rate, the constant as in (1), but the file sent at a of of Instrumentation was to the to The of interest the a lengthinterval (1 minute in our (the number of at the the cthe number Figure of iterations in our interval. our intervals nominally 3,000 the 5,400 packets, the 12,000 packets. In like to any loss at the socket As we explain below, loss here would be an indication thattoo much processing time is being spent this not able to run.baseline, first our applications on a FreeBSD with a 1 tick a 1 quantum. results given their little compute time mostly I/O bound, on a socket The application has a high CPU to aging which its priority. of this, it is all of its some at the The bursty senders is similar.the file priority on

Modified FreeBSD KernelFreeBSD

AudioSender

10 Mbps EthernetFreeBSD

M-JPEGSender

FreeBSD

ftpSender

AudioReceiver

Dhrystone

M-JPEGReceiver

ftpReceiver

200 Mhz Pentium Pro, 64 MB RAM

Figure 2: Experimental configuration

9protocol processing. CPU that at the taking from the these consume the most time they soon at the priority). Even though more file many more as packets. all up to the audio application is still able to receive all its packets.With this the proportional of the to the normal interrupt mechanism priorities. (For all proportional periments, we used a clock tick of 1 a 1 .) The results of this experiment are given in Table 2.

2 Each entry each table reports an average and standard (in parenthesis) over a set of runs.With constant these results show the of proportional share allocation. Compared with the in Table 1, the video player now all its the expense of the process. no With bursty no ets but some in the of the our relatively short observation interval. For the the misbehaving file to of all In the of interrupt processing at a fixed priority in the kernel in the form of aof to the in the loss of file at socket layer. This shows how CPU still that The next was to also itly the protocol along with the user processes in a proportional ner. Given the cost of a single Table 1: Unmodified FreeBSD, 1 clock, 1 quantum. 2Constant Rate SendersBursty SendersMisbehaved File SenderDrops atat IPDrops atat IPDrops atat IP

000000000File Transfer00000

Table 2: Modified FreeBSD, proportional share for user processes only.Constant Rate SendersBursty SendersMisbehaved File SenderDrops atat IPDrops atat IPDrops atat IP

000000000000

File Transfer00000

10at which to computes a the of 10 using the in Section4.4. With this period its the 10 . that on 3.4 to in a 10 interval). The input the limit on the maximum number of that as in normal (50 The for this experiment are given in Table 3.is essentially nothe proportional only the proportional is, the file haves. As the protocol at 24,000 (4 60 but the number of is 68,000, the IP protocol input (with its mum of 50 entries) is constantly tantly, since the is at the lowest (50 it is more likely its at the protocol input This why it is important to as well CPU to the Note that in this case the of the much Since the of more to Following on the of tion at the the protocol layer. a limit on maximum number of packets that be on the the protocol the a (plus 1 or 2to short bursts). The input limits 2, 2, 3 packets. The protocol the to exhaustion time it was run ,every 10 ). These results are given in Table 4.Again constant bursty this the previous one the file With input to the the thus them to The some of the file to protocol only to be at to bursts, strictly speaking the number of the majority of was to a IP/UDP essing. In this the input was only if the eligible time at the of the are given in Table 5.results show the of allocating both CPU with the results the allof In the allapplications as all to the point the minimum Summary & ContributionsAs enough next multimedia tions, there will be a strong ing communication support in tems. the use of proportional allocation technology as the services. In this the problem of tional of system empirically, that without time of the processing, the positive of easily be nullified. also that it is possible to a single monolithic such that a manner. In the weights costs activity, be from of the the proportional makes it to such as a to improve put for real-time applications.that supports application solves the livelock problem. only if the is bythe application.Our work contributes to the state of the art in the ing of proportional While the present work is largely a of aexamination of the proportional in the hope to

11form a more examination of these is-sues. In working on proportional allocation of in the A. S. Keshav, S. Shenkar, Analysis Simulation of , Jour. & Oct. pp. 3-12.Table 3: Modified FreeBSD, PS for user processes and protocol processing (one protocol-layer input queue).Constant Rate SendersBursty SendersMisbehaved File SenderDrops atat IPDrops atat IPDrops atDrops atIP

00000

File Transfer0000

Table 4: PS scheduling of user processes and protocol processing with destination queues (no packet scheduling).Constant Rate SendersBursty SendersMisbehaved File SenderDrops atat IPDrops atat IPDrops atat IP

00000000000File Transfer000

Table 5: PS scheduling of user processes and protocol processing with destination queues and packet scheduling.Constant Rate SendersBursty SendersMisbehaved File SenderDrops atat IPDrops atat IPDrops atat IP

0000000000File Transfer0000

12S. J. Golestani, A Self-Clocked Scheme , Proc., INFOCOM Ô94, April 1994, pp. 636-646.P. Goyal, X. Guo H. M. Vin, A CPUMultimedia , Symp. on Systems Design Implementation, Seattle, WA, Oct. 1996, pp. H. Massalin, C. Pu, Fine-Grain Adaptive Using Computing , Vol. 3, 1, 1990, pp. 139-173.M. K. McKusick, K. Bostic, M.J. Karels J. S. terman. The Design Implementation of 4.4BSD UNIX , J. Mogul, K. Ramakrishnan, Eliminating , ACM actions on Computer Systems, Vol. 15, No. August 1997, pp. 217-252 .J. Nieh, M. S. . The Design, of S M A R T : A , Proc., Sixteenth ACM on Systems Principles, France, Oct. 1997, pp. 184-197.A. K. Parekh, R. G. Gallager, A sor Sharing Approach To Flow Control in Services Networks-The Single ,ACM/IEEE on Networking, Vol. No. 3, 1992, pp. 344-357.I. Stoica, H. K. S. C. Plaxton, A Allocation Algorithm Real-Time, , Proc. 17th Symposium, Dec. 1996, pp. 288-299.I. Stoica, H. K. On the ity , Proc. puting 1997, SPIE ries, Vol. 3020, Feb. 1997, pp. 207-214.H. T. Kitayama, Dynamic QOS on Real-Time Proc., onSystem Support Notes in Computer Science, Vol. 846, pp. 124-137.VenturCom Inc., Real-time Extension 4.1 for Win-dows NT, , 1997.C. W. Weihl. Lottery Flexible ,Proc. USENIX Symp. on System and Implementation, Nov. 1994, pp. 1-12.L. Zhang, VirtualClock: A New Control gorithm for Packet-Switched Networks, ACM actions on Computer Systems, vol. 9, no. 2, 1991, pp. 101-124.M.B. Jones, D. Rosu, M.-C. , CPU tions & Time Efficient, Scheduling of , Proc., teenth ACM Symposium on Principles, Saint-Malo, 1997, B. Srinivasan, S. Pather, F. Ansari, D. . AFirm Real-Time S y s t e m Implementation Commercial Off-The-Shelf cations S y m p . , CO, June 1998, pp. M. V. Real-Time ,of Computer Mexico Institute of Mining C.W. S. Savage, H. pacity Reserves: Operating System Support timedia Applications, IEEE Intl. Conf. on Computing Systems, Boston, MA, 1994, pp. 90-99.G.R. Wright, W.R. Stevens, TCP/IP Volume 2, The , Reading MA, 1995.C. Lee, K. C. R. , Communication Real-Time Mach, Proc., IEEE Real-time Applications Symposium, Boston, MA, 1996, pp. 220-229.H. Tokuda, T. Nakajima, P., Rao, Real-Time Real-Time ,Proc.USENIX Workshop, Burlington, October 1990, pp. 73-82.G. Bollella, K. Jeffay, Support Real-Time puting Within Supporting , Applications posium, Chicago, IL, May 1995, pp. 4-14.P. Druschel, G. Banga, Lazy ANetwork Subsystem , Proc., Symp. On Design Implementation, Seattle, WA, 1996, pp. 261-275.