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In a distributed system, it is often important to detect the causal relationships between events, where event

e, is causally before event e, if ¢; happened before e, and could possibly have affected the occurrence of

e,. In this paper we argue that it can be essential to security that a process determine, in the face of

malicious attack, how two events are causally related. We formulate attacks on causality detection in

terms of causal denial and forgery, formalize possible security goals with respect to causality, and present
simple algorithms to attain these goals in some situations.
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1. INTRODUCTION

In a distributed system, it is often important to detect the
causal relationships between events, where event e; is
causally before event e, if ¢; happened before e, and could
possibly have affected the occurrence of e, [1]. Causality
has been recognized as fundamental to distributed
computing and forms the basis for event orderings in
many distributed systems and distributed service imple-
mentations (e.g. [2—6]). For instance, several systems
implement communication primitives that deliver mess-
ages in an order consistent with the causal relationships
among the messages (i.e. among the events in which the
messages were sent). This causal order can be seen as an
extension of FIFO order to a setting with multiple senders
and receivers, and is especially useful in systems that
exploit asynchronous communication for performance [7].

Here we argue that it can be essential to security that a
process determine, in the face of malicious attack, how
two events are causally related. The view of causality that
we take is very different from that taken by previous
treatments of causality in the security literature. Previous
studies of causality and security have occurred in the
context of multi-level information flow, where one goal is,
informally, to prevent events at higher-level objects from
causally preceding events at, and thus carrying informa-
tion to, lower-level objects. That is, in previous works,
causal relationships have been viewed as something to be
avoided in order to achieve non-interference [8].

In contrast, we claim that because of the fundamental
role of causality in distributed systems, the accurate
detection (but not elimination) of causal relationships
can be crucial to security in distributed systems. This was
first illustrated by Reiter et al. [9] by the following
example of ‘insider trading’. Suppose that a trader issues
a request to a trading service to purchase shares of stock,
and then as a result of an (indirect or direct) interaction
with another trader, the other trader infers that this
request has been made. If the latter trader is able to

submit a request to the trading service in such a way that
the two requests appear to be concurrent, the service
could be fooled into processing the latter trader’s request
first. The result could be that the request of the latter
trader could increase the apparent demand for the stock
and thus the price offered to the former trader, or enable
the latter trader to illegally benefit in a fashion similar to
options frontrunning [10]. To prevent these activities, the
trading service must recognize that the request of the
latter trader is causally after that of the former, and
should process that of the former first.

As another example of the importance of causality
detection to security, consider a scenario in which a
company announces to the trading network that it
is merging with another company. Suppose that a
trader with inside information of this merger requested to
buy large quantities of the company’s stock prior to the
announcement but, to avoid suspicion, attempted to make
it appear that the request was initiated causally after the
announcement. If the trading service accepts that the
request was initiated causally after the announcement,
then the insider trading may go undetected.

More generally, because of the fundamental impor-
tance of causality to so many distributed algorithms, the
conversion of these algorithms for use in a hostile
environment necessarily relies upon the accurate detec-
tion of causal relationships despite malicious behaviour.
For instance, consider a service that allocates a
distributed resource to processes in an order consistent
with the causal relationships among their requests [4]. If
such a service is to be fair in a hostile setting, it must be
able to detect causal relationships accurately, despite
attempts of dishonest processes to wrongfully make their
requests appear causally prior to other requests.

The above examples show that the type of causality
detection required can differ from one circumstance to
the next. As shown in the first trading example, it may be
required that if a causal relationship exists, then it is
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detected. On the other hand, in the second example,
security relies on an inverse requirement, namely that if a
causal relationship is detected, then it actually exists.
Thus, depending on the circumstances, it may be
important that a principal not be able to deny existing
causal relationships or to claim non-existent ones with-
out being detected.

In this paper we formalize possible security goals with
respect to causality and present simple algorithms to
attain these goals in some situations. This work
generalizes and improves upon the treatment of causality
by Reiter et al. [9] in two ways. First, this work presents a
general framework in which attacks on causality can be
examined; in this framework, we were able to identify
attacks that are not considered by [9]. Second, we present
new algorithms to counter these attacks.

The rest of this paper is structured as follows. In
Section 2, we describe the assumptions that we make
about the system. In Section 3, we formally define the
notion of causality. In Section 4 we formalize our
security goals with respect to causality. In Sections 5 and
6 we describe several algorithms for reaching these goals.
A relationship between causality and the notion of
freshness is discussed in Section 7. We summarize and
describe related and future work in Section 8.

2. THE SYSTEM MODEL

We assume a system consisting of a set P = {Py,..., P,}
of processes that are spatially separated and that
communicate exclusively via a completely connected,
point-to-point network.! We often denote processes with
the letters P, Q, R and S when subscripts are
unnecessary. Processes that behave according to their
design specification are said to be correct. Processes may
be corrupted and thereafter may exhibit arbitrarily
malicious behaviour, limited only by the assumptions
stated below.

The execution of each process is modelled as a
sequence of indivisible events. There are two types of
events that can be executed by processes: sending a
message m to a process, denoted by send(m), and
receiving a message m from a process, denoted by
receive(m). (Internal computations are not explicitly
modelled.) Messages are identified by their send events
and not their content, e.g. messages with the same
contents sent in different events are different messages for
our purposes.

We assume that each process receives only messages
that are sent to it (or by it; see below). In particular,
communication channels between correct processes are
authenticated and protect the integrity and the secrecy of
communication, so that corrupt processes cannot tamper
with or receive this communication. In addition, all

!'The results of this paper can be extended for multi-cast commu-
nication, although multicast complicates the algorithms and discussion
with little benefit. Thus, for simplicity we treat only point-to-point
communication here.

communication between corrupt processes is modelled
with explicit sends and receives, regardless of its actual
form (e.g. signals via a covert channel). We also assume
that channels between correct processes provide FIFO
delivery using, for instance, a standard sequence number
mechanism [11].

Many algorithms for detecting causality in benign
environments utilize assumptions of synchronized clocks
or bounded communication delays (e.g. [4]). However,
we do not assume that processes maintain synchronized
clocks, or that message transmission times between
processes or execution speeds of processes are bounded.
That is, the system is totally asynchronous.

Finally, to simplify the following discussion, it is
convenient to stipulate that at each process, the event
send(m) is immediately followed by receive(m), with no
other events occurring between these two. So a message
is received by its sender and (possibly) by its intended
destination.

3. DEFINITION OF CAUSALITY

We use the notion of causality formulated by Lamport
[1]. As described in Section 1, one event is causally before
another if it could have affected that other event. More
precisely, suppose we define the “‘one-step” causality
relation ~ as the smallest relation satisfying the
following conditions:

1. If events e; and e, are executed consecutively at the
same process, then e; ~e;.
2. For any m, send(m) ~ receive(m).

Then, the causality relation — is simply the transitive
closure of ~.

In this paper, we will be concerned with causal
relationships among messages, where two messages are
causally related precisely as the events in which they were
sent. So, if send(m;) — send(m,), then we say that m, is
causally before m, and m, is causally after m;. We
will often use ‘m; — m,’ as an abbreviation for
‘send(m;) — send(m,)’.

Finally, we define a causal chain to be a sequence of
events e, e,,...,e such thate; ~>e, ~ --- ~¢,. Note that
e} — e, if and only if there exists a causal chain
beginning with e; and ending with e,.

4. CAUSAL SECURITY GOALS

In Section 1 we discussed several examples in which the
detection of causal relationships was important for
security. In this section we attempt to formulate security
goals with respect to causality more carefully. We
introduce two notions, denial and forgery, that capture
the ways in which efforts to detect causal relationships
between messages can fail due to malicious or accidental
behavior, and discuss how these notions relate to the
examples of Section 1. Sections 5 and 6 are devoted to
preventing denial and forgery respectively.

Since there is a version of denial and forgery for each
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causality detection algorithm, when defining these
notions it is convenient to abstract all such algorithms
as a predicate C on pairs of messages. That is, we assume
that a process determines if message m, is causally before
message m, by evaluating C(mj,m;). If C(my,m;,)
evaluates to true, then the process ‘believes’ that
m; — my; otherwise, it ‘believes’ that m; /4 m,, where
+/+ is the complement of —. Thus, C has the following
desired behaviour:

true if m; — my,

Clmy,mp) = {false otherwise
A correct process P generally need not be able to
evaluate C on all pairs of messages, but should be able to
compute C(my, m,) if both receive(m,) and receive(m,)
are executed at P. (Recall that if a process executes
send(m), then it also executes receive(m).) In the
remainder of this paper, we concern ourselves only
with predicates that a process evaluates on messages it
receives.

Given C, we can now define the notions of denial and
forgery, which can occur due to malicious or accidental
behavior, if C is not robust to such behaviour.

Denial: A causal relationship is denied (with respect to
C) if there exist messages m; and m, such that m; — m,,
but at some correct process C(m,, m,) is false.

Forgery: A causal relationship is forged (with respect
to C) if there exist messages m; and m, such that
my 4 my, but at some correct process C(m;,m,) is true.

We have already seen examples of how denial and
forgery can result in security problems. For instance,
reconsider the trading examples in Section 1, which are
represented pictorially in Figure 1. In the first example,
the second trader Q attempts to deny that its request m,
is causally after P’s request m; as a result of its
interacting with P (possibly through other processes S).
If the attempt is successful, the trading service R may fail
to recognize that m; should be serviced before m,. The
second example illustrates the dangers of forgery: the
trading service R should not interpret the request m,
from the trader Q to be causally after the announcement
m; from the company P when in reality it is not.

The next two sections of this paper are devoted to
finding algorithms to prevent denial or forgery in various
situations. In general, to prevent denial it must be the
case that

D: If m; — m,, then C(m;,m,) is true at any correct
recipient of m; and m;.

On the other hand, the prevention of forgery requires
that precisely the converse hold:

F: If C(my,m,) is true at any correct recipient of m,
and m,, then m; — mj.

In order to rule out trivial solutions that provide no
causal information, we also require that our algorithms

C(my,m3) =7

Process R detects causal relationships between mes-

sages with the predicate C.

FIGURE 1. Causality detection.

satisfy the following property in addition to preventing
denial and/or forgery:

E: If there exists a causal chain ej,...,e such that
ey = send(m;), e =send(m,), and for each
J €{1,...,1}, e; was executed at a correct process, then
at any correct recipient of m; and m,, C(m;,m,) is true
and C(m,, m;) is false.

Property E requires that a causal chain traversing only
correct processes be recognized, and thus intuitively
represents the ‘minimum’ required of a causality detec-
tion algorithm. For our purposes, E serves to rule out
some trivial algorithms that provide no causal informa-
tion, such as ‘C(m,, m,) = false for all m; and m,” (which
satisfies F) and ‘C(m;,m,) = true for all m; and m,’
(which satisfies D).

In Sections 5 and 6 we concentrate on finding
algorithms to satisfy E always, and D or F if the
sender of m, (in the statement of D and F) is correct. In
Section 5 we present two algorithms that satisfy E and
that satisfy D if the sender of m; is correct. Then, in
Section 6, we present two algorithms that satisfy E and
that satisfy F if the sender of m, is correct. What can be
done to satisfy D and/or F when the sender of m; is
corrupt is an open problem. However, the algorithm in
Section 6.2 also satisfies a property with only a slightly
weaker consequent than F, even if both the senders of m,
and m, are corrupt. We suspect that this property may
suffice in some situations.

5. PREVENTING DENIAL

In this section we discuss two methods for preventing
denial attacks. More precisely, the algorithms discussed
in this section ensure that if a correct process R receives
messages m; and m,, where the sender of m; is correct
and m; — mjy, then C(m;, m,) is true when evaluated at
R. So, in the example of Figure 1, these protocols ensure
that if m; is causally before m,, then Q cannot
‘backdate’ m, to appear causally before or concurrent
with m;.
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