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Abstract this software stack for the protection of private data in web

transactions often leads to data compromise.
The prevalence of malware such as keyloggers and screen We present Bumpy, a system for protecting a user's sen-
scrapers has made the prospect of providing sensitive-infor sitive input intended for a webserver from a compromised
mation via web pages disconcerting for security-consciousclient OS or compromised web browser. We consider a
users. We present Bumpy, a system to exclude the legacyser who desires to provide strings of information (e.g., a
operating system and applications from the trusted com- credit card number or mailing address) to a remote web-
puting base for sensitive input, without requiring a hyper- server (e.g., her bank) by entering it via her web browser.
visor or VMM. Bumpy allows the user to specify strings of We focus on user input to web pages, although our tech-
input as sensitive when she enters them, and ensures thatiques can also be applied to local applications. Bumpy is
these inputs reach the desired endpoint in a protected.state able to protect this sensitive user input by reducing the req
The inputs are processed in an isolated code module on theuisite trusted computing base to exclude the legacy OS and
user's system, where they can be encrypted or otherwiseapplications without requiring a hypervisor or VMM.
processed for a remote webserver. We present a prototype Bumpy employs two primary mechanisms. First, the ini-
implementation of Bumpy. tial handling of all keystrokes is performed in a special-

purpose code module that is isolated from the legacy OS

using the Flicker [18] system. Second, we establish the con-
1 Introduction vention that sensitive input begin with tisecure attention

sequence® @so that a user can indicate to this module that

fy the data she is about to type is sensitive. These sensitive

Today, a security-conscious user who wants to veri :
inputs are released to the legacy platform only after being

that her input is not observed by malicious code during a )

sensitive online nancial transaction faces an impag@s.- encrypted for t_he end webserver or otherwise processed to

loggerscan capture a user's typed input ssmeen scrapers ~ Protect user privacy [10,11, 25].

can process the content displayed to the user to obtain sen- BUMPY allows the remote webserver to con gure the na-

sitive information such as credit card numbers. ture of the processing performed on user input before it is
These malware exploit the vulnerabilities that are en- transmitted to the webserver, and automatically isoldtes t

demic to the huge computing base that is trusted to securé©n gurations and data-handling for mutually distrusting

our private information. Today's popular operating system Websgrvers. The webserver for yvhich the user's current _in-
employ monolithic kernels, meaning that a vulnerability in PUt Will be processed can receive a TCG-style attestation

any part of the OS renders users' sensitive data insecure rethat the desired input protections are in-place, potéptial
gardless of what application they may be running. On top allowing the webserver to offer additional services to sser

of this untrustworthy OS sits a complex and monolithic web With improved input security. . _
browser, which faces protection and assurance challenges N order for the user to determine the website for which
similar to those of the OS. It is not surprising that trusting Ner input will be encrypted, she requires some trusted dis-
play to which the input-handling module can send this in-
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modity hardware already offers nearly the full set of func- that is not subject to malware on the user's host computer.
tionality needed to achieve these protections. In fact, the Sharp et al. explore an architecture where applications run
only compromise we make in our implementation is us- on a trusted platform and export both a trusted and an un-
ing an embedded Linux system as an encrypting USB In- trusted display [31]. They also consider split web applica-
terposer, as we have been unable to locate keyboards otions where all sensitive operations are con rmed on a mo-
mice offering programmable encryption. We also leverage bile device [30], and where the mobile device serves as the
a smartphone as a Trusted Monitor for the user. However,trusted portion of a physically separate, but logically eom
we emphasize that the emergence of encrypting keyboardposed browsing experience [29]. Bumpy optionally uses
and far simpler devices to serve as a Trusted Monitor would the separate Trusted Monitor as a veri er and indicator for
suf ce to remove any bloat from Bumpy's TCB. Bumpy is the input framework, rather than as a platform for execution
achievable without any client-side trusted software of com of portions of a split application or as an input device. But
plexity even close to that of a general-purpose OS, VMM, perhaps more importantly, the TCB of Bumpy is far smaller
or hypervisor. than in these other works, and in fact Bumpy can be viewed
as extreme in this respect.

2 Related Work Trusted window managers have also been proposed as a
solution to sensitive input and screen content. A compgllin

We discuss prior work on trusted devices for sensitive recent example is Nitpicker [9], but it currently requires
user actions, split application architectures, trustetteiv ~ changing operating systems and porting existing legacy ap-
managers, password processing, and TCB minimization. Plications. Bumpy remains compatible with existing legacy

The most closely related work is our prior work called OPerating systems, to the extent that they meet the require-
Bumpt in the Ether (BItE) [21]. BitE circumvents the ments for Flicker [13] (i.e., it may be necessary to install a
legacy input path by leveraging encryption by user input Kernel module or driver).

devices (e.g., an encrypting keyboard), just as Bumpy does. Ross et al. developed PwdHash, an extension for the
However, BitE retains the legacy OS and Window Manager Firefox web browser that hashes users' typed passwords in
in its TCB, is tailored to local applications, and performs ombination with the domain serving the page to produce a
attestations to its correct functioning based on a statit ro unique password for every domain [25]. The PwdHash al-
of trust. In contrast, Bumpy dramatically reduces the TCB gorithm adapts earlier work by Gabber et al. on protecting
for input by leveraging a dynamic root of trust for each in- sers' privacy while browsing the web [10,11]. Chiasson et
put event, works for sensitive input to websites, and sup- 5| jdentify usability problems with PwdHash, speci cally
ports secure post-processing of sensitive input (€.95-pas that it provides insuf cient feedback to the user regarding
word hashing). the status of protections [7]. We extend this work in two
Borders and Prakash propose a Trusted Input Proxyways. First, we implement the PwdHash algorithm as one
(TIP) as a module in a virtual machine architecture where possiple transformation of sensitive data in Bumpy, with a
users can indicate data as sensitive using a keyboard escagguch smaller TCB than the web browser and OS that must
sequence [S]. Users are presented with a special dialog boxe trusted with PwdHash. Second, we leverage a Trusted
where they can enter their sensitive data, after which it is pmonitor to provide feedback to the user regarding the sta-
injected into the SSL session by the TIP. Again, however, s of her input. Validating the ef cacy of our feedback
the TCB of TIP includes a VMM and OS, whereas BUmpy's mechanisms with a user study remains the subject of future

TCB includes neither. work; this paper presents the design and implementation.
The Zone Trusted Information Channel (ZTIC [12]) is i i )

a recently-announced device with a dedicated display and BUMPY builds on Flicker, an architecture that leverages

the ability to perform cryptographic operations. Its pipo ~ the Trusted Computing conceptdnamic Root of Trusb

is to con rm online banking transactions in isolation from €nable execution of a special-purpose code module (called

malware on the user's computer. This device is appropriate Piece of Application Logicor PAL) while including only

for use as a Trusted Monitor in Bumpy. a few hundred lines of additional code in its TCB [18]. Re-

Bumpy separates the process of accepting user input intgnote attestation technology based on the Trusted Platform

trusted and untrusted parts, and thus can be viewed as imMedule (TPM [34]) can be used to convince a remote party

plementing a type of privilege separation [28]. Several tha’F precisgly this cgde module and nothing else executed
variations of this theme have been explored in the litera- 9Uring @ Flickersession Flicker supports protocols for es-
ture. Balfanz and Felten [2] describe the need for “splittin tablishing authentic communication between a PAL and a

trust” and argue that hand-held computers can make effec/emote entity, and it is architected such that the code that
tive smart cards since they have a distinct user interfaced€nerates attestations need not be trusted. Additionkt bac

ground information on the underlying Trusted Computing
1We derive the name Bumpy from Bump in the Ether. technologies can be found in Appendix A.
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Figure 1. Logical ow through the major components of the Bum py system. The OS, web browser,
and browser extension are untrusted.
3 Overview Appendix A provides additional background on the relevant

technologies, which are widely available today.

We detail our goals and assumptions, introduce the user
experience, and provide an overview of our design and the3.2 User Experience
major system components of Bumpy (Figure 1).

. We are striving to make Bumpy usable by non-experts to
3.1 Goals and Assumptions protect sensitive input. Our mechanism employs a conven-
tion for entering sensitive information, and a trustworitiy
Goals. Our goals are to protect keystrokes from a poten- dication of the destination for that information. This icali
tially malicious legacy input system while retaining a seam tjon is conveyed via an external display, called the Trusted
less user experience, and to offer assurance to both the repjonitor (Figure 1). Itis our intention that the Trusted Mon-
mote webserver and the user herself that input is protecteditor will help to alleviate some of the usability problems
To the remote Webserver, we prOVide an attestation that thqeg' a lack of feedback) identi ed for password managers

user’s input was protected with Bumpy, including the pres- such as PwdHash [7], although we leave a formal usability
ence of encryption-capable input devices. To the user, Westydy as future work.

provide an indicator of whether it is safe to enter sensitive | the common case, the user experience with Bumpy
input. Bumpy achieves this without breaking compatibil- fo|jows this sequence:
ity with existing operating systems and without requiring a

hypervisor or VMM. 1. The user signals that she is about to enter sensitive

information by pressing@@ Note that this can be
Assumptions and Threat Model. We consider the user's thought of as a convention, e.g., “my passwords should
OS and applications (including the web browser and its ex- always start with@ @

tensions) to be malicious. We assume the user has a trust-
worthy mobile device to serve as a Trusted Monitor and 2, The Trusted Monitor beeps to acknowledge the recep-
input devices (keyboard and mouse) capable of encryption. tion of @@ the PreP, and updates its display to show
We also assume the remote webserver to which the user  the destination of the user's upcoming sensitive input.
wishes to direct her input is uncompromised, and that the
certi cate authority (CA) that issues the webserver's SSL 3. The user types her sensitive data. Bumpy does not
certi cate is similarly uncompromised. change this step from the user's perspective.

We leverage the Flicker system to protect sensitive code
executing on the user's computer [18]. As such, the user's 4. The user performs an action that signals the end of sen-
computer must meet the hardware requirements for Flicker: sitive input (e.g., presses Tab or Enter, or clicks the
aversion 1.2 TPM, and a CPU and chipset capable of estab-  mouse). Bumpy does not change this step from the
lishing aDynamic Root of Trustlso known atate launch user's perspective.



While users are accustomed to typing their passwordsis protected from the legacy OS. Section 5 treats the post-
without seeing the actual characters on-screen (e.g., therocessing and delivery of this input to approved remote
characters appear as asterisks), most other sensitivésdata servers. We identify three requirements for protecting use
displayed following entry. Given our desire to remove the input against a potentially malicious legacy OS:
legacy OS from the_input T_CB and the th_reaF of malicious Ry A input must be captured and isolated.
screen scrapers, this echoing to the main display must be
prevented by Bumpy. The usability of entering relatively R2 Sensitive input must be distinguishable from non-
short sequences of characters (e.g., credit card numbers)  sensitive input.
under the;e g:onditi.ons may remain'acce.ptable to co'ncemedRS The nal destination for sensitive input must be iden-
users, but it is not ideal. We perceive this as the price one

must pay for secure input with an untrusted OS. . ) . ) )
For those users employing a Trusted Monitor of suf - Requirement R1 for protecting user input is to acquire

cient capability, sensitive keystrokes can be echoed thergh® input without exposing it to the legacy OS. The chal-
for validation by the user. While this partially eliminates '€nge here is that we wish to avoid dependence on a VMM
the challenge of entering input “blind,” a minimal Trusted OF hypervisor and retain the OS in charge of device 1/O.

Monitor would still make it impractical to compose lengthy Ve propose to use encryption-capable input devices to
messages. send opaque input events through the untrusted OS to a

special-purpose Piece of Application Logic (PAL) that is
protected by the Flicker [18] system (Steps 1—4 in Figure 2).
This PAL is architected in two components. The rst is
speci cally designed to Pre-Process encrypted input event
from the input devices, and we call it the PreP. The PreP
achieves requirement R2 by monitoring the user's input
stream for the secure attention sequer@s@introduced in
Section 3.2, and then taking appropriate action (which af-
fects what input event is released in Step 5 of Figure 2). The
PreP serves as the source of input events for post-progessin

sitive input is processed after it is entered with Bumpy. We 2Y @ destination-speci ¢ Post-Processor (PoPr). The pro-
term this Post-Processing, and enable it by allowing the cess of authenticating a PoPr serves to identify the nal

webserver to provide a post-processor (PoPr) along Withdestination for sen;itive input (requiremen_t RS)_. The PoPr
web content. Bumpy tracks and isolates PoPrs from differ- encrypts or otherwise processes the received input for the

ent webservers, as well as supports standardized PoPrs th4gmote server (Steps 6-8 in Figure 2).

may be used across many websites. Leveraging the FIickert_ Thte?e _ccf)mpor;gnts arebselgar?'tedlsf Ejh?t theﬂIIDrePP |S:> sensi-
system [18], the PreP and PoPrs execute in isolation from Ive state information can be kept Isolatéd from th€ FOoFT, as

each other and from the legacy OS Bumpy supports multiple, mutually distrusting PoPrs that
Encryption and password-hasﬁing are two desirable accept input events from the same PreP. The PreP's state in-
forms of post-processing of user input. Site-speci ¢ hash- formation includes the cryptographic state associated wit

ing of passwords (as in PwdHash [25]) can provide pass_the encrypting input devices, the currently active PoPd, an

word diversity across multiple websites, and prevent the a queue of buffer'ed .|nput events. The PreP'g statg IS pro-
webserver from ever having to handle the user's true pass_tected by encrypting it under a master key that is maintained

word. Dedicated post-processing with server-supplie&cod on the user's TPM chip. The properties of Flicker [18] guar- .
can resolve issues with the PwdHash [25] algorithm pro- antee that no code other than the exact PreP can access it.

ducing unacceptable passwords (e.g., passwords withouFor the following sections we encourage readers not inti-

any punctuation characters that violate the site's passwor mately familiar with trusted computing technology to read
requirements) or passwords from a reduced namespace‘f“ppend'XAb_efore proceedlng. :
We defer discussion of the one-time setup of the crypto-

since the webserver itself provides the algorithm. Enerypt _ . . S
ing input directly within the Bumpy environment to the re- graphic state associated with the encrypting input des)ce(

mote webserver dramatically reduces the client-side TCBulntII ie%tlon 4.2. VYe p(rjoceed assuming that the setup has
for sensitive user input. already been completed.

ti able.

3.3 Technical Overview

We now summarize the main components of Bumpy.
In Figure 1, solid arrows represent logical communica-
tion through encrypted tunnels. Bumpy is built around
encryption-capable input devices sending input events di-
rectly into a Pre-Processor (PreP) protected by the Flicker
system on the user's computer. Bumpy allows the remote
webserver to control (within certain limits) how users' sen

o ] o 4.1 Steady-State User Input Protection
4 ldentifying and Isolating Sensitive Input
We describe the actions taken by the PreP in response
In this section, we focus on acquiring input from the to user input events and events from the web browser. The
user in the PreP, and storing sensitive input such that itstate machine in Figure 3 summarizes these actions.
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Figure 2. Acquiring user input with Bumpy. Steps 1-5 (descri bed in Section 4) occur for every
keystroke or mouse click performed by the user. Steps 6-8 (de scribed in Section 5) occur only in
response to a keystroke or mouse click that the PreP detects w ill cause a blur event (in the web
browser GUI sense) while the user is entering sensitive data . We revisit this gure in Section 8.3
while describing the life of a keystroke within our implemen tation.

Every evente is processed in a distinct Flicker session, when an event causes arrival into that state (as opposed
i.e., the PreP only accepts a single event as an input parameto returning to a state because of the value of State.Prev).
ter. We design Bumpy this way out of necessity, due to two If there is no action for a particular event in a particular
con icting desires. The rstis to avoid trusting the OS, and state, then that event is ignored. For example, brofgser
the second is to remain responsive to the user as she proeusevents are ignored in the Seco@Enqueue Input, and
vides input to her system. One consequence of this desigrinvoke PoPr states.
is that every Flicker session (i.e., PreP invocation) begin

and ends with the decryption and encryption of the PreP's prop nitialization. Regardless of the previous state of

sensitive state information, respectively. the PreP, it always performs an initialization step. The

The legacy OS provides arguments for each invocationprep rst decrypts and integrity-checks its own long-term
of the PreP: the evemtto be processed, the SSL certi cate  state, veri es that the provided SSL certi cate is valid us-

for the active website, the PoPr associated with the activejng its own list of trusted certi cate authorities (which we

website, and the PreP’s encrypted state. Each eveah (e ne as being part of the PreP itself), and veri es that the
be an encrypted keystroke or mouse click, oritcanf® a  provided PoPr is signed by the provided SSL certi cate.
cusevent from the browser. All other event types from the (if any of these veri cation steps fail, the current event is
browser are ignored. The PreP maintains in its state the necgropped.) Next, the incoming eveais processed. If it is
essary cryptographic information to decrypt and integrity an encrypted input event from the input device(s), then it is
check input events from the input device(s). The master gecrypted, integrity-checked, and veri ed to be in-seaqueen
keys used to protect the secrecy and integrity of the PreP's(using cryptographic keys and a sequence number main-
state are TPM-protected based on the identity of the PrePajined in the PreP's state). If any of the steps involving-syn
We describe these protocols in greater detail as part of ourchronization with the input device(s) fail, then input etsen
implementation in Section 8. can no longer be received. We discuss options for recovery
During each run of the PreP (i.e., during each Flicker in Section 8.2.3.
session in Step 4 of Figure 2), the state machine (Figure 3) The PreP then transitions to State.Prev wherill
begins in PreP Initialization and transitions to the state cause one additional state transition. During the very rst
where the previous PreP invocation ended (maintained asnvocation of a PreP, it transitions to Pass Input Unmodi-
State.Prev in Figure 3), where the current event then causesed. The following paragraphs describe the actions taken
a single transition. Actions listed in a state are performed upon entry to a state caused by an event, not by State.Prev.
At the end of each of these states, the PreP's sensitive long-

2A focusevent is an event in the web browser's graphical user interfa ~ term state isealed using the TPM-protected master key,
where a new component such as an HTML text input eld becomeseact
This generally follows &lur event caused by the previously focused com- 3Sealedmeans that the state is encrypted and integrity-protected (b
ponent becoming inactive. These events re in response toa®ns, computing a MAC) for subsequent decryption and integrityi-eation.
such as clicking the mouse. This use ofsealedis consistent with the TPM'sealed storagéacility,




¢EVente’ SSL cert, PoPr, SealedState focusevent, State.Prev is set to remain in the Pass Input

(_PreP initialization ) prev = p.1.u/Pass Input Unmodifie) Unmodi ed state. The current input event is not considered
1. Unseal SealedStat —> 1. State.Prev = P.I.U| sensitive, and it is provided as an output when the PreP ex-
2. Verify SSL cert 2. Clear State.Queus its. The legacy OS then interprets this input event just as it

\_3- Decrypt e e'! B:Focus\ 3.Outpute Y, does today.

U A

ﬁ = B: Focus .

@ Focused. A browserfocusevent contains the name of the

g 4 Focused A eld that has just received focus (e.Field). The PreP saves

o L. State.Tag =e.Field | = the cryptographic hash of the current PoPr and its SSL cer-

= |_Prev = | 2. State.Prev = Focusde * KP:@ . X : . IR

s Focused! 3. State. PoPIID = ti cate (which was validated during PreP Initializationy a

i | hash(SSL cer{|PoP)) the PoPriD . It is necessary to track the PoPrID to ensure

S that the PoPr is not maliciously exchanged while the user

%: le =KP: @ is typing sensitive input. When invoked with a keystroke,

2 p . ~ a PreP in the Focused state checks whether the keystroke

3 ooy Pratle L kP is the @character. If so, the PreP transitions to the Fst

ﬂj \%) ; gtl?tteu?reev =@ (e’ KPR/ state. Otherwise, the PreP transitions back to the Past Inpu

3 P ~ Unmodi ed state. The keystroke is output to the legacy OS

&= KP: @ for processing. Note that th@keystroke is not secret; it
e Second @) serves pnly to signif_y that the user may be about to enter
Prev = 1. State.Prev = @@| € = KP: Blyr something she considers sensitive.
@@ " 2.Outpute )
ie = KP: IBlur First @ We have de ned the secure attention sequence
(v for Bumpy to be@ @ the input stream immediately follow-
(__Enqueue Input ing a browseirfocusevent. This state serves to keep track
\Prev=,| 1 State.Prev=EnQ of the @characters that the user enters. It is possible that
EnQ 2. Filter e the user is in the process of initiating sensitive input. When
\_3- Output * invoked with a keystroke that is ti@character, the system
e = KP: Blur transitions to the Secon@state. Otherwise, the system
- Invok‘; o\ transitions_ back to the Pass Input Unmodi ed state. The
keystroke is output to the legacy OS.
1. Q = State.Queue
2.T = State.Tag
3. PoPr ?= State.PoP HD—/ Second@ When in the Secon@state, the user has suc-
\ 4- POPr(SSL cert, Q, T) cessfully indicated that she is about to provide some sensi-
tive input using Bumpy. From this point forward, the only
Figure 3. States of the PreP. KP = keypress way for the user to terminate the process of entering sen-
or mouse click. B:Focus = browser GUl  fo- sitive input is to perform an action that will causebkur
cus event. Blur indicates action taken in event in the current input eld. Alur event is an event in
response to events on the encrypted input the graphical user interface that indicates that a paaicul
channel that cause a GUI blur event (e.g., Tab, component is becoming inactive, generally because the fo-
Shift+Tab, Enter, or mouse click). cus is now elsewhere. Relevant actions include clicking the

mouse or pressing Tab, Shift+Tab, Alt+Tab, or Enter. Note
that we explicitlydo notlisten forblur events from the web
i browser, as a malicious browser would be able to terminate
and then cleared (set to zero) before the PreP terminates andyre input prematurely. If the user's input does not repre

produces output. Untrusted code running on the OS main-gnt 4jyr event, then the system transitions to the Enqueue
tains the ciphertext that makes up the PreP's sealed Stat‘i’nput state.

and provides it as input to the PreP's next invocation.

Pass Inbut Unmodi ed.  The common case for user input Enqueue Input. For each PreP invocation in the Enqueue
P ' P Input state, the decrypted keystroke is Itered before gein

is that it is non-sensitive, and does not require special pro . :
tection by the PreP. Any existing queue of sensitive event:sf"mpend(ad o State.Queue. The lter identi es and drops

S : ) illegal password characters that would not causklua
is discarded upon entry to this state. Unless a browser .
event (e.g., meta-characters used for editing, such as ar-

which we describe in Appendix A. rows, Backspace, and Delete). We discuss editable sensitiv




input in Section 10. This process continues until the user 1. Generates symmetric encryption and MAC keys
causes dlur event, e.g., presses Tab, Shift+Tab, Alt+Tab, for the protection of its own long-term state,
Enter, or clicks the mouse. A decoy input event is released Kt _enc; Kit _mac » if they do not already exist.
to the legacy OS: an asterisk. From the perspective of the
legacy OS, when the user types her sensitive input, she ap- 2.
pears to be typing asterisks. This has the convenient prop-
erty of mimicking the usual functionality of input to pass-
word elds even if the current eld is a normal text eld: state. Note that no other softvxiare (not even a PoPr)
all keystrokes appear as asterisks. Note that these &steris Wil éver be allowed to access;,,,, -
will eventually be qliscarded, as the PoPr provides the re- The public keyK input is then conveyed to the input de-
mote webserver with the true input for the protect_e_d elds. \ice Given the complexity of equipping input devices with
When the user causedhir event, the system transitions to root CA keys to verify certi cates, we use a trust-on- rst-
the Invoke PoPr state. use model where the input device simply accepigu

and then prevents it from changing unexpectedly. Since
Invoke PoPr.  When the PreP state machine transitions to encryption-capable input devices like we require do not cur
the Invoke PoPr state, it means that the user successfully dirently exist, we specify how the input device enters a state
rected the web browser's focus to a particular eld, entered where it is willing to accept a public encryption key. The
@@ signal the start of sensitive input, provided some sen- greatest challenge is to prevent key re-establishment from
sitive input, and then causedbéur event that signals the  being initiated in the presence of malicious code, whether
end of sensitive input. This input will now be handed to the through a design or implementation failure or a social en-
PoPr for destination-speci ¢ processing (Section 5). tFirs  gineering attack. One promising design may be a physi-
however, it is necessary to check that the PoPr provided asal switch that must be placed into the “Establish Keys”
an input to the PreP during the current Flicker session is theposition before key establishment can commence. This
same PoPr that was provided during tbeusevent thatini- ~ way, most users will establish keys once and forget about
tiated this sensitive input. If the PoPr is changed, malisio it. Another alternative is to use a location-limited chan-
code may be trying to fool the user. In this case, the systemnel [3, 20, 33]. We describe input device key establishment
transitions directly back to Pass Input Unmodi ed where for our USB Interposer implementation in Section 8.
the queue of sensitive input events is discarded. If the PoPr In the future, more sophisticated input devices may ver-
is con rmed to be the same, it is invoked. The PoPr also ify an attestation that the public key came from a known-
runs with Flicker's protections, but it is less trusted thlaa good PreP. Another promising alternative is that input de-
PreP. Thus, PreP state is sealed and cldaeéateinvoking vice manufacturers imprint their devices with a certi cate
the PoPr with the queue of input events. This is essential, asestablishing them as approved encrypting input devices,
the PreP state includes the cryptographic secrets invatved though it can be challenging to establish that a certi cate
communication with the user's physical input device(s). If corresponds to a particular physical device [22]. The PreP
a PoPr could compromise this information, it might be able can then verify the origin of input events as trustworthy,
to collude with a malicious OS and capture all subsequentprovided that the PreP's list of trusted CAs covers manu-
input on the user's platform. Once the PoPr has executed facturers' signing keys.
its output is handed to the web browser via the legacy OS  Irrespective of the method of public-key exchange, sym-
for submission to the webserver from which the PoPr origi- metric keys for encryption and integrity protection should
nated. If the PoPr considers these input events to be secrebe established to maximize performance. Additionally, we
then they should be encrypted such that the legacy OS willrequire the use of sequence numbers so that the PreP can
be unable to learn their values. detect if any keystrokes are dropped or reordered by the

legacy OS.

Generates an asymmetric keyp&ifput ; Kinplut , for
bootstrapping communication with the encrypting in-
put device, and adds the private key to its long-term

4.2 Associating the PreP and Input Device(s)
4.3 PreP State Freshness

Bumpy depends on input devices capable of encrypting
input events generated by the user, so that the legacy OS can The PreP must have the ability to protect its own state
pass the opaque events to the PreP without learning theinvhen the legacy OS has control (i.e., across Flicker ses-
value. We now describe the process of establishing the necsions). The secrecy and integrity of the PreP's state is en-
essary cryptographic keys when input device(s) and a PrePsured by encrypting it under a symmetric master key kept
are rstassociated. in PCR-protected non-volatile RAM on the TPM chip. Itis

The PreP is invoked with the command to establish a PCR-protected under the measurement of the PreP itself, so
new association with an input device. During this process, that no other code can ever unseal the master key. However,
the PreP: protecting the freshness of the PCR-protected state is more



challenging. The risk is a state roll-back or replay attack key in the PoPr. The PreP will automatically check that the
where, e.g., an attacker may try to keep the PreP in the Pas®oPr (and hence its encryption key) is certi ed by the web-
Input Unmodi ed (Figure 3) state by perpetually providing server from which it originated.

the same ciphertext of the PreP's state as an input to the Note that it may seem tempting to have the input device
PreP. The standard solution to this problem is to employ aencrypt the user's input all the way to the remote webserver,
secure counter or other versioning scheme that can trackthepemoving the need for the PreP or PoPr. We prefer the ex-
latest version of the PreP's state. While the TPM does im- pjjity afforded by the Flicker architecture to processtinp
plement a monotonic counter [34], its speci cation dictate i, 53 PoPr on the user's system in whatever way is appro-
that the counter need only support incrementing every Ve priate for a given application or remote system. It is not
seconds. This is clearly insuf cient to keep up with per- the duty of the input device manufacturer to foresee all of
keystroke events. Our solution is to leverage the sequencgpege possible applications. Indeed, incorporating toctmu
numbers associated with input events coming from the in- yrogrammability into the input device itself is sure to make

put devices (Section 8.2.3). it a promising target for attack. Rather, the input device is
tasked solely with getting keystrokes securely to the PreP,
5 Input Post-Processing and Attestation and websites concerned about the size of the input TCB can

supply their own minimized PoPr.

We now detail the actions taken by the PoPr to Post-
Process sensitive input events enqueued by the PreP (Step 6

in Figure 2). Then, we describe the attestation process em'Destination-Speci ¢ Hashing with PwdHash. A second

ployed to convince the remote webserver (which is the PoPrform of post-processing — contained entirely within the

provider) that it is receiving inputs protected by Bumpy. user's system — is to perform a site-speci c transformation

of certain elds before they are released to the web browser
for transmission to the webserver. For example, usernames
o o or passwords can be hashed along with the webserver's do-
The nal destination for sensitive input protected by ain name, thereby providing the user with additional pro-
Bumpy is the webserver from which the current web page tection when she employs the same username or password
originated. In Section 4.1, we describe how the POPT is in- ot mytiple websites. The domain name is obtained from the
voked by the PreP when the user has completed enteringyepserver's SSL certi cate, which is veri ed by the PreP
sensitive input for a particular eld. The PoPris provided pefore the PoPr begins executing. In Section 8, we describe

by the webserver hosting the current web page in the user'syr implementation of the PwdHash [10, 11, 25] algorithm
browser. The sensitive input is tagged with the name of \ithin Bumpy.

the eld that had focus when the input was entered, and

this finputString, tag pair is what the PoPr receives. The

PoPr can perform arbitrary, site-speci ¢ transformations

the sensitive input before handing the (potentially opque 5.1.2 Activating a PoPr
result to the web browser for transmission to the remote

5.1 Post-Processing Sensitive Input

webserver when the page is submitted. It is possible that malicious browser or OS code will in-
tentionally load the wrong PoPr for the current site. If the
5.1.1 Example Forms of Post-Processing PoPr is well-behaved (i.e., provided by a reputable web-

server), then it is unlikely to expose the user's sensitive i
We consider two example forms of post-processing that we put. However, attackers may intentionally use a PoPr from
believe to be widely useful on the web today, though there 3 compromised server with a valid SSL certi cate. In this
may be many others. The rst is encryption of user in- case, our defense is the Trusted Monitor, as it will display
put such that only the webserver can process the raw in-the domain name and favicbof the website that has cer-
put, and the second is destination-speci ¢ hashing (wieh th tj ed the current PoPr. It is the user's responsibility teese
PwdHash algorithm [25]) so that, e.g., passwords cannot bethat the information on the Trusted Monitor corresponds to
reused at multiple websites. the web page that she is browsing. We explain the detailed

operation of the Trusted Monitor, including the users' re-
End-to-End Encryption.  Encrypting sensitive inputs for ~ sponsibilities, and how secure communication between the
the webserver completely removes tiveb browser and  PreP and the Trusted Monitor is established, in Section 6.
OSfrom the TCB of the input path for the eld accepting
the sensitive input, though it requires tivebserverto be 4A faviconis an image associated with a particular website or web

Bumpy-aware. This capability is achieved on th_e user's SYS-page, installed by the web designer. It is commonly displayedgside
tem by embedding a webserver-generated public encryptionhe address bar and alongside a tab's title for browserstigiort tabs.




5.2 Attestation and Verifying Input Protections » nonce — A nonce to provide replay protection for the
ensuing attestation.

Flicker enables the computer using Bumpy to attest to
the PreP and PoPr that have run most recently. This attesta-
tion can be veri ed by a remote entity to ascertain whether
the user's input received the intended protection. Though
there are no technical limitations governing which device  « favicon — The favicon corresponding to the webserver.
(or devices) perform the veri cation, we proceed from the
perspective of the remote webserver as the verier. Insti- * Certws.enc — A public encryption key signed by the
tutions such as banks employ professional administrators ~ Webserver's private SSL key.

who are better suited than the average consumer to make .
o . . .~ A well-behaved browser then passes the newly received
trust decisions in response to which PreP and PoPr are ”b . . , ;
oPr, embedded information, and the webserver's public

ggt(?cr)?]téo(gon tgr?liﬂseetr);nclgrr?gu:ﬁg nggggtla;?r;y;eig {irlﬁ::s SSL certi cate to the untrusted code module that manages
9. 9. y e the invocation of Flicker sessions with the PreP. During

to expose more services to a user whose computer can pro- . . : .
. . o : . subsequent Flicker sessions, these data are provided as in-
vide this assurance that the user's input is being protected

However. the user still must behave responsibl put to the PreP. The PreP veri es the webserver's SSL cer-
N P Y- ti cate using its own list of trusted CAs, and veri es that
If veri cation by the remote webserver succeeds, then

.the other input parameters are properly signed.
the requested web page can be served normally. However, |¥ putp Properly sig .
o . . If all veri cations succeed, an output message is pre-
veri cation fails, then the software state of the user'steys . .
cannot be trusted, and the webserver should prevent acceé%ared for the webserver. This message requires the gen-
to sensitive servic;as One option is to serve avF\)/eb a ewithera“on of an asymmetric keypair within the PoPr that will
; ' p : bag serve to authenticate future encrypted strings of comghlete
an explanation of the error, though there is no guarantee tha. . o o ; ) :
- o input as having originated within this PoPr. This key is
the malicious (or unknown) software will display the error. . . . .
. . enerated and its private component is protected in ac-
We discuss an extension to create a trusted path betwee

the Trusted Monitor and webserver for conveyance of suchcordame with the Flicker external communication proto-
R : . y col [19]. Only this PoPr will ever be able to access the
error noti cations in Section 10.

private key.

When key generation completes, the newly generated
5.2.1 Establishing Platform Identity public signing key Kpopr sig) is extended into a TPM

L ) Platform Con guration Register (PCR) and output from the

TPM-based remote at.testatllon is used to convince the WebPoPr. Untrusted code running on the legacy OS then passes
server that the user's input is protected with Bumpy. How- s key back to the web browser, along with the user's sys-
.ever,.the remote webserver must rst have a notion of the ;o ¢ public identity (e.g., an Attestation Identity Key; o
identity of the user's computer system. We use an Atesta- o set of Endorsement Key, Platform, and Conformance
tion Identity Key (AIK) generated by the TPMin the User's e dentials) and a TPM attestation covering the relevant
computer. Appendix A discusses known techniques for cer-pcrs These tasks can be left to untrusted code because the

tifying an AIK, any of which can be applied to BUumpy. ,-q5erties of the PCRs in the TPM chip prevent untrusted
Here, Bumpy bene ts from the property of the Flicker [18] ., qq from undetectably tampering with their values.

system that causes attestations to cardy the PreP and In steady-state, the PoPr will encrypt user input using the
PoPr code that was executed, and no other software at all. public key in the webserver-provideZert ys enc , and sign

it with K popy sig t0 authenticate that it came from the PoPr
5.2.2 The Attestation Protocol running on the user's computer. There is no need to per-

) form an attestation during future communication between
Here, we describe the protocol between a user's systemis poPr and webserver.

with Bumpy and a Bumpy-aware webserver when they con-
nect for the rst time. As an example, we consider a user
who is trying to login to a webserver's SSL-protected login
page. The user's browser sends a normal HTTPS requesRemote entities need to have knowledge that a set of at-
for the login page. tested measurements represents a PreP and PoPr that keep
In response, the webserver participates in an SSL con-the user's input and PreP state safe (encrypted when un-
nection and delivers the login page. Embedded within the trusted code runs, which may include Flicker sessions with
page (e.g., in a hidden input element) are several Bumpy-other, distrusted PALS). Prominent institutions (e.gnks
speci ¢ pieces of information, which must be signed by the may develop and provide their own PoPrs for protecting
webserver's private SSL key: user input to their websites. In these cases, the institstio

e hash— The cryptographic hash of the PoPr. The PoPr
itself can be obtained with another HTTP request and
veri ed to match this hash.

5.2.3 Processing Attestation Results



webserver can easily be con gured with the expected PoPr  The risk is that malicious code may try to confuse the
measurements, since it provided the PoPr in the rst place.user such that she misinterprets the Trusted Monitor's dis-
If one PoPr proves to be suf cient for a wide variety of web- play for one input eld as indicating that her input is secure
sites, then its measurement may become a standard whiclfor additional input elds. One such attack works as fol-
can be widely deployed. lows. Malcode allows keystrokes and Trusted Monitor up-
The webserver must also have knowledge of existing dates to proceed normally until the user begins typing sen-
PrePs in order to make a trust decision based on the attessitive input for one input eld on a web page. The Trusted
tation result. We expect the number of PrePs to be reasonMonitor beeps and updates its display to indicate that pro-
ably small in practice, as most input devices adhere to atections are active. At this point, the malcode begins to

well-known (and simple) protocol. suppress Trusted Monitor updates, but the Trusted Moni-
tor cannot immediately distinguish between suppressed up-
6 The Trusted Monitor dates and a distracted user who has turned away from her

computer. A user who nishes typing this secret and then

. ; - transitions to another input eld and proceeds to enter an-
Bumpy's input protections by themselves are of limited . .
PY'S INput p y ther secret — even after enteri@@nd glancing at the

value unless the user can ascertain whether the rotection?i_ . . — )
b rusted Monitor, but without waiting for con rmation of

are active when she enters sensitive data. The primary us- .
ability criticism [7] of PwdHash [25] is that it provides in- the receipt of the nev@ @y the PreP— renders the second

suf cient feedback to the user as to the state of input pro- secret vulnerable to disclosure. To expose this secret, the

tections. Thus, it is of utmost importance that the user is malicious OS plays the user's encrypted inputs to the Prep

aware of the transition between protected and unprotected’"ﬁer the user is nished typing the second secret, but pro-

input. With Bumpy, the Trusted Monitor serves as a trusted vides a malicious PoPr to the PreP when transitioning to the

output device that provides feedback to the user concernin Soctﬂseedsi':d Irr;vc_)(l;;a dPt%Zr ssé?;toer? dfosret:ritse(r:g:drrlpr?m:t T:;t
the state of input protections on her computer. 1S, u provi presuming 1t w

protected in the same way as the rst, but since she did not
con rm that the second@ @vas received by the PreP before
she typed the second secret, it is vulnerable to disclosure t
a malicious PoPr.

To help users avoid such pitfalls, it may be desirable for
the Trusted Monitor to emit an audible “tick” per sensitive
keystroke received by the PreP, in addition to the preceding
beep when theé@@s received. This way, the absence of
Sicks might be another warning to the user.

6.1 Feedback for the User

When input protections are active, the Trusted Moni-
tor displays the nal destination (e.g., website) whose IPoP
will receive her next sensitive input. We represent this us-
ing the domain name and favicon of the currently active
PoPr, as reported by the PreP. When input protections ar
disabled, the Trusted Monitor displays a warning that in-
put is unprotected and that users should @s@o initiate .
sensitive input. Figure 4 shows screenshots from our im-6-2  Protocol Details
plementation. In addition to changing the information on
its display, the Trusted Monitor uses distinctive beeps to  To facilitate the exchange of information regarding the
signal when protections become enabled or disabled. active PoPr, a cryptographic association is needed between

The Trusted Monitor works in concert with the proper- the PreP and the Trusted Monitor. To establish this associ-
ties of the PreP's Secon@and Enqueue Input states (Fig- ation, the Trusted Monitor engages in a one-time initializa
ure 3): when in these states, the PoFbiked inand can-  tion protocol with the PreP, whereby cryptographic keys are
not change until after the sensitive input to a single eld is established for secure (authentic) communication between
processed by this PoPr (in the Invoke PoPr state). As suchthe PreP and the Trusted Monitor. The protocol is quite
the PoPr represented by the domain name and favicon thasimilar to that used between the PreP and input device(s) in
are displayed by the Trusted Monitor will remain the ac- Section 4.2.
tive PoPr until input to the current eld is complete. Thus, The initialization process for PreP-to-Trusted Monitor
there is no need for the user to worry about a malicious PoPrcommunication is an infrequent event (i.e., only when the
change in the middle of a string of sensitive input. However, user gets a new Trusted Monitor or input device). Thus, a
the user must be diligent between elds. She must ensuretrust-on- rst-use approach is reasonable, where the &dust
that the Trusted Monitor responds to each uni@é&se- Monitor simply accepts the public key claimed for the PreP.
guence that she types (i.e., that the Trusted Monitor beepsAny of a range of more secure (but more manual or more
and shows that protection is enabled) before proceeding tanfrastructure-dependent) approaches can be employed, in
input her sensitive data. This is because the untrusted OSluding ones that allow the Trusted Monitor to validate an
may affect the delivery of encrypted keystrokes to the PrePattestation from the TPM on the user's computer as to the
and PreP messages to the Trusted Monitor. correct operation of the PreP and to the value of its pub-



lic key (a capability offered by Flicker [18]). The PreP can never handles the user's sensitive input, so compromising i
save its private key in PCR-protected storage on the user'salone is insuf cient to obtain the user's input. However, if
computer, and so will be available only to this PreP in the the Trusted Monitor indicates that all is well when in fact it
future (as in Section 4). is not, then a phishing attack may be possible (Section 7.3).
The Trusted Monitor need not be a very complex de-
vice. Its responsibilities are to receive noti cationsrfidhe
user's computer via wired or wireless communication, and
to authenticate and display those noti cations. While our
implementation employs a smartphone for a Trusted Mon-  |f the user's browser or OS is compromised, then mali-
itor (Section 8), this is far more capable than is necessarycious code can invoke the PreP with input of its choosing.
(and more capable than we would recommend). Bumpy can still keep the user's sensitive input safe pro-
With a smartphone serving as the Trusted Monitor, there vided that she adheres to the convention of starting seesiti
is no reason why the user's Trusted Monitor cannot per- input with @ @nd pays attention to the security indicator on
form the full gamut of veri cation tasks we have described her Trusted Monitor.
as being in the webservers purview. In fact, technically  The cryptographic tunnel between the input device and
savvy and privacy-conscious users may prefer this modelprep prevents malicious code from directly reading any
of operation, and it becomes signi cantly easier to adopt yeystrokes, and prevents the malicious code from injecting
if a small number of PrePs and PoPrs become standardizegpuriOus keystrokes. Thus, a compromised browser's op-
across many websites. These users can learn that their inpyons are restricted to providing spurious inputs to thePPre
is being handled by precisely the PreP and PoPr that theyinc)yding SSL certi cates, PoPrs, and browéeeusevents.
have con gured for their system, and that opaque third- None of these are suf cient to violate the security propeti
party code is never invoked with their input. of Bumpy, but they can put the user's diligence in referring
to the Trusted Monitor to the test.

7.2 Compromised Browser

7 Security Analysis

We discuss Bumpy's TCB, the implications of a com- Malicious SSL Certi cates. The PreP is equipped with
promised web browser, phishing attacks, and usability. a list of trusted certi cate authorities (CAs). Any SSL cer-
ti cate that cannot be veri ed is rejected, causing sensiti
7.1 Trusted Computing Base keystrokes to be dropped. Thus, an attacker's best option
is to compromise an existing site's SSL certi cate (thereby

One of the primary Strengths of Bumpy is the reduction redUCing the incentive to attack the user's Computer), or to
in the TCB to which input is exposed on the user's com- employ a phishing attack by registering a similar domain
puter. Always in the TCB are the encrypting input device name to that which the user expects (e.g., hotmail.com, in-
and the PreP that decrypts and processes the encrypted iritead of hotmail.com) and using an identical favicon.
put events on the user's computer. The PoPr associated with
each website is also in the TCB for the user's interaction
with that website, but the PreP isolates each PoPr from bothMalicious PoPr. The PreP will not accept a PoPr unless
the PreP's sensitive state and the OS (thereby preventing at can be veri ed with the current SSL certi cate, thereby
malicious PoPr from harming a well-behaved OS). The en- reducing this attack to an attack on the SSL certi cate (as
crypting input device is a dedicated, special-purpose-hard described in the previous paragraph) or webserver.
ware device, and the PreP is a dedicated, special-purpose
software module that executes with Flicker's isolation][18
A compromise of either of these components is fatal for Malicious Browser Focus Events. A malicious browser
Bumpy, but their small size dramatically reduces their at- may generate spurious or modi €dcusevents in an at-
tack surface with respect to alternatives available todiag, = tempt to confuse the PreP with respect to which eld is
may make them amenable to formal veri cation. The PoPr currently active. However, regardless of which eld is ac-
may be speci c to the destination website, and may be con-tive, the user controls whether the current input events are
sidered a local extension of the remote server. It does notconsidered sensitive. When they are sensitive, input to a
make sense to send protected input to a remote server thatld is always encrypted and tagged with the eld's name
the user is unwilling to trust. Additionally, the PoPr's fiin  before being released to the PoPr. A malicifasusevent
tionality is well-de ned, leading to small code size. may only cause ciphertext to be tagged with the wrong eld

Also in the TCB is the Trusted Monitor that displays au- name, thereby impacting availability. However, we already
thenticated status updates from the PreP, i.e., the domairconsider an adversary which controls the OS on the user's
name and favicon for the active PoPr. The Trusted Monitor computer, and is thus already in total control of avail&pili



7.3 Phishing Extra Mouse Clicks. When a user clicks in aninput eld,
afocusevent is generated for the eld and conveyed to the
If a user is fooled by a ph|3h|ng attack (e_g_, she confusesPreP. The user's next mouse click is interpreted by the PreP
similar-looking domains), she may be using Bumpy's pro- as ablur event for the current input eld, disabling input
tections to enter her sensitive data directly into a phighin Pprotection. An attack may be possible if the user clicks
website. Defeating phishing attacks is not our focus here,the mouse in an input eld after already typing part of her
though Bumpy should be compatible with a wide range of input into the eld. This click could be interpreted as a
phishing defenses [14]. As a simple measure, Bumpy pro-blur event, and cause the rest of the user's keystrokes to
vides an indicator on the Trusted Monitor that includes the be sent unencrypted. This may arise when, e.g., the user
domain name and favicon of the current website. Though forgot her credit card number after entering the rst few
we have not solved some of the intrinsic problems with cer- digits from memory, and needs to go lookup the remainder.
ti cate authorities and SSL, the PreP can enforce policies The Trusted Monitor will beep and update its display to
such as: only PoPrs from white-listed webservers are eligi-indicate that input protections are disabled when khis
ble to receive a user's input; PoPrs from blacklisted web- event happens, but this may be a source of user confusion.
servers can never receive a user's input; and self-signed
certi cates are never acceptable. These policies are en-8 Implementation
forceable in the PreP, and require the user to have a Trusted

Moni_tor only to provide fee_dback to improve usability. Our implementation of Bumpy supports veri cation by
With a PoPr implementing PwdHash, only the hashed {he remote webserver with a smartphone as Trusted Mon-
password is returned to the web browser. If a user is foolediio; 1o provide feedback to the user. We implement two
into entering her password into a phishing site with a dif- poprs: one encrypts sensitive input as-is for transmission
ferent domain name, the phishing site captures only a hashg g Bumpy-aware webserver, and the other hashes pass-

of the user's password, and must successfully perform anyorgs with the PwdHash algorithm [25] for transmission to
of ine dictionary attack before any useful information is 54 unmodi ed webserver.

qbtained_ about the user's passwo_rd at other _sitgs. Addi-  \we have been unable to nd any commercially avail-
tionally, m_the case Whe_re a user ignores the |nd|cat_or butgple keyboards or mice that enable programmable en-
has established the habit of starting her password @®  crypted communication. However, myriad wireless key-
hashing of the user's password can restrict the impact of thepoards do implement encrypted communication with their
uger's being phlghed on one website to that website alone gt adapter (e.g., encrypted Bluetooth packets are de-
With a compromised OS, malware on the user's system cancrynted in the Bluetooth adapter's rmware, and not in
observe the hashed password when it is released to the weBoftware). Thus, the problem is not technical, but rather
browser, but this password is only valid at a single website. 5 e ection of the market's condition. Indeed, Microsoft's
NGSCB was originally architected to depend on USB key-
7.4 Usability boards capable of encryption [8,23]. In our system, we have
developed a USB Interposer using a low-power system-on-
Confusion. If users do not understand the Bumpy system, a-chip. Our USB Interposer supports a USB keyboard and
or their mental model of the system is inaccurate, then theymouse and manages encryption for use with Bumpy.
may be fooled by a malicious web page. For example, a We have implemented Bumpy using an HP dc5750 with
prompt such as the following may trick the user into believ- an AMD Athlon64 X2 at 2.2 GHz and a Broadcom v1.2
ing that there is no need to pre x her password w@r@n TPM as the user's computer, with a USB-powered Bea-
the current web page: gleBoard [4] containing a 600 MHz ARM CPU running
Input your password: @@ embedded Linux serving as the USB Interposer. We use
The user may also become confused if she makes a ty-a Nokia E51 smartphone running Symbian OS v9.2 as the
pographical error enterin@ @and tries to use backspace Trusted Monitor. Our USB Interposer supports encryption
to correct it. Bumpy will not offer protections in this case, of all keyboard events, and mouse click events. Mouse
until the user changes to another input eld and then comesmovement events (i.e., X and Y delta information) are not
back to the current eld (i.e., causesbur event and then  encrypted, since only mouse clicks trigggdur events in
a newfocusevent). The Trusted Monitor does indicate that the web browser GUI.
protections are disabled, but it may not be obvious to the
user why this is the case. We discuss editable sensitive in8.1 Bumpy Components
put in Section 10.1.
Only a formal user study can ascertain the level of risk ~ Our implementation includes the PreP and two PoPrs
associated with this kind of attack, which we plan to pursue that run with Flicker's protections on the user's computer,
in future work. the USB Interposer (BeagleBoard), the Trusted Monitor



running on a smartphone, and an untrusted web browsefTrusted Monitor. We implemented a Symbian C++ ap-
extension and Perl script. We begin by describing the com- plication that runs on the Nokia E51 smartphone and serves
ponents that are in Bumpy's TCB, and then treat the addi- as the Trusted Monitor. The Trusted Monitor updates its
tional untrusted components that are required for availabi display in response to authenticated messages from the
ity (which we are forced to surrender since we consider the PreP, as described in Section 6. Figure 4 shows screen shots
OS as untrusted). of the Trusted Monitor in action. When a session is active
between the Trusted Monitor and PreP, the Trusted Moni-
PreP and PoPrs. We implemented the PreP as a Piece tor displays the doma_in name and favicon of the a}ctive web
page's PoPr. It also displays a green keyboard (Figure 4(a))

of Application Logic that runs with the protection of the i ed indicator that protect bled. Wh
Flicker system [18] and (1) receives encrypted keystroke as a uni ed indicator that protections are enabied. en

events from the encrypting input device (i.e., the USB Input protgction_s are disabled, it displays a warning mes-
Interposer), (2) invokes one of our PoPrs to process theS29€ th"?“. mput IS unprotected and t@@hould be. used
encrypted keystrokes for the webserver, either by re_for sensitive input (Figure 4(b)). The Trusted Monitor uses

encrypting them or performing the PwdHash [25] opera- distinctive ll;)letzips v&/f:jgnek\)/;erdlnput protections transitien b
tion on passwords, and (3) sends encrypted messages to thtgvel\len en;l € fan h 1sab _el. : fthe T d
Trusted Monitor that provide the favicon and domain of the ote that after the Initial con guration of the Truste

active web page and PoPr. In our implementation, the Pre onitor an(; PTeP (Ssctlon 8'2.)’ no furth(_ar conT%ur?tlon 'S
and both PoPrs are all part of the same PAL that runs usingnecessary uring subsequent input sessions. The long-term

Flicker. An input parameter controls which PoPr is active. _symmetric keys encrypted under the master key thqt is kept
PP in PCR-protected TPM NV-RAM will only be accessible to

the correct PreP. Thus, only the PreP will be able to send

USB Interposer. Our USB Interposer is built using a authentic messages to the Trusted Monitor.
BeagleBoard featuring an OMAP3530 processor imple-

menting the ARM Cortex-A8 instruction set [4], and a Pro-
lic PL-25A1 USB-to-USB bridge [24]. We currently run
embedded Debian Linux to bene t from the Linux kernel's
mature support for both USB host and client operation.
While this adds considerable code-size to our TCB, the in
terposer executes in relative isolation with a very specic
purpose. We implement a small Linux application that re-
ceives all keyboard and mouse events (using the kernel's
evdev interface), and encrypts all keyboard and mouse
click events, letting mouse movement information pass in
the clear. We describe the cryptographic protocol details i

Untrusted Components. We developed an untrusted
Firefox Browser Extensiothat communicates a web page's
SSL certi cate and embedded PoPr, andfadusevents to

the PreP. An untrusted Perl script facilitates communicati

" between all components, manages the invocation of Flicker
sessions, injects decrypted keystrokes into the OS using th
Linux kernel's Uinput driver, and provides TPRIuotesin
response to attestation requests. Note that the Flickei-arc
tecture provides the property that the code requesting the
attestation from the TPM chip need not be trusted [18]. To
convey encrypted data from the PreP to the USB Interposer,

Section 8.2. Trusted Monitor, or browser extension, the PreP must exit
and release the ciphertext to the Perl script.
lf,"-‘ Bumpy ‘:‘ Bumpy
Main ] Wi main QS 8.2 Secure Communication with the PreP

| MO Password Protection
Firefox Web Browser

#

% Both the USB Interposer and the Trusted Monitor re-
Z https: //wawww.suntrust.comy/

quire the ability to exchange secret, integrity-protected
messages with the PreP. We implement the Flicker external
communication protocol for both, with a trust-on- rst-use
model for accepting the respective public keys created in
Keep them secret! the PreP. Neither the USB Interposer nor the Trusted Mon-
itor is pre-con gured with knowledge of the identity of the
TPM in the user's computer or the identity of the PreP in-
stalled on the user's computer.

We program a dedicated button on the USB Interposer
Figure 4. Screenshots of the Trusted Monitor. to bootstrap association with a PreP, whereas the Trusted
Monitor exposes a menu option to the user to connect to her
computer to perform the initial con guration. The USB In-
terposer communicates with the user's computer via USB,
and we use the AT&T 3G cellular network or WiFi to con-

Options Log Options Log

(a) Protection enabled visiting (b) Protection disabled.
SunTrust bank.



nect the Trusted Monitor to the user's computer using a the PreP, value dExtCommCmgdand hash of the received
standard TCP/IP connection. An untrusted Perl script run- public key. They then verify that the resulting hash matches
ning on the user's computer handles reception of these mesthe value of PCR 17 included in the TPM Quote.
sages and invokes Flicker sessions with the PreP so that the
messages can be processed. 8.2.2 Symmetric Key Generation for Communication
Both the USB Interposer and Trusted Monitor send a re- with the PreP
guest to initiate an association with the PreP, passing in . _ .
the command to bootstrap Flicker's external communica- We bootstrap secret and integrity-protected communica-
tion protocol [19], as well as a nonce for the subsequenttion between the PreP and the USB Interposer or Trusted
attestation. The PreP then uses TPM-provided random-Monitor using the PreP's relevant public key to establish
ness to generate a 1024-bit RSA keypair. In accordance? Shared master kéyy, . Separate symmetric encryption
with Flicker's external communication protocol, the Prep and MAC keys are derived for each direction of commu-
extends PCR 17 with the measurement of its newly gener-nication. We use AES with 128-bit keys in cipher-block
ated public key. The public key is then output from the Prep chaining mode (AES-CBC) and HMAC-SHA-1 to protect
to be sent to the Trusted Monitor, and PCR 1Zapped the secrecy and integrity of all subsequent communication
(extended with a random value) to indicate the end of the between the Trusted Monitor and the PreP. These keys form
Flicker session. At this point, PCR 17 on the user's com- & part of the long-term state maintained by both endpoints.
puter contains an immutable record of the PreP executed<aest ~ HMAC-SHALKy; 'aes128.1) %

and public key generated during execution. K hmac1 HMAC-SHA1K w1 , hmac-shal.l’)
K aes2 HMAC-SHA1K 1 , aes128.2") 128

K HMAC-SHA1 ,’hmac-shal.2'
8.2.1 PreP Authentication hmac2 Kwm )

Our use of a trust-on- rst-use model to accept the PreP's 8.2.3 Long-Term State Protection
public key dictates that no further veri cation of the ex-

changed keys is necessary. However, rigorous securit
goals may require the USB Interposer or Trusted Moni-
tor to verify that the user's computer is running an ap-
proved PreP. In our current prototype, the USB Interposer
and Trusted Monitor request a TPM attestation from the
user's computer to ascertain the machine's publitesta-

The PreP must protect its state from the untrusted legacy
yOS while Flicker is not active. To facilitate this, the PreP
generates a 20-byte master K€y, using TPM-provided
randomness. This master key is kept in PCR-protected
non-volatile RAM (NV-RAM) on the TPM chip itself. We
choose TPM NV-RAM instead of TPM Sealed Storage be-

tion Identity Key(AIK) that it uses to sign attestations (TPM cause of asigni cant performance advantag_e. The PC.R 1.7
value required for access to the master key is that which is

Quotes[34]), and the measurement (SHA-1 hash) of the : . S
PreP that will process input events. On subsequent connecpoml"ﬂed by the execg_tmn of the PreP using Flicker:
. . ) PCR17  SHA1(0?jjSHA1(PreP))

tions, any change in the AIK or PreP measurement is an ; ' .

error. This way, it is readily extensible to allow applicati Flicker ensures that no code other than the precise PreP

vendors to distribute signed lists of expected measuresnent ?r‘:[; rf?;g%gggzsée;ﬁzyx l\'/:;\bgg?_:itg ?gcerzfelt:gltﬁ]e. Seu-r
to leverage a PKI, or to a community-driven system simi- P

lar in spirit to that of Wendlandt et alPérspective$35]), l‘ge;)é agdsmrher?:g/n%f g:grze:;: iﬁatrf}e\;\tlgi? trﬁé“;g?:;iir
and thus enable the USB Interposer and Trusted Monitor to gacy P ' y

validate the identity of the PreP themselves. keys are derived as follows: . , 128
. . K aes HMAC-SHA1K \2 , aes128") ,
The USB Interposer and Trusted Monitor include a R .
i o . K hmac HMAC-SHA1K vz , ’hmac-shal')
nonce with their initial connection requests, and expect . . -
a response that includes a TPM Quote over the nonce This is suf cient to detect malicious changes to the saved
P state and to protect the state's secrecy. However, a counter

and PCR 17. The measurements extended into PCR 17
.. is still needed to protect the freshness of the state and pre-
are expected to be the measurement of the PreP it-

self, the command to bootstrap external communication vent roll-back or replay attacks. The TPM does include a

(ExtCommCmil and the measurement of the public RSA monotonic counter facility [34], but it is only required to
key produced by the PreP: support updating once every ve seconds. This is insuf -

- cient to keep up with user input. Instead, we leverage the se-
PCR17 SHA1(SHAL(SHA1( 0'®jj SHA1(PreP)) . )
jiSHAL(ExtCommCmd))jj SHAL(PubKey)) . guence numbers used to order encrypted input events com

. ing from the USB Interposer. The PreP is constructed such
The USB Interposer and Trusted Monitor perform the 9 P
o

hash i th | ina th tt at a sequence number error causes the PreP to fall back
same hash operations themselves Using the Measurement 4 5 challenge-response protocol with the USB Interposer,

5This example is speci ¢ to an AMD system. The measurements ex- Where the PreP ensures that itis receiving fresh events from
tended by Intel systems are similar. the USB Interposer and reinitializes its sequence numbers.




Any sensitive input events that have been enqueued when a When the user nishes entering sensitive input into a
sequence number error takes place are discarded. Note thatarticular eld, she switches the focus to another eld. The
this should only happen when the system is under attack. PreP catches the relevant input everBiia in Figure 3) on

The USB Interposer and Trusted Monitor run on devices the input stream, and prepares the sensitive input for hand-

with ample non-volatile storage available. off to the PoPr (Step 6 in Figure 2). We have implemented
two PoPrs: encryption directly to the webserver, and Pwd-
8.3 The Life of a Keystroke Hash [25]. The PreP will then receivéacusevent from the

browser, indicating that focus has moved to another eld.
Note that form submission is a non-sensitive input event, so

Here, we detail the path taken by keystrokes for a sin- no special handling is required.

gle sensitive web form eld. It may be useful to refer back
to Figures 2 and 3. At this point, symmetric cryptographic
keys are established for bidirectional, secret, authateit ~ Encryption for Webserver. A widely useful PoPr en-
PreP-USB Interposer and PreP-Trusted Monitor communi- CTYPts the sensitive input for the remote webserver exactly
cation. We now detail the process that handles keystrokeas entered by the user (Steps 6-8 in Figure 2). This is ac-
events as the user provides input to a web page. complished using a p.ublic encryption key that is certi ed
The user begins by directing focus to the relevant eld, PY the webservers private SSL key. We use RSA encryp-
e.g., via a click of the mouse. On a well-behaved system, tion with PKCS#1v15 padding [15] to encrypt symmetric
our browser extension initiates a Flicker session with the AES-CBC and HMAC-SHA-1 keys, which are used to en-
PreP, providing the name of the eld, and the webserver's cryptand MAC the actual input with its corresponding eld
SSL certi cate, PoPr (which includes the encryption key tags. The public encryption key is embedded in the PoPr.
certi cate Certys_enc), NONCe, and favicon as arguments.
The PreP veri es the SSL certi cate using its CA list and Post-Processing as PwdHash. Another useful PoPr per-
veri es that the PoPr, nonce, and favicon are signed by theforms a site-speci ¢ transformation of data before submis-
same SSL certi cate. The user then typ@sdo indicate sion to the webserver. We have implemented the Pwd-
that the following input should be regarded as sensitive. Hash [25] algorithm in our PoPr. When this PoPr is active,
The user's keystrokes travel from the keyboard to the USB the remote webserver need not be aware that Bumpy is in
Interposer, where they are encrypted for the PreP, and-transuse, since the hashed password is output to the web browser
mitted to the Perl script on the user's computer (Steps 1-3as if it were the user's typed input. The PoPr manages the
in Figure 2). The script then initiates other Flicker sessio  transformation from the user's sensitive password to a site
with the PreP, this time providing the encrypted keystrokes speci ¢ hash of the password, based on the domain name
as input (Step 4 in Figure 2). The PreP decrypts theseof the remote webserver.
keystrokes and recognize® @Figure 3) as the sequence
to indicate the start of sensitive input. The PreP outputs8.4 The Webserver's Perspective
the @characters in plaintext and prepares a message for the
Trusted Monitor to indicate the domain name and favicon  We now describe the process of acquiring sensitive input
of the current website and PoPr. The Trusted Monitor re- from the perspective of a Bumpy-enabled webserver. Prior
ceives this message, beeps, and updates its display with theo handling any requests, the webserver generates an asym-
domain name and favicon. metric encryption keypair and signs the public key using
Subsequent keystrokes are added to a buffer maintainedts private SSL key (using calls to OpenSSL), resulting in
as part of the PreP's long-term state. Dummy keystrokesCerts_enc . Certys_enc Can be used for multiple clients.
(asterisks) are output for delivery to the legacy operating  Our implementation consists of a Perl CGI script. When
system (Step 5 in Figure 2) using the Uinput facility of the a request arrives at the webserver for a page that accepts
Linux kernel (which is also used when cleartext mouse and user input, our CGl script is invoked to bundl@rt s enc
keyboard input events need to be injected). This enableswith a freshly generated nonce (for the upcoming attesta-
the browser to maintain the same operational semantics andion from the user's computer) and the hash and URL of the
avoid unnecessary user confusion (e.g., by fewer asteriskdinary image of our direct-encryption PoPr. The ensuing
appearing than characters that she has typed). bundle is then embedded into a hidden input eld on the re-
In the common case (after the long-term cryptographic sulting web page. The hash and URL of the PoPr prevents
keys are established), TPM-related overhead for onewasting bandwidth on transferring the full PoPr unless it is
keystroke is limited to the TPM extend operations to initi- the user's computer's rst time employing this PoPr.
ate the Flicker session, and a 20-byte read from NV-RAMto ~ When the user submits the resulting page, the webserver
obtain the master key protecting the sealed state. All otherexpects to receive an attestation from the user's computer
cryptographic operations are symmetric and performed bycovering the PreP, the provided PoPr and nonce, and a pub-
the main CPU. Section 9 offers a performance analysis.  lic signing key Kpopr sig) newly generated by the PoPr



on the user's computer. Currently, we employ trust-on- PreP and PoPrs
rst-use to accept the Attestation Identity Key (AIK) that Func. Lang. SLOC
the user's computer's TPM used to sign the PCR register Main .c 1044
values. We have manually con gured the webserver with PwdHash .c 99
the expected measurement of the PreP and PoPrs, as they PwdHash .h 4
are part of the same binary in our implementation. If the Total .c,.h 1147
measurements in the attestation match the expected values,
thenK popr sig is associated withK weene (and the user's Flicker libraries
computer's TPM's AIK) to enable decryption and authenti- Func. Lang. SLOC
cation of subsequent strings of sensitive input encrypyed b Crypto C 3980
the PoPr. Crypto h 471
TPM .C 1210
9 Evaluation TPM h 252
util .c 518
We discuss the size of the trusted computing base (TCB) 3::: g igi
for our implementation, the performance impact on ordi- Total c h S| 6854
nary typing, webserver overhead, and the impact of network —
latency on the refresh rate of the Trusted Monitor's display USB Interposer
Func. Lang. SLOC
Code Size. Bumpy provides strong security properties in Decode, Encrypt & TX| .c 489
part due to its small trusted computing base (TCB). Fig-
ure 5 shows the code size for our PreP and PoPrs, USB In- Webserver CGI
terposer, webserver CGl script, and Trusted Monitor. Note Func. Lang. SLOC
that the TCB for the PreP and PoPrs includesadditional Embed & Verify pl 167
code beyond the listed Flicker librarigsanks to the prop-
erties of Flicker. Our current USB Interposer runs as a Trusted Monitor
Linux application on a BeagleBoard; however, its only in- Func. Lang. SLOC
terface is the USB bridge to the user's computer, and its Protocol cpp 979
only function is to transmit encrypted keyboard and mouse Protocol h 286
events. Our Trusted Monitor includes Symbian OS in its Ul cpp 539
TCB, as it runs as a nhormal smartphone application. We Ul h 160
emphasize that the inclusion of Linux in the TCB of our Util cpp 50
USB Interposer and Symbian OS in the TCB of our Trusted Util h 34
Monitor is an artifact of our prototype implementation, and Total cpp. A 5048

not a necessary consequence of our architecture.

Figure 5. Lines of code for trusted
Typing Overhead with USB Interposer. We measured Bumpy components obtained using SLOC-
the round-trip-time between reception of a keypress on  Count [36]. The PreP and PoPrs include only
the USB Interposer (from the physical keyboard) and re-  the Flicker libraries in their software TCB. The
ception of an acknowledgement from the user's computer.  USB Interposer, webserver, and Trusted Mon-
This includes the time to encrypt and HMAC the key-  itor also include their respective operating
press in the USB Interposer, send it to the user's com- systems.
puter via the USB-to-USB bridge, invoke the Flicker ses-
sion on the user's computer with the PreP (unseal PreP
state using the master key keptin PCR-protected TPM Non-
Volatile RAM, decrypt and authenticate the newly arrived suggesting that more than half of the latency in our current
keypress, reseal PreP state, and release the new keypregsototype may be an artifact of the untrusted Perl script in
to the OS), and send the acknowledgement back over theour implementation. Indeed, the contribution of the Uin-
USB-to-USB bridge. In 500 trials, we experienced over- put driver used to inject keystrokes (48 ms) is unchar-
head of 141 15 ms (Figure 6). This is mildly noticeable acteristically large, and grows over time. Writing to the
during very fast typing, similar to an SSH session to a far- driver from our Perl script presently involves the creation
away host. It is noteworthy that the overhead consumedof a child process and a new virtual input device for every
by Flicker (i.e., by the PreP) is 6@.1 ms per keystroke, keystroke. The virtual input device driver was not designed
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3G/3.5G cellular radio, or using standard 802.11b/g wire-
less access points. To evaluate the latency impact of using
these networks, we performed a simple echo experiment
with an established TCP connection, where the E51 sends
a series of 4-byte requests and receives 24-byte responses
(excluding TCP/IP headers) from the HP workstation. We
observed an average round-trip time (RTT) of 1&2 ms
using the 802.11 network, and 2125 ms using AT&T's
3.5G network. In our experience, these latencies are imper-
ceptible to the user as she turns her head to look away from
her primary display and towards the Trusted Monitor.

10 Discussion

We discuss design alternatives and other interesting fea-

keystrokes. The PreP and Uinput latencies
are components of the Keystroke latencies.

tures that Bumpy might be extended to offer.
10.1 Bumpy Design Alternatives

to scale so far. Our script should be modi ed to employ
the same virtual input device throughout. Ample opportu-
nities remain for optimization, which we plan to pursue in
the course of future work in preparation for a user study.

@@t Any Time. As presented, the secure attention se-
guence for Bumpy is th@ @equence immediately follow-
ing afocusevent from the web browser GUI. There are no
technical limitations to enabling a secure attention seqee

at any time, regardless of where in a eld the cursor may be.
However, we anticipate signi cant usability challenges fo

[l but the most savvy users. This may prove to be an inter-
sting direction for future work.

Webserver Overhead with Encryption PoPr. With our
direct-encryption PoPr enabled, the webserver must embec’gl
Certws_enc, @ Nnewly generated nonce, the hash of the de-
sired PoPr, the URL at which the client system can obtain
the PoPr, and a signature covering the favicon and all of Editing Bumpy-Protected Input. As presented (Sec-
these items into each page that may accept sensitive inputtion 4.1), Bumpy ignores non-display characters that do
Our webserver is a Dell PowerEdge 2650 with two Intel not cause dlur event in the web browser GUI while the
Xeon 2.4 GHz CPUs running the Debian Linux avor of user is entering sensitive data. Examples of such chasacter
Apache 2.2.3. In 25 trials, our CGI script induces a page- are backspace and the arrow keys. Here too, there are no
load latency of 17.00.4 ms, which is primarily composed technical limitations to enabling the user to edit her ogaqu

of reading the cryptographic keys from disk (8 2.0 ms) (from the browser's perspective) data. However, we are
and signing the nonce and metadata (86 ms). When  concerned about a malicious browser tampering with the
the user submits the completed page, the webserver mustursor and confusing the user. Additional investigation is
verify an attestation from her platform. In 25 trials, our warranted to determine whether this attack amounts to any-
CGil script induces a form-submission latency of less than thing beyond a denial-of-service attack (e.g., to get bette
2 ms to verify the signature on the attestation. Note that data for a keystroke timing attack [32]).

symmetric keys can be established that reduce the need

for the signature-veri cation operation to a one-time over
heads. Though we have not yet implemented this optimiza-
tion, the only cost is a few tens of bytes of long-term state
maintained on the user's computer and the webserver.

Trusted Path Between Trusted Monitor and Webserver.
There are many circumstances where the lack of a trusted
path from a remote server to a user with a compromised
computer can lead to the user's loss of sensitive informa-
tion. For example, when a remote server checks an attes-
Trusted Monitor Network Latency. Our Trusted Mon-  tation from the user's computer and nds known malware
itor uses a TCP connection between the Nokia E51 smart-installed, it is desirable to inform the user that her system
phone and the user's computer. If there is signi cant net- compromised. Other researchers have considered the use of
work latency, then the Trusted Monitor may not be display- PDAs or smartphones in such roles (e.g., Balfanz et al. [2]),
ing the correct URL and favicon when the user looks at but we consider this enhancement to Bumpy to be beyond
it. The smartphone can access the Internet using either itshe scope of the current paper.
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from Intel performs similarly for Intel hardware, though it in conformance with the relevant speci cations [34]. These
adds the ability to enforce a Launch Control Policy. The are the TPM's Endorsement Key (EK) Credential, Platform
Flicker system uses Late Launch to brie y interrupt the ex- Credential, and Conformance Credential. One option is to
ecution of a legacy OS and execute a special-purpose codeise these credentials directly as the host's identity, et t
module in isolation from all other software and devices on user's privacy may be violated. Motivated by privacy con-
the platform, before returning control to the legacy OS [18] cerns, the Trusted Computing Group (TCG) has speci ed
Once measurements have accumulated in the PCRs, thefPrivacy Certi cate Authorities (Privacy CAs). Privacy CAs
can beattestedto a remote party to demonstrate what soft- are responsible for certifying that an AIK generated by a
ware has been loaded on the p|atform_ They can also beTPM comes from a TPM and host with valid Endorsement
used tosealdata to a particular platform con guration. We ~Key, Platform, and Conformance Credentials.
discuss each of these in turn. To the best of our knowledge, there are no commercial
Privacy CAs in operation today. Thus, we must either pro-

Attestation. The attestation process involves a challenge- Vide all of the credentials corresponding to the untrusted

response protocol, where the challenger sends a Crypto_host to the challenger (compromising privacy), or the chal-

graphic nonce (for replay protection) and a list of PCR '€nger must blindly accept the AIK without performing any
indexes, and requestsT®M Quoteover the listed PCRs.  Verl cation (compromising host identity, and adopting the

A Quote is a digital signature computed over an aggregatetrust—on— rst-use model). Trust-on- rst-use models have
of the listed PCRs using akttestation Identity KeyAIK). been deployed successfully, e.g., for the Secure Shell(SSH

An AIK is an asymmetric signing keypair generated on the protocol_. Thus, we pelieve_ thg choice of which host identity.
TPM. We discuss certi cation of AlKs shortly. The mes- Mechanism to use is application-dependent. For communi-

sages exchanged between a challei@and an untrusted cation with a bank or established online merchant, where
systemU to perform an attestation are: an honest user almost always provides her true identity, it i

C! U: nonce. PCRindexes not clear that there is any loss of privacy by providing the

U! C: PCRvals fPCRvals, nonce gax full set of TPM and host credentials.
Once the challenger receives the attestation response, DiréctAnonymous Attestation (DAA) has also been pro-

it must (1) verify its nonce is part of the reply, (2) check poseq as an alternative to Privacy CAs for protecting plat-
the signature with the public AIK obtained via an authen- form identity [6]. To the best of our knowledge, no systems
tic channel, (3) verify that the list of PCR values received 2'€ available today thatinclude TPMs supporting DAA.

corresponds to those in the digital signature, and (4) ver-
ify that the PCR values themselves represent an acceptabl&ealed Storage. TPM-protected sealed storage is a mech-
set of loaded software. Note that since the sensitive opera-anism by which an asymmetric encryption keypair can be
tions for a TPM Quote take place entirely within the TPM bound to certain PCR values. Data encrypted under this
chip, the TPM Quote operation can safely be invoked from keypair then becomes unavailable unless the PCR values
untrusted software. The only attack available to malicious match those speci ed when the data was sealed. This is a
software is denial-of-service. In the context of the Flicke relatively slow process since the asymmetric cryptographi
system, this removes the code that causes the TPM Quot@perations are performed by the low-cost CPU inside the
to be generated from the system's TCB. TPM. An alternative is to use the TPM's Non-Volatile RAM
(NV-RAM) facility. NV-RAM can be con gured with simi-
Certifying Platform Identity. ~The Attestation Identity lar properties to sealed storage, in that a region of NV-RAM
Keypair (AIK) used to perform the TPM Quote effectively €an be que inaccessible .unless the PCR values match
represents the identity of the attesting host. We discuss op those speci ed when the region was de ned. NV-RAM has
tions for certifying this keypair (i.e., obtaining an autiie a limited number of write cycles during the TPM's lifetime,
copy of the public AIK for a particular physical host). but the use of a symmetric master key that is only read from
Multiple credentials are provided by TPM and host man- NV-RAM in the common case can greatly extend its life.
ufacturers that are intended to convince a remote party thatlicker can use TPM sealed storage or NV-RAM to protect
they are communicating with a valid TPM installed in a host !0ng-term state that is manipulated during Flicker session



