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ABSTRACT

In this paperwe describea new tool beingmadeavailableto the
networking researclcommunityfor passie analysisof TCP sey-
menttraces. The purposeof the tool is to provide more complete
andaccurateclassi cationof out-of-sequenceggmentsthanthose
provided by prior tools. One of the crucial factorsthat limits the
accurag of prior toolsis thatthesedo not incorporatevariations
acrossTCPimplementationgfor differentoperatingsystems}hat
have differentparameterge.g.,timer granularity minimum RTO,
duplicateACK thresholdsgtc.) or algorithmsthatin uence what
canbe inferred aboutout-of-sequenceggments. Our tool explic-
itly accountgor implementation-speci aetailsin four prominent
TCP stacks(Windows, Linux, FreeBSD/Mad0S-X, and Solaris).
We validate our tool throughseveral controlledexperimentswith
instance®f all four OS-speci cimplementationsisedin theanal-
ysis. We thenrun this tool on paclet tracesof ~ million Internet
TCP connectiongollectedfrom differentlocationsand present
theresults.We alsoincludecomparisonsvith resultsfrom running
selectedprior toolsonthe sametraces.

Categoriesand Subject Descriptors

C.2.3[Network Operations]: Network Monitoring; C.4[Performance

of System$ Measurementechniques;D.4.m [Operating Sys-
temg: Miscellaneous

General Terms
Measurementesign

Keywords
TCP Analysis,Passve, StateMachine,Loss

1. INTRODUCTION

In this paperwe describea new tool being madeavailable to
the networking researchcommunity for passive analysisof TCP
segmenttraces. The purposeof the tool is to provide more com-
plete and accurateresultsfor identifying and characterizingout-
of-sequencesegmentsthan thoseprovided by prior tools suchas
tcpanalytcp ows, LEAST, andMystery([8, 18,19, 26].

Our methodologyclassi es eachsegmentthat appearsout-of-
sequenc€O0S)in a paclet traceinto one of the following cate-
gories:network reorderingor TCPretransmissiotriggeredby one
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of—timeout, duplicate ACKs, partial ACKs, selectve ACKs, or
implicit recovery. Further eachretransmissiofis alsoassessetbr
whetherit wasneededr not.

Oneof the crucial factorsthat limits the accurayg of prior tools
is that different TCP implementationgfor differentoperatingsys-
tems) have unique parameterge.g., timer granularity minimum
RTO, duplicate ACK thresholds,etc.) or algorithmsthat in u-
encewhatcanbeinferredaboutout-of-sequenceggments.Ourap-
proachis to analyzeeachTCP segmenttracefrom the perspectie
of eachof four implementationgLinux, Windows, FreeBSD/Mac
0S-X, and Solaris)and determinewhich speci ¢ implementation
behaior bestexplainsthe out-of-sequenceeggmentsand timings
obseredin thetrace.

We validateourtool throughsereral controlledexperimentswith
instance®f all four OS-speci cimplementationsisedin theanal-
ysis. We thenrun this tool on paclet tracesof  million Internet
TCP connectionsollectedfrom  differentlocationsand present
the resultsincluding comparisonswith resultsfrom running se-
lectedprior toolsonthe sametraces.

Given that prior tools have beenshavn to provide reasonably
goodresults,onemight questiorwhetherthe additionalcomplete-
nessandaccurag justi es creatinganew tool. We believe thatthey
do sofor the following reasons First, aswe discussn Sections2
and5 below, eachof theseprior tools hasparticularstrengthsand
weaknessefor analyzingsomeaspect(spf out-of-sequenceeg-
mentsbut nonedealwith all aspectaitthedesiredevel of accuray.
Secondanumberof potentialusedor theanalysigesultsaremuch
enhancedvhenthey areareaccurate For example,while the TCP
lossdetectionandrecorery mechanismsre quite matureand un-
likely to undego majordesignchangestheremaystill be opportu-
nitiesfor “ ne-tuning” to improve certaincasesPrior studieshave
indicated(andour analysisin this paperhassubstantiatedthatre-
transmissionsretriggeredmuchmorefrequentlyby timeoutsthan
by duplicateACKs, andthatsigni cant numberf retransmissions
areunnecessaryHaving accuratedataon issuessuchastheseis
necessaryor quantifyingthe potentialbene tsof ne-tuning these
TCP mechanisms.Another examplewhereaccurateresultsfrom
analysisof out-of-sequenceegmentsare neededis in validating
andevaluatingmodelsof TCPperformancesuchmodelsarebased
on the evolution of TCP's congestiorwindow asit changeslong
with retransmissionsandaccordingto how the needfor aretrans-
missionwasdetectedtimeoutor duplicateACKs)[14, 15,24]. An
inaccurateclassi cation of suchretransmissiorcan misleadsuch
evaluations.

In therestof this paperwe describeour passie analysisnethod-
ologyin Section2. We presentool validationin Section3 andour
analysisof Internetconnectionsn Section4. We summarizere-
latedwork in Section5 andour conclusionsn Section6.



2. PASSIVE INFERENCE OF TCP LOSSES

A paclet traceof a TCP connectionis a time-orderedsequence
of datasegmentsand acknavledgments(ACKs) exchanged(and
obsered at the trace-collectingnonitor) betweernthe TCP sender
andthe TCPrecever. Our objectiveisto nd out, givena paclet
trace,which TCP sgmentswerelost in the network. Below, we

rst describethe sourceof Internetpaclet tracesusedthroughout
this paperandthendescribeour passie lossinferencemethodol-

ogy.

2.1 Data Sources

Table 1 describeghe tracesusedin our analysis. Thesetraces
are collectedfrom links with transmissiorcapacityrangingfrom
155Mbpsto OC-48. The abi traceg[5] arecollectedfrom a back-
bonelink of the Internet-2network (Abilene); the jap trace[6] is
collectedoff atrans-Rci c link connectinglaparto the US by the
MAWI working group; the unc traceis collectedat the campus-
to-Internetlinks of the University of North Carolina;andthe wis
andwrd tracesarecapturednsidethe UNC campus.Thewls trace
captureswirelessTCP connectiondrom over 600 wirelessaccess
points while the wrd trace capturegust the wired network. The
lei [4] tracesarecollectedat the campus-to-Interndinks of Uni-
versity of Leipzig; theibi tracecapturegrafc sernedby a cluster
of high-trafc web-serers (mirror for ibiblio.org). All tracesex-
ceptthe onefrom the link to Japanwere collectedusing Endace
DAG cards[2]; the jap tracewas collectedusing tcpdump[17].
The abi andlei tracesarefrom the NLANR repository Theung
ibi, andjap tracesinclude TCP optionsaswell. Our tracesetis
fairly diversein its geographidocation,proximity to TCPsenders,
aswell astypesof usersrepresented.

For our analysis,we useonly thoseconnectionghat transmit
at least10 sggments. Furthermore sinceour objective is to study
TCPretransmissionaye selectonly thoseconnectionsn which at
leastone OOSsegmentis obsened (“O0OS” connections)Table2
shavs theimpactof applyingthelatter Iter . While lessthan
of connectionghat transmitat least10 sgmentsalso have some
OO0S s@gments,theseconnectionscarry mostof the bytesin this
class.Furthermorethe tracesvary signi cantly in the distribution
of bytestransmittedper connection—thisaddsto the diversity of
ourresults.

2.2 PassvelLossInferenceMethodology

TCP usesa well-known combinationof detectionandrecovery
mechanismo dealwith pacletlosses—weeferthereaderto [10,
12,15, 16, 23, 31] for detailsof retransmissionimeouts(RTOs),
fastretransmit/receery (FR/R), triple duplicateacks(TDA), par
tial acks(PAs), andselectve acks(SACKSs). Eachof thesemecha-
nismsis usedto detectandretransmitsegmentsthatareperceved
to belost. Below we considerseveral approacheshat exploit the
existenceof thesemechanismdgor reliably inferring paclet losses
from the paclet traceof a TCP connection.

Why not considerall retransmissions?

Since TCP retransmitssggmentson detectingpaclet losses,the
simplest(and common)approachfor inferring sggmentlossis to
simply look for the reappearancef somesegmentsin the TCP
paclet trace and assumethat the original transmissiornwas lost
somavherebetweenthe monitor andthe recever [21]. However,
this approacttanleadto over-estimationof lossesasillustratedin
Fig 1, which depictspart of a TCP connectionselectedrom the
unc trace. Sggment3 is retransmittedduring a post-timeoutpe-
riod, althoughthe original transmissiorwas successfullyreceved

Figure 1: Implicit TCP Retransmission. Segmentl is retrans-
mitted due to a timeout. Segment2 is a necessaryimplicit
retransmissionwhile segment3 is an unnecessaryimplicit re-
transmission triggered simply due to TCP's recovery mecha-
nism.

(asis con rmed by the subsequerduplicateACK). In [8], Allman
proposesnalgorithm,LEAST thataccountgor suchunneedede-
transmissiongn computingthe true loss rate of a connection by
simply subtractingthe countof duplicateACKs that arereceved
aftertimeouts. However, suchan approachdoesnot helpidentify
which retransmissiong/ereunneeded.

Note that while sggment3 was retransmittedthis was not the
resultof ary explicit loss detection/receery attemptby the TCP
protocol. This example thus,illustratesthatin orderto reliably in-
fer pacletlossedrom all sggmentretransmissionst is importantto
tradk the explicit triggering of TCP's lossdetectionmedanisms—
namely RTO, TDA, PA, and SACK.

Why not simply track TCP senderstate?

It turnsout thateven simply trackingthe triggering of lossdetec-
tion/recavery mechanismén a TCP senderasis donein [19]—is
not sufcient for reliably inferring paclet losses. This is because
of two reasonselatedto TCP'sinability to accuratelyinfer paclet
losses:

Somelossesdo not trigger TCP's lossdetectionphases Forim-
plementatioref ciency, TCP sendersnaintainonly a limited his-
tory aboutunsuccessfutransmissions.In particular if multiple
paclet lossesarefollowed by a timeout,the senderexplicitly dis-
coversandrecosersonly from the rst of thoselosses. As a re-
sult, the remainingpaclet lossesmay not get discoveredby sim-
ply tracking the invocation of TCP's four loss detectionmecha-
nisms(RTO, TDA, PA, SACK). Fig 1 illustratesthis for segment2,
which wasunsuccessfullyransmittecthe rst time. The sggment
getsretransmittedn the post-timeouperiod,but without explicitly
triggering TCP's loss detection/receery mechanismsit is, thus,
importantto identify implicit retransmissionghat are neededfor
recoveringfrompadket losses

Notethatif historyaboutall previously transmitteddatapaclets
is maintainedthenthe ACK streamcanhelpidentify suchretrans-
missions(in Fig 1, the cumulative ACK receved afterretransmis-
sion of sggmentl indicatesthat segment2, which was previously
transmittedaslost).

A TCP sendermay incorrectly infer pacet losses TCP mayre-
transmita paclet too early if its RTO computationis not conser



Trace Duration | Avyg TCPLoad | # Connections| # Bytes | # Paclets
Abilene-OC48-200Zabi) 2h 211.41Mbps 7.1M 190.3G | 160.1M
Japan-155Mbps-2004ap) 4h 1.93Mbps 0.3M 3.5G 3.7M
UNC-wireless-200%wls) 178h 1.58Mbps 20.2M 126.9G | 157.6M

UNC-wired-2005(wrd) 178h 2.18Mbps 6.8M 175.1G | 217.5M
Liepzig-1Gbps-20038lei) 2h45m 9.53Mbps 2.4M 11.8G 17.3M
UNC-1Gbps-2005%unc) 4h 74 Mbps 14.5M 133.3G | 151.0M
Ibiblio-1Gbps-200Fibi) 4h 90.64Mbps 0.9M 163.2G | 158.9M

Table 1: General Characteristics of Packet Traces. The trace nameindicatesthe location, link speedthe year data wascollectedand
the acronym usedfor the trace. The remaining columnsdescribethe duration of the trace, averageload on the link, and the number

of connections bytes,and packets.

All Connections OOSConnections All OOSSegymentsExplained

Trace | #Conn | #Bytes | #Paclets | #Conn | #Bytes | #Paclets | # Conn | #Bytes | # Paclets
abi | 389.0K | 180.1G | 148.4M | 66.1K | 120.1G | 100.0M | 40.5K | 55.8G | 45.0M
jap 58.0K 5.0G 4.8M 29.8K 4.2G 4.1M 23.1K | 1.3G 1.5M
wls | 329.8K | 121.7G | 144.1M | 101.3K | 113.3G | 122.1M | 63.3K | 28.0G | 40.1M
wrd | 290.9K | 171.3G | 208.8M | 98.0K | 167.7G | 200.0M | 73.3K | 36.7G | 63.1M
lei 75.4K | 10.5G 12.6M 14.0K 7.8G 9.7M 10.7K | 3.1G 4.4M
unc | 774.8K | 121.3G | 129.5M | 168.1K | 94.7G | 100.5M | 131.7K| 46.0G | 49.1M
ibi 287.5K | 161.8G | 157.2M | 785K | 135.6G | 129.5M | 59.8K | 57.4G | 64.9M

Table 2: Characteristic of ConnectionsThat Transmit Mor e Than 10 Segments.Connectionsthat transmit atleast10 data segments
aredescribedunder “ All Connections”. Out of these the connectionswith tracesthat contain atleastoneOOS segmentare described
under “O0S Connection”. The nal setof columns describethe characteristics of the connectionsfor which our tool was able to

unambiguouslyexplain and classifyall OOS segments.

Figure 2: UnneededRetransmission. This visualization of a
real connectionfrom the unc trace shows how a single occur-
renceof network reordering resultsin somespurious duplicate
ACKs, that ultimately trigger 64 subsequentphasesof unnec-
essaryretransmissions.

vative. Furthermoresomepaclet re-orderingeventsmay resultin

the receiptof TDAs, triggeringa lossdetection/receery phasein

TCPR In fact, Fig 2, which againdepictspart of a TCP connec-
tion selectedrom the unctrace(andvisualizedusingthe tcptrace
utility [3]), plotsa connectionin which a single paclet reordering
eventresultedin thetriggeringof  subsequenphasef fastre-

transmit/recwery, thatlastedfor morethan secondsllt is, thus,
importantto identify explicit retransmissionghat are not needed
for recavering frompadet losses

Suchunneedea@xplicit retransmissionarenotidenti ed by
LEAST[8]—our analysisof InternetTCP connectionsn Section4
shavs thatmorethan90% of unneededegymentretransmissions
the Internetmay occurdueto explicit lossdetection/receery ac-
tionsby TCP. Notethatanexplicit retransmissioganbeidenti ed
asunneededf anACK is recevedwithin afractionof theconnec-
tion's minimumRTT afterthe segmentis retransmitted—weisea
fractionof 0.75in our analysis.

BasicApproach

As reasonedibore, if the timing andhistory aboutall previously
transmittedpaclets are maintainedfor eachconnection thenthe
ACK streantanhelpachieze eachof thethreegoalsoutlinedabove.
Basedon thisintuition, our basicapproactfor passie inferenceof
TCPlossessto: (i) replicatepartialstatemachinefor aTCPsender
that usesthe dataand ACK streamdo track the triggeringof loss
detection/receery mechanismsand(ii) augmenthestatemachine
with extrastateandlogic aboutthetransmissiomrderandtiming of
all previously-transmittecpaclets,in orderto classifyretransmis-
sionsasneededr not. Using this basicapproachwe canclassify
segmentretransmissionastriggeredby: (i) RTOs, (ii) TDAs, (iii)
PAs, (iv) SACKs, and(v) implicit. Furthermoregachretransmis-
sionis also classi ed as neededor unneeded Fig 3 depictsthis
classi cationtaxonomy

A similarapproachs takenin [19] for developingatool, tcp ows,
for studyingcongestiowindow behaior of TCPconnectionsHow-
ever, dueto the differentobjective, tcp ows doesnot focuson ac-
curatelyidentifying andclassifyingsegmentlossesin particular it
classi esretransmissionmto RTO-triggered T DA-triggered RTO-
recovery, andFR/R-receery. It doesnot analyzeimplicit retrans-
missions(RTO-recwery)to seeif theseareneededr not. In Sec-
tion 4, we shav thatup to 30% of neededandup to 40% of un-
neededsegmentretransmissionm the Internetoccurduring such
anRTO-recwery phase.



2.3 Practical Challengesin LossInference

Threekindsof practicalconcerncomplicateheimplementation
of the abore approach. We describetheseconcernsand how we
addresshembelow.

Diverseand Non-documentedTCP Stacks
The Challenge:

TCP implementationawvritten by differentoperatingsystem(OS)
vendorsmay differ (sometimessigni cantly) in eithertheir inter
pretationor theirconformancéo TCPspeci cation/standardgzur-
thermoreafew aspect®f TCP—suchashow asenderespondso
SACK blocks—arenot standardized As a result,the senderside
statemachinescan differ acrossOSes. This resultsin two main
challengesn implementingour basicapproach.First, the differ-
encein implementation®n differentOSesecessitatethatweim-
plementdifferentanalysistoolsto analyzeconnection®riginating
from differentsendersideOSes More signi cantly, giventhetrace
of a TCPconnectionijt is non-trivial to identify the corresponding
senderside OS anddecidewhich OS-speci canalysisprogramto
usefor analyzingthe connection.Second mostOSeseitherhave
proprietarycodeor have insufcient documentatioron their TCP
implementations. Without detailedknowledge of the loss detec-
tion/recavery implementationsit is not trivial to replicatethese
mechanism# our OS-speci canalysisprograms.

This challengehasnot beenaddressedh tcp ows [19], which
replicateonly the TCP standardspeci cation[10, 12, 16,23, 27].
tcp ows hasbeenvalidatedonly againstonnectionsvith FreeBSD
sendergthatfollow the standardslosely). Our analysisof general
Internetconnectionsn Section4 revealsthat more than 80% of
real-world connectionsnvolve eithera Windows or Linux sender
More importantly we nd thatanalyzingsuchconnectionwith a
FreeBSD-basetbol canintroducesigni cant inaccurag in identi-
fying andclassifyingTCPlosses.

Our Approach:

We considerandincorporatet prominentOS stacksin our analysis
tools—namelyWindows XP, Linux2.4.2,FreeBSD4.10,and So-
laris. The TCP sendeistackin MacOSis identicalto the FreeBSD
stack;hencethis OSis alsoimplicitly incorporatedn our analysis.
We usedthe popularpassie ngerprinting tool, pOf[32], in order
to identify thesendeiOSin threeof ourtraces(ung ibi andjap)—
we foundthatnearly90% of TCP connection®riginatedfrom one
of theseb sendersideOSes.

We extractsufcient detailsabouttheimplementatiorof lossde-
tection/recoery in the above OS stacksusing threedifferentap-
proaches(i) by studyingthe sourcecodewhenpublicly available,
(ii) throughdirect communicatiorwith OS Vendors,and (iii) by
usingan approactsimilar to the TBIT approachdescribedn [25]
(in orderto infer non-publicdetails). To extract OS information
using TBIT we install all four abore-mentionedOSeson experi-
mentallab machinesandrun the Apacheweb-serer on eachma-
chine. We thenimplementan application-l@el TCP recever (by
borroving from the TBIT codebasehatinitiatesTCP connections
to eachof the sener machinesandrequestdHTTP objects. Once
the sener machinesstart sendingthe objects, the recever arti -
cially generateglifferentsequencesm the ACK streamto trigger
lossdetection/receery mechanism®n the senderside stacks(in-
cluding TDAs, RTOs, PAs, and SACKs). We thenusethe man-
nerin which the sener respondgo the ACK streamfor inferring
several characteristicef the sendesside TCP implementationijn-
cluding the computationof RTO, the numberof duplicateACKs
thattrigger FR/R,andtheresponseéo SACK blocks. Detailsof the

extractedcharacteristicganbe foundin Table3 andin [28]. We
usethesedetailsin our implementationof four OS-speci ctrace
analysigprograms.

For eachTCP connectiorto beanalyzedwe runits paclettrace
againstll four analysisprograms We thenselectthe programthat
is ableto explain andclassifyeachretransmissiomvent.

Delaysand LosseBetweenMonitor and Sender
The Challenge:

Paclettracesusedn passie analysisaretypically collectedatlinks
that aggr@atetrafc from a large and diversepopulation. As a
result, theremay be several network links on the path betweena
TCPsenderandthetracemonitoringpoint. Thus,thedatapaclets
transmittedby the sendermay experiencedelays® losses,dupli-
cation, or reorderingbeforethe monitor obseresthem; the same
is truefor ACK pacletsthattraversebetweerthe monitorandthe
sender Consequentlythe dataand ACK streamsobsened at the
monitor may differ from thoseseenat the TCP sender In partic-
ular, if someof the TDAs obsered at the monitor fail to reach
thesendertheanalysigorogramsmayincorrectlyconcludethatthe
senderhasenteredFR/R. Similarly, if a datapaclet getslost be-
fore it reacheshe monitor, and subsequenthgetsretransmitted,
theanalysisprogramamayfail to infer thatthe paclet hasbeenre-
transmitted Thus,theprogramanaynotbeableto accuratelytrack
the sendessidestatemachine.

Our Approach:

In orderto dealwith this complication,we usea generalapproach
in which lossindicationsin the ACK streamtrigger only tentative
statechangesn the monitor statemachine,which are con rmed
only by subsequentetransmissiomehaior by the sender In ad-
dition, we considerall out-of-sequenc€O0S) segments(and not
just retransmittedsggments)as possibleindicatorsof paclet loss.
Furthermorewe infer network reorderingby either(i) detectingf
an O0S sgmentappearswithin a fraction (0.75) of the connec-
tion's minimum RTT after the sgmentwith the next higher se-
guencenumbey or (ii) detectingreorderingin the IP-id eld of
pacletsseenfrom a given TCP source.Finally, we infer network
duplicationof paclets by detectingrepetitionin the IP-id eld of
reoccurringsegmentsseenfrom a given TCP source. We remove
suchduplicatedOOSsegmentsfrom furtheranalysis.

Non-availability of SACK Blocksin Traces
The Challenge:

A largenumberof tracesdonotcapturehe TCPoption eld. SACK
blocksaretransmittedas TCP optionsandhencearenot available

1The RTT measuredt the monitor (monitorreceizer-monitor) is

lessthanthatmeasuredt the sender(sendetrecever-sender).We

addresshisissue(i) by estimatingthe monitorsendemmonitorde-

lay during the initial three-wvay SYN/SYN+ACK handshak, and
(i) by addingthis quantityto eachestimateof themonitorrecever

monitor delay in orderto obtainthe sendeireceversendeRTT.

Theinitial sub-R'T obtainedfrom the SYN/SYN+ACK exchange
is a good approximationof the minimum monitorsende/monitor
delay[7]. If subsequendelayson this sub-pathvary signi cantly,

the RTO computedat the monitor may be smallerthanthat used
by the sender Fortunately this discrepang doesnot negatively

impactour analysis—theRTO is usedasa minimumthresholdfor

the gapbetweerthe original transmissiorandretransmissiomf a
lostsegment.Therefore asmallerthan-actualalueof RTO would

simply lower the thresholdand still be ableto correctly identify

retransmissionthatoccurdueto timeouts.
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Figure 3: Classi cation Taxonomy

for passie analysisof thesetraces.The sendemay have usedthe
SACK blockinformationto retransmitcertainpaclets. In absence
of theseblocks,themonitorwill fail to accuratelydentify thecause
of theseretransmissions.

Our Approach:

To overcomethis problem,we develop the following heuristicto

identify whethera paclet could have beentriggeredby incom-

ing SACK information. We classify a sggmentretransmissioras
SACK-triggeredif: (i) the connectionis in FR/R, (ii) the retrans-
missionis not explainedby either RTO or a PA, and (iii) the se-
guencenumberof the retransmittedsegmentis lessthanthe high-

estsequencaumberthatwasin ight whentheconnectiorentered
FR/R.We evaluatethis heuristicusingthe uncandjap traces.We

rst runouranalysigoolswith the SACK blocksavailableandlog

all OOSsegmentghatwere SACK-triggered.Thenwe remove the
SACK blocksfrom thesetracesandrun the tools with the above

heuristic. The heuristic-basednalysisidenti ed all of the OOS
segmentsidenti ed as SACK-triggeredby the analysishasedon

SACK blocks; however, it also marked 6.9% and 15.3% of the
unexplainedeventsas being SACK-triggered,in the unc andjap

tracesrespectiely. Our analysisof InternetTCP connectionsn

Section4 shaws that only a small fraction (lessthan 7%) of all

0OO0S sggmentsare SACK-triggered—thepossibleoverestimation
introducedby theabove heuristic thereforejs not signi cant.

2.4 Summary of Our Methodology

Ourmethodologyfor reliablyinferringandclassifyingTCPlosses
canbesummarizedsfollows.

1. We rst extracttheimplementatiordetailsof four prominent
TCP stacks(Windows XP, Linux 2.4.2,FreeBSD4.10(Ma-
c0S), and Solaris) using the approacheslescribedn Sec-
tion 2.3. Thesedetailsprimarily includetheinitial RTO, the
minimum RTO, the RTO estimationalgorithm, the number
of duplicateACKs that trigger FR/R, and the responseso
partial ACKs andSACKs. In addition,someOS-speci cpe-
culiaritiesareincluded—forinstancejf a sggmentwith op-
tions elds is to beretransmittedn FR/R, someversionsof
Windows transmita small paclet equalto the sizeof the op-
tions eld.

2. Wethenreplicatethelossdetection/receery mechanismén
four OS-speci ¢ analysisstate machines—thesstate ma-
chinesusethe dataand ACK streamsasinput. Lossindi-
cationsin the ACK streamareusedto only tentatively trig-
gerstatetransitionswhich arecon rmed only by subsequent
segmentretransmissiomehaior. For instance pn detecting

anRTO-basedetransmissiorthestatemachinewill enteran
“RTO-recavery” state.A new RTO is calculatedary pend-
ing RTT measurement@recanceledandthe SACK block, if
presentjs cleared.The machineexits this stateon receving
anACK for the highestpaclet thatwasin ight whenRTO
wasdetected.

3. We thenaugmenthesemachineswith extra logic and state
aboutall previously-transmittedpaclets, in orderto clas-
sify retransmissionasneededr unneededndinfer paclet
losseswith accurag greatethanTCP.

4. Wethenrun eachconnectiortraceagainstall four machines
andusetheresultsfrom the onethatcanexplain andclassify
all of the obsered OOS sggments. In casemorethanone
machinematcheghis criteria, we checkif the classi cation
of eachOOS sggmentis the samein eachmachine. If not,
we discardtheconnectionWe alsodiscardtheconnectiorin
casenoneof the machinesanexplain eachOOSsement.

Our methodologyclassi es all OOS segmentsthat appearwithin
the paclet traceof a TCP connectionaccordingto the taxonomy
depictedn Fig 3.

We haveimplementedheabove machinesn theC programming
language.All four implementationg€ananalyzemorethana mil-
lion connectionsn afew minutes.Severaldetailsof ourmethodol-
ogy andimplementatiorhave not beenincludedin this sectiondue
to spaceconstraintsTheseadetailscanbefoundin [28]. Thesource
codeis availableonlinevia [1].

In the next two sectionswe validateour methodologyandcom-
pareits performancevith pastwork.

3. VALID ATION

Ourprimaryvalidationmethodis to compareheoutputfrom the
analysigoolsfor TCP connectionsvherethe“groundtruth” about
the classi cation of eachOOS segmentis known. To do this, we
modi ed the TCP Behavior InferenceTool (TBIT) [25] in orderto
obsere the senders responsesinderadditionalcontrolledcondi-
tions. We supplementhis validationby comparingthe determina-
tion madeby thetoolsfor identifyingaspeci ¢ OSimplementation
with theresultsfrom p0f[32] - awell-known passie ngerprinting
tool.

3.1 }/alidation Against T8IT Controlled Condi-
ions

TBITemulatesa TCPprotocolstackfor therecever sideof auni-
directionaldatatransferwherethe senderis a normalapplication
(in ourcaseaWebsener) runningover areal TCPimplementation
in a speci ¢ operatingsystem. We modify TBIT to simulatedif-
ferentpaclet lossscenarioghatwould trigger senderesponseby
withholding ACKs, sendingduplicateACKs, andproviding SACK
blocks. Becausehe state-machinanalysiscritically dependon
inferring the TCP senders RTO to identify retransmissionsrig-
geredby timeouts,we use TBIT to delay ACKs thus simulating
variableround-trip delays. For someof the validation scenarios
describedbelonv we also usedummyneton the TBIT machineto
createadditionalconstantateny betweerthe sendeandrecever.

For eachvalidation scenariowe usedtwo machines,one run-
ning TBIT and the otherrunning a web sener, connectecbver a
switched100/1000Mbps Ethernetthat is sharedby usersin the
ComputerScienceadepartmentTBIT establisheé TCP connection
to the web sener and senta valid HTTP requestfor a very large

le. TBIT thenimplementedhe desiredvalidationscenariowith a
speci cally generated\CK stream.Unlessstatedotherwise each



Parameter Linux | Windows | FreeBSD Solaris
Timergranularity | 10ms | 100ms 10ms 10ms
Initial RTO (s) 3 3 3 3.375
Min RTO (ms) 200 200 1200 400
RTO srtt+ srtt+ srtt+ 1.25*srtt+
vartt 4*rttvar 4*rttvar 4*rttvar
Dup-ACK threshold 3 2 3 3

Table 3: Valuesof key parametersin different TCP Stacks

validationscenariovasrepeated.00timesbecausaot all sources
of variationin timing couldbecontrolled(e.g. OSschedulingEth-

ernetswitchdelays etc.). Separatestimateof theseuncontrolled
delaysconcludedhatthemajority werelessthanl millisecondand

nearlyall werelessthan10 milliseconds.

The entiresuite of validationscenariosvasrun with TBIT con-
nectingto eachof four differentTCPimplementationenthesener
machine— Windows XP, Solaris,Linux 2.4.2,and FreeBSD4.10.
Bidirectional tcpdumpsof all paclets were taken on thesesener
machinesandthe traceswerethenusedasinput to our validation
procedures. The procedureshave two parts— (1) to verify that
eachTCP implementatiorrespondsn real operationas expected
(thus establishingthe “ground truth”) , and (2) to verify that the
state-machinanalysigprogramsorrectlyemulateeachimplemen-
tation's responsesFor part (1) we processedhe tcpdumptraces
with tcptrace[3] andothertoolsto verify theimplementationste-
sponsedy inspection.For part(2), we usedthe tcpdumpsasinput
to the state-machinanalysisprogramsandrecordedheir outputs.
By comparingthe resultsfrom the state-machinanalysiswith the
known implementationmesponsesye coulddeterminehow correct
the inferencesaboutconditionsat the sendemwere. We alsoused
thetcpdumpsasinput to the analysisprogram.tcp ows, presented
in [19] but reportthe resultsfrom this only whenthey differ sub-
stantiallyfrom ours. In addition,we implementthe LEASTalgo-
rithm from [8] for identifying unneededetransmissions.

3.1.1 RTOclassi cation:

The rst group of validation scenariodeal with how well the
state-machin@analysiscaninfer the senders estimateof RTT and
RTO which arecritical in identifying retransmissiongiggeredby
timeouts.In this groupof validationscenariosTBIT causesll re-
transmissionso betriggeredby timeouts(by withholding ACKSs).
The analysisstatemachinefor eachimplementatiorrequirescor
rectvaluesfor parametersle ning the initial andminimum RTO,
the timer granularity andthe equationsusedin computingRTO.
Theseelementsreveri ed aspartof thevalidationresults.Table3
givesthevaluesusedin the statemachinefor eachTCPimplemen-
tation? 3

RTT estimation:

Dummynetwasusedn experimentsvith constanminimumRTTs—
of 50, 100, 150, 200, 400, 1000, and 2000 ms—betweerthe two
machinesAll RTTs estimatedor sgment/ACK pairsby our state
machinesverewithin +/- 10 millisecondsof the valuesetby dum-
mynet (thesedifferencesare consistenwith the inherentvariable
delaysin the switches).

2Detailsaboutthe RTO computatior(srttandrttvar) aretakenfrom
RFC2988[27]. Linux, however, usesasigni cantly differentcom-
putationfor the variancein RTT—we extract this from the Linux
sourcecode.Thedetailscanbefoundin [28].
3Someparametergor Windows arebasedon privatecommunica-
tion with engineerst Microsoft Corp.
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Figure4: Error in RTO estimation for different OSes

Initial RTO setting:

Theinitial RTO parametehelpsclassifyretransmissionsf SYN or

SYN+ACK sggmentsatconnectiorestablishmentTBIT initiateda
connection(sentSYN) but did not respondo the SYN+ACK sent
by the sener. This resultedin a retransmissioof the SYN+ACK

aftertheinitial RTO interval. Our OS-speci cstatemachinesor

rectly identi ed the SYN+ACK retransmissioras beingtriggered
by RTO; further, themeasuredRTO wasequalto thevalueexpected
+/- thetimer granularity(alsoshavn in Table3).

Minimum RTO setting:

No delayswereaddedto the actualRTT (typically 1 millisecond)
over the switchedEthernet. TBIT receved and ACKed a signif-
icant numberof segments(typically 50 or more) so the senders
RTO calculationstabilizedbeforewithholding all ACKsto trigger
an RTO retransmission.The extremely small RTT andthe stabi-
lization of the RTO beforewe simulatea droppedpaclet ensure
that RTO shouldoccurafteraninterval approximatelyequalto the
minimumRTO. TheOS-speci cstatemachinegorrectlyidenti ed
theseretransmissionas triggeredby RTO using theseminimum
valuesandtimer granularities.

RTO Estimation

Thesevalidationsvereconductedvith bothnearconstanandhighly
variablerandomdelays.For theexperimentswvith nearconstantle-
lays (varying by only 1-10 ms causedby switch delays),we used
dummynetto seta targetminimum RTT rangingfrom 10 to 1000
ms betweerthe two machines.For experimentswith highly vari-
abledelays ACKsweredelayedandomlyby TBITto varytheRTT
from 0 to 400% above the dummynetminimum delaysdescribed
above. In bothsetsof experimentsTBIT triggeredRTO retransmis-
sionsby withholding ACKs afterarandomlyselectecpaclet.
Figure4 summarizeshe resultsof all the RTO experiments.It

shavs the CDF of theerrorbetweertheactualRTO extractedfrom
the tcpdumpandthe RTO value predictedby the statemachines,
normalizedo thetimer-granularity We seethattheerrorsfell well
within the timer granularityfor a particularOS exceptfor Win-
dows. Windows exhibits astronginstability in its RTO calculation.
We contactedengineersat Microsoft who attributed our obsena-
tionsto a “roundingissue”with the OS, the detailsof which were
not revealeddueto copyright issues.However, our heuristicsfor
timeoutdetectionin the statemachinefor Windows are consera-
tive enoughto not be affectedby the error. In termsof absolute
numbers the differencebetweenthe obsered and statemachine



Trace #00S pOf-identi ed % Linux % Windows % FreeBSD % Solaris % Other
Connections| Connections | Correct| Wrong | Correct| Wrong | Correct| Wrong | Correct| Wrong | OSes
jap 23923 21260(89%) | 25.79 0.02 21.21 0.32 4151 0 1.98 0.05 9.11
ibi 59713 59713(100%) | 99.80 0.20 0 0 0 0 0 0
unc 138214 136524(99%) | 7.26 0 78.08 0.69 5.02 0 8.52 0.17 0.25

Table 4: Validation using pOf. The third column lists the number (and percent) of connectionsfor which pOf wasable to identify the
sourceOS. For eachOS, we nextlist the percentof connectionsfor which our estimation of senderOSwascorrector wrong. The last
column lists the percentof connectionswhich did not belongto any of the OSesthat we model. All percentvaluesare with respectto

the secondcolumn.

RTO waswithin for Linux andwithin for FreeBSDand
Solaris.

Theseexperimentsalso allowed us to estimatethe percentage
of RTO timeout eventsthat would have beenmissedif we used
only the RFC speci cationsin the analysistools asis done for
tcp ows [19]. We found that if only the RFC speci cationwas
used,we would miss 85% of RTO eventsin Linux TCP connec-
tions, 55% in Windows, and100%in Solaris. This is perhapghe
mostimportantreasorthat OS-speci clogic needsto be incorpo-

ratedin theanalysigtools.

3.1.2 FR/Rclassi cation:

The secondgroupof TBIT validationscenarioglealswith how
well the state-machinanalysiscaninfer the senders responseo
duplicateACKs, partial ACKsin FastRecasery, andSACK blocks.
In all casesTBIT recevedandACKedarandomlychosemumber
of sgmentsbeforecreatinga speci ¢ lossscenario.

Number of duplicate ACKs to trigger retransmission:

To simulatethis case,TBIT sentduplicateACKs (without delays)
in responseo subsequendegments(thussimulatinglossof aran-
dom segment). The numberof duplicateACKs was varied from
1to 4. We repeateckachof theseexperiments4 timeswith dif-
ferentrandomnumberseeds.In the absencef enoughduplicate
ACKs, the sendertimes out and this is detectedcorrectly by our
OS-speci c statemachines. In the presenceof enoughduplicate
ACKs, the retransmissiorwas by a Fastretransmitand our OS-
speci ¢ statemachineslsoclassi ed theseeventscorrectly For a
windows connectionthetcp ows tool failedto identify theretrans-
missiongriggeredby 2 duplicateACKs. Thisis becausé assumes
that 3 duplicateACKs areneededasis recommendeéh the RFC
speci cation.

Responseo Partial ACKs in FastRecovery:

TBITtriggeredaretransmissioby sendingsuf cient duplicateACKs
(as describedabove) and then sentpartial ACKs for a randomly
chosensegmentfrom amongthosetransmittedbetweerthe origi-
nal andretransmissionWe repeatedhis experiment4 timeswith
differentrandomseeds.Our OS-speci c statemachinescorrectly
identi ed thesePartial ACK events.NotethatWindows TCP does
notretransmiton receving a partial ACK during FR/R but instead
retransmissionaretriggeredby RTO (doesnotimplemenmnevReno
but doesuseSACK if present).

Responseo SACK blocks

TBITtriggeredaretransmissioby sendingsufcient duplicateACKs
andgeneratedereraldifferentcasef SACK block contentsndi-
catinggapsin thereceved sggmentsheyondthe simulatedoss. In
all casespur OS-speci c statemachinescorrectly classi ed such
retransmissionsThereareminor differencedn the way Windows

respondg$o SACK. This cancausea RTO-triggeredretransmission
even in presenceof correct SACK blocks. Thesepaclets were
correctly classi ed by our Windows-speci ¢ statemachine. The
tcp owstool, whichdoesnotuseSACK blocks,classi edtheabove
assimply retransmissionduring“FR/R recovery”.

Unneededand NeededRetransmissions:

TBIT simulatedinstancesof the implicit retransmissiorscenario
of Fig 1. In a secondsetof scenariosit sendsspuriousduplicate
ACKsto triggeranunneededetransmissioisimilarto Fig 2). Our

OS-speci ¢ statemachinescorrectly classi ed the corresponding
retransmissiongs neededor unneeded Theseexperimentsalso

allowedusto compareour state-machineesultswith thosewe ob-

tainedby implementingthe algorithmusedin LEAST[8]. LEAST
correctlyidenti ed the unneededetransmissioné the rst sce-
nariobut failedto identify themin thesecondccase.

3.2 Validation Against Real TCP Connections

Next, we validateour tool-setagainsttracesof real-world TCP
connectionslin this case sincewe do not have accesgo eitherthe
TCP senderor the recever for theseconnectionsthe groundtruth
aboutthe classi cationof eachOOSsegmentis not knovn. Con-
sequentlywe cannot usethe samevalidationtestsasthoseusedin
Section3.1. Instead we useour tool to identify the sendeiOS (as
the one correspondindo the statemachinethatis ableto explain
all OOSsegments).Our validationevaluateshow accuratelydoes
ourtool-setidentify thesendetOS (andhencejs ableto accurately
modelthe sendesstatemachineandclassifyOOSsements).

For establishinghe groundtruth aboutthe sendetOS, we rely
on pOf [32]—a popularpassie ngerprinting tool which usesthe
information presentin the option elds of SYN, SYN+ACK, or
Resesegmentdo identify thesourceOSfor thepaclet. We usepOf
to identify the senderside OS for all OOSconnectionsn thejap,
ibi, andunctracesthatweresuccessfullyclassi ed by our tool-set.
ThesdracesncludeTCPoption elds and,hencecanbeanalyzed
by pOf.

We compareour estimateof the sendetOS to that reportedby
pOf. Table 4 reportsthe comparisorresults. The numberslisted
underthe OS-speci ccolumnsreportthe percentof pOfidenti ed
connectiondor which our tool-setcorrectly or incorrectly identi-

ed thesendetOS.We obsenre that:

pOfis ableto identify the sendetOS for 89-100%of the con-
nections. The relative mix of sendetOS is quite different
acrossthe threetraces. This is to be expected;ibi repre-
sentsconnectionso aclusterof web-serers,all of whichrun
Linux; uncrepresentsnemberof anacademi@andmedical
community mostof whomuseWindows PCs;jap represents
trans-continentatonnectionsnadeby ageneriomix of users
in Japan.



Our estimateof sendetOS matcheghatof pOffor morethan
99% of the connections—accurggs high for all four OSes.
We attributethis high level of successo two factors:(i) our
in-depthmodelingof senderstateaswell ashigh granularity
of analysisof OOS sggments;and (ii) our conserative ap-
proachof ltering out connectionswith even a single OOS
segmentthatis not robustly explained.

A naturalguestionto askis: in practice howimportantis it to cor-

rectlymodelthesenderOS?In particular if anRFC-basednalysis
tool is used how differentwould theresultsbe. We investigatehis
andotherissuesn the next section.

4. IMPACT

We believe the reasonfor the high degree of accurag of our
tool is thatwe insiston unambiguouslyexplaining andclassifying
all OOS sggmentsthat appeamwithin a connection.In orderto be
ableto doso,ourtool encodesigni cant amountof stateandlogic
andit incorporateamuch of the diversity acrossTCP implemen-
tations. It is naturalto ask: in practice how mud differencedoes
thismale? In particularif priortoolsareusedto analyzeeal-world
OOSconnectionshow differentwouldtheclassi cationresultsbe?
We investigatethis issueby raising several questionsbelov—we
addressachquestionby analyzingall of the seven InternetTCP
trace-setslescribedn Section2.1.

How many OOSsegmentxan we successfullyclassify?

Table2 reportsthe numberof OOSconnectionsn which all

OOSsgmentswereunambiguouslylassi ed by our analy-
sis. We nd thatin nearly25-35%of OOS connectionsat
leastone OOS sggmentcould not be classi ed. Two main
factorsareresponsibldor thefailure to completelyclassify
aconnection.

— First,we speci cally modelonly 5 sendelOSversions.
In orderto studythe prevalenceof theseOSeswe ran
pOf againstall connectiongwhetheror not they had
ary OOSsaments)thatappeain thejap, ung andibi
traces. While more than 80% of connectionsn each
trace originatedfrom a Windows or Linux machine,
we foundthatnearly10% of connectionsn eachtrace
originatedfrom an OS differentfrom theaboe ve—
suchconnectionsconsequentlymay not be success-
fully modeledby our statemachines.

— Secondrecallthatwe applyaconserative lter for ac-
ceptinga connectiorclassi cation: (i) eachOOS sey-
ment that appearsn a connectiontrace must be ex-
plained,and (ii) the explanationsmustmatchif more
thanonestatemachineexplainsall suchseggments.
More that 50% of the discardedconnectionsare dis-
cardednly dueto theseconduleabove. In Section3.2
we saw thatpOf canbe usedquite effectively for iden-
tifying the sourceOS of connections.This allows us
to eliminatethe secondltering rule—if morethanone
statemachinesexplain all OOS segmentsof a connec-
tion, pOf canbe usedto identify the sendeiOS, andthe
correspondingOSclassi cationcanbe acceptedWe
arecurrentlyincorporatingthis featurein ourtool-set.

Figure5 plotsthe distribution of the numberof unecplained
OOS sgmentsin eachOOS connection. We seethat all
segmentsare classi ed in 62-95% of the connectionsand
theseare acceptedy our lters (asis alsoindicatedin Ta-
ble 2). More interestingly the numberof unexplainedOOS
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Figure 5: The distrib ution of the number of unexplained OOS
segmentdn eachOOS connection.

segmentsare lessthan5 in mostof the remainingconnec-
tions. Sincethe total numberof unexplained segmentsis

small,it maybeworthwhileto includein ouranalysigheex-

plainedOOSsegmentsavenfrom thediscardedonnections.
We studybelav how our classi cationresultschangef we

do so. For the restof the analysisin this section,however,

we do notincluderesultsfrom suchconnections.

How importantis it to replicate TCP senderstate?

Tables5 and7 reportour classi cationfor OOSseggmentsn
theseventracesaccordingo thetaxonomyof Fig 3. Table7
shaws thatthe fraction of retransmissionthatareunneeded
(theoriginaltransmissiorof thesegmentwasnotlost) ranges
from 3-19%. This suggestghat, in practice, TCP lossrate
would be signi cantly overestimatedf every segmentre-
transmissions takenasanindicatorof paclet loss—thisun-
derscoreghe importanceof modelingandreplicating TCP
senderstate.

In orderto studythe effect of our connectionlter —thatre-
quiresthateachOOSsegmentbeunambiguouslglassi ed—
we presentin Table 6, our classi cation resultswhen the
explainedOOS sggmentsareincludedfrom all connections
(including the connectiongliscardedoy our Iter). We nd
thatthe numberof unexplainedsegmentsaresmall (7-16%)
in eachtrace. More importantly Tables5 and 6 are quite
comparablen thedistribution of elementswithin the classi-
cation tree? This suggestshatour Iter doesnot biasour
classi cationresultssigni cantly.

How important is it to identify unneededexplicit retrans-
missions?

Table 7 also compareghe classi cation of neededand un-
neededetransmissionmadeby our tool-setto thatmadeby
LEAST[8]. We nd thatthe numberof unneededetrans-
missionsreportedoy LEASTIs alwayslower (sometimesy
more than 50%) than that reportedby our tool-set. There
aretwo reasonsor this. First, asillustratedin Section2 and
asdemonstrateth Section3, LEASTdoesnotidentify some
explicit retransmissionthatareunneededTable7 indicates

“Wealso nd, althoughnotreportechere thatthevaluesin Table7
(including thosereportedfor LEAST) do not changesigni cantly
if explained OOS sggmentsfrom discardedconnectionsare also
included.



OurTool-set tcp ows
Trace| #0OO0OS % % SegmentRetransmissions % % SegmentRetransmissions
Sgyments| Network | Total | RTO | Dupack| PA | SACK | Implicit || Network | RTO | Dupack| RTO FR/R
Reorder Reorder recovery
abi 339.2K 14.1 859|334 | 179 |[44] 71 23.1 - - - - -
jap 121.7K 4.2 958 | 469 | 139 | 58| 24 26.9 - - - - -
wls | 1119.5K 5.8 942 | 529 | 10.7 |6.1| 24 22.1 - - - - -
wrd | 1250.4K 5.3 94.7 | 66.0 9.6 25| 11 15.6 - - - - -
lei 110.5K 0.2 99.8 | 53.5 9.9 28| 50 28.6 0.8 55.2 7.5 34.7 1.8
unc | 1327.4K 12.9 87.1| 40.3| 132 |6.1| 65 20.9 13.8 39.5 7.0 36.0 3.6
ibi 787.4K 0.2 99.8 | 328 | 173 | 87| 04 40.8 0.27 265| 212 29.7 22.3

Table5: Classi cation of OOS segmentsy tcp owsand by our tool-set. Theseare fr om connectionsfor which we were ableto unam-
biguously explain and classifyall OOS segments.tcp owsclassi esan OOS segmentasone of: network reordering, retransmission
triggered by RTO, duplicate ACKs, or during FR/R or RTO-recovery.

Trace| #OOS | % Network % SegmentRetransmissions
Sgments| Reordered| Total | RTO | Dupack| PA | SACK | Implicit | Unexplained
abi | 1345.0K 11.4 88.6 | 269 | 17.1 4.0 7.3 17.4 16.0
jap 340.8K 6.3 93.7 | 35,6 | 14.6 5.0 4.2 221 12.2
wls | 2927.5K 7.7 923|399 | 114 5.9 2.7 22.3 10.0
wrd | 4177.3K 7.3 92.7 | 439 | 114 2.2 0.8 19.2 15.3
lei 294.5K 0.4 75.6 | 406 | 11.6 3.1 5.6 24.0 14.7
unc | 2752.9K 12.6 87.4 | 329 | 127 5.7 6.0 20.1 10.0
ibi 2383.9K 0.7 93.0| 26.3| 196 | 109| 0.2 34.8 7.5

thata majority of unneededetransmissionsccurdueto ex-
plicit TCP loss detection-receery actions. Second,when
duplicateACKs generatedy unneededmplicit retransmis-
sionsarelostin thenetwork, LEASTfailsto concludethatthe
retransmissiorwas not needed. While this is true even for
our tool-sets,our additionalanalysisof the timing between
theretransmissiomndthe ACK (ACK arriveswithin a frac-
tion of theminimum RTT) for the sggmenthelpsusidentify
someof theseretransmissions.

How importantis it to classifyimplicit retransmissions?

Implicit retransmissionare not analyzedfor whetherthese
areneedecr notby tcp ows [19]. Table5 indicatesthatthe
fraction of retransmissionshat are sentimplicitly by TCP
is signi cant (16-40%).More importantly Table7 indicates
that, in practice,up to 30% of needed(and up to 40% of

unneededpeggmentretransmissionsccurimplicitly. Clas-
sifying theseis, therefore jmportantfor ary studyof either
TCPlossewr the effectivenesf TCP mechanisms.

How importantis it for the analysisto be OS-sensitie?

tcp ows [19] is basedon TCP standardspeci ed in RFCs
anddoesnot incorporatevariationsthatexist in TCPimple-
mentationsacrosdifferentOSes.In orderto assessheim-
pactof being OS-insensitie, we analyzeusingtcp ows all
OOSconnectionghat were explainedby our tool-setin the
lei, unc andibi traces(the othertracescould not be pro-
cessedy tcp ows dueto incompatibletraceformats). Ta-
ble5includegheresults—notehatthe“FR/R” classi cation
of tcp ows is acombinationof our PA- andSACK-triggered
catgories,andthat “RTO-recavery” is capturedby our im-
plicit categgory. The classi cation differs signi cantly from

Table 6: Classi cation of all OOS segmentgincluding unexplainedevents) by our tool-set. Theseare all connectionsirr espectve of
whether we were able to explain all eventsor not.

thatof our tool-setreportedin the sametable,underscoring
the needfor incorporatingpopularimplementations.

We also evaluatethe needfor OS-sensitie analysisusing
our tool-set. For this, we againconsiderall OOS connec-
tions in the above threetracesthat were explainedby our
0OS-sensitie tool-set,and obsere the classi cation results
whenonly our FreeBSD-speci cstatemachine(which fol-

lows the TCP standardgairly closely)is usedon these.This
statemachinewasunableto explain around50% of all OOS
segmentsn eachtrace!

How important is it to incorporate delaysand lossesbe-
tweenthe monitor and the sender?

Table5 shaws thatsigni cant numberof OOSsegmentsoc-
cur dueto network reorderingbetweenthe senderand the
monitor We have alsoobseredthata signi cant fractionof
lossesoccurbetweerthe sendemndthemonitor. It is, there-
fore,importantto incorporatesuchnetwork anomaliesn the
analysis.

In the abi and unc traces’ nearly 13-14% of OOS events
areclassi ed asdueto network paclet reorderingbetween
thesendeandthemonitor—thesenumbersappeaunusually
high. To investigatetheseeventsfurther, in Fig 6, we plot
thetime gap(referredto astheresequencindelay) between
eachsuchOOSsegmentandthesegmentwith thenext higher
sequencaumber We nd thatmostof theresequencinge-
lays arewithin 5 ms—thisindeedcorrespondso timescales

SA known contrikutor of excessie reorderingin the UNC trace
is the presenceof intrusion detectionapplianceghat divert, from
selectedconnectionsa few IP pacletsfrom the fastdata-pathfor
deepeiinspection.



Our Tool-set

Trace| # Total % Needed % Unneeded % No LEAST[8]
Retran | Total | Implicit | Explicit | Total | Implicit | Explicit | Inference|| % Needed| % Unneeded
abi 291.9K | 79.1 13.1 66.0 12.0 4.9 7.1 8.8 89.6 10.4
jap 116.6K | 82.4 4.4 78.0 15.6 6.6 9.0 2.0 92.7 7.3
wls | 1054.2K | 86.7 22.3 64.4 13.2 11 12.1 0.1 98 2.0
wrd | 1184.2K | 96.2 15.9 80.3 3.7 0.5 3.2 0.1 97.7 2.3
lei 110.3K | 825 19.6 62.9 12.7 4.2 8.5 4.8 87.7 12.3
unc | 1155.9K | 91.2 214 69.8 7.7 11 6.6 15 96.2 3.8
ibi 785.5K | 76.6 23.2 53.4 18.9 13.1 5.8 4.5 85.0 15.0

Table 7: Neededand UnneededRetransmissiongfor connectionswith all OOS segmentsinambiguously explained).

A T
Z 08 00
= I
< X
8
S 06 ¥
o "/‘
g ¥
< 04t
> i
S |
3
O 02 ¥
unc —+—
abi ——x—
0
0 5 10 15 20 25

Time (ms)

Figure 6: Resequencinglelaysfor reordered segments

of network reorderingandis muchsmallerthantypical RTTs.
Thesmallfractionof OOSsegmentswith largeresequencing
delaysoccurin connectionswith large minimum RTTs as
well.

5. RELATED WORK

Therealreadyexists an extensive body of work on passie anal-
ysis of TCP connectionsTcptrace][3] is perhapshe mostwidely
usedamongthe mary tools available for passie analysis. How-
ever, tcptracelike mary othertools,doesnotmaintainenougtstate
to accuratelyinfer TCP losses. The mostclosely relatedwork is
tcp ows [19], a state-machin@pproachor analysisof TCP con-
nections. This state-machinalesignis basedon RFC speci ca-
tions for congestiorresponseretransmissionsand RTO calcula-
tions. tcp ows canperforma passie analysisof tracestakenat an
arbitrary network link and attemptsto characterizehe causesof
lossesusinginferencesof RTO andthe senders congestionwin-
dow. Studyof atracefrom a backbondink usingtcp owsin [19]
concludedhat9-19%of retransmissions/ereunneededandthat
7-25% of out-of-sequenceventswere becausef paclet reorder
ing. Thoughthistool wasasigni cant advancein passie analysis,
we foundthatthis methodhasseveral practicallimitationsbecause
of thedifferencesn thevariouswidely usedTCPimplementations.
Furthermore sincethe primary purposeof [19] was not to study
paclet lossesin detail, their analysistool is limited in the granu-
larity with which OOS segmentsare classi ed. The resultsfrom
their method(especiallythe RTT calculationand the subsequent

RTO calculation)aredependenbn the frequenyg with which RTT
is measuredper paclet vs. per ight), andthe inferenceseces-
saryto track the senders congestiorwindow. All of thesedepend
onthedetailsof speci ¢ TCPimplementationsTo overcomethese
problemsvehave usedOS-speci cstatemachineto morerobustly
infer TCP sendeistatein passie analysis.

OS-speci canalysisis not a new idea. In [26], Paxsonimple-
menteda statefulimplementation-speci @nalysisin his tool “tcp-
analy”for passie analysiof tracesattheendsystem.Theprimary
limitation is that it hasnot beenextendedto handletracestaken
from anarbitrarylink. Sincethe analysiswere performedon end
systemtracestherewasno needto addressereral practicalchal-
lengessuchaspacletslostbetweerthetracepointandendsystem.
Further the analysisdid not have to infer the speci ¢ TCP imple-
mentationcharacteristicbecauseahe end systemOS was knowvn
in adwvance. Given the abore reasonsand the signi cant paceof
changeso TCPimplementationsincethetime thetool wasdevel-
oped,we believe thatourtoolsrepresena substantiahdwance.

Finally, thereis work relatedto identi cation andclassi cation
of TCPlossesWe donotconsideractive losscharacterizationd 3,
30,29] asthey arestudyinglosspropertieof network pathsrather
thanlosscharacteristicef TCP connections.In [11], the authors
designatool for actively measuringeorderingon a network path.
This tool exploits the relative sequencenumberspacingbetween
se@gmentstransmittedand can not be easily adaptedfor passie
monitoringof thenetwork. TCPmysternyf20] is anothertool which
identi es loss eventsand classify them as necessarpr unneces-
sary Thistool usesasubsebf thealgorithmsusedn tcp ows—our
comparisorto tcp ows suggestshatit needsto incorporateaddi-
tional detailsin orderto achievze accurag similarto ours.In [8], the
authorshave presentedhe LEASTalgorithmfor passiely estimat-
ing unneededetransmissionthat occurafter a timeout(for Reno
implementationsdr usingSACK blocks.We nd thattheirmethod
underestimatesnneededetransmissions Renoimplementations
becausehey do notaddressadditionalretransmissions FastRe-
transmission/&stRecaorery. Further the limited statemaintained
doesnottrackunneededetransmissionghenduplicateACKs are
lost. Ourtoolsmaintainsufcient historyaboutall paclets,includ-
ing thosethatareretransmittedso a morerobustidenti cation of
unneededetransmissioranbe made.

Thereareothermethodsn theliteraturefor identifying spurious
retransmissiordueto timeouts[9, 22]. Both thesemethodsdeal
only with timeout-triggeredetransmissions[9] reliesonthetime
differencebetweertheretransmittedegmentandthe ACK toiden-
tify spurioustimeouts. [22] proposedhe Eifel Algorithm which
useghetimestampoptionto actively detectspuriougimeouts.This
methodrequiresend-systencooperatiorandis notsuitablefor pas-
sive analysis.



6. CONCLUDING REMARKS

The primarycontritution of ourwork is theimplementatiorand
validationof a new suiteof toolsfor passie analysisof TCP con-
nections. Thesetools are freely available to the networking re-
searchcommunityandwe hopethey will encouragethersto con-
tributeto our understandingf TCP behaior “in thewild” by ana-
lyzing larger and more diversesetsof traces. While mary of the
ideasusedin thesetools are not new (seethe discussionof re-
lated work), we believe this is the rst time all have beeninte-
gratedinto asingle,carefullyvalidated analysisapproachFurther
we have madesigni cant adwancesby explicitly including TCP
implementation-speci ¢actorsfor thoseoperatingsystemghatare
currently(andlikely to befor the foreseeabléuture)the dominant
endpointsfor TCP connectiongWindows, Linux, FreeBSD/MAC
OS X, Solaris). We have alsobeencarefulto cover mary of the
“corner cases”and boundaryconditionsthat are missingin prior
work, choosingto rely on explicit senderstatetrackingratherthan
approximation®r heuristicsvherepossible.

Webelieve theaccurag andhighclassi cationgranularityof our
toolswill enableothernetworking researcher® addressssuege-
latedto the ef cacy of TCP'slossdetection/receery mechanisms,
to develop new modelsfor the underlyinglossprocessethat TCP
mustdealwith, andto betterunderstandgheimpactof network con-
gestiononreal-world TCP performanceFor example the analysis
of real-world TCPconnectionsnaysuggestmportantimplications
for there nementof analyticmodelsof TCPthroughputasafunc-
tion of lossrates[14, 24].

While we have discussednly the analysisof TCP lossandre-
transmissiorcharacteristicsthat is not the end of the story We
believe the TCP implementation-speci statemachinesare suf-
cientlydetailedandrobustthatthey canform thebasisfor passiely
trackingadditionalTCPandnetwork statesspeci cally congestion
windows, pacletsin ight, andend-systenbuffering. Additional
researchs in progresdo addressheseissues.
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