
A Passive State­Mac hine Appr oach for Accurate Anal ysis
of TCP Out­of­Sequence Segments �

Sushant Rewaskar, Jasleen Kaur, and F. Donelson Smith
Department of Computer Science

University of North Carolina at Chapel Hill

rewaskar@cs.unc.edu, jasleen@cs.unc.edu, smithfd@cs.unc.edu

ABSTRACT
In this paperwe describea new tool beingmadeavailable to the
networking researchcommunityfor passive analysisof TCP seg-
menttraces.The purposeof the tool is to provide morecomplete
andaccurateclassi�cationof out-of-sequencesegmentsthanthose
provided by prior tools. Oneof the crucial factorsthat limits the
accuracy of prior tools is that thesedo not incorporatevariations
acrossTCPimplementations(for differentoperatingsystems)that
have differentparameters(e.g.,timer granularity, minimum RTO,
duplicateACK thresholds,etc.) or algorithmsthat in�uence what
canbe inferredaboutout-of-sequencesegments.Our tool explic-
itly accountsfor implementation-speci�cdetailsin four prominent
TCP stacks(Windows, Linux, FreeBSD/MacOS-X, andSolaris).
We validateour tool throughseveral controlledexperimentswith
instancesof all four OS-speci�cimplementationsusedin theanal-
ysis. We thenrun this tool on packet tracesof

���

million Internet
TCP connectionscollectedfrom

�

different locationsandpresent
theresults.Wealsoincludecomparisonswith resultsfrom running
selectedprior toolson thesametraces.

Categoriesand SubjectDescriptors
C.2.3[Network Operations]: NetworkMonitoring;C.4[Performance
of Systems]: MeasurementTechniques;D.4.m [Operating Sys-
tems]: Miscellaneous

GeneralTerms
Measurement,Design

Keywords
TCPAnalysis,Passive,StateMachine,Loss

1. INTRODUCTION
In this paperwe describea new tool being madeavailable to

the networking researchcommunityfor passive analysisof TCP
segmenttraces.The purposeof the tool is to provide morecom-
plete and accurateresultsfor identifying and characterizingout-
of-sequencesegmentsthan thoseprovided by prior tools suchas
tcpanaly, tcp�ows,LEAST, andMystery[8, 18,19,26].

Our methodologyclassi�es eachsegment that appearsout-of-
sequence(OOS) in a packet traceinto oneof the following cate-
gories:network reorderingor TCPretransmissiontriggeredby one

�
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of—timeout, duplicateACKs, partial ACKs, selective ACKs, or
implicit recovery. Further, eachretransmissionis alsoassessedfor
whetherit wasneededor not.

Oneof thecrucial factorsthat limits theaccuracy of prior tools
is thatdifferentTCPimplementations(for differentoperatingsys-
tems)have uniqueparameters(e.g., timer granularity, minimum
RTO, duplicateACK thresholds,etc.) or algorithmsthat in�u-
encewhatcanbeinferredaboutout-of-sequencesegments.Ourap-
proachis to analyzeeachTCPsegmenttracefrom theperspective
of eachof four implementations(Linux, Windows, FreeBSD/Mac
OS-X, andSolaris)anddeterminewhich speci�c implementation
behavior bestexplains the out-of-sequencesegmentsand timings
observedin thetrace.

Wevalidateourtool throughseveralcontrolledexperimentswith
instancesof all four OS-speci�cimplementationsusedin theanal-
ysis. We thenrun this tool on packet tracesof

���

million Internet
TCP connectionscollectedfrom

�

different locationsandpresent
the resultsincluding comparisonswith resultsfrom running se-
lectedprior toolson thesametraces.

Given that prior tools have beenshown to provide reasonably
goodresults,onemight questionwhethertheadditionalcomplete-
nessandaccuracy justi�es creatinganew tool. Webelievethatthey
do sofor the following reasons.First, aswe discussin Sections2
and5 below, eachof theseprior toolshasparticularstrengthsand
weaknessesfor analyzingsomeaspect(s)of out-of-sequenceseg-
mentsbut nonedealwith all aspectsatthedesiredlevel of accuracy.
Second,anumberof potentialusesfor theanalysisresultsaremuch
enhancedwhenthey areareaccurate.For example,while theTCP
lossdetectionandrecovery mechanismsarequite matureandun-
likely to undergomajordesignchanges,theremaystill beopportu-
nitiesfor “�ne-tuning” to improve certaincases.Priorstudieshave
indicated(andour analysisin this paperhassubstantiated)that re-
transmissionsaretriggeredmuchmorefrequentlyby timeoutsthan
by duplicateACKs,andthatsigni�cant numbersof retransmissions
areunnecessary. Having accuratedataon issuessuchas theseis
necessaryfor quantifyingthepotentialbene�tsof �ne-tuning these
TCP mechanisms.Anotherexamplewhereaccurateresultsfrom
analysisof out-of-sequencesegmentsare neededis in validating
andevaluatingmodelsof TCPperformance;suchmodelsarebased
on theevolution of TCP's congestionwindow asit changesalong
with retransmissions,andaccordingto how theneedfor a retrans-
missionwasdetected(timeoutor duplicateACKs) [14, 15,24]. An
inaccurateclassi�cation of suchretransmissioncanmisleadsuch
evaluations.

In therestof thispaper, wedescribeourpassiveanalysismethod-
ology in Section2. We presenttool validationin Section3 andour
analysisof Internetconnectionsin Section4. We summarizere-
latedwork in Section5 andourconclusionsin Section6.



2. PASSIVE INFERENCE OF TCP LOSSES
A packet traceof a TCPconnectionis a time-orderedsequence

of datasegmentsand acknowledgments(ACKs) exchanged(and
observed at the trace-collectingmonitor)betweentheTCP sender
andtheTCP receiver. Our objective is to �nd out, given a packet
trace,which TCP segmentswerelost in the network. Below, we
�rst describethesourcesof Internetpacket tracesusedthroughout
this paperandthendescribeour passive lossinferencemethodol-
ogy.

2.1 Data Sources
Table1 describesthe tracesusedin our analysis.Thesetraces

arecollectedfrom links with transmissioncapacityrangingfrom
155Mbpsto OC-48.Theabi traces[5] arecollectedfrom a back-
bonelink of the Internet-2network (Abilene); the jap trace[6] is
collectedoff a trans-Paci�c link connectingJapanto theUSby the
MAWI working group; the unc traceis collectedat the campus-
to-Internetlinks of the University of North Carolina;andthe wls
andwrd tracesarecapturedinsidetheUNC campus.Thewls trace
captureswirelessTCP connectionsfrom over 600wirelessaccess
points while the wrd tracecapturesjust the wired network. The
lei [4] tracesarecollectedat the campus-to-Internetlinks of Uni-
versityof Leipzig; the ibi tracecapturestraf�c servedby a cluster
of high-traf�c web-servers (mirror for ibiblio.org). All tracesex-
cept the one from the link to JapanwerecollectedusingEndace
DAG cards[2]; the jap tracewas collectedusing tcpdump[17].
The abi andlei tracesarefrom the NLANR repository. The unc,
ibi, and jap tracesincludeTCP optionsaswell. Our traceset is
fairly diversein its geographiclocation,proximity to TCPsenders,
aswell astypesof usersrepresented.

For our analysis,we useonly thoseconnectionsthat transmit
at least10 segments.Furthermore,sinceour objective is to study
TCPretransmissions,we selectonly thoseconnectionsin which at
leastoneOOSsegmentis observed(“OOS” connections).Table2
shows theimpactof applyingthelatter�lter . While lessthan

�����

of connectionsthat transmitat least10 segmentsalsohave some
OOSsegments,theseconnectionscarry mostof the bytesin this
class.Furthermore,the tracesvary signi�cantly in thedistribution
of bytestransmittedper connection—thisaddsto the diversity of
our results.

2.2 PassiveLossInferenceMethodology
TCP usesa well-known combinationof detectionandrecovery

mechanismsto dealwith packet losses—wereferthereaderto [10,
12, 15, 16, 23, 31] for detailsof retransmissiontimeouts(RTOs),
fast retransmit/recovery (FR/R), triple duplicateacks(TDA), par-
tial acks(PAs), andselective acks(SACKs). Eachof thesemecha-
nismsis usedto detectandretransmitsegmentsthatareperceived
to be lost. Below we considerseveral approachesthat exploit the
existenceof thesemechanisms,for reliably inferring packet losses
from thepacket traceof a TCPconnection.

Why not considerall retransmissions?

SinceTCP retransmitssegmentson detectingpacket losses,the
simplest(andcommon)approachfor inferring segmentloss is to
simply look for the reappearanceof somesegmentsin the TCP
packet trace and assumethat the original transmissionwas lost
somewherebetweenthe monitor andthe receiver [21]. However,
this approachcanleadto over-estimationof lossesasillustratedin
Fig 1, which depictspart of a TCP connectionselectedfrom the
unc trace. Segment3 is retransmittedduring a post-timeoutpe-
riod, althoughtheoriginal transmissionwassuccessfullyreceived

Figure 1: Implicit TCP Retransmission.Segment1 is retrans-
mitted due to a timeout. Segment2 is a necessaryimplicit
retransmissionwhile segment3 is an unnecessaryimplicit re-
transmission triggered simply due to TCP's recovery mecha-
nism.

(asis con�rmed by thesubsequentduplicateACK). In [8], Allman
proposesanalgorithm,LEAST, thataccountsfor suchunneededre-
transmissionsin computingthe true lossrateof a connection,by
simply subtractingthe countof duplicateACKs that arereceived
after timeouts.However, suchan approachdoesnot help identify
which retransmissionswereunneeded.

Note that while segment3 was retransmitted,this wasnot the
result of any explicit lossdetection/recovery attemptby the TCP
protocol.Thisexample,thus,illustratesthatin orderto reliably in-
ferpacket lossesfrom all segmentretransmissions,it is importantto
track theexplicit triggering of TCP's lossdetectionmechanisms—
namely, RTO, TDA, PA, andSACK.

Why not simply track TCP senderstate?

It turnsout thateven simply trackingthe triggeringof lossdetec-
tion/recovery mechanismsin a TCPsender—asis donein [19]—is
not suf�cient for reliably inferring packet losses.This is because
of two reasonsrelatedto TCP's inability to accuratelyinfer packet
losses:

Somelossesdo not trigger TCP's lossdetectionphases. For im-
plementationef�ciency, TCP sendersmaintainonly a limited his-
tory aboutunsuccessfultransmissions.In particular, if multiple
packet lossesarefollowed by a timeout,the senderexplicitly dis-
coversand recoversonly from the �rst of thoselosses. As a re-
sult, the remainingpacket lossesmay not get discoveredby sim-
ply tracking the invocationof TCP's four loss detectionmecha-
nisms(RTO,TDA, PA, SACK). Fig 1 illustratesthis for segment2,
which wasunsuccessfullytransmittedthe �rst time. Thesegment
getsretransmittedin thepost-timeoutperiod,but withoutexplicitly
triggeringTCP's lossdetection/recovery mechanisms.It is, thus,
importantto identify implicit retransmissionsthat are neededfor
recoveringfrompacket losses.

Notethatif historyaboutall previously transmitteddatapackets
is maintained,thentheACK streamcanhelpidentify suchretrans-
missions(in Fig 1, thecumulative ACK receivedafter retransmis-
sionof segment1 indicatesthat segment2, which waspreviously
transmitted,waslost).

A TCP sendermay incorrectly infer packet losses. TCP mayre-
transmita packet too early if its RTO computationis not conser-



Trace Duration Avg TCPLoad # Connections # Bytes # Packets
Abilene-OC48-2002(abi) 2h 211.41Mbps 7.1M 190.3G 160.1M
Japan-155Mbps-2004(jap) 4h 1.93Mbps 0.3M 3.5G 3.7M
UNC-wireless-2005(wls) 178h 1.58Mbps 20.2M 126.9G 157.6M
UNC-wired-2005(wrd) 178h 2.18Mbps 6.8M 175.1G 217.5M

Liepzig-1Gbps-2003(lei) 2h45m 9.53Mbps 2.4M 11.8G 17.3M
UNC-1Gbps-2005(unc) 4h 74 Mbps 14.5M 133.3G 151.0M
Ibiblio-1Gbps-2005(ibi) 4h 90.64Mbps 0.9M 163.2G 158.9M

Table1: GeneralCharacteristicsof Packet Traces.The trace nameindicatesthe location, link speed,the year data wascollectedand
the acronym usedfor the trace. The remainingcolumnsdescribethe duration of the trace, averageload on the link, and the number
of connections,bytes,and packets.

All Connections OOSConnections All OOSSegmentsExplained
Trace # Conn # Bytes # Packets # Conn # Bytes # Packets # Conn # Bytes # Packets
abi 389.0K 180.1G 148.4M 66.1K 120.1G 100.0M 40.5K 55.8G 45.0M
jap 58.0K 5.0G 4.8M 29.8K 4.2G 4.1M 23.1K 1.3G 1.5M
wls 329.8K 121.7G 144.1M 101.3K 113.3G 122.1M 63.3K 28.0G 40.1M
wrd 290.9K 171.3G 208.8M 98.0K 167.7G 200.0M 73.3K 36.7G 63.1M
lei 75.4K 10.5G 12.6M 14.0K 7.8G 9.7M 10.7K 3.1G 4.4M
unc 774.8K 121.3G 129.5M 168.1K 94.7G 100.5M 131.7K 46.0G 49.1M
ibi 287.5K 161.8G 157.2M 78.5K 135.6G 129.5M 59.8K 57.4G 64.9M

Table 2: Characteristic of ConnectionsThat Transmit Mor e Than 10 Segments.Connectionsthat transmit atleast10 data segments
aredescribedunder “ All Connections”. Out of these,the connectionswith tracesthat contain atleastoneOOSsegmentaredescribed
under “OOS Connection”. The �nal set of columns describethe characteristics of the connectionsfor which our tool was able to
unambiguouslyexplain and classifyall OOS segments.

Figure 2: UnneededRetransmission. This visualization of a
real connectionfr om the unc trace shows how a single occur-
renceof network reordering resultsin somespuriousduplicate
ACKs, that ultimately trigger 64 subsequentphasesof unnec-
essaryretransmissions.

vative. Furthermore,somepacket re-orderingeventsmayresultin
the receiptof TDAs, triggeringa lossdetection/recovery phasein
TCP. In fact, Fig 2, which againdepictspart of a TCP connec-
tion selectedfrom theunctrace(andvisualizedusingthe tcptrace
utility [3]), plotsa connectionin which a singlepacket reordering
event resultedin thetriggeringof 	�
 subsequentphasesof fastre-
transmit/recovery, that lastedfor morethan

�

seconds!It is, thus,
importantto identify explicit retransmissionsthat are not needed
for recoveringfrompacket losses.

Suchunneededexplicit retransmissionsarenot identi�ed by
LEAST[8]—our analysisof InternetTCPconnectionsin Section4
shows thatmorethan90%of unneededsegmentretransmissionsin
the Internetmay occurdueto explicit lossdetection/recovery ac-
tionsby TCP. Notethatanexplicit retransmissioncanbeidenti�ed
asunneededif anACK is receivedwithin a fractionof theconnec-
tion's minimumRTT afterthesegmentis retransmitted—weusea
fractionof 0.75in our analysis.

BasicApproach

As reasonedabove, if the timing andhistory aboutall previously
transmittedpackets aremaintainedfor eachconnection,then the
ACK streamcanhelpachieveeachof thethreegoalsoutlinedabove.
Basedon this intuition, ourbasicapproachfor passive inferenceof
TCPlossesis to: (i) replicatepartialstatemachinefor aTCPsender
thatusesthedataandACK streamsto track the triggeringof loss
detection/recoverymechanisms,and(ii) augmentthestatemachine
with extrastateandlogicaboutthetransmissionorderandtimingof
all previously-transmittedpackets,in orderto classifyretransmis-
sionsasneededor not. Usingthis basicapproach,we canclassify
segmentretransmissionsastriggeredby: (i) RTOs,(ii) TDAs, (iii)
PAs, (iv) SACKs, and(v) implicit. Furthermore,eachretransmis-
sion is also classi�ed as neededor unneeded. Fig 3 depictsthis
classi�cationtaxonomy.

A similarapproachis takenin [19] for developingatool, tcp�ows,
for studyingcongestionwindow behavior of TCPconnections.How-
ever, dueto thedifferentobjective, tcp�ows doesnot focuson ac-
curatelyidentifyingandclassifyingsegmentlosses.In particular, it
classi�esretransmissionsinto RTO-triggered,TDA-triggered,RTO-
recovery, andFR/R-recovery. It doesnot analyzeimplicit retrans-
missions(RTO-recovery) to seeif theseareneededor not. In Sec-
tion 4, we show thatup to 30% of needed(andup to 40% of un-
needed)segmentretransmissionsin theInternetoccurduringsuch
anRTO-recoveryphase.



2.3 Practical Challengesin LossInference
Threekindsof practicalconcernscomplicatetheimplementation

of the above approach.We describetheseconcernsandhow we
addressthembelow.

Diverseand Non­documentedTCP Stacks
The Challenge:

TCP implementationswritten by differentoperatingsystem(OS)
vendorsmay differ (sometimessigni�cantly) in either their inter-
pretationsor theirconformancetoTCPspeci�cation/standards.Fur-
thermore,a few aspectsof TCP—suchashow asenderrespondsto
SACK blocks—arenot standardized.As a result,the sender-side
statemachinescan differ acrossOSes. This resultsin two main
challengesin implementingour basicapproach.First, the differ-
encein implementationsondifferentOSesnecessitatesthatweim-
plementdifferentanalysistoolsto analyzeconnectionsoriginating
from differentsender-sideOSes.Moresigni�cantly, giventhetrace
of a TCPconnection,it is non-trivial to identify thecorresponding
sender-sideOSanddecidewhich OS-speci�canalysisprogramto
usefor analyzingthe connection.Second,mostOSeseitherhave
proprietarycodeor have insuf�cient documentationon their TCP
implementations.Without detailedknowledgeof the loss detec-
tion/recovery implementations,it is not trivial to replicatethese
mechanismsin our OS-speci�canalysisprograms.

This challengehasnot beenaddressedin tcp�ows [19], which
replicatesonly theTCPstandardsspeci�cation[10,12,16,23,27].
tcp�owshasbeenvalidatedonly againstconnectionswith FreeBSD
senders(thatfollow thestandardsclosely).Ouranalysisof general
Internetconnectionsin Section4 revealsthat more than 80% of
real-world connectionsinvolve eithera Windows or Linux sender.
More importantly, we �nd thatanalyzingsuchconnectionswith a
FreeBSD-basedtool canintroducesigni�cant inaccuracy in identi-
fying andclassifyingTCPlosses.

Our Approach:

Weconsiderandincorporate4 prominentOSstacksin ouranalysis
tools—namely, Windows XP, Linux2.4.2,FreeBSD4.10,andSo-
laris. TheTCPsenderstackin MacOSis identicalto theFreeBSD
stack;hencethisOSis alsoimplicitly incorporatedin ouranalysis.
We usedthepopularpassive �ngerprinting tool, p0f [32], in order
to identify thesenderOSin threeof our traces(unc, ibi andjap)—
we foundthatnearly90%of TCPconnectionsoriginatedfrom one
of these5 sender-sideOSes.

Weextractsuf�cient detailsabouttheimplementationof lossde-
tection/recovery in the above OS stacksusing threedifferentap-
proaches:(i) by studyingthesourcecodewhenpublicly available,
(ii) throughdirect communicationwith OS Vendors,and (iii) by
usinganapproachsimilar to theTBIT approachdescribedin [25]
(in order to infer non-publicdetails). To extract OS information
using TBIT we install all four above-mentionedOSeson experi-
mentallab machinesandrun theApacheweb-server on eachma-
chine. We thenimplementan application-level TCP receiver (by
borrowing from theTBITcodebase)thatinitiatesTCPconnections
to eachof the server machinesandrequestsHTTP objects. Once
the server machinesstart sendingthe objects,the receiver arti�-
cially generatesdifferentsequencesin the ACK streamto trigger
lossdetection/recovery mechanismson thesender-sidestacks(in-
cluding TDAs, RTOs, PAs, andSACKs). We then usethe man-
ner in which the server respondsto the ACK streamfor inferring
several characteristicsof thesender-sideTCPimplementation,in-
cluding the computationof RTO, the numberof duplicateACKs
thattriggerFR/R,andtheresponseto SACK blocks.Detailsof the

extractedcharacteristicscanbe found in Table3 andin [28]. We
usethesedetailsin our implementationof four OS-speci�c trace
analysisprograms.

For eachTCPconnectionto beanalyzed,werun its packet trace
againstall four analysisprograms.Wethenselecttheprogramthat
is ableto explainandclassifyeachretransmissionevent.

DelaysandLossesBetweenMonitor andSender
The Challenge:

Packettracesusedin passiveanalysisaretypically collectedatlinks
that aggregatetraf�c from a large and diversepopulation. As a
result, theremay be several network links on the pathbetweena
TCPsenderandthetracemonitoringpoint. Thus,thedatapackets
transmittedby the sendermay experiencedelays,1 losses,dupli-
cation,or reorderingbeforethe monitor observes them; the same
is true for ACK packetsthat traversebetweenthemonitorandthe
sender. Consequently, the dataandACK streamsobserved at the
monitor may differ from thoseseenat the TCP sender. In partic-
ular, if someof the TDAs observed at the monitor fail to reach
thesender, theanalysisprogramsmayincorrectlyconcludethatthe
senderhasenteredFR/R. Similarly, if a datapacket getslost be-
fore it reachesthe monitor, and subsequentlygetsretransmitted,
theanalysisprogramsmayfail to infer thatthepacket hasbeenre-
transmitted.Thus,theprogramsmaynotbeableto accuratelytrack
thesender-sidestatemachine.

Our Approach:

In orderto dealwith this complication,we usea generalapproach
in which lossindicationsin theACK streamtriggeronly tentative
statechangesin the monitor statemachine,which are con�rmed
only by subsequentretransmissionbehavior by the sender. In ad-
dition, we considerall out-of-sequence(OOS)segments(andnot
just retransmittedsegments)aspossibleindicatorsof packet loss.
Furthermore,we infer network reorderingby either(i) detectingif
an OOSsegmentappearswithin a fraction (0.75) of the connec-
tion's minimum RTT after the segmentwith the next higher se-
quencenumber, or (ii) detectingreorderingin the IP-id �eld of
packetsseenfrom a given TCP source.Finally, we infer network
duplicationof packetsby detectingrepetitionin the IP-id �eld of
reoccurringsegmentsseenfrom a given TCP source.We remove
suchduplicatedOOSsegmentsfrom furtheranalysis.

Non­availability of SACK Blocks in Traces
The Challenge:

A largenumberof tracesdonotcapturetheTCPoption�eld. SACK
blocksaretransmittedasTCPoptionsandhencearenot available

1The RTT measuredat the monitor (monitor-receiver-monitor) is
lessthanthatmeasuredat thesender(sender-receiver-sender).We
addressthis issue(i) by estimatingthemonitor-sender-monitorde-
lay during the initial three-way SYN/SYN+ACK handshake, and
(ii) byaddingthisquantityto eachestimateof themonitor-receiver-
monitor delay, in order to obtain the sender-receiver-senderRTT.
Theinitial sub-RTT obtainedfrom theSYN/SYN+ACK exchange
is a goodapproximationof the minimum monitor-sender-monitor
delay[7]. If subsequentdelayson this sub-pathvary signi�cantly,
the RTO computedat the monitor may be smallerthan that used
by the sender. Fortunately, this discrepancy doesnot negatively
impactour analysis—theRTO is usedasa minimumthresholdfor
thegapbetweentheoriginal transmissionandretransmissionof a
lostsegment.Therefore,asmaller-than-actualvalueof RTO would
simply lower the thresholdand still be able to correctly identify
retransmissionsthatoccurdueto timeouts.
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Figure3: Classi�cation Taxonomy.

for passive analysisof thesetraces.Thesendermayhave usedthe
SACK block informationto retransmitcertainpackets. In absence
of theseblocks,themonitorwill fail to accuratelyidentify thecause
of theseretransmissions.

Our Approach:

To overcomethis problem,we develop the following heuristicto
identify whethera packet could have beentriggeredby incom-
ing SACK information. We classifya segmentretransmissionas
SACK-triggeredif: (i) the connectionis in FR/R, (ii) the retrans-
missionis not explainedby eitherRTO or a PA, and(iii) the se-
quencenumberof theretransmittedsegmentis lessthanthehigh-
estsequencenumberthatwasin �ight whentheconnectionentered
FR/R.We evaluatethis heuristicusingtheuncandjap traces.We
�rst run ouranalysistoolswith theSACK blocksavailableandlog
all OOSsegmentsthatwereSACK-triggered.Thenweremove the
SACK blocks from thesetracesandrun the tools with the above
heuristic. The heuristic-basedanalysisidenti�ed all of the OOS
segmentsidenti�ed as SACK-triggeredby the analysisbasedon
SACK blocks; however, it also marked 6.9% and 15.3% of the
unexplainedeventsasbeingSACK-triggered,in the unc and jap
tracesrespectively. Our analysisof InternetTCP connectionsin
Section4 shows that only a small fraction (lessthan 7%) of all
OOSsegmentsareSACK-triggered—thepossibleoverestimation
introducedby theabove heuristic,therefore,is not signi�cant.

2.4 Summary of Our Methodology
Ourmethodologyfor reliablyinferringandclassifyingTCPlosses

canbesummarizedasfollows.

1. We�rst extracttheimplementationdetailsof four prominent
TCPstacks(Windows XP, Linux 2.4.2,FreeBSD4.10(Ma-
cOS),and Solaris)using the approachesdescribedin Sec-
tion 2.3. Thesedetailsprimarily includetheinitial RTO, the
minimum RTO, the RTO estimationalgorithm,the number
of duplicateACKs that trigger FR/R, and the responsesto
partialACKs andSACKs. In addition,someOS-speci�cpe-
culiaritiesareincluded—forinstance,if a segmentwith op-
tions �elds is to beretransmittedin FR/R,someversionsof
Windows transmita smallpacket equalto thesizeof theop-
tions�eld.

2. We thenreplicatethelossdetection/recovery mechanismsin
four OS-speci�c analysisstatemachines—thesestatema-
chinesusethe dataandACK streamsas input. Loss indi-
cationsin theACK streamareusedto only tentatively trig-
gerstatetransitions,whicharecon�rmedonly by subsequent
segmentretransmissionbehavior. For instance,on detecting

anRTO-basedretransmission,thestatemachinewill enteran
“RTO-recovery” state.A new RTO is calculated,any pend-
ing RTT measurementsarecanceledandtheSACK block, if
present,is cleared.Themachineexits this stateon receiving
anACK for thehighestpacket thatwasin �ight whenRTO
wasdetected.

3. We thenaugmentthesemachineswith extra logic andstate
about all previously-transmittedpackets, in order to clas-
sify retransmissionsasneededor unneededandinfer packet
losseswith accuracy greaterthanTCP.

4. We thenrun eachconnectiontraceagainstall four machines
andusetheresultsfrom theonethatcanexplainandclassify
all of the observed OOSsegments. In casemore thanone
machinematchesthis criteria,we checkif theclassi�cation
of eachOOSsegmentis the samein eachmachine. If not,
wediscardtheconnection.Wealsodiscardtheconnectionin
casenoneof themachinescanexplain eachOOSsegment.

Our methodologyclassi�es all OOSsegmentsthat appearwithin
the packet traceof a TCP connection,accordingto the taxonomy
depictedin Fig 3.

Wehaveimplementedtheabovemachinesin theC programming
language.All four implementationscananalyzemorethana mil-
lion connectionsin afew minutes.Severaldetailsof ourmethodol-
ogy andimplementationhave notbeenincludedin this sectiondue
to spaceconstraints.Thesedetailscanbefoundin [28]. Thesource
codeis availableonlinevia [1].

In thenext two sections,we validateourmethodologyandcom-
pareits performancewith pastwork.

3. VALID ATION
Ourprimaryvalidationmethodis to comparetheoutputfrom the

analysistoolsfor TCPconnectionswherethe“groundtruth” about
the classi�cationof eachOOSsegmentis known. To do this, we
modi�ed theTCPBehavior InferenceTool (TBIT) [25] in orderto
observe the sender's responsesunderadditionalcontrolledcondi-
tions. We supplementthis validationby comparingthedetermina-
tion madeby thetoolsfor identifyingaspeci�c OSimplementation
with theresultsfrom p0f [32] - awell-known passive �ngerprinting
tool.

3.1 Validation Against TBITControlled Condi­
tions

TBITemulatesaTCPprotocolstackfor thereceiversideof auni-
directionaldatatransferwherethe senderis a normalapplication
(in ourcaseaWebserver) runningovera realTCPimplementation
in a speci�c operatingsystem. We modify TBIT to simulatedif-
ferentpacket lossscenariosthatwould triggersenderresponsesby
withholdingACKs,sendingduplicateACKs,andproviding SACK
blocks. Becausethe state-machineanalysiscritically dependson
inferring the TCP sender's RTO to identify retransmissionstrig-
geredby timeouts,we useTBIT to delay ACKs thus simulating
variableround-trip delays. For someof the validation scenarios
describedbelow we alsousedummyneton the TBIT machineto
createadditionalconstantlatency betweenthesenderandreceiver.

For eachvalidation scenariowe usedtwo machines,one run-
ning TBIT and the other running a web server, connectedover a
switched100/1000Mbps Ethernetthat is sharedby usersin the
ComputerSciencedepartment.TBITestablishedaTCPconnection
to the web server andsenta valid HTTP requestfor a very large
�le. TBIT thenimplementedthedesiredvalidationscenariowith a
speci�cally generatedACK stream.Unlessstatedotherwise,each



Parameter Linux Windows FreeBSD Solaris
Timergranularity 10ms 100ms 10ms 10ms

Initial RTO (s) 3 3 3 3.375
Min RTO (ms) 200 200 1200 400

RTO srtt + srtt+ srtt+ 1.25*srtt+
vartt 4*rttvar 4*rttvar 4*rttvar

Dup-ACK threshold 3 2 3 3

Table 3: Valuesof keyparametersin differ ent TCP Stacks

validationscenariowasrepeated100timesbecausenot all sources
of variationin timing couldbecontrolled(e.g.OSscheduling,Eth-
ernetswitchdelays,etc.).Separateestimatesof theseuncontrolled
delaysconcludedthatthemajoritywerelessthan1 millisecondand
nearlyall werelessthan10milliseconds.

Theentiresuiteof validationscenarioswasrun with TBIT con-
nectingto eachof fourdifferentTCPimplementationsontheserver
machine– Windows XP, Solaris,Linux 2.4.2,andFreeBSD4.10.
Bidirectional tcpdumpsof all packetswere taken on theseserver
machinesandthe traceswerethenusedasinput to our validation
procedures. The procedureshave two parts– (1) to verify that
eachTCP implementationrespondsin real operationasexpected
(thus establishingthe “ground truth”) , and (2) to verify that the
state-machineanalysisprogramscorrectlyemulateeachimplemen-
tation's responses.For part (1) we processedthe tcpdumptraces
with tcptrace[3] andothertoolsto verify theimplementations're-
sponsesby inspection.For part(2), we usedthetcpdumpsasinput
to thestate-machineanalysisprogramsandrecordedtheir outputs.
By comparingtheresultsfrom thestate-machineanalysiswith the
known implementationresponses,we coulddeterminehow correct
the inferencesaboutconditionsat the senderwere. We alsoused
thetcpdumpsasinput to theanalysisprogram,tcp�ows, presented
in [19] but reportthe resultsfrom this only whenthey differ sub-
stantially from ours. In addition,we implementthe LEASTalgo-
rithm from [8] for identifying unneededretransmissions.

3.1.1 RTO classi�cation:
The �rst group of validation scenariosdealwith how well the

state-machineanalysiscaninfer thesender's estimateof RTT and
RTO which arecritical in identifying retransmissionstriggeredby
timeouts.In this groupof validationscenarios,TBIT causesall re-
transmissionsto betriggeredby timeouts(by withholdingACKs).
The analysisstatemachinefor eachimplementationrequirescor-
rect valuesfor parametersde�ning the initial andminimum RTO,
the timer granularity, and the equationsusedin computingRTO.
Theseelementsareveri�ed aspartof thevalidationresults.Table3
givesthevaluesusedin thestatemachinefor eachTCPimplemen-
tation.2 3

RTT estimation:

Dummynetwasusedin experimentswith constantminimumRTTs—
of 50, 100, 150, 200, 400, 1000,and2000ms—betweenthe two
machines.All RTTsestimatedfor segment/ACK pairsby our state
machineswerewithin +/- 10millisecondsof thevaluesetby dum-
mynet(thesedifferencesareconsistentwith the inherentvariable
delaysin theswitches).

2DetailsabouttheRTO computation(srttandrttvar)aretakenfrom
RFC2988 [27]. Linux, however, usesasigni�cantly differentcom-
putationfor the variancein RTT—we extract this from the Linux
sourcecode.Thedetailscanbefoundin [28].
3Someparametersfor Windows arebasedon privatecommunica-
tion with engineersatMicrosoft Corp.
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Figure4: Err or in RTO estimation for differ ent OSes

Initial RTO setting:

Theinitial RTOparameterhelpsclassifyretransmissionsof SYNor
SYN+ACK segmentsatconnectionestablishment.TBIT initiateda
connection(sentSYN) but did not respondto theSYN+ACK sent
by theserver. This resultedin a retransmissionof theSYN+ACK
after theinitial RTO interval. Our OS-speci�cstatemachinescor-
rectly identi�ed the SYN+ACK retransmissionasbeingtriggered
byRTO; further, themeasuredRTOwasequalto thevalueexpected
+/- thetimergranularity(alsoshown in Table3).

Minimum RTO setting:

No delayswereaddedto theactualRTT (typically 1 millisecond)
over the switchedEthernet. TBIT received and ACKed a signif-
icant numberof segments(typically 50 or more) so the sender's
RTO calculationstabilizedbeforewithholdingall ACKs to trigger
an RTO retransmission.The extremelysmall RTT andthe stabi-
lization of the RTO beforewe simulatea droppedpacket ensure
thatRTO shouldoccurafteraninterval approximatelyequalto the
minimumRTO.TheOS-speci�cstatemachinescorrectlyidenti�ed
theseretransmissionsas triggeredby RTO using theseminimum
valuesandtimer granularities.

RTO Estimation

Thesevalidationswereconductedwith bothnear-constantandhighly
variablerandomdelays.For theexperimentswith near-constantde-
lays (varying by only 1-10 mscausedby switchdelays),we used
dummynetto seta targetminimumRTT rangingfrom 10 to 1000
ms betweenthe two machines.For experimentswith highly vari-
abledelays,ACKsweredelayedrandomlyby TBITto varytheRTT
from 0 to 400%above the dummynetminimum delaysdescribed
above. In bothsetsof experimentsTBITtriggeredRTO retransmis-
sionsby withholdingACKsaftera randomlyselectedpacket.

Figure4 summarizesthe resultsof all theRTO experiments.It
shows theCDFof theerrorbetweentheactualRTO extractedfrom
the tcpdumpandthe RTO valuepredictedby the statemachines,
normalizedto thetimer-granularity. Weseethattheerrorsfell well
within the timer granularity for a particularOS except for Win-
dows. Windows exhibitsastronginstability in its RTO calculation.
We contactedengineersat Microsoft who attributedour observa-
tions to a “roundingissue”with theOS,thedetailsof which were
not revealeddueto copyright issues.However, our heuristicsfor
timeoutdetectionin thestatemachinefor Windows areconserva-
tive enoughto not be affectedby the error. In termsof absolute
numbers,the differencebetweenthe observed andstatemachine



Trace # OOS p0f-identi�ed % Linux % Windows % FreeBSD % Solaris % Other
Connections Connections Correct Wrong Correct Wrong Correct Wrong Correct Wrong OSes

jap 23923 21260(89%) 25.79 0.02 21.21 0.32 41.51 0 1.98 0.05 9.11
ibi 59713 59713(100%) 99.80 0.20 0 0 0 0 0 0 0
unc 138214 136524(99%) 7.26 0 78.08 0.69 5.02 0 8.52 0.17 0.25

Table 4: Validation usingp0f. The third column lists the number (and percent)of connectionsfor which p0f wasable to identify the
sourceOS.For eachOS,wenext list the percentof connectionsfor which our estimationof senderOSwascorrector wrong. The last
column lists the percentof connectionswhich did not belongto any of the OSesthat wemodel. All percentvaluesarewith respectto
the secondcolumn.

RTO waswithin
�����
�

for Linux andwithin
���
�

for FreeBSDand
Solaris.

Theseexperimentsalso allowed us to estimatethe percentage
of RTO timeout eventsthat would have beenmissedif we used
only the RFC speci�cationsin the analysistools as is done for
tcp�ows [19]. We found that if only the RFC speci�cation was
used,we would miss85% of RTO eventsin Linux TCP connec-
tions,55%in Windows, and100%in Solaris. This is perhapsthe
mostimportantreasonthatOS-speci�c logic needsto be incorpo-
ratedin theanalysistools.

3.1.2 FR/Rclassi�cation:
The secondgroupof TBIT validationscenariosdealswith how

well the state-machineanalysiscaninfer the sender's responseto
duplicateACKs,partialACKsin FastRecovery, andSACK blocks.
In all cases,TBIT receivedandACKeda randomlychosennumber
of segmentsbeforecreatinga speci�c lossscenario.

Number of duplicate ACKs to trigger retransmission:

To simulatethis case,TBIT sentduplicateACKs (without delays)
in responseto subsequentsegments(thussimulatinglossof a ran-
dom segment). The numberof duplicateACKs wasvaried from
1 to 4. We repeatedeachof theseexperiments4 timeswith dif-
ferentrandomnumberseeds.In the absenceof enoughduplicate
ACKs, the sendertimesout and this is detectedcorrectlyby our
OS-speci�c statemachines. In the presenceof enoughduplicate
ACKs, the retransmissionwas by a Fast retransmitand our OS-
speci�c statemachinesalsoclassi�ed theseeventscorrectly. For a
windowsconnection,thetcp�ows tool failedto identify theretrans-
missionstriggeredby 2 duplicateACKs. Thisis becauseit assumes
that3 duplicateACKs areneeded,asis recommendedin theRFC
speci�cation.

Responseto Partial ACKs in FastRecovery:

TBITtriggeredaretransmissionbysendingsuf�cient duplicateACKs
(as describedabove) and then sentpartial ACKs for a randomly
chosensegmentfrom amongthosetransmittedbetweenthe origi-
nal andretransmission.We repeatedthis experiment4 timeswith
differentrandomseeds.Our OS-speci�cstatemachinescorrectly
identi�ed thesePartial ACK events.NotethatWindows TCPdoes
not retransmiton receiving a partialACK duringFR/Rbut instead
retransmissionsaretriggeredbyRTO(doesnotimplementnewReno
but doesuseSACK if present).

Responseto SACK blocks

TBITtriggeredaretransmissionbysendingsuf�cient duplicateACKs
andgeneratedseveraldifferentcasesof SACK blockcontentsindi-
catinggapsin thereceivedsegmentsbeyondthesimulatedloss.In
all cases,our OS-speci�cstatemachinescorrectlyclassi�ed such
retransmissions.Thereareminor differencesin theway Windows

respondsto SACK. Thiscancausea RTO-triggeredretransmission
even in presenceof correctSACK blocks. Thesepackets were
correctly classi�ed by our Windows-speci�c statemachine. The
tcp�owstool,whichdoesnotuseSACK blocks,classi�edtheabove
assimply retransmissionsduring“FR/R recovery”.

Unneededand NeededRetransmissions:

TBIT simulatedinstancesof the implicit retransmissionscenario
of Fig 1. In a secondsetof scenarios,it sendsspuriousduplicate
ACKsto triggeranunneededretransmission(similar to Fig 2). Our
OS-speci�c statemachinescorrectly classi�ed the corresponding
retransmissionsas neededor unneeded. Theseexperimentsalso
allowedusto compareour state-machineresultswith thosewe ob-
tainedby implementingthealgorithmusedin LEAST[8]. LEAST
correctly identi�ed the unneededretransmissionsin the �rst sce-
nariobut failedto identify themin thesecondcase.

3.2 Validation Against RealTCP Connections
Next, we validateour tool-setagainsttracesof real-world TCP

connections.In this case,sincewe do not have accessto eitherthe
TCPsenderor thereceiver for theseconnections,thegroundtruth
abouttheclassi�cationof eachOOSsegmentis not known. Con-
sequently, we cannotusethesamevalidationtestsasthoseusedin
Section3.1. Instead,we useour tool to identify thesenderOS(as
the onecorrespondingto the statemachinethat is ableto explain
all OOSsegments).Our validationevaluateshow accuratelydoes
ourtool-setidentify thesender-OS(andhence,is ableto accurately
modelthesenderstatemachineandclassifyOOSsegments).

For establishingthe groundtruth aboutthe sender-OS,we rely
on p0f [32]—a popularpassive �ngerprinting tool which usesthe
information presentin the option �elds of SYN, SYN+ACK, or
Resetsegmentsto identify thesourceOSfor thepacket. Weusep0f
to identify thesender-sideOSfor all OOSconnectionsin the jap,
ibi, andunctracesthatweresuccessfullyclassi�edby our tool-set.
ThesetracesincludeTCPoption�elds and,hence,canbeanalyzed
by p0f.

We compareour estimateof the sender-OS to that reportedby
p0f. Table4 reportsthe comparisonresults. The numberslisted
undertheOS-speci�ccolumnsreportthepercentof p0f-identi�ed
connectionsfor which our tool-setcorrectlyor incorrectly identi-
�ed thesender-OS.We observe that:

� p0f is ableto identify thesender-OSfor 89-100%of thecon-
nections. The relative mix of sender-OS is quite different
acrossthe threetraces. This is to be expected;ibi repre-
sentsconnectionsto aclusterof web-servers,all of whichrun
Linux; uncrepresentsmembersof anacademicandmedical
community, mostof whomuseWindowsPCs;jap represents
trans-continentalconnectionsmadeby agenericmix of users
in Japan.



� Ourestimateof sender-OSmatchesthatof p0f for morethan
99%of theconnections—accuracy is high for all four OSes.
We attributethis high level of successto two factors:(i) our
in-depthmodelingof sender-stateaswell ashighgranularity
of analysisof OOSsegments;and(ii) our conservative ap-
proachof �ltering out connectionswith even a singleOOS
segmentthatis not robustlyexplained.

A naturalquestionto askis: in practice, howimportantis it to cor-
rectlymodelthesenderOS?In particular, if anRFC-basedanalysis
tool is used,how differentwould theresultsbe.We investigatethis
andotherissuesin thenext section.

4. IMPACT
We believe the reasonfor the high degreeof accuracy of our

tool is thatwe insiston unambiguouslyexplainingandclassifying
all OOSsegmentsthatappearwithin a connection.In orderto be
ableto doso,our tool encodessigni�cant amountof stateandlogic
and it incorporatesmuchof the diversity acrossTCP implemen-
tations. It is naturalto ask: in practice, howmuch differencedoes
thismake?In particular, if prior toolsareusedtoanalyzereal-world
OOSconnections,how differentwouldtheclassi�cationresultsbe?
We investigatethis issueby raisingseveral questionsbelow—we
addresseachquestionby analyzingall of the seven InternetTCP
trace-setsdescribedin Section2.1.

� How manyOOSsegmentscan we successfullyclassify?

Table2 reportsthenumberof OOSconnectionsin which all
OOSsegmentswereunambiguouslyclassi�edby our analy-
sis. We �nd that in nearly25-35%of OOSconnections,at
leastoneOOSsegmentcould not be classi�ed. Two main
factorsareresponsiblefor the failure to completelyclassify
a connection.

– First,wespeci�cally modelonly 5 senderOSversions.
In orderto studytheprevalenceof theseOSes,we ran
p0f againstall connections(whetheror not they had
any OOSsegments)thatappearin thejap, unc, andibi
traces. While more than 80% of connectionsin each
traceoriginatedfrom a Windows or Linux machine,
we foundthatnearly10%of connectionsin eachtrace
originatedfrom anOSdifferentfrom theabove � ve—
suchconnections,consequently, may not be success-
fully modeledby ourstatemachines.

– Second,recallthatweapplyaconservative �lter for ac-
ceptinga connectionclassi�cation: (i) eachOOSseg-
ment that appearsin a connectiontracemust be ex-
plained,and(ii) the explanationsmustmatchif more
thanonestatemachineexplainsall suchsegments.
More that 50% of the discardedconnectionsare dis-
cardedonly dueto thesecondruleabove. In Section3.2
we saw thatp0f canbeusedquiteeffectively for iden-
tifying the sourceOS of connections.This allows us
to eliminatethesecond�ltering rule—if morethanone
statemachinesexplain all OOSsegmentsof a connec-
tion, p0f canbeusedto identify thesenderOS,andthe
correspondingOOSclassi�cationcanbeaccepted.We
arecurrentlyincorporatingthis featurein our tool-set.

Figure5 plots thedistribution of thenumberof unexplained
OOS segmentsin eachOOS connection. We seethat all
segmentsare classi�ed in 62-95%of the connectionsand
theseareacceptedby our �lters (asis alsoindicatedin Ta-
ble 2). More interestingly, thenumberof unexplainedOOS
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Figure 5: The distrib ution of the number of unexplainedOOS
segmentsin eachOOS connection.

segmentsare lessthan5 in mostof the remainingconnec-
tions. Since the total numberof unexplained segmentsis
small,it maybeworthwhileto includein ouranalysistheex-
plainedOOSsegmentsevenfrom thediscardedconnections.
We studybelow how our classi�cationresultschangeif we
do so. For the restof the analysisin this section,however,
we donot includeresultsfrom suchconnections.

� How important is it to replicateTCP senderstate?

Tables5 and7 reportour classi�cationfor OOSsegmentsin
theseventraces,accordingto thetaxonomyof Fig 3. Table7
shows that thefractionof retransmissionsthatareunneeded
(theoriginaltransmissionof thesegmentwasnotlost) ranges
from 3-19%. This suggeststhat, in practice,TCP lossrate
would be signi�cantly overestimatedif every segment re-
transmissionis takenasanindicatorof packet loss—thisun-
derscoresthe importanceof modelingandreplicatingTCP
senderstate.

In orderto studytheeffect of our connection�lter —thatre-
quiresthateachOOSsegmentbeunambiguouslyclassi�ed—
we presentin Table 6, our classi�cation resultswhen the
explainedOOSsegmentsareincludedfrom all connections
(including theconnectionsdiscardedby our �lter). We �nd
that thenumberof unexplainedsegmentsaresmall (7-16%)
in eachtrace. More importantly, Tables5 and 6 are quite
comparablein thedistribution of elementswithin theclassi-
�cation tree.4 This suggeststhatour �lter doesnot biasour
classi�cationresultssigni�cantly.

� How important is it to identify unneededexplicit retrans-
missions?

Table7 alsocomparesthe classi�cation of neededandun-
neededretransmissionsmadeby our tool-setto thatmadeby
LEAST[8]. We �nd that the numberof unneededretrans-
missionsreportedby LEASTis alwayslower (sometimesby
more than 50%) than that reportedby our tool-set. There
aretwo reasonsfor this. First,asillustratedin Section2 and
asdemonstratedin Section3, LEASTdoesnot identify some
explicit retransmissionsthatareunneeded.Table7 indicates

4Wealso�nd, althoughnotreportedhere,thatthevaluesin Table7
(including thosereportedfor LEAST) do not changesigni�cantly
if explainedOOS segmentsfrom discardedconnectionsare also
included.



OurTool-set tcp�ows
Trace # OOS % % SegmentRetransmissions % % SegmentRetransmissions

Segments Network Total RTO Dupack PA SACK Implicit Network RTO Dupack RTO FR/R
Reorder Reorder recovery

abi 339.2K 14.1 85.9 33.4 17.9 4.4 7.1 23.1 - - - - -
jap 121.7K 4.2 95.8 46.9 13.9 5.8 2.4 26.9 - - - - -
wls 1119.5K 5.8 94.2 52.9 10.7 6.1 2.4 22.1 - - - - -
wrd 1250.4K 5.3 94.7 66.0 9.6 2.5 1.1 15.6 - - - - -
lei 110.5K 0.2 99.8 53.5 9.9 2.8 5.0 28.6 0.8 55.2 7.5 34.7 1.8
unc 1327.4K 12.9 87.1 40.3 13.2 6.1 6.5 20.9 13.8 39.5 7.0 36.0 3.6
ibi 787.4K 0.2 99.8 32.8 17.3 8.7 0.4 40.8 0.27 26.5 21.2 29.7 22.3

Table5: Classi�cation of OOSsegmentsby tcp�owsand by our tool-set.Thesearefr om connectionsfor which wewereableto unam-
biguously explain and classifyall OOS segments.tcp�owsclassi�esan OOS segmentasoneof: network reordering, retransmission
triggered by RTO, duplicate ACKs, or during FR/R or RTO-recovery.

Trace # OOS % Network % SegmentRetransmissions
Segments Reordered Total RTO Dupack PA SACK Implicit Unexplained

abi 1345.0K 11.4 88.6 26.9 17.1 4.0 7.3 17.4 16.0
jap 340.8K 6.3 93.7 35.6 14.6 5.0 4.2 22.1 12.2
wls 2927.5K 7.7 92.3 39.9 11.4 5.9 2.7 22.3 10.0
wrd 4177.3K 7.3 92.7 43.9 11.4 2.2 0.8 19.2 15.3
lei 294.5K 0.4 75.6 40.6 11.6 3.1 5.6 24.0 14.7
unc 2752.9K 12.6 87.4 32.9 12.7 5.7 6.0 20.1 10.0
ibi 2383.9K 0.7 93.0 26.3 19.6 10.9 0.2 34.8 7.5

Table 6: Classi�cation of all OOS segments(including unexplainedevents)by our tool-set. Theseare all connectionsirr espective of
whether we were able to explain all eventsor not.

thata majorityof unneededretransmissionsoccurdueto ex-
plicit TCP loss detection-recovery actions. Second,when
duplicateACKs generatedby unneededimplicit retransmis-
sionsarelostin thenetwork,LEASTfailsto concludethatthe
retransmissionwasnot needed.While this is true even for
our tool-sets,our additionalanalysisof the timing between
theretransmissionandtheACK (ACK arriveswithin a frac-
tion of theminimumRTT) for thesegmenthelpsusidentify
someof theseretransmissions.

� How important is it to classifyimplicit retransmissions?

Implicit retransmissionsarenot analyzedfor whetherthese
areneededor notby tcp�ows [19]. Table5 indicatesthatthe
fraction of retransmissionsthat are sentimplicitly by TCP
is signi�cant (16-40%).More importantly, Table7 indicates
that, in practice,up to 30% of needed(and up to 40% of
unneeded)segmentretransmissionsoccur implicitly. Clas-
sifying theseis, therefore,importantfor any studyof either
TCPlossesor theeffectivenessof TCPmechanisms.

� How important is it for theanalysisto beOS-sensitive?

tcp�ows [19] is basedon TCP standardsspeci�ed in RFCs
anddoesnot incorporatevariationsthatexist in TCPimple-
mentationsacrossdifferentOSes.In orderto assessthe im-
pactof beingOS-insensitive, we analyzeusingtcp�ows all
OOSconnectionsthatwereexplainedby our tool-setin the
lei, unc, and ibi traces(the other tracescould not be pro-
cessedby tcp�ows dueto incompatibletraceformats). Ta-
ble5 includestheresults—notethatthe“FR/R” classi�cation
of tcp�ows is a combinationof ourPA- andSACK-triggered
categories,andthat “RTO-recovery” is capturedby our im-
plicit category. The classi�cation differs signi�cantly from

thatof our tool-setreportedin thesametable,underscoring
theneedfor incorporatingpopularimplementations.

We also evaluatethe needfor OS-sensitive analysisusing
our tool-set. For this, we againconsiderall OOS connec-
tions in the above threetracesthat were explainedby our
OS-sensitive tool-set,and observe the classi�cation results
whenonly our FreeBSD-speci�cstatemachine(which fol-
lows theTCPstandardsfairly closely)is usedon these.This
statemachinewasunableto explain around50%of all OOS
segmentsin eachtrace!

� How important is it to incorporate delaysand lossesbe-
tweenthe monitor and thesender?

Table5 shows thatsigni�cant numberof OOSsegmentsoc-
cur due to network reorderingbetweenthe senderand the
monitor. We have alsoobservedthata signi�cant fractionof
lossesoccurbetweenthesenderandthemonitor. It is, there-
fore, importantto incorporatesuchnetwork anomaliesin the
analysis.

In the abi and unc traces,5 nearly 13-14%of OOS events
areclassi�ed asdue to network packet reorderingbetween
thesenderandthemonitor—thesenumbersappearunusually
high. To investigatetheseeventsfurther, in Fig 6, we plot
thetime gap(referredto astheresequencingdelay) between
eachsuchOOSsegmentandthesegmentwith thenext higher
sequencenumber. We �nd thatmostof theresequencingde-
laysarewithin 5 ms—thisindeedcorrespondsto timescales

5A known contributor of excessive reorderingin the UNC trace
is the presenceof intrusiondetectionappliancesthat divert, from
selectedconnections,a few IP packets from the fastdata-pathfor
deeperinspection.



OurTool-set
Trace # Total % Needed % Unneeded % No LEAST[8]

Retran Total Implicit Explicit Total Implicit Explicit Inference % Needed % Unneeded
abi 291.9K 79.1 13.1 66.0 12.0 4.9 7.1 8.8 89.6 10.4
jap 116.6K 82.4 4.4 78.0 15.6 6.6 9.0 2.0 92.7 7.3
wls 1054.2K 86.7 22.3 64.4 13.2 1.1 12.1 0.1 98 2.0
wrd 1184.2K 96.2 15.9 80.3 3.7 0.5 3.2 0.1 97.7 2.3
lei 110.3K 82.5 19.6 62.9 12.7 4.2 8.5 4.8 87.7 12.3
unc 1155.9K 91.2 21.4 69.8 7.7 1.1 6.6 1.5 96.2 3.8
ibi 785.5K 76.6 23.2 53.4 18.9 13.1 5.8 4.5 85.0 15.0

Table 7: Neededand UnneededRetransmissions(for connectionswith all OOS segmentsunambiguouslyexplained).
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Figure6: Resequencingdelaysfor reordered segments

of network reorderingandis muchsmallerthantypicalRTTs.
Thesmallfractionof OOSsegmentswith largeresequencing
delaysoccur in connectionswith large minimum RTTs as
well.

5. RELATED WORK
Therealreadyexistsanextensive bodyof work on passive anal-

ysisof TCPconnections.Tcptrace[3] is perhapsthemostwidely
usedamongthe many tools available for passive analysis. How-
ever, tcptrace,likemany othertools,doesnotmaintainenoughstate
to accuratelyinfer TCP losses.The mostcloselyrelatedwork is
tcp�ows [19], a state-machineapproachfor analysisof TCP con-
nections. This state-machinedesignis basedon RFC speci�ca-
tions for congestionresponse,retransmissions,andRTO calcula-
tions. tcp�ows canperforma passive analysisof tracestakenat an
arbitrary network link andattemptsto characterizethe causesof
lossesusing inferencesof RTO andthe sender's congestionwin-
dow. Studyof a tracefrom a backbonelink usingtcp�ows in [19]
concludedthat9-19%of retransmissionswereunneeded,andthat
7-25%of out-of-sequenceeventswerebecauseof packet reorder-
ing. Thoughthis tool wasasigni�cant advancein passiveanalysis,
we foundthatthismethodhasseveralpracticallimitationsbecause
of thedifferencesin thevariouswidely usedTCPimplementations.
Furthermore,sincethe primary purposeof [19] wasnot to study
packet lossesin detail, their analysistool is limited in the granu-
larity with which OOSsegmentsareclassi�ed. The resultsfrom
their method(especiallythe RTT calculationand the subsequent

RTO calculation)aredependenton thefrequency with which RTT
is measured(per packet vs. per �ight), andthe inferencesneces-
saryto track thesender's congestionwindow. All of thesedepend
onthedetailsof speci�c TCPimplementations.To overcomethese
problemswehaveusedOS-speci�cstatemachinestomorerobustly
infer TCPsenderstatein passive analysis.

OS-speci�canalysisis not a new idea. In [26], Paxsonimple-
menteda statefulimplementation-speci�canalysisin his tool “tcp-
analy”for passiveanalysisof tracesat theendsystem.Theprimary
limitation is that it hasnot beenextendedto handletracestaken
from an arbitrarylink. Sincetheanalysiswereperformedon end
systemtraces,therewasno needto addressseveralpracticalchal-
lengessuchaspacketslostbetweenthetracepointandendsystem.
Further, theanalysisdid not have to infer thespeci�c TCP imple-
mentationcharacteristicsbecausethe endsystemOS wasknown
in advance. Given the above reasonsand the signi�cant paceof
changesto TCPimplementationssincethetime thetool wasdevel-
oped,we believe thatour toolsrepresentasubstantialadvance.

Finally, thereis work relatedto identi�cation andclassi�cation
of TCPlosses.Wedonotconsideractivelosscharacterizations[13,
30,29] asthey arestudyinglosspropertiesof network paths,rather
thanlosscharacteristicsof TCP connections.In [11], the authors
designa tool for actively measuringreorderingon a network path.
This tool exploits the relative sequencenumberspacingbetween
segmentstransmittedand can not be easily adaptedfor passive
monitoringof thenetwork. TCPmystery[20] is anothertool which
identi�es loss eventsand classify them as necessaryor unneces-
sary. Thistool usesasubsetof thealgorithmsusedin tcp�ows—our
comparisonto tcp�ows suggeststhat it needsto incorporateaddi-
tionaldetailsin orderto achieveaccuracy similarto ours.In [8], the
authorshave presentedtheLEASTalgorithmfor passively estimat-
ing unneededretransmissionsthatoccuraftera timeout(for Reno
implementations)or usingSACK blocks.We�nd thattheirmethod
underestimatesunneededretransmissionsin Renoimplementations
becausethey do not addressadditionalretransmissionsin FastRe-
transmission/FastRecovery. Further, the limited statemaintained
doesnot trackunneededretransmissionswhenduplicateACKsare
lost. Our toolsmaintainsuf�cient historyaboutall packets,includ-
ing thosethatareretransmitted,soa morerobust identi�cation of
unneededretransmissioncanbemade.

Thereareothermethodsin theliteraturefor identifyingspurious
retransmissiondue to timeouts[9, 22]. Both thesemethodsdeal
only with timeout-triggeredretransmissions.[9] relieson thetime
differencebetweentheretransmittedsegmentandtheACK to iden-
tify spurioustimeouts. [22] proposedthe Eifel Algorithm which
usesthetimestampoptionto actively detectspurioustimeouts.This
methodrequiresend-systemcooperationandis notsuitablefor pas-
sive analysis.



6. CONCLUDING REMARKS
Theprimarycontribution of ourwork is theimplementationand

validationof a new suiteof tools for passive analysisof TCPcon-
nections. Thesetools are freely available to the networking re-
searchcommunityandwe hopethey will encourageothersto con-
tributeto ourunderstandingof TCPbehavior “in thewild” by ana-
lyzing larger andmorediversesetsof traces.While many of the
ideasusedin thesetools are not new (seethe discussionof re-
lated work), we believe this is the �rst time all have beeninte-
gratedinto asingle,carefullyvalidated,analysisapproach.Further,
we have madesigni�cant advancesby explicitly including TCP
implementation-speci�cfactorsfor thoseoperatingsystemsthatare
currently(andlikely to befor theforeseeablefuture)thedominant
endpointsfor TCPconnections(Windows,Linux, FreeBSD/MAC
OS X, Solaris). We have alsobeencareful to cover many of the
“corner cases”andboundaryconditionsthat aremissingin prior
work, choosingto rely on explicit sender-statetrackingratherthan
approximationsor heuristicswherepossible.

Webelievetheaccuracy andhighclassi�cationgranularityof our
toolswill enableothernetworking researchersto addressissuesre-
latedto theef�cacy of TCP's lossdetection/recovery mechanisms,
to developnew modelsfor theunderlyinglossprocessesthatTCP
mustdealwith, andto betterunderstandtheimpactof network con-
gestionon real-world TCPperformance.For example,theanalysis
of real-world TCPconnectionsmaysuggestimportantimplications
for there�nementof analyticmodelsof TCPthroughputasa func-
tion of lossrates[14, 24].

While we have discussedonly theanalysisof TCP lossandre-
transmissioncharacteristics,that is not the endof the story. We
believe the TCP implementation-speci�cstatemachinesaresuf�-
cientlydetailedandrobustthatthey canform thebasisfor passively
trackingadditionalTCPandnetwork states,speci�cally congestion
windows, packets in �ight, andend-systembuffering. Additional
researchis in progressto addresstheseissues.
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