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Abstract - While it is well-known that TCP performance
degradessigni cantly on experiencingpaclet lossesnot much
is known aboutthe way in which TCP lossesoccurin thereal-
world. In orderto understandhis issue,in this paper we de-
velop a passie analysismethodologyfor reliably inferring the
loss processeshat real-world TCP connectionsare subjectto.
Weinstantiateourmethodologyin analysigoolsthatimplement
detailedsenderside statemachinedor several prominentTCP
stacks(Windows, Linux, BSD, and Solaris)andaugmenthese
with extra logic to correctlytrack TCP senderstateaswell as
actualsegmentlosses. Using thesestatemachineswe analyze
tracesof morethan TCPconnectionsgollectedrom
differentlocationsaroundtheworld andreportour ndings.

1

TCPis the dominanttransportprotocolusedby Internet
applications.Perhapsone of the mostusefulservicese-
manticsprovidedby TCPis thatof reliabledelivery TCP
implementsreliability by detectingpaclet lossesandre-
transmittinglost sggments.lt is well-known thatthetime-
linessperformancef a TCP connectiordegradessigni -

cantlywheneverit experiencepacletlossesandinvokes
this pair of mechanismsGiventhe popularityof TCR it
is, thereforejmportantto understandhow arereal-world
TCP connectionssubjectto paclet lossesand how well
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do its detection-receery mechanismslealwith them. It
is thegoalof ourresearcho do so.

As a rst crucial stepof this endeaor, in this paper
we addresghe issueof: how to reliably derivethe loss
processthat real-world TCP connectionsre subjectto?
One of the mostpowerful approachesor studyingTCP
connectionghat representeal-world usersand applica-
tions, is to passvely analyzepaclet tracesof ongoing
TCP connectionsn the Internet. In this paper we ar
guethatexisting approachefor passveinferenceof TCP
lossesdo not adequatelydeal with either the inef cien-
ciesof TCP'slossdetection-receery mechanismspr the
diversityin TCP implementationsln aneffort involving
several person-monthspur approachis to recreateTCP
senderstaterelatedto lossdetection-receery in a setof
passive analysistools,andaugmenthesewith extralogic
for reliably inferring TCP losses,We validate our tools
againstseveral controlledexperimentswith diverseTCP
sendersWe thenrun thesetools againstpaclet tracesof

million InternetTCP connectiongollectedfrom  dif-
ferentlocations,andreportour ndings.

In therestof this paper we discusspastwork andour
passve analysismethodologyin Section2. We present
tool validationin Section3 andtheresultsof analysisof
Internetconnectionsn Sectiord. We outlinetheimplica-
tionsof ouranalysisin Section5.
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Figurel: Implicit TCP Retransmission

2 Passve Loss InferenceMethodol-
ogy

TCP usesawell-known combinationof detectionandre-
covery mechanismso dealwith pacletlosses—weefer
the readerto [5, 10, 8, 14] for detailsof retransmission
timeouts(RTOs), fast retransmit/ecovery (FR/R), triple
duplicateacks (TDA), partial adks (PAs), and selective
adks (SACKs). Eachof thesemechanismss usedto re-
transmitsegmentshatarepercevedto belost. Below we
considersereral approachesor reliably inferring paclet
lossedrom the paclettraceof a TCP connection.

2.1 Passve Inferenceof TCP Losses

Why not considerall retransmissions? SinceTCPre-
transmitsseggmentson detectingpaclet losses,the sim-
plest(and common)approacHor inferring segmentloss
is to simply look for the reappearancef someseggments
in theTCPpaclettraceandassumehattheoriginaltrans-
missionwas lost. However, this approachcan lead to
over-estimatiorof lossesasillustratedin Fig 1, whichde-
pictspartof aTCPconnectiorselectedrom theunctrace.
Sgyment2 is retransmittediuring a post-timeoutperiod,
althoughthe original transmissiorwas successfulasis
con rmed by the subsequenfCK sequence)Note that
while the segmentwasretransmittedthis wasnot there-
sult of any explicit lossdetection/receery attemptby the
TCPprotocol. Thisexample thus,illustratesthatin order
to reliably infer pacletlossesit is importantto track the
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Figure2: Unneededetransmission

namely RTO, TDA, PA, and SACK.

Why not simply replicate TCP senderstate? It turns
out that even simply tracking the triggering of loss de-
tection/recoery mechanismén a TCP connection—ass
donein [9]—is notsufcient for reliably inferring paclet
losses. This is becauseof two reasongelatedto TCP's
inability to accuratelyinfer pacletlosses:
Somelossesdo not trigger TCP's lossdetectionphases.
For implementationef ciency, TCP sendersmaintain
only a limited history aboutunsuccessfulransmissions.
In particular if multiple paclet lossesarefollowed by a
timeout,the sendeexplicitly discosersandrecoversonly
from the rst of thoselosses.As a result,the remaining
paclet lossesmay not get discoveredby simply tracking
the invocationof TCP's four loss detectionmechanisms
describedibove (RTO, TDA, PA, SACK). Fig Lillustrates
this for sggment1, which wasunsuccessfullyransmitted
the rst time. The sggmentgetsretransmittedn the post-
timeout period, but without explicitly triggering TCP's
loss detection/receery mechanisms.lIt is, thus, impor-
tantto tradk implicit retransmissionshat are neededor
recoveringfrom padeetlosses

A TCP sendermayincorrectly infer padketlosses. TCP
may retransmita paclettoo earlyif its RTO computation
is notconserative. Furthermoresomepacketre-ordering
eventsmayresultin thereceiptof TDAs, triggeringaloss

explicit triggering of TCP's lossdetectionmedhanisms— detection/receery phasein TCR In fact, Fig 2, which



againdepictspartof a TCP connectiorselectedrom the
unc trace (and visualizedusing the tcptrace utility [4]),
plots a connectionin which a single paclet reordering
eventresultedin thetriggeringof  subsequenphases
of fastretransmit/receery, that lastedfor more than
seconds! It is, thus,importantto tradk explicit retrans-
missionsthat are not neededor recovering from padet
losses

BasicApproach Basedntheabovediscussionpurba-
sic approachfor passve inferenceof TCP lossesis to:
(i) implementpartial state-machinéor a TCP sendetthat
usesthe ACK streamto track the triggering of loss de-
tection/recoery mechanismsand (i) augmenthe state
machinewith extra stateandlogic aboutthetransmission
orderandtiming of all previously-transmitteghackets,in
orderto classifyretransmissionasneededr not. Using
this basicapproachwe canclassify segmentretransmis-
sionsastriggeredby: (i) RTOs, (i) TDAs, (iii) PAs, (iv)
SACKs, and(v) implicit. Furthermoregachretransmis-
sion is further classi ed as neededor unneeded Fig 3
depictsthis classi cationtaxonomy

2.2 Practical Challengesin LossInference

Threekinds of practicalconcernscomplicatethe imple-
mentationof the abose approachWe describehesecon-
cernsandhow we addresshembelow.

Diverseand Non-documentedTCP Stacks

The Challenge: TCP implementationswritten by dif-
ferentoperatingsystem(OS) vendorsmay differ (some-
timessigni cantly) in eithertheir interpretationsr their
conformanceto TCP speci cation/standards. Further
more, a few aspectof TCP—suchashow a senderre-
spondsto SACK blocks—arenot standardizedAs a re-
sult, the sendersidestatemachinesarespeci ¢ to the OS
they runon. Thisresultsin two mainchallengesn imple-
mentingour basicapproach.First, the differencein im-
plementation®n differentOSesnecessitatethatwe im-
plementdifferentprogramsto analyzeconnectionsorig-
inating from different senderside OSes. More signi -
cantly given the trace of a TCP connection,it is non-
trivial to identify the correspondingenderside OS and

decidewhich OS-speci canalysisprogramto usefor an-
alyzing the connection. Second,most OSeseither have
proprietarycode or have insufcient documentatioron
their TCP implementationsWithout detailedknowledge
of the loss detection/receery implementationsit is not
possibleto replicatethesemechanism our OS-speci ¢
analysisprograms.

Our Approach: We extract sufcient details about
the implementationof loss detection/receery in several
prominentOS stacksby using an approachsimilar to
the t-bit approachdescribedn [11]. Speci cally, we in-
stall four different OSes—namelyWindows XP, Linux
2.4.2,FreeBSDA4.10, and Solaris—onexperimentallab
machinesand run the Apacheweb-serer on eachma-
chine. We expect this range of OSesto cover a ma-
jority of the connectionswe analyze. We then imple-
ment an application-leel TCP recever (by borrowving
from the t-bit codebase)that initiates TCP connections
to eachof the sener machinesand requestsHTTP ob-
jects. Oncethe senermachinesstartsendingthe objects,
the recever arti cially generatedlifferent sequencei
the ACK streanto triggerlossdetection/receerymecha-
nismson the sendesside stacks(including TDAs, RTOs,
PAs, SACKs). We then use the mannerin which the
sener respondgo the ACK streamfor inferring several
characteristicef thesendersideTCPimplementationin-
cluding the computationof RTO, the numberof dupli-
cateACKs thattrigger FR/R, andtheresponsdo SACK
blocks. Details of the extracted characteristicxan be
foundin [13]. We usethesedetailsin our implementa-
tion of four OS-speci ctraceanalysigprograms.

For eachTCP connectionto be analyzed,we run its
paclet traceagainstall four analysisprograms.We then
selectthe programthatis ableto explain eachretransmis-
sion event. Eventsthat cannotbe explainedby ary pro-
gramarecountedasunexplainedand connectionswith a
largefraction of unexplainedeventsarediscarded.

Delays and Losses Between Monitor and
Sender

The Challenge: Packettracesusedin passve analysis
aretypically collectedat links thataggreyatetrafc from
alarge anddiversepopulation.As aresult,theremay be



several network links on the pathbetweena TCP sender
and the trace monitoring point. Thus, the datapaclets
transmittedoy the sendemay experiencedelays! losses,
or reorderingbeforethe monitorobseresthem;the same
is truefor ACK pacletsthattraversebetweerthe monitor
andthe sender Consequentiyjthe dataand ACK streams
obsenedat the monitor may differ from thoseseenat the
TCPsender In particular if someof the TDAs obsened
at the monitor fail to reachthe senderthe analysispro-
gramsmay incorrectly concludethat the senderhasen-
teredFR/R. Similarly, if a datapaclket getslost beforeit
reacheshe monitor, andsubsequentlgetsretransmitted,
theanalysigorogramanayfail to infer thatthe paclethas
beenre-transmitted.Thus,the programamay not be able
to accuratelytrackthe sendersidestatemachine.

Our Approach: In orderto dealwith thiscomplication,
we usea generalapproachin which loss indicationsin

the ACK streamtrigger only tentative statechangesn

the monitor statemachine which are con rmed only by

subsequentetransmissiofehaior by the sender In ad-
dition, we considerall out-of-sequencéO0S) sggments
(andnot just retransmittedsegments)as possibleindica-
tors of paclet loss. Furthermorewe infer network re-

orderingby (i) detectingreorderingin the IP-id eld of

pacletsseenfrom a given TCP sourceand (ii) detecting
if an out-of-sequenceggmentappearswithin a fraction
of theconnections minimumRTT afterthe segmentwith

thenext highersequencaumber

Non-availability of SACK Options

The Challenge: A large numberof tracesdo not cap-
turethe TCP option eld. SACK blocksaretransmitted
as TCP optionsand henceare not available for passve
analysisof thesetraces. The sendemay have usedthe
SACK blockinformationto retransmitcertainpaclets.In
absencef theseblocks,themonitorwill fail to accurately

1TheRTT measure@tthemonitor(monitorrecever-monitor)is less
thanthatmeasuredt the sender(senderreceversender).Thisimplies
that the RTO computedat the monitor may be smallerthanthat used
by the sender Fortunately this discrepang doesnot negatively impact
our analysis—theRTO is usedasa minimumthresholdfor the gapbe-
tweentheoriginal transmissiorandretransmissionf a lost segment,in
orderto identify retransmissionthatoccurdueto timeouts.Thereforea
smallerthan-actualalueof RTO would simply lower the thresholdand
still beableto correctlyinfer suchretransmissions.
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Figure3: Classi cationTaxonomy

identify the causeof theseretransmissionandhencemay
notmarkthemcorrectly

Our Approach: To overcomehisproblem,we develop
thefollowing heuristicto identify whethera pacletcould
have beentriggeredby incomingSACK information. We
classify a sgmentretransmissioras SACK-triggeredif:
(i) theconnectioris in FR/R, (ii) theretransmissiofs not
explainedby eitherRTO or a PA, and (iii) the sequence
numberof theretransmittedegmentis lessthanthehigh-
estsequenc@umberthatwasin ight whenthe connec-
tion entered~R/R. We validatethis heuristicusinga one
hoursggmentfrom theunctrace.We rst runouranalysis
toolswith the SACK blocksavailableandnotetheretrans-
missionsthat were SACK-triggered. Thenwe remove
the SACK blocksfrom this traceandrun the tools with
theabove heuristic. The analysisthatrelied on availabil-
ity of SACK blocksidenti ed 54160SACK events. The
heuristic-basednalysisidenti ed all of theseevents,but
alsomarked4333of theunexplainedeventsasSACK trig-
gered.Apart from thelow numberof unexplainedevents
incorrectlyclassi edtheheuristicsworksvery well.

2.3 Summary of Our Methodology

Our methodologyfor reliably inferring TCP lossesand
thetriggeringof TCPlossdetection/receerymechanisms
canbe summarizedsfollows.

1. We rst extract the implementationdetails of four
prominentTCP stacks(Windows XP, Linux 2.4.2,
FreeBSD,Solaris)using the approachdescribedn
Section2.2.

2. Wethenreplicatethelossdetection/receerymecha-



nismsin four OS-speci canalysisstatemachines—
thesestatemachinesusethe dataand ACK streams
asinput. Lossindicationsin the ACK streamare

used to only tentatizely trigger state transitions,
whicharecon rmed only by subsequergeggmentre-

transmissiorbehaior.

. We then augmentthesemachineswith extra logic
and stateaboutall previously-transmittedpaclets,
in orderto infer pacletlosseswith accurag greater
thanTCR

. We thenrun eachconnectiontraceagainstall four
machinesand usethe resultsfrom the onethat can
explain most ( 20%) of the obsened OOS say-
ments.In casemorethanonemachinematcheghis
criteria,we selectonerandomly

Ourmethodologyclassi esall OOSsggmentghatappear
within the paclettraceof a TCP connectionaccordingo
thetaxonomydepictedn Fig 3.

We haveimplementedheabose machinesn theC pro-
gramminglanguage.All four implementationsanana-
lyze morethana million connectionsn a few minutes.
Several detailsof our methodologyand implementation
have not beenincludedin this sectiondueto spacecon-
straints.Thesedetailscanbefoundin [13].

Previously, Allman [6] and Jaisval[9] have presented
methodsfor passie estimationsof losses. Allman as-
sumesthatall explicit retransmissionsre necessaryhe
countsthe numberof implicit retransmissionthat were
unneedetby countingthenumberof duplicateACKsgen-
eratedin a post-timeoutrecovery period. While this ap-
proachworksrelatively well, it doesnot identify exactly
which of the implicit retransmissionsvere unneeded.
Jaisval et. al. useastate-machinbasedapproactderived
fromthespeci cationsin RFC2581[5]—thisis similarto
our FreeBSDstatemachine.This approactdoesnot take
into considerationvariationsin other TCP stacks. Fur-
thermore sincethe purposeof [9] is not to studypaclet
lossedn detail,their analysistool is limited in thegranu-
larity with whichOOSseggmentsareclassi ed. In thenext
two sectionswe compareour methodologywith both of
theabove.

3 Validation

We validate our analysistools againstTCP connections
for which the “ground truth” aboutthe classi cation of
eachOOSsgmentis known. To do this, we modi ed the
TCP Behavior InferenceTool (tbit) [11]. tbit emulatesa
TCPprotocolstackfor thereceversideof aunidirectional
datatransferwherethe sendeiis a normalapplication(in
ourcaseaWebsener)runningoverareal TCPimplemen-
tation in a speci ¢ operatingsystem. We modify tbit to
simulatedifferentpaclketlossscenarioshatwould trigger
senderresponsedy withholding ACKs, sendingdupli-
cateACKs,andproviding SACK blocksre ecting various
gapsin recevedsequencaeumbersBecausghestatema-
chineanalysisalsodepend®ninferringthe TCPsenders
RTO to identify retransmissiongriggeredby timeouts,
we also usetbit to delay ACKs thussimulatingvariable
round-trip delays. For someof the validation scenarios
describedbelov we also usedummyneton the thit ma-
chineto createadditionallateny betweerthe sendeand
recever.

For eachvalidation scenariowe usedtwo machines,
onerunningtbit andthe otherrunninga websener, con-
nectedover a switched100/1000Mbps Ethernetthat is
sharedby usersin the ComputerSciencedepartmenttbit
establishe@ TCP connectiorto thewebsenerandsenta
valid HTTP requesfor alarge le. tbit thenimplemented
the desiredvalidationscenariowith a speci ¢ generated
ACK stream. Unlessstatedotherwise,eachvalidation
scenariovasrepeatedl00 timesbecauseot all sources
of variationin timing—rangingfrom 1msto 10ms—could
becontrolled(e.g. OSschedulingEtherneswitchdelays,
etc.). Separatestimate®f theseuncontrolleddelayscon-
cludedthatthe majority werelessthan1 millisecondand
nearlyall werelessthan10 milliseconds.

The entire suite of validation scenarioavas run with
tbit connectingo four differentTCPimplementation®n
the sendemachine- Windows XP, Solaris,Linux 2.4.2,
and FreeBSD4.10. Bidirectionaltcpdumpsof all pack-
ets were taken on thesesendemmachinesandthe traces
werethenusedasinputto our validationproceduresThe
proceduresve usedhave two parts— (1) to verify that
eachTCP implementationrespondsn real operationas
we expectedand(2) to verify thatthe statemachineanal-
ysis programscorrectly emulateeachimplementatiors
responses.For the rst part we processedhe tcpdump



traceswith tcptrace[4] and othertoolsto verify theim-

plementationsresponsesFor the secondpart, we used
the tcpdumpsasinput to the statemachineanalysispro-

gramsandrecordedtheir outputs. By comparingthe re-

sultsfrom the statemachineanalysiswith the known im-

plementatiorresponsesye could determinehow correct
its inferencesaboutconditionsat the senderwere. We
alsousedthe tcpdumpsasinput to the analysisprogram,
tcp ows, presentedn [9] but reportthe resultsfrom this
only whenthey differ substantiallyfrom ours.

RTO classi cation: The rst group of validationsce-
nariosdealwith how well the statemachineanalysiscan
infer the senders estimateof RTT and RTO which are
critical in identifying retransmissionsriggeredby time-
outs. In this groupof validationscenariogll retransmis-
sionsare known to be triggeredby timeouts. The state
machinefor eachimplementatiorrequirescorrectvalues
for parametersgle ning theinitial andminimumRTO, the
timer granularity and the equationsusedin computing
RTO. Theseparametersireveri ed aspartof thevalida-
tionresults.Tablel givesthevaluesusedfor thesgparam-
etersin the statemachinefor eachTCPimplementatior?

RTT estimation: Dummynetwas usedto seta con-
stantminimum RTT—of 50, 100, 150, 200, 400, 1000,
and 2000 ms—betweerthe two machines.All RTTs es-
timatedsegment/ACK pairs by our statemachineswere
within +10 millisecondsof the valuesetby dummynet.

Initial RTO setting: The initial RTO parametehelps
classifyretransmissionsf SYN or SYN+ACK sggments
at connectionestablishment.tbit initiated a connection
(sentSYN) but did not respondto the SYN+ACK sent
by the sener. This resultedin a retransmissiorof the
SYN+ACK aftertheinitial RTO interval. Our statema-
chinesfor eachimplementationcorrectly identi ed the
SYN+ACK retransmissioras being triggeredby RTO;
further, the measuredRTO was equalto the value ex-
pectedby our state machines+/- the timer granularity
(alsoshawvnin Fig 1).

?Detailsaboutthe RTO computation(srtt andrttvar) aretaken from
RFC 2581[5]. Linux, however, usesa signi cantly differentcompu-
tation for the variancein RTT—we extract this from the Linux source
code.Thedetailscanbefoundin [13].

Minimum RTO setting: No delayswereaddedto the

actual RTT (typically 1 millisecond)over the switched
Ethernet. Thusary retransmissiorriggeredby an RTO

shouldoccurafteraninterval approximatelyequalto the

minimum RTO. tbit received and ACKed a signi cant

numberof sggmentdtypically 50 or more)sothesenders

RTO calculationstabilizedbeforewithholding all ACKs

to trigger an RTO retransmission.The tcpdumpshoved

thatthe retransmissionsccurredafter the expectedtime

intervals +/- the timer granularity The statemachinefor

eachimplementatiortorrectlyidenti ed theseretransmis-
sionsastriggeredby RTO using theseminimum values
andtimer granularities.

RTO estimation- constantRTT: Dummynetwasused
to set a constantminimum RTT—ranging from 50ms
to 2s—betweerthe two machineswith variationsonly

causedy switchdelays.tbit recevedand ACKed a sig-
ni cant numberof sggmentgtypically 80 or more)sothe
senders RTO calculationstabilized before withholding
ACKs to trigger RTO retransmissions.The actualtime
differencedoundin thetcpdumpbetweerinitial andsub-
sequentransmission®f the samesegmentare summa-
rized in Table 2 shaving the mean,min, and max time
intervals. The valuesshovn arein goodagreementvith

theexpectedvaluesgiventhe x eddummynetdelaysthe
minimum RTT, andthetimer granularityfor eachimple-
mentation.

RTO estimation- variable RTT: Thisis thesamesce-
narioasabove, exceptthat ACKs weredelayedrandomly
by thit by up to 50% of the dummyneimposedminimum
RTT. Theresultsare alsosummarizedn Table 2. The
valuesshawn correspondo the expectedvaluesgiventhe
x ed dummynetdelays,the addeddelay variability, the
minimum RTT, andthetimer granularityfor eachimple-
mentation.

Comparisonto tcpows  Table2 shavstheobsened
min, max and meantime interval for the RTO valida-
tion experiments.It shavs thatthe variousimplementa-
tions differ widely in their RTO computations. Solaris,
for instance,initializes RTO to a high value and hence,
over a shortinterval, endsup with a higher RTO value
then FreeBSD(even thoughits min RTO is muchlower



Parameter Linux | Windows | FreeBSD| Solaris
Timergranularity | 10ms | 500ms 10ms 10ms
Initial RTO (s) 3 3 3.375 3
Min RTO (ms) 200 1000 1200 400
RTO srit+ srtt+ srtt+ 1.25*srtt+
vartt 4*rttvar 4*rttvar 4*rttvar
Dup-ACK threshold| 3 2 3 3

Tablel: TCPvariants

than that of FreeBSD).Linux corvergesto the correct
value muchfasterand hasthe lowestRTO value. In all
caseswe were ableto correctly classify all retransmis-
sionstriggeredby RTO. The tcp ows tool [9] failed to
correctlyhandleRTO estimatiorfor mary of theconstant
andvariableRTT scenarios—thiss primarily becauset
doesnot incorporatethe diversity acrosdifferentimple-
mentations.

FR/R classi cation: The secondgroup of validation
scenarioglealswith how well the statemachineanalysis
caninfer thesenders responséo duplicateACKs, partial
ACKsin FastRecorery, andSACK blocks.

Number of duplicate ACKs to trigger retransmission:
tbit receved and ACKed the rst 15 segmentsthensent
duplicateACKs (without delays)for the 15thin response
to subsequensegments(thus simulatingloss of the 16th
segment). The numberof duplicate ACKs was varied
from 1 to 4. Eachof our statemachinesclassi ed the
correspondingetransmissionss triggeredby duplicate
ACKs. Thetcp ows tool failed to recognizeretransmis-
sionstriggeredby 2 duplicateACKsin Windows (andin-
steacclassi edthemasRTO retransmissions)—this be-
causdt assumes duplicateACKs areneeded.

Responsdo Partial ACKs in FastRecovery: thit trig-
gereda retransmissiorby duplicateACKs (asdescribed
aborve) and then sent partial ACKs for other sggments
transmittecbetweertheoriginalandre-transmissionOur
resultsveri ed the expectedretransmissioreventsin the
tcpdumpsandthe statemachinefor eachimplementation
correctly identi ed the event triggering the retransmis-
sion. Note thatWindows TCP doesnot retransmiton re-

ceiving apartial ACK duringFR/Rbut insteadretransmis-
sionsaretriggeredby RTO (doesnotimplementnenvReno
but doesuseSACK if present).

Responseo SACK blocks thit triggereda retransmis-
sionby duplicateACKs (asdescribedabove) for the 15th
segmentand generatedseveral differentcasesof SACK
block contentsindicating gapsin the receved segments
beyond the 15th. In all casesthe correct missing sey-
mentswere identi ed and retransmittedwithout incur
ring a timeout—andour statemachinescorrectly classi-
ed suchretransmissionsThetcp ows tool, which does
not useSACK blocks, classi ed the above assimply re-
transmissiongn recovery after duplicateacksor asbeing
triggeredby RTO (for Windows connections).

Unneeded and Needed Retransmissions: tbit simu-
lates the implicit retransmissiorscenarioof Fig 1. In

a secondscenario,it sendsspuriousduplicateACKs to

trigger an unneededetransmission.Our statemachines
correctly classi ed the correspondingetransmissiongs
neededor unneeded Allman [6] correctlyidenti ed the

unneededetransmissioin the rst scenaricbut failedto

identify it in thesecondctase.

4 Analysisof TCP Connections

We next applyour statemachinego analyzeT CPconnec-
tiontracescollectedirom differentgloballocations.Be-
low, we rst describehesedatasourcesandthenpresent
our analysisresults.



Min ConstanRTT VariableRTT
RTT Linux Windows FreeBSD Solaris Linux Windows FreeBSD Solaris
50 256 751 1199 2945 255 580 1199 3216
(244,260) (611,856) | (1199,1200)| (2932,2.962)| (250,260) (509,787) | (1199,1200)| (3023,3.466)
100 315 858 1199 2596 314 597 1199 3150
(300,337) (748,965) | (1199,1200)| (2589,2605)| (300,330) (500,692) | (1199,1200)| (2961,3.374)
150 385 953 1199 2246 385 740 1199 3150
(374,390) (855,978) | (1199,1200)| (2240,2265)| (380,390) (613,827) | (1199,1200)| (2905,3349)
200 455 1081 1199 1896 435 877 1199 3072
(441,467) (961,1276) | (1199,1200)| (1890,1915)| (430,440) (805,1087) | (1199,1200)| (2871,3308)
400 737 1780 1199 915 671 1281 1199 2889
(712,750) | (1764,1868)| (1199,1200)| (0910,0920)| (661,680) | (1205,1488)| (1199,1200)| (2655,3108)
1000 1585 3237 1577 1655 2562 2567 1398 2522
(1570,1600)| (3015,3400)| (1573,1581)| (1650,1661) | (2542,2570)| (2400,2702)| (1367,1434)| (2102,2855)
2000 3014 5741 2934 2895 2627 4948 2613 3948
(3000,3020)| (5633,5888)| (2930,2940)| (2881,2899) | (2561,2722)| (4619,7311)| (2515,2697)| (3611,4286)

Table2: RTO estimationresultsfor constantandvariableRTT (s). This tablegivesthe meanRTO andthe min and
maxRTO (in parenthesisirom 100repetitionsof thevalidationscenarios.

Data Sources: Table3 describeghe tracesusedin our
analysis.Thesetracesarecollectedfrom links with trans-
missioncapacityrangingfrom 155 Mbpsto OC-48. The
abi traces[2] are collectedfrom a backbondink of the
Internet-2network (Abilene);thejap trace[3] is collected
off atrans-Rici ¢ link connectinglaparto theUS;theunc

Trace Duration | Avg TCPLoad | # Connections| # Bytes | # Packets
Abilene-OC48-2002abi) 2h 211.41Mbps 7.1M 190.3G | 160.1M
Liepzig-1Gbps-2008ei) 2h45m 9.53Mbps 2.4M 11.8G 17.3M

Japan-155Mbps-2004ap) 4h 1.93Mbps 0.3M 3.5G 3.7M
UNC-1Gbps-200%unc) 4h 74 Mbps 14.5M 133.3G | 151.0M
Ibiblio-1Gbps-200%ibi) 4h 90.64Mbps 0.9M 163.2G | 158.9M

Table3: GeneralCharacteristicef Packet Traces

andlei [1] tracesare collectedat the campus-to-Internet addsto the diversity of our results.
links of the University of North Carolinaand Univer

sity of Leipzig, respectiely; the ibi tracecapturesraf-
¢ sened by a clusterof high-trafc web-serers (ibib-
lio.org) hostedat UNC; All tracesexcepttheonefrom the
link to JaparwerecollectedusingEndaceDAG cards.

nd that:

For our analysis,we useonly thoseconnectionghat

transmitat least10 segments.Furthermoresinceour ob-
jective is to study TCP retransmissionswe selectonly
thoseconnectionsn which at leastone OOS sggmentis

obsened (“O0S” connections).Fig 4 shavs the impact
of applyingthelatter Iter. While lessthan
nectionghattransmitatleast1 0 segmentsalsohave some
OOSsgmentstheseconnectiongarry mostof the bytes
in this class.Furthermorethetracesvary signi cantly in

thedistribution of bytestransmittedoerconnection—this

of con-

Ef ciency of TCP Loss Detection Table5 shaws our
classi cationsfor OOS sggmentsin the ve traces,ac-
cordingto the top-levels of the taxonomyof Fig 3. We

Our statemachinesreableto infer acausefor more
than90% of all OOSsegymentsin the tracesandex-
plain thetriggeringmechanisnior 88-98%of all re-




All Connections OOSConnections
Trace | #Conn | #Bytes | # Packets | % Conn | % Bytes | % Paclets
abi | 388.9K | 180.1G | 148.5M | 17.60% | 68.11% | 68.85%
lei 75.4K | 10.5G 12.6M | 18.82% | 74.88% | 77.24%
jap 18.5K 3.3G 3.1M 48.65% | 96.08% | 93.44%
unc | 774.8K | 121.3G | 129.6M | 21.82% | 78.45% | 77.83%
ibi 287.5K | 161.8G | 157.2M | 27.31% | 83.30% | 82.37%

Table4: Connectiong hat TransmitMore Than10 Segments

Total | % Network % No Retransmissions
Trace| OOS Reorder | Inference| #Total | % RTO | % Dupack | % PA | % SACK | % Implicit | % Unexp

abi | 409.9K 18 9.6 296.2K 32.5 11.5 2.0 4.5 18.3 3.5
(45) (15.9) (2.78) | (6.21) (25.3) (4.8)

lei 51.1K 0.47 1.7 49.9K 46.3 5.9 1.9 4.9 27.7 11.1
(47.4) (6.0) (1.9) (5.0 (28.3) (11.4)

jap 51.6K 2.9 0.4 49.9K 47.5 11.9 2.6 1.7 31.4 1.6
(49.1) (12.4) (2.7 (1.8) (32.4) (1.6)

unc | 697.7K 29 6.69 445.6K 34.2 6.1 2.8 15 13.2 6.0
(53.5) (9.6) (4.4) (2.3) (20.6) (9.5)

ibi 504.2K 0.2 0.7 499.3K 33.1 14.0 4.8 0.0 44.1 3.0
(33.4) (14.0) (4.9) (0.0) (44.5) (3.1)

Table5: Classi cationof OOSsggmentgnumbersn parenthesiarenormalizedw.r. to total retransmissions)

transmissionsWe believe this high rate of success
hasbeenachiezeddueto theworld-widedeployment
of Windows XP andLinux OS,which areexplicitly
incorporatedn our analysis.

For the abi andunctraces® nearly 20-30%of OOS
events are classi ed as due to network paclet re-
orderingbetweerthe sendeandthe monitor—these
numbersappeanunusuallyhigh. To investigatehese
eventsfurther, in Fig 4, we plot the time gap (re-
ferredto asthe resequencinglelay) betweeneach
suchOOS segmentand the sggmentwith the next
higher sequencenumber We nd that mostof the
resequencinglelaysare within 5 ms—thisindeed
correspondso timescale®f network reorderingand
is muchsmallerthantypical RTTs. The smallfrac-

3A known contritutor of excessie reorderingn theUNC traceis the

presencef intrusiondetectiorapplianceshatdivert selectedP paclets
from thefastdata-pattor deepeiinspection.

tion of OOS segmentswith large resequencingle-
laysoccurin connectionsvith largeminimumRTTs
aswell.

In 4 out of the 5 traces,almost50% of retransmis-
sions were triggered by timeouts(33% in the 5th

trace). Only 10-15%of retransmissionareactually
triggeredby duplicateACKs which causesTCP to

enterthemoreef cient FR/Rrecovery phase.

Approximately20-45%of TCP retransmissionare
implicit and occur as a result of the TCP approxi-
mationto a Go-Back-Nrecovery mechanisnaftera
timeout.

We also usedthe tcp ows tool to processthree of the
traces(the othertwo could not be processedby tcp ows
becauseof incompatibletraceformats). The resultsare

shavn in Fig 6. We nd thatdueto the classi cationin-
accurag of tcp ows for non-BSDTCP implementations



Network Retransmissions
Trace | Reorder| RTO | Dupack| RTO-recwvery | FR/Rrecovery
lei 0.4% | 42.8% | 17.0% 35.3% 4.5%
unc 35.8% | 29.3% | 9.9% 17.1% 7.9%
ibi 0.28% | 23.5% | 23.4% 27.1% 25.8%
Table6: Resultsfrom tcp ows
1
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Figure4: Resequencindelaysfor reorderedsegments

(asdemonstratedh Section3), the classi cation results
do not matchthoseof ours.

Accuracy of TCP LossDetection For ary retransmis-
sion, our analysisalsoattemptgo nd outif theretrans-
missionwasunneededi.e., the original transmissiorhad
successfullyreachedherecever). Table7 lists the frac-
tion of retransmissionthat are classi ed asunneededn
eachof our traces. We nd that this fraction canrange
from 18-38%. Theresultsarequite consistenwith those
reportedby Allman [6] for three of the tracesbut are
someavhathigherfor two. Therearetwo reasongor this.
First, asdemonstratedh Sections2 and 3, [6] doesnot
identify explicit retransmissionthat areunneeded Sec-
ond, [6] classi esall implicit retransmissionasneeded,
unlessprovedotherwise.Our analysison theotherhand,
doesnot infer thatan implicit retransmissiors needed,
unlessprovedso.

We nd that a signi cant numberof retransmissions
could not be provedto be needed/unneededndsuspect

Figure5: Distribution of UnneededRetransmissions

thattheseareclassi edasneededy [6].

Fig 5 plotsthedistribution of thenumberof needednd
unneedegaclketswithin eachconnectiorfor theibi trace.
We nd thatwhile a majority of connectiong80%) send
lessthan 2 unneededetransmissionsa non-ngligible
fraction(7%) sendmorethan5 unneededetransmissions.
Table 7 indicatesthat while mostunneededetransmis-
sionsareimplicit, nearly3 to 15.6% canbethosecorre-
spondingto RTOs or duplicateACKs—suchretransmis-
sionsresultin anunnecessargndsigni cant reductionin
TCPsendingate,especiallyin the caseof RTOs.

5 Implications of Our Analysis

Our analysisof real-world TCP connectionsuggesim-
portantimplicationsfor TCP performancéandespecially
for developmentof analytic modelsof TCP throughput
asa function of lossrates[12, 7]). Consideringthe ve
tracesin aggreate we nd thatabout1% of all sgments
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Total OurApproach Allman [6]
Trace | #Retran| Needed Unneeded No Needed| Unneeded
%Total | Implicit | RTO | TDA | PartialAck | Sack | Unexp | Inference
abi 296.2K | 70.0% | 20.1% | 4.4% 5.8% | 1.1% 0.2% 1.0% | 7.6% 9.9% 87.4% 12.6%
lei 49.9K 46.1% | 26.8% | 7.1% 7.3% | 0.7% 0.3% 0.4% | 10.9% | 27.1% 88.8% 11.2%
jap 49.9K 70.7% | 18.2% | 13.3% | 2.9% | 0.3% 0.2% 0.0% | 1.7% 11.1% 84.3% 15.7%
unc | 445.6K | 38.5% | 385% | 3.3% | 13.3% | 2.3% 1.5% 0.1% | 17.2% | 23.0% 64.3% 35.7%
ibi 499.3K | 67.5% | 21.9% | 15.3% | 2.0% | 1.0% 1.2% 0.0% | 2.5% 10.6% 77.8% 22.2%

Table7: NeededandUnneededRetransmissions

in TCP connectionghat transmit 10 or more seggments
areOOS.Interpretingall theseasretransmissionsf lost

segmentswould signi cantly overstateloss rates. Even

consideringonly thoseOOSsggmentghatareretransmis-
sionsand not network reorderingsthe implied lossrate
would be 0.73%. This still overstateshe actuallossrate
becausehe necessaryetransmissionareonly 0.42%of

sggments.

For modelingTCPthroughputthemostsigni cant fac-
tors are the RTO and duplicate-ACK triggeredretrans-
missionsthat mark the beginning of loss episodesn re-
sponseto which the congestionwindow is reduced;the

partial-ACK, SACK block, andimplicit retransmissions

all occurduringrecovery phasedollowing the beginning
of suchloss episodes. Our resultsshown that 0.32% of
segmentdransmittedesultin anRTO timeoutand0.09%
resultin duplicateACK retransmissionsFrom this per
spectve, our resultsindicatethatroughly 80% of all loss
episodesare detectedusing timeouts(as againstFR/R).
This nding hassigni cant implicationsfor TCP perfor
mancebecausd CPentersslow-startfollowing atimeout.
Further TCP practicallystallsseggmenttransmissiordur-
ing thetimeoutinterval becausés window is notadvanc-

ing.

Finally, we nd thata signi cant fraction of unneeded

retransmissionsccurdueto RTOs (2-13.3%)and FR/R
(0.3-2.3%)phases.Eachof thesephasesausea reduc-
tion in TCP congestiorwindow andstall the connection
throughputduringrecovery.
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