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Abstract - While it is well-known that TCP performance
degradessigni�cantly on experiencingpacket losses,not much
is known abouttheway in which TCPlossesoccurin thereal-
world. In order to understandthis issue,in this paper, we de-
velop a passive analysismethodologyfor reliably inferring the
lossprocessesthat real-world TCP connectionsaresubjectto.
Weinstantiateourmethodologyin analysistoolsthatimplement
detailedsender-sidestatemachinesfor several prominentTCP
stacks(Windows, Linux, BSD, andSolaris)andaugmentthese
with extra logic to correctly track TCP senderstateaswell as
actualsegmentlosses.Using thesestatemachineswe analyze
tracesof morethan
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TCPconnections,collectedfrom
�

differentlocationsaroundtheworld andreportour �ndings.

1 Intr oduction

TCP is the dominanttransportprotocolusedby Internet
applications.Perhapsoneof the mostusefulservicese-
manticsprovidedby TCPis thatof reliabledelivery. TCP
implementsreliability by detectingpacket lossesandre-
transmittinglostsegments.It is well-knownthatthetime-
linessperformanceof a TCPconnectiondegradessigni�-
cantlywhenever it experiencespacket lossesandinvokes
this pair of mechanisms.Giventhepopularityof TCP, it
is, therefore,importantto understandhow arereal-world
TCP connectionssubjectto packet lossesandhow well
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do its detection-recoverymechanismsdealwith them. It
is thegoalof our researchto doso.

As a �rst crucial stepof this endeavor, in this paper,
we addressthe issueof: how to reliably derive the loss
processthat real-worldTCP connectionsare subjectto?
Oneof the mostpowerful approachesfor studyingTCP
connectionsthat representreal-world usersandapplica-
tions, is to passively analyzepacket tracesof ongoing
TCP connectionsin the Internet. In this paper, we ar-
guethatexistingapproachesfor passive inferenceof TCP
lossesdo not adequatelydealwith either the inef�cien-
ciesof TCP's lossdetection-recoverymechanisms,or the
diversity in TCP implementations.In aneffort involving
several person-months,our approachis to recreateTCP
senderstaterelatedto lossdetection-recovery in a setof
passiveanalysistools,andaugmentthesewith extra logic
for reliably inferring TCP losses,We validateour tools
againstseveral controlledexperimentswith diverseTCP
senders.We thenrun thesetoolsagainstpacket tracesof

���

million InternetTCPconnectionscollectedfrom
�

dif-
ferentlocations,andreportour �ndings.

In the restof this paper, we discusspastwork andour
passive analysismethodologyin Section2. We present
tool validationin Section3 andtheresultsof analysisof
Internetconnectionsin Section4. Weoutlinetheimplica-
tionsof ouranalysisin Section5.
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Figure1: Implicit TCPRetransmission

2 Passive Loss Infer enceMethodol-
ogy

TCPusesa well-known combinationof detectionandre-
covery mechanismsto dealwith packet losses—werefer
the readerto [5, 10, 8, 14] for detailsof retransmission
timeouts(RTOs), fast retransmit/recovery (FR/R), triple
duplicateacks (TDA), partial acks (PAs), and selective
acks (SACKs). Eachof thesemechanismsis usedto re-
transmitsegmentsthatareperceivedto belost. Below we
considerseveral approachesfor reliably inferring packet
lossesfrom thepacket traceof a TCPconnection.

2.1 Passive Inferenceof TCP Losses

Why not considerall retransmissions? SinceTCPre-
transmitssegmentson detectingpacket losses,the sim-
plest(andcommon)approachfor inferring segmentloss
is to simply look for the reappearanceof somesegments
in theTCPpackettraceandassumethattheoriginaltrans-
mission was lost. However, this approachcan lead to
over-estimationof lossesasillustratedin Fig 1, whichde-
pictspartof aTCPconnectionselectedfrom theunctrace.
Segment2 is retransmittedduringa post-timeoutperiod,
althoughthe original transmissionwas successful(as is
con�rmed by the subsequentACK sequence).Note that
while thesegmentwasretransmitted,this wasnot there-
sult of any explicit lossdetection/recoveryattemptby the
TCPprotocol.Thisexample,thus,illustratesthatin order
to reliably infer packet losses,it is importantto track the
explicit triggering of TCP's lossdetectionmechanisms—

Figure2: UnneededRetransmission

namely, RTO, TDA, PA, andSACK.

Why not simply replicateTCP senderstate? It turns
out that even simply tracking the triggering of loss de-
tection/recoverymechanismsin a TCPconnection—asis
donein [9]—is not suf�cient for reliably inferring packet
losses.This is becauseof two reasonsrelatedto TCP's
inability to accuratelyinfer packet losses:
Somelossesdo not trigger TCP's lossdetectionphases.
For implementationef�ciency, TCP sendersmaintain
only a limited history aboutunsuccessfultransmissions.
In particular, if multiple packet lossesarefollowed by a
timeout,thesenderexplicitly discoversandrecoversonly
from the �rst of thoselosses.As a result,the remaining
packet lossesmaynot getdiscoveredby simply tracking
the invocationof TCP's four lossdetectionmechanisms
describedabove(RTO,TDA, PA, SACK). Fig 1 illustrates
this for segment1, which wasunsuccessfullytransmitted
the�rst time. Thesegmentgetsretransmittedin thepost-
timeout period, but without explicitly triggering TCP's
loss detection/recovery mechanisms.It is, thus, impor-
tant to track implicit retransmissionsthat are neededfor
recoveringfrompacket losses.
A TCP sendermayincorrectly infer packet losses.TCP
mayretransmita packet too earlyif its RTO computation
is notconservative.Furthermore,somepacketre-ordering
eventsmayresultin thereceiptof TDAs, triggeringa loss
detection/recovery phasein TCP. In fact, Fig 2, which
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againdepictspartof a TCPconnectionselectedfrom the
unc trace(and visualizedusing the tcptraceutility [4]),
plots a connectionin which a single packet reordering
event resultedin the triggeringof ��� subsequentphases
of fast retransmit/recovery, that lastedfor more than

�

seconds! It is, thus, importantto track explicit retrans-
missionsthat are not neededfor recovering from packet
losses.

BasicApproach Basedontheabovediscussion,ourba-
sic approachfor passive inferenceof TCP lossesis to:
(i) implementpartialstate-machinefor a TCPsenderthat
usesthe ACK streamto track the triggering of lossde-
tection/recovery mechanisms,and(ii) augmentthe state
machinewith extrastateandlogic aboutthetransmission
orderandtiming of all previously-transmittedpackets,in
orderto classifyretransmissionsasneededor not. Using
this basicapproach,we canclassifysegmentretransmis-
sionsastriggeredby: (i) RTOs,(ii) TDAs, (iii) PAs, (iv)
SACKs, and(v) implicit. Furthermore,eachretransmis-
sion is further classi�ed as neededor unneeded. Fig 3
depictsthis classi�cationtaxonomy.

2.2 Practical Challengesin LossInference

Threekinds of practicalconcernscomplicatethe imple-
mentationof theaboveapproach.We describethesecon-
cernsandhow we addressthembelow.

Diverseand Non-documentedTCP Stacks

The Challenge: TCP implementationswritten by dif-
ferentoperatingsystem(OS) vendorsmay differ (some-
timessigni�cantly) in eithertheir interpretationsor their
conformanceto TCP speci�cation/standards. Further-
more,a few aspectsof TCP—suchas how a senderre-
spondsto SACK blocks—arenot standardized.As a re-
sult, thesender-sidestatemachinesarespeci�c to theOS
they runon. This resultsin two mainchallengesin imple-
mentingour basicapproach.First, the differencein im-
plementationson differentOSesnecessitatesthatwe im-
plementdifferentprogramsto analyzeconnectionsorig-
inating from different sender-side OSes. More signi�-
cantly, given the traceof a TCP connection,it is non-
trivial to identify the correspondingsender-sideOS and

decidewhichOS-speci�canalysisprogramto usefor an-
alyzing the connection.Second,mostOSeseitherhave
proprietarycode or have insuf�cient documentationon
their TCPimplementations.Without detailedknowledge
of the lossdetection/recovery implementations,it is not
possibleto replicatethesemechanismsin ourOS-speci�c
analysisprograms.

Our Approach: We extract suf�cient details about
the implementationof lossdetection/recovery in several
prominentOS stacksby using an approachsimilar to
the t-bit approachdescribedin [11]. Speci�cally, we in-
stall four different OSes—namely, Windows XP, Linux
2.4.2, FreeBSD4.10, and Solaris—onexperimentallab
machinesand run the Apacheweb-server on eachma-
chine. We expect this rangeof OSesto cover a ma-
jority of the connectionswe analyze. We then imple-
ment an application-level TCP receiver (by borrowing
from the t-bit codebase)that initiatesTCP connections
to eachof the server machinesand requestsHTTP ob-
jects.Oncetheservermachinesstartsendingtheobjects,
the receiver arti�cially generatesdifferent sequencesin
theACK streamto triggerlossdetection/recoverymecha-
nismson thesender-sidestacks(includingTDAs, RTOs,
PAs, SACKs). We then use the mannerin which the
server respondsto the ACK streamfor inferring several
characteristicsof thesender-sideTCPimplementation,in-
cluding the computationof RTO, the numberof dupli-
cateACKs that triggerFR/R,andtheresponseto SACK
blocks. Details of the extractedcharacteristicscan be
found in [13]. We usethesedetailsin our implementa-
tion of four OS-speci�ctraceanalysisprograms.

For eachTCP connectionto be analyzed,we run its
packet traceagainstall four analysisprograms.We then
selecttheprogramthatis ableto explaineachretransmis-
sion event. Eventsthat cannotbe explainedby any pro-
gramarecountedasunexplainedandconnectionswith a
largefractionof unexplainedeventsarediscarded.

Delays and Losses Between Monitor and
Sender

The Challenge: Packet tracesusedin passive analysis
aretypically collectedat links thataggregatetraf�c from
a largeanddiversepopulation.As a result,theremaybe
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severalnetwork links on thepathbetweena TCP sender
and the tracemonitoring point. Thus, the datapackets
transmittedby thesendermayexperiencedelays,1 losses,
or reorderingbeforethemonitorobservesthem;thesame
is truefor ACK packetsthattraversebetweenthemonitor
andthesender. Consequently, thedataandACK streams
observedat themonitormaydiffer from thoseseenat the
TCPsender. In particular, if someof theTDAs observed
at the monitor fail to reachthe sender, the analysispro-
gramsmay incorrectly concludethat the senderhasen-
teredFR/R.Similarly, if a datapacket getslost beforeit
reachesthemonitor, andsubsequentlygetsretransmitted,
theanalysisprogramsmayfail to infer thatthepackethas
beenre-transmitted.Thus,theprogramsmaynot beable
to accuratelytrackthesender-sidestatemachine.

Our Approach: In orderto dealwith thiscomplication,
we usea generalapproachin which loss indicationsin
the ACK streamtrigger only tentativestatechangesin
the monitor statemachine,which arecon�rmed only by
subsequentretransmissionbehavior by thesender. In ad-
dition, we considerall out-of-sequence(OOS)segments
(andnot just retransmittedsegments)aspossibleindica-
tors of packet loss. Furthermore,we infer network re-
orderingby (i) detectingreorderingin the IP-id �eld of
packetsseenfrom a givenTCPsource,and(ii) detecting
if an out-of-sequencesegmentappearswithin a fraction
of theconnection'sminimumRTT afterthesegmentwith
thenext highersequencenumber.

Non-availability of SACK Options

The Challenge: A large numberof tracesdo not cap-
ture the TCP option �eld. SACK blocksaretransmitted
as TCP optionsand henceare not available for passive
analysisof thesetraces. The sendermay have usedthe
SACK block informationto retransmitcertainpackets.In
absenceof theseblocks,themonitorwill fail to accurately

1TheRTT measuredatthemonitor(monitor-receiver-monitor) is less
thanthatmeasuredat thesender(sender-receiver-sender).This implies
that the RTO computedat the monitor may be smallerthan that used
by thesender. Fortunately, this discrepancy doesnot negatively impact
our analysis—theRTO is usedasa minimumthresholdfor the gapbe-
tweentheoriginal transmissionandretransmissionof a lost segment,in
orderto identify retransmissionsthatoccurdueto timeouts.Therefore,a
smaller-than-actualvalueof RTO would simply lower thethresholdand
still beableto correctlyinfer suchretransmissions.

All Out of Sequence Packets

Network Reordering Retranmissions No inference

RTO Dupack Partial Acks Sack Implicit

Needed Unneeded

Explained By TCP events Unexplained by TCP events

Figure3: Classi�cationTaxonomy

identify thecauseof theseretransmissionsandhencemay
notmarkthemcorrectly.

Our Approach: To overcomethisproblem,wedevelop
thefollowing heuristicto identify whethera packetcould
have beentriggeredby incomingSACK information.We
classifya segmentretransmissionasSACK-triggeredif:
(i) theconnectionis in FR/R,(ii) theretransmissionis not
explainedby eitherRTO or a PA, and(iii) the sequence
numberof theretransmittedsegmentis lessthanthehigh-
estsequencenumberthatwasin �ight whentheconnec-
tion enteredFR/R.We validatethis heuristicusinga one
hoursegmentfrom theunctrace.We�rst runouranalysis
toolswith theSACK blocksavailableandnotetheretrans-
missionsthat were SACK-triggered. Then we remove
the SACK blocksfrom this traceandrun the tools with
theabove heuristic.Theanalysisthat reliedon availabil-
ity of SACK blocksidenti�ed 54160SACK events. The
heuristic-basedanalysisidenti�ed all of theseevents,but
alsomarked4333of theunexplainedeventsasSACK trig-
gered.Apart from thelow numberof unexplainedevents
incorrectlyclassi�edtheheuristicsworksverywell.

2.3 Summary of Our Methodology

Our methodologyfor reliably inferring TCP lossesand
thetriggeringof TCPlossdetection/recoverymechanisms
canbesummarizedasfollows.

1. We �rst extract the implementationdetailsof four
prominentTCP stacks(Windows XP, Linux 2.4.2,
FreeBSD,Solaris)using the approachdescribedin
Section2.2.

2. Wethenreplicatethelossdetection/recoverymecha-
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nismsin four OS-speci�canalysisstatemachines—
thesestatemachinesusethedataandACK streams
as input. Loss indicationsin the ACK streamare
used to only tentatively trigger state transitions,
whicharecon�rmedonly by subsequentsegmentre-
transmissionbehavior.

3. We then augmentthesemachineswith extra logic
and stateabout all previously-transmittedpackets,
in orderto infer packet losseswith accuracy greater
thanTCP.

4. We then run eachconnectiontraceagainstall four
machinesandusethe resultsfrom the onethat can
explain most ( � 20%) of the observed OOS seg-
ments.In casemorethanonemachinematchesthis
criteria,weselectonerandomly.

Ourmethodologyclassi�esall OOSsegmentsthatappear
within thepacket traceof aTCPconnection,accordingto
thetaxonomydepictedin Fig 3.

Wehaveimplementedtheabovemachinesin theC pro-
gramminglanguage.All four implementationscanana-
lyze more than a million connectionsin a few minutes.
Several detailsof our methodologyand implementation
have not beenincludedin this sectiondueto spacecon-
straints.Thesedetailscanbefoundin [13].

Previously, Allman [6] andJaiswal[9] have presented
methodsfor passive estimationsof losses. Allman as-
sumesthat all explicit retransmissionsarenecessary;he
countsthe numberof implicit retransmissionsthat were
unneededbycountingthenumberof duplicateACKsgen-
eratedin a post-timeoutrecovery period. While this ap-
proachworks relatively well, it doesnot identify exactly
which of the implicit retransmissionswere unneeded.
Jaiswal et. al. useastate-machinebasedapproachderived
from thespeci�cationsin RFC2581[5]—this is similarto
our FreeBSDstatemachine.This approachdoesnot take
into considerationvariationsin other TCP stacks. Fur-
thermore,sincethepurposeof [9] is not to studypacket
lossesin detail,their analysistool is limited in thegranu-
larity with whichOOSsegmentsareclassi�ed. In thenext
two sections,we compareour methodologywith bothof
theabove.

3 Validation

We validateour analysistools againstTCP connections
for which the “ground truth” aboutthe classi�cation of
eachOOSsegmentis known. To do this,wemodi�ed the
TCP Behavior InferenceTool (tbit) [11]. tbit emulatesa
TCPprotocolstackfor thereceiversideof aunidirectional
datatransferwherethesenderis a normalapplication(in
ourcaseaWebserver)runningoverarealTCPimplemen-
tation in a speci�c operatingsystem. We modify tbit to
simulatedifferentpacket lossscenariosthatwouldtrigger
senderresponsesby withholding ACKs, sendingdupli-
cateACKs,andprovidingSACK blocksre�ecting various
gapsin receivedsequencenumbers.Becausethestatema-
chineanalysisalsodependsoninferring theTCPsender's
RTO to identify retransmissionstriggeredby timeouts,
we alsousetbit to delayACKs thussimulatingvariable
round-tripdelays. For someof the validationscenarios
describedbelow we alsousedummyneton the tbit ma-
chineto createadditionallatency betweenthesenderand
receiver.

For eachvalidation scenariowe usedtwo machines,
onerunningtbit andtheotherrunninga webserver, con-
nectedover a switched100/1000Mbps Ethernetthat is
sharedby usersin theComputerSciencedepartment.tbit
establishedaTCPconnectionto thewebserverandsenta
valid HTTPrequestfor a large�le. tbit thenimplemented
the desiredvalidationscenariowith a speci�c generated
ACK stream. Unlessstatedotherwise,eachvalidation
scenariowasrepeated100 timesbecausenot all sources
of variationin timing—rangingfrom 1msto10ms—could
becontrolled(e.g.OSscheduling,Ethernetswitchdelays,
etc.).Separateestimatesof theseuncontrolleddelayscon-
cludedthatthemajority werelessthan1 millisecondand
nearlyall werelessthan10milliseconds.

The entire suite of validationscenarioswas run with
tbit connectingto four differentTCPimplementationson
thesendermachine– Windows XP, Solaris,Linux 2.4.2,
andFreeBSD4.10. Bidirectional tcpdumpsof all pack-
ets were taken on thesesendermachinesand the traces
werethenusedasinput to ourvalidationprocedures.The
procedureswe usedhave two parts– (1) to verify that
eachTCP implementationrespondsin real operationas
weexpected,and(2) to verify thatthestatemachineanal-
ysis programscorrectly emulateeachimplementation's
responses.For the �rst part we processedthe tcpdump
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traceswith tcptrace[4] andothertools to verify the im-
plementations'responses.For the secondpart, we used
the tcpdumpsasinput to thestatemachineanalysispro-
gramsandrecordedtheir outputs. By comparingthe re-
sultsfrom thestatemachineanalysiswith theknown im-
plementationresponses,we coulddeterminehow correct
its inferencesaboutconditionsat the senderwere. We
alsousedthe tcpdumpsasinput to theanalysisprogram,
tcp�ows, presentedin [9] but reportthe resultsfrom this
only whenthey differ substantiallyfrom ours.

RTO classi�cation: The �rst group of validationsce-
nariosdealwith how well thestatemachineanalysiscan
infer the sender's estimateof RTT and RTO which are
critical in identifying retransmissionstriggeredby time-
outs. In this groupof validationscenariosall retransmis-
sionsareknown to be triggeredby timeouts. The state
machinefor eachimplementationrequirescorrectvalues
for parametersde�ning theinitial andminimumRTO, the
timer granularity, and the equationsusedin computing
RTO. Theseparametersareveri�ed aspartof thevalida-
tion results.Table1 givesthevaluesusedfor theseparam-
etersin thestatemachinefor eachTCPimplementation.2

RTT estimation: Dummynetwas usedto set a con-
stantminimum RTT—of 50, 100, 150, 200, 400, 1000,
and2000ms—betweenthe two machines.All RTTs es-
timatedsegment/ACK pairsby our statemachineswere
within +10millisecondsof thevaluesetby dummynet.

Initial RTO setting: The initial RTO parameterhelps
classifyretransmissionsof SYN or SYN+ACK segments
at connectionestablishment.tbit initiated a connection
(sentSYN) but did not respondto the SYN+ACK sent
by the server. This resultedin a retransmissionof the
SYN+ACK after the initial RTO interval. Our statema-
chinesfor eachimplementationcorrectly identi�ed the
SYN+ACK retransmissionas being triggeredby RTO;
further, the measuredRTO was equal to the value ex-
pectedby our statemachines+/- the timer granularity
(alsoshown in Fig 1).

2DetailsabouttheRTO computation(srtt andrttvar) aretaken from
RFC 2581 [5]. Linux, however, usesa signi�cantly different compu-
tation for the variancein RTT—we extract this from the Linux source
code.Thedetailscanbefoundin [13].

Minimum RTO setting: No delayswereaddedto the
actualRTT (typically 1 millisecond)over the switched
Ethernet. Thusany retransmissiontriggeredby an RTO
shouldoccurafteran interval approximatelyequalto the
minimum RTO. tbit received and ACKed a signi�cant
numberof segments(typically 50or more)sothesender's
RTO calculationstabilizedbeforewithholding all ACKs
to trigger an RTO retransmission.The tcpdumpshowed
that the retransmissionsoccurredafter theexpectedtime
intervals+/- the timer granularity. Thestatemachinefor
eachimplementationcorrectlyidenti�ed theseretransmis-
sionsas triggeredby RTO using theseminimum values
andtimergranularities.

RTO estimation- constantRTT: Dummynetwasused
to set a constantminimum RTT—ranging from 50ms
to 2s—betweenthe two machineswith variationsonly
causedby switchdelays.tbit receivedandACKeda sig-
ni�cant numberof segments(typically 80or more)sothe
sender's RTO calculationstabilizedbeforewithholding
ACKs to trigger RTO retransmissions.The actualtime
differencesfoundin thetcpdumpbetweeninitial andsub-
sequenttransmissionsof the samesegmentare summa-
rized in Table 2 showing the mean,min, and max time
intervals. The valuesshown arein goodagreementwith
theexpectedvaluesgiventhe�x eddummynetdelays,the
minimumRTT, andthetimer granularityfor eachimple-
mentation.

RTO estimation - variable RTT: This is thesamesce-
narioasabove,exceptthatACKsweredelayedrandomly
by tbit by up to 50%of thedummynetimposedminimum
RTT. The resultsarealsosummarizedin Table 2. The
valuesshown correspondto theexpectedvaluesgiventhe
�x ed dummynetdelays,the addeddelayvariability, the
minimumRTT, andthetimer granularityfor eachimple-
mentation.

Comparison to tcp�ows: Table2 shows theobserved
min, max and meantime interval for the RTO valida-
tion experiments.It shows that the variousimplementa-
tions differ widely in their RTO computations.Solaris,
for instance,initializes RTO to a high valueandhence,
over a short interval, endsup with a higher RTO value
thenFreeBSD(even thoughits min RTO is muchlower
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Parameter Linux Windows FreeBSD Solaris
Timergranularity 10ms 500ms 10ms 10ms

Initial RTO (s) 3 3 3.375 3
Min RTO (ms) 200 1000 1200 400

RTO srtt + srtt+ srtt+ 1.25*srtt+
vartt 4*rttvar 4*rttvar 4*rttvar

Dup-ACK threshold 3 2 3 3

Table1: TCPvariants

than that of FreeBSD).Linux convergesto the correct
valuemuchfasterandhasthe lowestRTO value. In all
cases,we were able to correctlyclassify all retransmis-
sionstriggeredby RTO. The tcp�ows tool [9] failed to
correctlyhandleRTO estimationfor many of theconstant
andvariableRTT scenarios—thisis primarily becauseit
doesnot incorporatethediversityacrossdifferentimple-
mentations.

FR/R classi�cation: The secondgroup of validation
scenariosdealswith how well thestatemachineanalysis
caninfer thesender's responseto duplicateACKs,partial
ACKs in FastRecovery, andSACK blocks.

Number of duplicate ACKs to trigger retransmission:
tbit received andACKed the �rst 15 segmentsthensent
duplicateACKs (without delays)for the15thin response
to subsequentsegments(thussimulatinglossof the16th
segment). The numberof duplicateACKs was varied
from 1 to 4. Eachof our statemachinesclassi�ed the
correspondingretransmissionsas triggeredby duplicate
ACKs. The tcp�ows tool failed to recognizeretransmis-
sionstriggeredby 2 duplicateACKs in Windows(andin-
steadclassi�edthemasRTO retransmissions)—thisis be-
causeit assumes3 duplicateACKsareneeded.

Responseto Partial ACKs in FastRecovery: tbit trig-
gereda retransmissionby duplicateACKs (asdescribed
above) and then sent partial ACKs for other segments
transmittedbetweentheoriginalandre-transmission.Our
resultsveri�ed the expectedretransmissioneventsin the
tcpdumpsandthestatemachinefor eachimplementation
correctly identi�ed the event triggering the retransmis-
sion. NotethatWindows TCPdoesnot retransmiton re-

ceivingapartialACK duringFR/Rbut insteadretransmis-
sionsaretriggeredby RTO (doesnot implementnewReno
but doesuseSACK if present).

Responseto SACK blocks tbit triggereda retransmis-
sionby duplicateACKs(asdescribedabove) for the15th
segmentandgeneratedseveral differentcasesof SACK
block contentsindicatinggapsin the received segments
beyond the 15th. In all casesthe correctmissingseg-
mentswere identi�ed and retransmittedwithout incur-
ring a timeout—andour statemachinescorrectlyclassi-
�ed suchretransmissions.The tcp�ows tool, which does
not useSACK blocks,classi�ed the above assimply re-
transmissionsin recoveryafterduplicateacksor asbeing
triggeredby RTO (for Windowsconnections).

Unneeded and Needed Retransmissions: tbit simu-
lates the implicit retransmissionscenarioof Fig 1. In
a secondscenario,it sendsspuriousduplicateACKs to
trigger an unneededretransmission.Our statemachines
correctlyclassi�ed the correspondingretransmissionsas
neededor unneeded. Allman [6] correctly identi�ed the
unneededretransmissionin the�rst scenariobut failedto
identify it in thesecondcase.

4 Analysisof TCP Connections

Wenext applyourstatemachinesto analyzeTCPconnec-
tion tracescollectedfrom

�

differentgloballocations.Be-
low, we �rst describethesedatasourcesandthenpresent
our analysisresults.
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Min ConstantRTT VariableRTT
RTT Linux Windows FreeBSD Solaris Linux Windows FreeBSD Solaris
50 256 751 1199 2945 255 580 1199 3216

(244,260) (611,856) (1199,1200) (2932,2.962) (250,260) (509,787) (1199,1200) (3023,3.466)
100 315 858 1199 2596 314 597 1199 3150

(300,337) (748,965) (1199,1200) (2589,2605) (300,330) (500,692) (1199,1200) (2961,3.374)
150 385 953 1199 2246 385 740 1199 3150

(374,390) (855,978) (1199,1200) (2240,2265) (380,390) (613,827) (1199,1200) (2905,3349)
200 455 1081 1199 1896 435 877 1199 3072

(441,467) (961,1276) (1199,1200) (1890,1915) (430,440) (805,1087) (1199,1200) (2871,3308)
400 737 1780 1199 915 671 1281 1199 2889

(712,750) (1764,1868) (1199,1200) (0910,0920) (661,680) (1205,1488) (1199,1200) (2655,3108)
1000 1585 3237 1577 1655 2562 2567 1398 2522

(1570,1600) (3015,3400) (1573,1581) (1650,1661) (2542,2570) (2400,2702) (1367,1434) (2102,2855)
2000 3014 5741 2934 2895 2627 4948 2613 3948

(3000,3020) (5633,5888) (2930,2940) (2881,2899) (2561,2722) (4619,7311) (2515,2697) (3611,4286)

Table2: RTO estimationresultsfor constantandvariableRTT (s). This tablegivesthemeanRTO andthemin and
maxRTO (in parenthesis)from 100repetitionsof thevalidationscenarios.

Trace Duration Avg TCPLoad # Connections # Bytes # Packets
Abilene-OC48-2002(abi) 2h 211.41Mbps 7.1M 190.3G 160.1M
Liepzig-1Gbps-2003(lei) 2h45m 9.53Mbps 2.4M 11.8G 17.3M

Japan-155Mbps-2004(jap) 4h 1.93Mbps 0.3M 3.5G 3.7M
UNC-1Gbps-2005(unc) 4h 74Mbps 14.5M 133.3G 151.0M
Ibiblio-1Gbps-2005(ibi) 4h 90.64Mbps 0.9M 163.2G 158.9M

Table3: GeneralCharacteristicsof PacketTraces

Data Sources: Table3 describesthe tracesusedin our
analysis.Thesetracesarecollectedfrom links with trans-
missioncapacityrangingfrom 155Mbpsto OC-48. The
abi traces[2] arecollectedfrom a backbonelink of the
Internet-2network (Abilene);thejap trace[3] is collected
off atrans-Paci�c link connectingJapanto theUS;theunc
andlei [1] tracesarecollectedat the campus-to-Internet
links of the University of North Carolina and Univer-
sity of Leipzig, respectively; the ibi tracecapturestraf-
�c served by a clusterof high-traf�c web-servers(ibib-
lio.org) hostedatUNC; All tracesexcepttheonefrom the
link to JapanwerecollectedusingEndaceDAG cards.

For our analysis,we useonly thoseconnectionsthat
transmitat least10 segments.Furthermore,sinceour ob-
jective is to study TCP retransmissions,we selectonly
thoseconnectionsin which at leastoneOOSsegmentis

observed (“OOS” connections).Fig 4 shows the impact
of applyingthe latter �lter . While lessthan

�����

of con-
nectionsthattransmitat least10segmentsalsohavesome
OOSsegments,theseconnectionscarrymostof thebytes
in this class.Furthermore,thetracesvary signi�cantly in
thedistribution of bytestransmittedperconnection—this
addsto thediversityof our results.

Ef�ciency of TCP Loss Detection Table5 shows our
classi�cationsfor OOS segmentsin the � ve traces,ac-
cording to the top-levels of the taxonomyof Fig 3. We
�nd that:

� Ourstatemachinesareableto infer acausefor more
than90%of all OOSsegmentsin thetracesandex-
plain thetriggeringmechanismfor 88-98%of all re-
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All Connections OOSConnections
Trace # Conn # Bytes # Packets % Conn % Bytes % Packets
abi 388.9K 180.1G 148.5M 17.60% 68.11% 68.85%
lei 75.4K 10.5G 12.6M 18.82% 74.88% 77.24%
jap 18.5K 3.3G 3.1M 48.65% 96.08% 93.44%
unc 774.8K 121.3G 129.6M 21.82% 78.45% 77.83%
ibi 287.5K 161.8G 157.2M 27.31% 83.30% 82.37%

Table4: ConnectionsThatTransmitMore Than10Segments

Total % Network % No Retransmissions
Trace OOS Reorder Inference # Total % RTO % Dupack % PA % SACK % Implicit % Unexp
abi 409.9K 18 9.6 296.2K 32.5 11.5 2.0 4.5 18.3 3.5

(45) (15.9) (2.78) (6.21) (25.3) (4.8)
lei 51.1K 0.47 1.7 49.9K 46.3 5.9 1.9 4.9 27.7 11.1

(47.4) (6.0) (1.9) (5.0) (28.3) (11.4)
jap 51.6K 2.9 0.4 49.9K 47.5 11.9 2.6 1.7 31.4 1.6

(49.1) (12.4) (2.7) (1.8) (32.4) (1.6)
unc 697.7K 29 6.69 445.6K 34.2 6.1 2.8 1.5 13.2 6.0

(53.5) (9.6) (4.4) (2.3) (20.6) (9.5)
ibi 504.2K 0.2 0.7 499.3K 33.1 14.0 4.8 0.0 44.1 3.0

(33.4) (14.0) (4.9) (0.0) (44.5) (3.1)

Table5: Classi�cationof OOSsegments(numbersin parenthesisarenormalizedw.r. to total retransmissions)

transmissions.We believe this high rateof success
hasbeenachieveddueto theworld-widedeployment
of Windows XP andLinux OS,which areexplicitly
incorporatedin ouranalysis.

� For theabi andunc traces,3 nearly20-30%of OOS
events are classi�ed as due to network packet re-
orderingbetweenthesenderandthemonitor—these
numbersappearunusuallyhigh. To investigatethese
eventsfurther, in Fig 4, we plot the time gap (re-
ferred to as the resequencingdelay) betweeneach
suchOOS segmentand the segmentwith the next
highersequencenumber. We �nd that mostof the
resequencingdelaysare within 5 ms—this indeed
correspondsto timescalesof network reorderingand
is muchsmallerthantypical RTTs. The small frac-

3A known contributorof excessive reorderingin theUNC traceis the
presenceof intrusiondetectionappliancesthatdivert selectedIP packets
from thefastdata-pathfor deeperinspection.

tion of OOSsegmentswith large resequencingde-
laysoccurin connectionswith largeminimumRTTs
aswell.

� In 4 out of the 5 traces,almost50% of retransmis-
sions were triggeredby timeouts(33% in the 5th
trace).Only 10-15%of retransmissionsareactually
triggeredby duplicateACKs which causesTCP to
enterthemoreef�cient FR/Rrecoveryphase.

� Approximately20-45%of TCP retransmissionsare
implicit and occur as a result of the TCP approxi-
mationto a Go-Back-Nrecovery mechanismaftera
timeout.

We also usedthe tcp�ows tool to processthree of the
traces(the othertwo couldnot be processedby tcp�ows
becauseof incompatibletraceformats). The resultsare
shown in Fig 6. We �nd thatdueto theclassi�cationin-
accuracy of tcp�ows for non-BSDTCP implementations
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Network Retransmissions
Trace Reorder RTO Dupack RTO-recovery FR/Rrecovery

lei 0.4% 42.8% 17.0% 35.3% 4.5%
unc 35.8% 29.3% 9.9% 17.1% 7.9%
ibi 0.28% 23.5% 23.4% 27.1% 25.8%

Table6: Resultsfrom tcp�ows
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Figure4: Resequencingdelaysfor reorderedsegments

(asdemonstratedin Section3), the classi�cation results
donotmatchthoseof ours.

Accuracy of TCP LossDetection For any retransmis-
sion,our analysisalsoattemptsto �nd out if the retrans-
missionwasunneeded(i.e., theoriginal transmissionhad
successfullyreachedthereceiver). Table7 lists the frac-
tion of retransmissionsthatareclassi�ed asunneededin
eachof our traces. We �nd that this fraction can range
from 18-38%.Theresultsarequiteconsistentwith those
reportedby Allman [6] for three of the tracesbut are
somewhathigherfor two. Therearetwo reasonsfor this.
First, asdemonstratedin Sections2 and3, [6] doesnot
identify explicit retransmissionsthat areunneeded.Sec-
ond,[6] classi�esall implicit retransmissionsasneeded,
unlessprovedotherwise.Ouranalysis,on theotherhand,
doesnot infer that an implicit retransmissionis needed,
unlessprovedso.

We �nd that a signi�cant numberof retransmissions
couldnot be provedto be needed/unneeded,andsuspect
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Figure5: Distributionof UnneededRetransmissions

thattheseareclassi�edasneededby [6].
Fig 5 plotsthedistributionof thenumberof neededand

unneededpacketswithin eachconnectionfor theibi trace.
We �nd thatwhile a majority of connections(80%)send
less than 2 unneededretransmissions,a non-negligible
fraction(7%)sendmorethan5 unneededretransmissions.
Table 7 indicatesthat while most unneededretransmis-
sionsareimplicit, nearly3 to 15.6% canbethosecorre-
spondingto RTOs or duplicateACKs—suchretransmis-
sionsresultin anunnecessaryandsigni�cant reductionin
TCPsendingrate,especiallyin thecaseof RTOs.

5 Implications of Our Analysis

Our analysisof real-world TCP connectionssuggestim-
portantimplicationsfor TCPperformance(andespecially
for developmentof analytic modelsof TCP throughput
asa function of lossrates[12, 7]). Consideringthe � ve
tracesin aggregate,we �nd thatabout1%of all segments
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Total OurApproach Allman [6]
Trace # Retran Needed Unneeded No Needed Unneeded

%Total Implicit RTO TDA PartialAck Sack Unexp Inference
abi 296.2K 70.0% 20.1% 4.4% 5.8% 1.1% 0.2% 1.0% 7.6% 9.9% 87.4% 12.6%
lei 49.9K 46.1% 26.8% 7.1% 7.3% 0.7% 0.3% 0.4% 10.9% 27.1% 88.8% 11.2%
jap 49.9K 70.7% 18.2% 13.3% 2.9% 0.3% 0.2% 0.0% 1.7% 11.1% 84.3% 15.7%
unc 445.6K 38.5% 38.5% 3.3% 13.3% 2.3% 1.5% 0.1% 17.2% 23.0% 64.3% 35.7%
ibi 499.3K 67.5% 21.9% 15.3% 2.0% 1.0% 1.2% 0.0% 2.5% 10.6% 77.8% 22.2%

Table7: NeededandUnneededRetransmissions

in TCP connectionsthat transmit10 or more segments
areOOS.Interpretingall theseasretransmissionsof lost
segmentswould signi�cantly overstateloss rates. Even
consideringonly thoseOOSsegmentsthatareretransmis-
sionsandnot network reorderings,the implied lossrate
would be0.73%. This still overstatestheactuallossrate
becausethenecessaryretransmissionsareonly 0.42%of
segments.

For modelingTCPthroughput,themostsigni�cant fac-
tors are the RTO and duplicate-ACK triggeredretrans-
missionsthat mark the beginning of lossepisodesin re-
sponseto which the congestionwindow is reduced;the
partial-ACK, SACK block, and implicit retransmissions
all occurduringrecoveryphasesfollowing thebeginning
of suchloss episodes. Our resultsshow that 0.32%of
segmentstransmittedresultin anRTO timeoutand0.09%
result in duplicateACK retransmissions.From this per-
spective,our resultsindicatethat roughly80%of all loss
episodesare detectedusing timeouts(as againstFR/R).
This �nding hassigni�cant implicationsfor TCP perfor-
mancebecauseTCPentersslow-startfollowingatimeout.
Further, TCPpracticallystallssegmenttransmissiondur-
ing thetimeoutinterval becauseits window is notadvanc-
ing.

Finally, we �nd thata signi�cant fractionof unneeded
retransmissionsoccurdueto RTOs (2-13.3%)andFR/R
(0.3-2.3%)phases.Eachof thesephasescausea reduc-
tion in TCP congestionwindow andstall the connection
throughputduringrecovery.
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