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Abstract

In safety critical domains, the usage of multicore plat-
forms has been hampered by problems due to interactions
across cores through shared hardware. The inability to pre-
cisely characterize such interactions can lead to pessimism
in worst-case execution time analysis that is so great, the
extra processing capacity of additional cores is entirely
negated. In this paper, a new framework called SMANT i
proposed for dealing with such interactions in the context
of shared caches. The major thesis of this paper is that the
management of cache lines is a synchronization problem.
$MANFT controls cache usage by using recently developed
optimal real-time multiprocessor locking protocols in con-
Jjunction with page coloring. The idea is to associate a set of
colors with each task and require it to lock its needed colors
whenever it is invoked. Experiments are presented herein
that show that SMAN™ can greatly lessen observed worst-
case execution times and correspondingly improve schedu-

lability.

1 Introduction

Multicore platforms offer the potential of enabling compu-
tationally intensive workloads in a variety of settings, with
less size, weight, and power consumption. Such settings
range from hand-held and embedded devices, to laptop and
desktop systems, to the world’s fastest supercomputers. In
all of these settings, the computational capabilities enabled
by multicore chips are being leveraged to realize a wealth
of new products and services across many application do-
mains. One domain, however, stands out as being largely
unaffected: safety-critical real-time embedded systems.

In such systems, failures may have catastrophic conse-
quences, such as loss of life or serious financial repercus-
sions. Because of the high cost of failure, safety-critical
systems must be certified (often by governmental or inter-
national bodies) before being deployed. Certification can
be both expensive and time-consuming. Thus, it is impera-
tive that safety-critical systems be built using hardware plat-
forms and design processes that are certification-friendly.
One of the most important tenets in this regard is that com-
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putations should be predictable. Predictability ensures that
behaviors arising during certification reflect those that will
be seen in the deployed system. Predictability is also fun-
damental when establishing real-time correctness.

The importance of predictability in certification explains
why multicore platforms are not in widespread use in safety-
critical domains. In such platforms, different cores share
hardware components such as caches and memory con-
trollers. Using current technology, very pessimistic assump-
tions must be made regarding the utilization of these shared
resources during certification. The processing capacity lost
to such pessimism can easily negate the impact of any addi-
tional cores. The resulting state of affairs is unsettling: the
multicore revolution is enabling dramatically better func-
tionality and services in many domains, but safety-critical
real-time embedded systems are excluded. Unless the “pre-
dictability problem” associated with multicore platforms is
addressed, functional advances in such systems will con-
tinue to be impeded. In this paper, we present an approach
for addressing this problem as it applies to shared caches.

Proposed cache management approach. The “pre-
dictability problem” exists in current multicore systems be-
cause shared hardware resources are not managed in any
predictable way. It has been long known that more “overt”
shared resources such as shared data structures and I/O de-
vices must be predictably managed in real-time systems us-
ing real-time locking protocols. The major thesis of this pa-
per is that “less overt” shared hardware resources like mem-
ory controllers and cache lines require similar management.

In the case of shared caches (our focus), we show that
the needed predictability can be realized by coupling recent
research on optimal real-time multiprocessor locking pro-
tocols [2, 3, 4, 34] with page coloring. The idea behind
page coloring is to associate “colors” with pages of physi-
cal memory according to the set of cache lines to which their
contents map. If two pages have different colors, then refer-
ences to memory locations within them cannot cause cache
interference. We propose to view colors as shared resources
that are managed using a real-time locking protocol.

Contributions. In safety-critical domains such as avion-
ics, the multicore “predictability problem” is currently dealt
with by turning off all but one core if highly-critical sys-
tem components exist. Clearly, a more intelligent approach
for dealing with this problem would be desirable. In this



paper, we present and evaluate a real-time cache manage-
ment framework called $MANRT (cache management for
real-time systems) that addresses this problem. The design
of SMANT is unique in that it reflects the viewpoint that the
problem to be solved as a synchronization problem (as op-
posed to a scheduling problem). This synchronization prob-
lem is a multi-resource problem that until very recently had
no known efficient solution. However, as we show, recent
work on fine-grained nested real-time locking protocols can
be exploited to provide such a solution [34].

Our specific contributions are as follows. First, we ex-
plain how real-time locking protocols can be applied to a
page coloring scheme to manage cache lines. Second, we
discuss the design of the $MANRT framework, which uti-
lizes such an approach. Third, we present an experimental
evaluation of $MANRT that examines impacts on observed
worst-case execution times (WCETs). Our data shows that
when $MANTT is applied, WCETs are greatly reduced.
Nonetheless, there is a tradeoff: better WCETS are enabled
at the expense of sometimes requiring tasks to block (to ac-
quire their needed locks). In the second part of our evalu-
ation, we examine this tradeoff. The research in this paper
opens up many avenues for further work. As a final contri-
bution, we discuss several such avenues in some detail.

Organization. In the rest of this paper, we provide needed
background (Sec. 2), describe our proposed color manage-
ment scheme and discuss related work (Sec. 3), present an
experimental evaluation of it (Sec. 4), discuss broader chal-
lenges and future work (Sec. 5), and conclude (Sec. 6).

2 Background

In this section, we provide background on real-time
scheduling and synchronization that is relevant to our work.

Task model. For simplicity, we limit attention to the well-
studied implicit-deadline periodic task model [19] in which
there are n tasks 71, ..., 7T, to be scheduled on m proces-
sors.! Each task T} is characterized by a worst-case exe-
cution time (WCET) e;, period (separation time between
invocation, or jobs) p;, and relative deadline d; = p;.
T;’s needed processing capacity is given by its utilization,
u; = €;/pi.

Scheduling algorithms. Variations of $MANFT can be ap-
plied under any global, clustered, or partitioned job-level
static priority (JLSP) scheduler, assuming either hard real-
time (HRT) (all deadlines must be met) or soft real-time
(SRT) (deadlines may be missed but tardiness must be
bounded) correctness. (We assume familiarity with these
terms—recall that global and partitioned scheduling are
special cases of clustered scheduling.) All JLSP schedulers
that we specifically consider use either earliest-deadline-

"'We use the terms “processor” and “core” interchangeably.

first (EDF) or static (task) priority (SP) prioritizations.
We use the prefixes “C-,” “P-” and “G-,” to indicate clus-
tered, partitioned, and global scheduling, respectively; for
example, G-EDF denotes global EDF scheduling. While
$MANTT is not tied to a particular scheduling approach,
the implementation presented in Sec. 3 assumes a P-SP-
scheduled HRT system.

Multiprocessor real-time synchronization. The design
of $MANT leverages recent work on asymptotically op-
timal multiprocessor real-time locking protocols. (We as-
sume familiarity with locking-related terms like “critical
section” as well.) In the protocols we consider, a task waits
for a lock by suspending execution. Locking protocols must
ensure that priority inversion blocking (pi-blocking) can be
analytically bounded. Pi-blocking is the duration of time a
job is blocked while a lower-priority job is running.

A thorough understanding of how multiprocessor real-
time locking protocols work is not required for our pur-
poses. However, it is instructive to understand the basic
synchronization problem that must be solved. As described
more fully in Sec. 3, under page coloring, physical pages of
memory are assigned colors in a way that ensures that ac-
cesses within differently colored pages cannot cause cache
conflicts. Moreover, accesses within pages that are colored
the same cause conflicts only if the number of “ways” in
the cache is exhausted. We view each color as a shared
resource that has a number of “replicas” given by the num-
ber of cache ways. Each task may require locks on several
color replicas before it can execute. This means that we
need a synchronization protocol that can be used to manage
a set of resources, where each resource has multiple repli-
cas, and tasks may need to acquire locks on several repli-
cas simultaneously. Fortunately, the needed locking func-
tionality is provided by recent work on optimal real-time
multiprocessor locking protocols that allow nested lock re-
quests [34]. Actually, we utilize improved variants of these
protocols that support dynamic group locks on multi-replica
resources [33]. Dynamic group locks provide functionality
similar to nested locks except that multiple lock requests by
a task can be satisfied simultaneously instead of individu-
ally.

3 Proposed Cache Management Scheme

In this section, we describe the design of $MANRT, using
the machine used in the experiments presented in Sec. 4 to
illustrate important ideas.

3.1 System Background

System description. The machine we consider is a single-
socket Intel Core 17 920 platform with four 2.66 GHz cores
running Linux. We assume the shared cache at the lowest
(third) level, the L3 cache (hereafter shortened to L3) is to



be managed. The 8 MB L3 is shared by all four cores and is
unified, i.e., it stores both instructions and data. Each core
also has private (non-shared) L1 instruction and data caches
(32 KB each) and a unified, private L2 cache (256 KB).

System memory is byte-addressable. Memory addresses
are categorized as either linear or physical.> In our system,
a linear address (also called a virtual address) refers to a
memory location in a flat, unsegmented address space over
all possible byte addresses. A physical address is used to
address physical memory (RAM). If paging (see below) is
disabled, a linear address is used as a physical address with-
out modification; otherwise, an additional translation step is
needed.

Paging. Under paging, the linear address space is divided
into pages that are then mapped to physical memory. Paging
is used to support virtual memory, which makes the map-
ping of linear addresses to physical addresses transparent
to tasks and isolates the linear address spaces of different
tasks. Additional protection mechanisms to isolate user-
and kernel-level memory are also supported. We assume
that paging is used to support virtual memory and isolation,
but demand paging (i.e., the dynamic swapping of pages
to/from disk) is not used since the resulting disk I/O can
cause unpredictable delays. User-level programs use 4 KB
pages, while the kernel uses a larger page size for its virtual
memory.® Fig. 1 depicts the translation of linear to physical
addresses using 4 KB pages. As explained in the figure’s
caption, the translation is carried out via a hierarchy of pag-
ing structures. Each task has such a paging hierarchy, since
it has its own linear address space.

Caches. We describe how physical memory is cached by
focusing on the L3 of our platform. Memory is transferred
into the cache in 64-byte blocks called lines as illustrated
in Fig. 2. The L3 is a 16-way set associative cache. Such
a cache is partitioned into multiple sets of 16 “slots” each,
where each slot or “way” can hold one line. A given mem-
ory line may be stored in any of 16 slots in the set to which
that memory line address maps. Since our cache has 16
ways and is 8 MB in size with a 64 B line size, there are
(8MB/16 ways) x (1way/64B) = 213 sets in this cache.
These sets are represented by rows in the figure. Since a
cache line is 64 B, the offset of a byte within a cache line is
given by the least significant six bits in the physical mem-
ory address. The next 13 bits of the address provide an index
into one of the 2'3 = 8,192 sets in the cache. The remain-
ing bits of the address are used as a tag, which is stored in
a “directory” entry to disambiguate the lines within a set.
Other levels of cache operate similarly to the L3. However,
they use a different number of bits in the index and tag due

2Logical addresses, which are used in a segmented memory model, also
exist, but the Linux kernel utilizes segmented memory in a very limited
way. Therefore, we do not consider logical addressing further.

3The platform supports additional user-level page sizes, but we do not
consider them here.
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Figure 1: A 48-bit linear memory address (hatched, in blue) is
translated to a 40-bit physical memory address. The root paging
structure, the PMLA4 table, is located via the processor’s CR3 reg-
ister. Address translation is an iterative process where each set of
nine bits in the range 47:12 of the linear address indexes into a
paging structure, which contains the physical memory address of
the next paging structure in the translation process or the desired
page frame. The least significant 12 bits of the linear address index
into the page frame to select a byte.
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Figure 2: L3 cache structure.

to differences in cache size and associativity. Also, the L1
cache is virtually indexed, while the L2 and L3 caches are
physically indexed. All caches are physically tagged.

32 $MAN®T Design

We now present a software-based approach for reducing
conflict misses in shared caches, which occur when an ex-
cessive number of lines must be cached in the same set. This
approach is based on an existing idea, called page coloring,
which attempts to optimize the usage of physically-indexed,
set-associative caches with a cache size large enough such
that the bits determining the set index extend past the bits
determining the page frame offset (like our L3 cache). Our
contribution is the addition of a real-time synchronization
protocol that allows the number of ways in a cache to be
predictably allocated. We begin with a brief overview of
page coloring, based upon the hardware platform described
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Figure 3: Figure showing how colored pages with specific ad-
dresses max to cache sets.

above.

Page coloring. Under page coloring, pages of physical
memory are assigned “colors” in a way that ensures that
bytes within differently-colored pages can never map to the
same cache sets. The basic idea is simple. Assign the
color O to Page O in physical memory; correspondingly,
color all cache sets to which words in Page 0 can map with
the color 0. Continue this process by considering Page 1,
then Page 2, efc., “wrapping” (re-using previous colors)
when necessary.

Fig. 3 illustrates this idea as applied to the L3 of our ex-
ample system. The top of the figure depicts how physical
addresses are used by both the L3 and the OS. The cache
(black arrowheads) uses the least significant six bits of the
physical address to locate a byte in a cache line. The next
13 bits of the physical address are used to select a cache set,
and the remaining bits are used as a tag (which is shortened
in the figure for brevity). The OS (white arrowheads) uses
the least significant twelve bits to locate a byte in a 4 KB
frame, and the next seven bits as a “color.”” Since pages are
allocated to applications in units of 4 KB = 22 B, there are
(2'2B/page) x (1line/64B) = 64 cache lines per page.
Each line in the page has a unique cache-set index; thus, the
first 64 cache sets are colored the same as Page 0, the next
64 the same as Page 1, and so on. Since seven bits are used
to determine colors, Page 128 maps to the same cache sets
as Page 0, and thus is colored the same way.

Cache lines as shared resources. We propose using a
multiprocessor real-time synchronization protocol to enable
tasks to “lock” their needed colors (i.e. the colors of the
pages they will access) prior to execution. With a 16-way
set-associative cache as in our example, there are 16 “repli-
cas” of each color available. That is, tasks may lock up to 16
pages of the same color concurrently without causing cache
conflicts.

The synchronization problem that must be solved is as
follows: we have a set of shared resources (the avail-
able colors), each with multiple replicas (16 in our exam-
ple), and prior to execution, each job must first acquire (or
lock) a specified number of replicas of a set of specified
resources (corresponding to the coloring of its pages and
how many pages it must access).* This is a multi-replica,
multi-resource synchronization problem where tasks may
hold locks on multiple replicas simultaneously. As noted
earlier in Sec. 2, protocols for supporting such locks that
have optimal pi-blocking factors can be obtained from prior
work [33, 34].

3.3 Related Work

Cache miss avoidance is important for predictability and
for increasing processing efficiency. Thus, unsurprisingly,
methods similar to our proposed approach have been stud-
ied in the past, and it is important to differentiate between
them. An approach called cache locking (not to be con-
fused with our use of term “locking”) has been proposed
wherein designated cache lines are “locked down” in the
cache so that they cannot be evicted [6]. Similarly, an ap-
proach called cache partitioning has been proposed that at-
tempts to mitigate the impact of cache conflicts by allocat-
ing sections (or partitions) of the cache to specific tasks.
In [14], several cache partitioning algorithms for uniproces-
sor systems are reviewed. Cache partitioning can be done
automatically by the compiler [21], but the source code of
programs must be available for compilation and large por-
tions of memory must be allocated as padding to achieve the
desired code and data placement. To remedy this, partition-
ing at the OS level was proposed [17]. This approach can
be applied dynamically, transparently, and without access to
the source code of the running application program, since it
relies on the paging component of the OS. However, it may
be difficult to size partitions so that the cache is efficiently
utilized from a system-wide perspective.

Cache partitioning is actually a special case of our
approach in which inter-task cache conflicts are entirely
eliminated, and hence the synchronization component of
$MANRT is obviated. However, with our generalization, a
system designer may freely slice the cache into (potentially
overlapping) areas and still ensure that executing jobs will
not suffer from cache conflicts due to other currently ex-

4If job execution times are lengthy, then it is possible to break jobs into
sub-jobs and require sub-jobs to acquire and release locks.



ecuting jobs. Other benefits arise in various extensions to
the basic design of $MAN™T that is our focus here, such as
the ability to “overload” certain colors in a mixed-criticality
setting (see Sec. 5).

A system execution model called PREM [25] has been
proposed that takes an approach similar to ours but in a more
scheduling-oriented way. Specifically, PREM uses schedul-
ing to reduce or eliminate contention for shared resource ac-
cesses, including main memory. However, unlike $MANRT,
PREM is restricted to single-core systems.

In work on timing analysis tools, analysis methods per-
taining to memory hierarchies have been proposed, ranging
from fundamental static cache analysis for first-level caches
[10, 13, 16, 23, 27, 32] to multi-level ones [9, 15, 22] and
multicores [15, 36]. At the hardware level, cache bypass
[8] reduces cache conflicts by caching only memory blocks
known to be reused; this requires special hardware instruc-
tions, while page coloring is transparent to the application
and compilation process. Compiler techniques have been
proposed to support single-task page swapping points for
the demand paging of instructions based on page coloring
[26]; in contrast, our proposed work focuses on multi-task
cache conflicts remedied by page coloring. Much work has
focused on hardware support to make multicore platforms
more predictable at the processor [24] and network-on-chip
(NoC) interconnect levels [1, 7, 28, 30]. In contrast, we pro-
pose a unique software-only approach applicable to com-
modity hardware without modifications.

4 Evaluation

As explained earlier, $MANRT lessens WCETs at the ex-
pense of potentially blocking jobs due to color acquisition.
In this section, we experimentally evaluate this tradeoff.

4.1 Measurements

We begin by considering an experiment conducted to assess
the impact of SMAN™" on WCETs.

Experimental setup. We implemented a prototype of
$MANRT within LITMUSET | a Linux-based multiproces-
sor real-time OS [18]. As safety-critical real-time systems
are our main focus, we implemented a variant of $MANRT
that uses partitioned rate-monotonic (P-RM) scheduling
and considered only harmonic periodic task systems. The
protocol used to implement color locking under partitioned
scheduling uses a mechanism called “priority boosting,”
which effectively makes scheduling nonpreemptive [33,
34]. We assume that tasks are independent (no shared re-
sources other than cache lines), all task pages are memory-
resident, and tasks do not share pages. The machine that
we used in our experiments is the same as that described in
Sec. 3. All page coloring was done with respect to the last
level of cache (LLC) on this machine, which is its L3.

As discussed in Sec. 3, our test platform supports 128
page colors. We used a custom mmap memory allocation
function in order to modify the page tables of the backing
user process for each task to map pages with its assigned
colors into its virtual address space. As explained in Sec. 5,
we leave the full exploration of color assignment heuristics
to future work. For the purposes of this paper, we tested
several heuristics and used one that spreads a task’s pages
throughout the LLC, as it produced the best performance
under all schedulers of the heuristics we tested. In this initial
prototype, we only implemented coloring with respect to
tasks’ data pages. We leave the coloring of other areas of
memory (such as pages for task and kernel code, stacks,
shared libraries if binaries are not statically compiled, efc.)
as future work. We believe this is reasonable, as each of
our implemented tasks has a small per-job code footprint
(200 B) that does not make any system calls, and operates
only on the colored memory it allocates.

Task set generation. Harmonic task sets were generated
by selecting periods uniformly from {25, 50, 100, 200} and
utilizations uniformly from [0.01,0.05] for the number of
tasks desired. Tasks were assigned to processors using the
worst-fit heuristic. Any task set that could not be so as-
signed was discarded. Each task set that could be assigned
was scaled to within 1% of its breakdown utilization so that
it was difficult to schedule. This was done to ensure that
the tested task sets put enough pressure on the LLC to note
differences among different allocation schemes.

The lowest-priority task on each CPU was used to provi-
sion a periodic server for best-effort work instead of execut-
ing as a periodic task. The server allows best-effort work to
participate in $MANFT, thereby isolating best-effort work
the same way $MANFT isolates real-time tasks from one
another. Each of the m servers dequeued aperiodic jobs
from a global FIFO queue. We ran eight aperiodic job
generators that generated aperiodic jobs with an exponen-
tially distributed execution cost with mean 3 ms truncated to
within [2, 100] ms and inter-job arrival times exponentially
distributed with mean 100 ms truncated to 200 ms.

We defined each task via a code sequence that requires
each of its jobs to read or write one or more elements from
a cache line in an array of memory according to some con-
figurable parameters (described below). We determined the
number of elements to access per-job by converting from the
task’s specified execution time using access rates obtained
for each array size in an unloaded system. Our test platform
has a cache prefetcher that cannot be disabled. To ensure
that it does not activate and decrease any observed WCET,
we configured each task to access the elements in its given
array in a random order. We utilized performance counters
in test runs to ensure that the prefetcher did not activate.

Task parameters. In our experiments, we considered the
following task parameters: cache footprint, or simply foot-
print, F', working set size (WSS) W, number of tasks, and



read-write ratio. The footprint is the size of the array above,
in bytes. W indicates the size of a job’s cache footprint:
the array elements a job randomly accesses are confined
to a region of size W within the larger (task) footprint of
size F. The read-write ratio is the number of cache line
reads per cache line write for each task. In preliminary ex-
periments we conducted, the WSS and footprint parameters
were found to affect observed WCETSs significantly, while
the read-write ratio had little affect. For this reason, only
one read-write ratio choice is considered in the experiments
below.

System overheads. Before presenting the results of our
WCET experiments, we briefly comment on system over-
heads. $MAN®" adds some additional complexity to the
OS’s scheduling logic. We found that worst-case scheduling
overheads increased from 7—-10 us to 15-20 us, while aver-
age overheads increased from 3 us to 6 us. Such increases
are fairly negligible in comparison to task execution times.

WCET Experiments. In order to evaluate the coloring and

synchronization aspects of $MANTT separately, we consid-
ered the following three system configurations:

C1: $MANRT with page coloring as described above.
C2: Page coloring as in (C1) is used but $MANRT is not.
C3: Neither SMANT nor page coloring is used.

Under C3, we purposely allocated pages to reflect a worst-
case scenario with high memory contention by pathologi-
cally requiring all tasks to share the same color. Such a sce-
nario actually has practical relevance. Many safety-critical
systems also have security requirements. Thus, it is desir-
able to prevent malicious tasks from attempting to purpose-
fully evict the cache lines of another task, thereby inflating
its WCET.

In the experiments below, we compare observed WCETs
under these three configurations. While it might be prefer-
able to conduct such a comparison based on WCETS pre-
dicted by timing analysis tools, adequate tools for multicore
do not yet exist. Also, note that observed WCETs lower
bound predicted ones (if the prediction is safe). Thus, C1-
C3 give some indication of how a tool might perform given
varying degrees of information about cross-core cache in-
teractions (virtually no information in C3). Note that one
advantage of $MANFT is that it enables uniprocessor cache-
related timing analysis results to be applied to shared multi-
core caches. Thus, given the simplified structure of our task
system code, we speculate that observed WCETs better ap-
proximate what a realistic tool could produce under C1 than
under C2 and C3.

Recall from earlier in this section that when $MANRT is
used, P-RM schedules tasks nonpreemptively. To assess the
impact of nonpreemptive execution under the configurations
that do not require it, we considered two variants of each
of C2 and C3, one with preemptive P-RM and a second

with nonpreemptive P-RM. We denote these configurations
as C2-P, C2-NP, C3-P, and C3-NP.

We executed 36 task systems (several times each, with
different random number generator seeds) under each of the
five configurations. In each of run, we recorded each task’s
largest observed WCET. We ran each task system for 10
seconds, as WCETs were seen to converge by that amount
of time.

Results. We compare WCETSs under C2-P, C2-NP, C3-P,
and C3-NP to those under C1 by reporting scaling factors
of the form z/y, where x is a given task’s WCET under one
of the former configurations, and y is its WCET under CI1.
Fig. 4 gives worst-case scaling factors (the largest observed
for any task) for various parameter settings. Such ratios are
shown as a function of WSS in insets (a) and (c) and foot-
print in insets (b) and (d). These graphs are representative
of others that we must omit due to space constraints.

Several interesting observations can be made from the
data in Fig. 4. First, the ratios for C2 and C3 under
nonpreemptive scheduling are smaller than under preemp-
tive scheduling. This is because preemptions cause greater
cache misses due to affinity loss. Second, the ratios for C2
are lower than for C3, but typically not by much. C3 repre-
sents a very pathological situation that should give high ra-
tios. However, C2’s comparable ratios indicate that coloring
alone cannot alleviate all cache conflicts. Third, as seen in
insets (a) and (c), all ratios decrease as WSS increases. This
is due to cache line reuse. A job with a fixed execution time
but a smaller WSS iterates over its entire WSS more than the
same job with a larger WSS. Fourth, SMAN a generally re-
sults in much better WCETs. As an exception, in insets (b)
and (d), page coloring alone (C2) does almost as well for
a footprint of around 2 MB. This is because the combined
footprint of four executing jobs in this case fits within the
LLC. However, with larger footprints, the capacity of the
LLC is exhausted, and performance under cache partition-
ing degrades. Note that, in insets (b) and (d), the ratios get a
bit smaller for very large footprints. This is because, as the
cache footprint increases, the number of sets from which a
job might draw its WSS increases. This results in a greater
number of colors that a given WSS may use, and reduces
the probability of cache conflicts. Still, for these very large
footprints, the depicted ratios indicate inferior performance

relative to $MANHT.

To confirm that our test machine it not atypical, we ran a
simple benchmark to measure the LLC-to-memory latency
ratio [20, 29] on several machines in our lab. On our test
platform, this ratio is approximately four (60 ns to memory
versus 15ns to LLC). We obtained similar ratios for other
machines. While a ratio of four is smaller than what is seen
in Fig. 4, this is because the benchmark tool runs a single
task in isolation, while the task systems used to obtain Fig. 4
often fully saturate the memory subsystem.
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(insets (b) and (d)). A ratio exceeding one indicates larger observed WCETS than $MANRT.



Observed schedulability. The observed WCET results
presented above indicate that schedulability is likely im-
proved under $MANRT. To see if this is so, we ran ad-
ditional experiments in which schedulability metrics were
assessed. In these experiments, we executed task systems
in a similar manner as before, but with WSSs varying from
64 KB to 1024 KB, and a 3.5 MB footprint. System uti-
lizations were scaled up to within 5% of system breakdown
utilization, to sufficiently stress the system while providing
some flexibility for runtime effects. For each task in these
systems, we calculated the deadline miss ratio (the ratio of
jobs that failed to complete by their deadline) and the rel-
ative tardiness (the average tardiness of each task divided
by its period). Averages for these metrics are plotted in in-
sets (a) and (b) of Fig. 5 as a function of WSS for our five
tested configurations.

As can be seen, $MANF{T (configuration C1) misses the
fewest deadlines and experiences the lowest relative tar-
diness of all configurations. This indicates that the extra
synchronization-related blocking under $MANT is offset
in most case by improvements in WCETSs. Note that C2-NP
(coloring and non-preemptivity) sometimes exhibits simi-
lar values for these metrics. However, as remarked ear-
lier, we expect that if we were using predicted WCETs
from timing analysis tools, then there would be a larger dif-
ference between the WCET values arising under $MANRT
and the other configurations. This might more clearly sep-
arate $MANRT from C2-NP when examining the metrics
presented in Fig. 5. In any event, this figure clearly illus-
trates the value of more predictable shared cache manage-
ment from a schedulability perspective.

5 Discussion

In this section, we discuss various challenges we encoun-

tered while implementing $MANT and how to relax some
of the assumptions we made in Sec. 4.1.

Index hashing. As explained in Sec. 3, 13 bits of a physi-
cal address are used as a base-2 index into our system’s set
of cache lines in the LLC. Consequently, adjacent cache-
line-sized blocks of memory map to adjacent lines in the
cache. In order to distribute cache lines uniformly across the
cache, manufacturers may opt to use index hashing, where a
portion of a physical address is hashed and the result is used
to index the cache sets. Sun opted to include this feature in
the UltraSPARC T2 processor after noticing certain overuti-
lized LLC cache sets called “hot-spots” occurring at particu-
lar address offsets in the T1 processor; however, this feature
can be optionally disabled [31, 35]. Hybrid approaches are
also possible; e.g., the Intel “Sandy Bridge” microarchitec-
ture uses physical-address hashing to determine which slice
of the LLC a physical address maps to; each core controls
an equally sized slice of the cache [11].

The hash functions used by closed-source processors are
often confidential, so it is impossible to know which cache
set memory will map to based on its physical address (short
of attempting to reverse-engineer the processor). In addi-
tion, there exist known hash functions that use address bits
lower than the page size as input, which results in OS pages
that cannot be colored in a straightforward manner, if at
all. Either of these situations precludes $MANTT. Fortu-
nately, index hashing seems to be isolated to desktop- and
server-level systems at present. When precise cache con-
trol and predictability are of paramount importance, as they
are in real-time systems, performance improvement heuris-
tics such as index hashing can be detrimental—caches that
employ index hashing can exhibit pathological, worst-case
behavior [12]. Manufactures should give end-users the op-
tion of turning off index hashing.

Color assignment. The assignment of colors to tasks (un-
der consideration of blocking bounds) is a complex problem
that warrants further investigation. We note that the prob-
lem of assigning tasks to cache partitions is NP-hard [5],
so we did not attempt to solve the similar problem of col-
oring task pages optimally for the purposes of this paper.
In the version of this problem considered herein, it is as-
sumed that the number of replicas of a color that exist in
the locking protocol is equal to the number of cache ways.
However, in some situations it might make sense to relax
this assumption. For example, one could imagine a mixed-
criticality system where “low-criticality” colors are allowed
to be over-utilized in the worst case, i.e., low-criticality
tasks are permitted to incur a limited number of cache con-
flicts while executing.

Synchronization. The initial prototype system described
in this paper was developed assuming that tasks are inde-
pendent and do not access shared pages. In future work, we
intend to eliminate these restrictions. Of particular interest
is the interplay between synchronization protocols used to
protect ordinary shared resources and those used to man-
age cache lines. Although we have effectively treated entire
jobs as critical sections in this paper, in reality these are not
“real” critical sections, so the OS could force a lock release
on a job at any time. We intend to investigate the impact
this has on schedulability. Color locks can be allocated to
sub-jobs rather than full jobs to lessen lock holding times.
We have explored this possibility to a limited extent, but
job splitting strategies certainly warrant further investiga-
tion. At the other extreme, it might be desirable for certain
critical tasks to retain color locks across several job releases,
under certain system modes. We intend to investigate this as
well.

Other issues. We would like to perform additional studies
like the one in this paper in which scheduling other than P-
RM is assumed, and in which the coloring of all pages (not
just task data pages) is considered. We would also like to
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Figure 5: Average deadline miss ratio and average relative tardiness observed under each experimental configuration.

perform similar studies in which WCET values from timing
analysis tools are considered instead of observed WCETs.

6 Conclusion

In this paper, we have described a shared cache management
framework called $MANRT, the design of which is based
on the premise that shared cache lines are resources that
require synchronized access. We also presented experimen-
tal results obtained from an initial prototype of $MANTT
on a quad-core machine. These experiments indicate that
synchronized cache management can lessen WCETs, make
them more predictable, and positively impact schedulabil-
ity. This work motivates many future research directions,
which we have discussed as well.
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A Schedulability Study

In this appendix, we present additional experiments that
were conducted to assess the utility of $MANRT from a
schedulability perspective and to examine the tradeoff be-
tween improved WCETs enabled by $MANT and the in-
creased blocking that occurs as a result. In these exper-
iments, we generated HRT task systems to be scheduled
on the four-core system described in Sec. 3, with total uti-
lization U € {0.1,0.2,...,2.0}. These parameters were
inspired by avionics applications in which HRT, SRT, and
best-effort (BE) subsystems exist, where the HRT subsys-
tem is relatively small.> Within each task system, tasks
had either light (distributed uniformly between 0.001, and

5We have been told by multiple industry sources that the HRT subsys-
tem typically represents ar most 20% of the overall workload; on a four-
core machine, this translates to a total utilization of less than 1.0.
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Figure 6: Schedulability of task systems with $MANTT, and
without $MANRT but with execution costs inflated by a fac-
tor of S.

0.1), medium (distributed uniformly between 0.1 and 0.4),
or heavy (distributed uniformly between 0.5 and 0.9) uti-
lizations. All tasks in each generated task system were as-
sumed to have the same size cache footprint, which we var-
ied within {32, 64, 128, 256, 512, 1024, 2048, 2560, 3072,
4096, 6144, 8192}KB. We discuss here a few selected
graphs from this experimental design space to demonstrate
the benefits of $MANRT.

For each task system scheduled under $MANRT, we as-
signed colors by wrapping, similar to how wrapping is de-
scribed in Sec. 3. Replicas of colors are assigned to tasks
one at a time by iterating through the set of colors, and
wrapping, or reusing previous colors if need be. For each
color, blocks of 4, 8, and 16 replicas are assigned at a time
to an individual task. Tasks are colored in priority order,
and the colors of one task start where the previous task left
off until all tasks have been fully colored.

Note that for cache footprints less than 1/m of the cache
(2048KB for our cache of size 8096KB), the tasks may
be cache partitionable, while task systems with very large
cache footprints, analytically, are serialized on a single pro-
cessor. Fig. 6 plots schedulability—i.e., the fraction of gen-
erated task systems that were deemed schedulable—as a
function of total utilization for task systems in which all
tasks have a footprint of 2560KB, and thus the cache is not
partitionable. In this graph, the solid line shows the schedu-
lability of task systems scheduled with $MAN RT, while the
dashed lines show the schedulability of the same task sys-
tems after their execution costs have been inflated by a scal-
ing factor of S. This scaling factor represents the degree of
pessimism that multicore timing-analysis tools must incor-
porate into their analysis on account of shared caches. The
experiments presented earlier in Sec. 4 suggest that scaling
factors of three to eight or even greater may be seen in prac-
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Figure 7: Schedulability of task systems with and without
S$MANTT, with job and period slicing.

tice.

As seen in Fig. 6, the blocking caused by $MANT can
be detrimental from a schedulability perspective, even for
task systems that could be scheduled on a single core. How-
ever, there are a number of techniques that can be applied to
improve blocking bounds and improve schedulability. By
applying job slicing, i.e., by breaking each job into sub-
jobs, we can exploit the fact that a job’s execution is not
a true critical section. This in affect allows lower-priority
jobs to forfeit their colors to higher-priority jobs. While this
will force low-priority jobs to reload their cache when they
resume execution, this cost can be quantified and incorpo-
rated in schedulability analysis. Furthermore, uniprocessor
timing analysis is still possible, as the cache is isolated dur-
ing the duration of a sub-job.

In addition, period slicing, in which a job’s execution is
split across several smaller periods, can also be used to im-
prove blocking bounds. If all tasks have their periods sliced
such that their sub-periods are equal, and all sub-jobs re-
lease at the same time, then there can be no blocking on
tasks on a local processor. We applied both job slicing with
sub-jobs of length at most 2.5ms, and period slicing with
sub-periods of 25ms to task systems with the same prop-
erties as those in Fig. 6. As seen in Fig. 7, these tech-
niques can greatly reduce worst-case blocking and improve
schedulability. In this figure, schedulability under SMANTT
is commensurate with assuming a scaling factor of two (and
no cache isolation). As noted above, the experiments pre-
sented earlier in Sec. 4 suggest that scaling factors much
higher than two are likely relevant in practice. These re-
sults suggest that $MANT can have a profound affect on
the schedulability of multicore systems.

Supporting BE work. As noted earlier, in avionics sys-
tems (as well as many other applications), HRT work is of-
ten supported in conjunction with BE work. In such sys-
tems, the improved WCETs under $MANT allow systems
to complete more BE work, and do so in a more timely fash-
ion. $MANRT allows BE work to execute when HRT work
is blocked on cache locks. This can be supported by sim-
ply partitioning the HRT and BE subsystems in the cache so
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that the BE work does not have to contend for cache locks
with the HRT work.

To maximize the performance of the BE work, it is best
to have a large BE cache partition. This in turn reduces
the size of the HRT partition, and increases the amount of
blocking that HRT jobs experience. In our schedulability
experiments, we also investigated the schedulability of task
systems when the size of the HRT cache is restricted to dif-
ferent size cache partitions. An example graph from this
study is given in Fig. 8. In this graph, we consider the
schedulability of HRT subsystems (i.e., HRT task systems)
with total utilizations of {0.5,1.0,1.5,2.0}. In these ex-
periments, each task had a cache footprint of size 2048KB,
and each generated HRT task system was restricted to
{2048, 2064, . . .,8192}KB of the 8192KB cache. In this
figure, we can see that HRT task systems with smaller uti-
lization can be scheduled in smaller cache partitions, leav-
ing more of the cache available for BE work. Note that,
when the size of the HRT cache partition is large enough to
enable cache partitioning to be applied to HRT tasks within
that partition, there is no blocking. However, many scenar-
ios occurred in our experiments in which HRT cache parti-
tioning was not possible and color locks had to be utilized
to obtain a schedulable system.
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