IP Covert Timing Channels:
 Design and Detection
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Qutline

® VWhat are covert channels!?

o Informatlon hldlng and subllmlnal channels |
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The Prisoners’ Problem

s Escape!
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® Alice and Bob may communicate
® Warden watches all communications
® |f he suspects secret communication or

any plans to escape,Alice and Bob will be
placed in solitary confinement



Covert Channels

® A means of communication between two
processes that are not permitted to
communicate, but do so anyway

® usually done a few bits at a time

® usually exploits a shared resource or
medium

® traditionally classified as storage-based or
timing-based



Most Important

® Covert channels require COVER




Storage Timing

Information conveyed
by writing or abstaining
from writing

Information conveyed
by the timing of events

Clock not needed Receiver needs clock




The Disk-arm Channel

® A covert channel involving the placement of
the arm of a shared disk-drive in KVM-370

(1979)

® |nvolves a shared disk drive with adjacent
cylinders shared for read-access by two

virtual machines

|. HIGH operates with high secrecy level

2. LOW operates with low secrecy level






An Analysis of Covert
Timing Channels (1991)

® Presents a variant that requires no external
clock

® Variant channel characterized through the
order of events

® Suggests new model: storage-nature and
timing-nature

® The usefulness of this distinction is
questionable



The Disk-arm Variant

LOW HIGH
Read @ 55




The Disk-arm Variant

LOW HIGH




The Disk-arm Variant

LOW HIGH

to send 0: Read @ 53
to send |:Read @ 57




The Disk-arm Variant

LOW HIGH

to send 0: Read @ 53
to send |:Read @ 57




The Disk-arm Variant

LOW HIGH
{Read @ 52, Read @ 58}




The Disk-arm Variant

LOW HIGH

Read @ 52 finished first
HIGH sent O




Information Hiding

® Parties are allowed to communicate with
the exception that content is:

® censored
® restricted to certain subjects

® e.g,hiding a message in the lowest order
pixel bits of an image

® referred to formally as steganography
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Subliminal Channels

® |ntroduced by the crypto community to
circumvent US regulations (G ] Simmons)

® demonstrated channel using ElGamal and
Schnorr signature schemes (EUROCRYPT ‘84)

® e.g.,signal a bit by choosing one of two keys to
sigh a message



Where is this relevant?

® The use of covert channels is relevant in
organizations that:

o restrlct the use of encryptlon in thelr |
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Security Paradox!?

® Otherwise strong security policies can be
circumvented by covert methods

e ) Shlould we focus our attentlon towards
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Network Covert

Channels

® |nformation hiding
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Taxonomy

® Network covert channels can be

o Storage based
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® Each of the above categories constitute a
dimension of data

o Informatlon hldlng in packet payload is
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Aside: Steganography

° Steganography differs from covert channels
.m areas of
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Storage-based

® |nformation is leaked by hiding data in
packet header fields
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IP Header

Ver OS Length
n Offset
TTL Chegksum

Source |IP
Destination |P
Options
Data

*a limited number of options exist for
these types of channels



Timing-based
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Time

Sender Receiver




Frequency-based

® |nformation is encoded over many channels
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Frequency-based
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Protocol-based




Threats to covert
communication

St
bl B Discovery

® Channel completely compromised
® Detection
® Existence of particular channel is known

® Prevention Mechanisms

® Proxy processing and delay added

Weak

33



Traditional Detection
M ERINIR

® All detection is done through statistical
methods

® Storage-based

® Data analysis

® Time-basec
® Time analysis
® Frequency-based

® Flow analysis
34
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Flow Analysis

1 packet

H packet

[l packet

[l packet

2 packets

L 2 packets
IZ packets

|2 packets

E] packet flow

59256 packets
15828 packets
28259 packets
7550 packets
50674 packets

12162 packets

42592 packets

11061 packets

Packet Flow

# of Packets

% Packets

(4,3)

42592

27%

(12,11)

59256

33%

(8,7)

50674

25%

28259

15%

600

seconds




Pitfall: Randomness

® |n Covert Messaging Through TCP Timestamps
[PET 2002] the authors use the low order bits

of the TCP timestamp field to hide data

® The authors encrypt their data before
transmission to make the bits appear
random

® Oops, low order bits of TCP timestamp
aren’t cryptographically random [Defcon 10]

36



Implementation Pitfalls

® Synchronization and a priori setup

o Error-correctlon
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The CBS Channel
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SENDER

RECEIVER

MESSAGE

We shall not spend
a large expense of
time Before we
reckon with your
several loves,
And make us even
with you. My
thanes and
kinsmen,
Henceforth be
earls, the first that
ever Scotland
In such an honour
named. What's
more to do,
Which would be
planted newly with
the time,

As calling home
our exiled friends
abroad
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MESSAGE

We shall not spend
a large expense of
time Before we
reckon with your
several loves,
And make us even
with you. My
thanes and
kinsmen,
Henceforth be
earls, the first that
ever Scotland
In such an honour
named. What's
more to do,
Which would be
planted newly with
the time,

As calling home
our exiled friends
abroad
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The CBS Channel (2)

- ® Regquires a priori knowledge for start event
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Performance Factors

® The following issues become important
durlng |mplementat|on of the CBS channel gt

.
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Determining the Time
Interval

® [he bandwidth of the covert channel is
limited by:

|. the processing speed of the hosts and
network availability (upper bound)

2. the length of the timing interval (lower
bound)

® The goal is to have the smallest timing
interval possible while retaining accuracy

42



Synchronization

2 bit flip translation




Synchronization (2)

® Start of frame (SOF)

® realigns clock synchronization between
sender and receiver every few words e
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Interval Adjusting

® An additional mechanism to keep data
intervals synchronized

® Receiver computes delta as difference
between packet arrival time and expected

arrival time
® Receiver adjusts timing interval by delta

® Only works if delta is < 50% timing
interval
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Evaluation of CBS Channel

® Accuracy of channel is based on edit distance
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Purdue

RTT = 31.5 msec
~12 hops

Georgetown
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Timing interval vs. Accuracy

98% accuracy
data at 16.5 bps
~ 1.8 cps (ASCII)

005
Timing interval (sec)

——k=0 —# k=25 ——k=10




Effect of Network
Conditions

® Channel run over congested network with
high RTT variance

® congestion lowers the accuracy
® |esson:

® “ . interval must be increased to retain
accuracy during periods of high congestion™
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Detecting IP Covert
Timing Channels




Detecting IP Covert
Tlmlng Channels
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Detecting IP Covert
Timing Channels (2)

Covert channel inter-arrival times (sorted)
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Methods for Detecting

Regularity in Inter-arrival
(IA) Times

® A sample size of 2000 packets is used in
these experiments

® Measure |:examine patterns in variance

® Measure 2: €-Similarity between adjacent
inter-arrival times

53



Patterns in Variance

|. Divide traffic into adjacent windows of size
w packets

2. V window i compute stdev O; of IA times

3. Calculate pairwise differences between O
and gj for all i <

4. Calculate the stdev of the pairwise
differences from (3), this is the metric of
regularity

54



reqularity= STDEV ( Ia?’ 73 1< g, Vi, j)




€-Similarity between
adjacent |A times

|. Using sorted |IA times, compute the relative
difference between consecutive points

® |Pi - Pi+|/Pi for each point P; and Pi+/

2. €-Similarity is then computed as the
percentage of relative differences less than €

® The pairwise difference is large only for
jumps in the step function

56



Covert channel inter-arrival times (percent differences)
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Empirical Evaluation of
the Detection Metrics

® [hree covert channels are used to test the
efficacy of the aforementioned detection
metrics

|. A simple timing channel

2. A timing channel with a varied time
interval

3. A timing channel with manufactured noise

58



® What is the false negative rate for these
methods in:

. ~covert channels7
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Data Sets

e ‘99 DARPA data set
® Telnet and HTTP traffic




Variance Patterns for
Simple Channel

Application

NZIX-II | WWW
NZIX-II | FTPD
NZIX-II TELNET
NZIX-II | UDP

DARPA WWW 21.59 62.32
DARPA TELNET 17.70 52.21

— [CoverrI | 918 463

Table 1: Regularity of NZIX-II, DARPA, and covert
traffic with windows of size 250 and 100.




€-Similarity for Simple
Channel

Similarity (NZIX-II) Similarity (DARPA)

Similarity score (x100)
Similarity score (x100)

covert
udp

www

Www

telnet telnet




® 40% of the covert traffic has difference of
less than € = 0.005

® |ess than |15% of the non-covert traffic
matches this difference
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Varying the Time Interval
(GLELLEIRIY




Varying the Time
Interval (Channel Il)

® |[ftis larger than w, we can no longer
compare the variance of windows (measure
|) to discover the channel

® Even if t is much smaller than w, the
variance between each window would be
similar

W W w w W
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€-Similarity for Channel Il

e-Similarity Score
Method t . . . . .

Sequential

Random 250 36 51 48 02 | 53. 47 68 30 76 20 | 90. 49 9 51
10 | 35.21 | 46.88 | 52.55 | 68.29 | 75.67 | 90.28 9.72

Original | | 8002 | 52.83 | 5858 | 72.70 | 79.74 | 01.85 | 8.15_

Table 2: e-Similarity scores for Covert Channel II. For each window of ¢ packets, the interval is selected to
be from the set (0.04, 0.06, 0.08). Results are shown for both selection methods (Sequential and Random)
and for the original covert channel that employs a single interval (0.04).

€-Similarity metric is robust for detecting channel |



Introducing Irregularity
(GLELLEIRI

® |nsert portions of |A times from a non-
covert traffic stream of the same cover type

® e.g,if channel is run over port 80, use
WWW traffic to inject noise at random
blocks

® Measure | fails because windows are no
longer comparable

® Measure 2 succeeds in distinguishing the
channel

67



€-Similarity for Channel Il

Noise | Type of e-Similarity Score
Level | Noise 0.01 0.02 | 0.03
0% 58.58 | 72.79 | 79.74
10% | WWW 52.67 | 66.46 | 73.39
10% | FTPp 51.30 | 64.89 | 71.45
10% | TELNET 51.14 | 64.29 | 70.70
25% | WWW 44.45 | 58.96 | 65.76
25% | FTPD 44.43 | 56.88 | 63.14
25% | TELNET 42.61 | 54.12 | 60.04
50% | WWW 40.33 | 53.15 | 59.52
50% | FTPD 35.60 | 46.35 | 52.39
50% | TELNET 33.31 | 42.47 | 47.72
Non-covert Traffic
WWW 14.96 | 23.76 | 28.70
TELNET 12.04 | 18.69 | 23.65
FTPD 15.19 | 25.36 | 33.20

Table 3: e-Similarity scores with different classes and levels of noise.




Automatic Detection of |P
Covert Timing Channels

® Choose a threshold for each value of €

® values below € are generated by covert
hiile

® threshold value is initialized by some
number of training flows
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False Positives in
Automatic Detection

WWW | Threshold Cov-III(10%) | Cov-III(25%) | Cov-ITI(50%)

Threshold Cov-TI1( 10% Cov-ITI(25%) | Cov-ITI(50%)

Table 4: False positive (FP) and false negative (FN) rates for covert channel detection.

What about false negatives?



What have the authors told us?

® High bandwidth, undetectable covert
channels are hard to make

® as we reduce the bandwidth of our
channel, we reduce the observability of
the channel by statistical means

® \We'll discuss our own conclusions
tomorrow
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Proposed Future Work

® Add error-correction

® Develop better synchronization techniques
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