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Understanding the model
Audit Agency

Server S

Client Machines C

P(C,y)

P(x,y)

P(C,S||t)
P(0,S||t)

Change in communication pattern

Scheme requires additional 
computation



Recall Turnover
� Say you expect a particular client to visit again after c

time frames

� Audit agency
� Random challenge t from domain of size ck

� Hash function h, range ck

� Server should find gr iP(C)such that h(gr iP(C))= t

� gr i is a future challenge



Multiple Client Visits not counted? 

� Same or different time frames?

� Turnover
�Measures client loyalty across different time 

frames

�Can trace client visits to different servers in same 
time frame



Turnover vs Privacy 
� Turnover breaks privacy

� C is client that visits server S in time frame i 
� t=h(gr iP(C))

� S sends gr iP(C) to audit agency 

� Audit agency
� Use same challenge t with other servers 
� Trace C’s visits in time frame i



One Fix  ???(Footnote 7)

� Universal One Way Hash Function h

� Challenge t will be of form h(x)

� Send x andt to servers

� Server replies with gr iP(C)

� t=h(gr iP(C))

�gr iP(C) ≠ x

� Essentially finding collisions?



Interpolation in exponent

� Sharing polynomial

� Lagrange Interpolation



Interpolation in the exponent



Polynomial Security

� n corrupt clients
� m corrupt servers
� T time frames 
� Corrupt clients information: nd evaluations
� Corrupt servers information: mkTevaluations 
� nmTevaluations overlap 
� nd+mkT-nmT < kd
� T < kd-nd

mk-nm



Attack



Robustness trick

� “I liked the robustness trick”☺

� Is it really a secure trick??



Provably Secure Metering Scheme
[Ogata and Kurosawa, Asiacrypt, 2000]

� Attack – 2 colluding clients can prevent server 
from constructing a valid proof

� Present provably secure metering schemes



Security Goals
� Security for servers

�Server should be able to compute a valid proof in 
presence of corrupt clients

� Security for audit agency
�<k clients visit , server should not be able to 

compute proof

� Security for servers violated in Pinkas and 
Naor paper



Quick Recap
� Audit Agency

� P(x,y) 
� degree k-1 in x, degree d-1 in y

�A(x,y)
� degree a in x , degree b in y

�B(y)
� degree b in y

�V(x,y) = A(x,y)P(x,y)+B(y)

k – Client visits
d – Time frames



Quick Recap ..

Client Machines

Audit Agency

V(Ci,y),P(Ci,y)

P(Ci,Sj||t),V(Ci,Sj||t)

Ci

A(x,Sj||t),B(Sj||t)
1≤t≤T

V(Ci,Sj||t) = A(Ci,Sj||t)P(Ci,Sj||t)+B(Sj||t)

Server Sj



The Attack
� Say you are trying to trick server Sj in some 

time frame t

� Clients C0, C1

�P(C0,Sj||t) = 0

�P(C1,Sj||t) ≠ 0

� Clients can collude and compute 
�B(Sj||t), A(C1,Sj||t)



Attack

For C0:

V(C0,Sj||t) = A(C0,Sj||t)P(C0,Sj||t)+B(Sj||t) 
= A(C0,Sj||t) (0) + B(Sj||t)

= B(Sj||t)



Attack
For C1:

� V(C1,Sj||t) = A(C1,Sj||t)P(C1,Sj||t)+B(Sj||t) 

� A(C1,Sj||t) = V(C1,Sj||t)-B(Sj||t)

P(C1,Sj||t)

= V(C1,Sj||t)-V(C0,Sj||t)   

P(C1,Sj||t)

Use value 
from C0



Attack …

� C1 computes (P’,V’)
�P’≠ P(C1,Sj||t)

�V’= A(C1,Sj||t)P’+ B(Sj||t)

� Sj will accept incorrect (P’,V’)



Issues and Extensions 



Issues

� Fixed k can lead to a disaster!!! 

� Doesn’t count accurately?? 

� Their scheme does not look like sampling
�Audit agency to interact with each client before

Is that the only aspect???



Right popularity metric?
� Consider how many clients visited in a time 

frame
� Multiple visits from same client to same server 

in given time frame 
�What happens to anonymity?

� Duration of client visit 
�Tied to Content



Issues and Extensions

� Model Broken

� Using metering for SPAM



Micro payment Schemes

� A micro-payment scheme encouraging 
collaboration in multi-hop cellular networks
� [Jakobssonet. al. Financial Crypto 2003] 



Distributed Metering

� Service is provided by multiple servers 

� Collective popularity

� Audio/Video streaming



Metering an Outsourced service

� Would the model remain the same?

� How would it change?



Real World



Search Engine Market

Source: http://www.completecents.com/public/marketing/free_traffic.htm



Google AdSense – Security?



Google AdWords

� Prohibited Uses. You shall not, and shall not authorize any 
party to: (a) generate automated, fraudulent or otherwise 
invalid impressions or clicks; ….

� Disclaimer and Limitation of Liability. GOOGLE 
DISCLAIMS ALL WARRANTIES, EXPRESS OR 
IMPLIED, INCLUDING WITHOUT LIMITATION FOR 
NONINFRINGEMENT, MERCHANTABILITY AND 
FITNESS FOR ANY PURPOSE. Google disclaims all 
guarantees regarding positioning or the levels or timing of: (i)
costs per click, (ii) click through rates …



Other Directions



Applying General Access Structure  to Metering 
Schemes [Nikov et. al. WCC’03, Cryptology Eprint 2002]

� Assumptions in threshold schemes
�Uniformly distributed trust over players 

�Subset of players of certain cardinality is equally 
likely or unlikely to cheat

�Audit agency deals with servers

� In practice servers are owned by different companies



Basic Aspects
� General access structure on players

� Qualified and Forbidden client subsets

� Focus on general linear secret sharing

� Realize their access structures using monotone 
span programs



Thank you ☺


