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PACKET FILTERS
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Packet Filter

Def’n: IP packets are compared to a set of rules and either 

allowed, dropped, or rejected
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Filtering Rules

● TCP/IP header fields

● IP header protocol

● Packet size, flags

● Application protocol

● User ID

● Network activity
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Packet Filters

Positive: 

Default Deny

Negative: Default 

Allow
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Packet Filters

Stateless Stateful
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Packet Filters

Shallow View Deep View
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Firewall Limitations

● reliance on topology

● untrustworthy insiders

● tunneling

● encrypted content
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Rule Direction Src Addr Dest 

Addr

Protocol Dest 

Port

Action

A In External Internal TCP 25 Allow

B Out Internal External TCP >1023 Allow

C Out Internal External TCP 25 Allow

D In External Internal TCP >1023 Allow

E Either Any Any Any Any Deny

An Example Packet Filter

Building Internet Firewalls: Internet and Web Security, by Elizabeth D. Zwicky, Simon Cooper, D. Brent Chapman, ch. 8.

SMTP, or Simple Mail Transfer 

Protocol. Listens on Port 25

https://www.google.com/search?client=safari&sca_esv=d9f24a9a5aa894d8&rls=en&q=Simple+Mail+Transfer+Protocol&sa=X&ved=2ahUKEwia5oz3uriQAxU-FlkFHdJzDz8QxccNegQIVRAB&mstk=AUtExfDwEaIZ1x2CmqKcJWTD2fO3qLwftzlPXiZ3kW9wL73Cw16VXzRjm3chhN6oOpIkSbAGugdoNL5Pd2jpIHchJprKs_wqgJS0OKTfYHOeru6Azgl3cUCYsR6MVqC8Mix_FP4&csui=3
https://www.google.com/search?client=safari&sca_esv=d9f24a9a5aa894d8&rls=en&q=Simple+Mail+Transfer+Protocol&sa=X&ved=2ahUKEwia5oz3uriQAxU-FlkFHdJzDz8QxccNegQIVRAB&mstk=AUtExfDwEaIZ1x2CmqKcJWTD2fO3qLwftzlPXiZ3kW9wL73Cw16VXzRjm3chhN6oOpIkSbAGugdoNL5Pd2jpIHchJprKs_wqgJS0OKTfYHOeru6Azgl3cUCYsR6MVqC8Mix_FP4&csui=3
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Rule Direction Src Addr Dest 

Addr

Protocol Dest 

Port

Action

A In External Internal TCP 25 Allow

B Out Internal External TCP >1023 Allow

C Out Internal External TCP 25 Allow

D In External Internal TCP >1023 Allow

E Either Any Any Any Any Deny

Building Internet Firewalls: Internet and Web Security, by Elizabeth D. Zwicky, Simon Cooper, D. Brent Chapman, ch. 8.

An Example Packet Filter People inside the organization can 

receive mail!



Rule Direction Src Addr Dest 

Addr

Protocol Dest 

Port

Action

A In External Internal TCP 25 Allow

B Out Internal External TCP >1023 Allow

C Out Internal External TCP 25 Allow

D In External Internal TCP >1023 Allow

E Either Any Any Any Any Deny

11Building Internet Firewalls: Internet and Web Security, by Elizabeth D. Zwicky, Simon Cooper, D. Brent Chapman, ch. 8.

An Example Packet Filter People inside the organization can 

send mail!
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Rule Direction Src Addr Dest 

Addr

Protocol Dest 

Port

Action

A In External Internal TCP 25 Allow

B Out Internal External TCP >1023 Allow

C Out Internal External TCP 25 Allow

D In External Internal TCP >1023 Allow

E Either Any Any Any Any Deny

Building Internet Firewalls: Internet and Web Security, by Elizabeth D. Zwicky, Simon Cooper, D. Brent Chapman, ch. 8.

An Example Packet Filter Default deny!
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121.12.1.2 222.22.2.2

Someone somewhere on the internet 

is sending email to someone inside 

the organization



Rule Dir Src Addr Dest Addr Protocol Dest 

Port

Action

A In External Internal TCP 25 Allow

B Out Internal External TCP >1023 Allow

C Out Internal External TCP 25 Allow

D In External Internal TCP >1023 Allow

E Either Any Any Any Any Deny

Building Internet Firewalls: Internet and Web Security, by Elizabeth D. Zwicky, Simon Cooper, D. Brent Chapman, ch. 8.

Packet Direction Src Dest Protocol Dest Port Action 

(rule)

1 In 121.12.1.2 222.2.2.2 TCP 25 Allow (A)

2 Out 222.2.2.2 121.12.1.2 TCP 5150 Allow (B)
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121.12.1.2 222.22.2.2

Now someone inside the organization 

is sending mail to someone 

somewhere on the internet.



Rule Dir Src Addr Dest Addr Protocol Dest 

Port

Action

A In External Internal TCP 25 Allow

B Out Internal External TCP >1023 Allow

C Out Internal External TCP 25 Allow

D In External Internal TCP >1023 Allow

E Either Any Any Any Any Deny

Building Internet Firewalls: Internet and Web Security, by Elizabeth D. Zwicky, Simon Cooper, D. Brent Chapman, ch. 8.

Packet Direction Src Dest Protocol Dest Port Action 

(rule)

3 Out 222.22.2.2 121.12.1.2 TCP 25 Allow (C)

4 In 121.12.1.2 222.22.2.2 TCP 5150 Allow (D)
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121.12.1.2 222.22.2.2

Attacker now sending message to 

oragnization



Rule Dir Src Addr Dest Addr Protocol Dest 

Port

Action

A In External Internal TCP 25 Permit

B Out Internal External TCP >1023 Permit

C Out Internal External TCP 25 Permit

D In External Internal TCP >1023 Permit

E Either Any Any Any Any Deny

Packet Direction Src Dest Protocol Dest Port Action 

(rule)

1 In 121.12.1.2 222.2.2.2 TCP 8080 Allow (D)

2 Out 222.2.2.2 121.12.1.2 TCP 5150 Allow (B)

Attacker starts web 

proxy server on port 

8080… packet filter 

allows this 

connection! 

18



Rule Dir Src Addr Dest Addr Protocol Dest 

Port

Action

A In External Internal TCP 25 Permit

B Out Internal External TCP >1023 Permit

C Out Internal External TCP 25 Permit

D In External Internal TCP >1023 Permit

E Either Any Any Any Any Deny

Packet Direction Src Dest Protocol Dest Port Action 

(rule)

1 In 121.12.1.2 222.2.2.2 TCP 8080 Allow (D)

2 Out 222.2.2.2 121.12.1.2 TCP 5150 Allow (B)

Attacker starts web 

proxy server on port 

8080… packet filter 

allows this 

connection! 

The packet filter assumed rules A and B would be 

used together and rules C and D would be used 

together. 

An attacker is not bound by any such assumption and 

here, the TCP connection is making use of rules D and 

B together.
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Updated Packet Filter

Building Internet Firewalls: Internet and Web Security, by Elizabeth D. Zwicky, Simon Cooper, D. Brent Chapman, ch. 8.

Rule Dir Src Addr Dest 

Addr

Prot Src Port Dest 

Port

Action

A In External Internal TCP > 1023 25 Allow

B Out Internal External TCP 25 > 

1023

Allow

C Out Internal External TCP > 1023 25 Allow

D In External Internal TCP 25 > 

1023

Allow

E Either Any Any Any Any Any Deny
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Rule Dir Src Addr Dest Addr Prot Src Port Dest 

Port

Action

A In External Internal TCP > 1023 25 Allow

B Out Internal External TCP 25 > 1023 Allow

C Out Internal External TCP > 1023 25 Allow

D In External Internal TCP 25 > 1023 Allow

E Either Any Any Any Any Any Deny

Packet Dir Src Addr Dest Addr Prot Src Port Dest Port Action (rule)

1 In 121.12.1.2 222.2.2.2 TCP 5150 8080 Deny (E)

2 Out 222.2.2.2 121.12.1.2 TCP 8080 5150 Deny (E)
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Rule Dir Src Addr Dest Addr Prot Src Port Dest 

Port

Action

A In External Internal TCP > 1023 25 Allow

B Out Internal External TCP 25 > 1023 Allow

C Out Internal External TCP > 1023 25 Allow

D In External Internal TCP 25 > 1023 Allow

E Either Any Any Any Any Any Deny

Packet Dir Src Addr Dest Addr Prot Src Port Dest Port Action (rule)

1 In 121.12.1.2 222.2.2.2 TCP 25 8080 Allow (D)

2 Out 222.2.2.2 121.12.1.2 TCP 8080 25 Allow (C)

Another attacker: starts 

communication from SMTP 

server and gets response 

from proxy server!
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Rule Dir Src Addr Dest Addr Prot Src Port Dest 

Port

Action

A In External Internal TCP > 1023 25 Allow

B Out Internal External TCP 25 > 1023 Allow

C Out Internal External TCP > 1023 25 Allow

D In External Internal TCP 25 > 1023 Allow

E Either Any Any Any Any Any Deny

Packet Dir Src Addr Dest Addr Prot Src Port Dest Port Action (rule)

1 In 121.12.1.2 222.2.2.2 TCP 25 8080 Allow (D)

2 Out 222.2.2.2 121.12.1.2 TCP 8080 25 Allow (C)

Another attacker: starts 

communication from SMTP 

server and gets response 

from proxy server!

There is some implicit ordering in the rules. The 

expectation is that rule C will be applied first -- to an 

outgoing packet initiating a connection -- and then rule 

D would be applied to the resulting response packets.

That ordering is not enforced and in this attack, it is rule 

D that gets applied first to an incoming packet initiating 

a connection
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Rule Dir Src Addr Dest Addr Prot Src Port Dest 

Port

ACK 

Set

Action

A In External Internal TCP > 1023 25 Any Allow

B Out Internal External TCP 25 > 1023 Yes Allow

C Out Internal External TCP > 1023 25 Any Allow

D In External Internal TCP 25 > 1023 Yes Allow

E Either Any Any Any Any Any Any Deny

Packet Dir Src Addr Dest Addr Prot Src Port Dest 

Port

ACK 

Set

Action 

(rule)

1 In 121.12.1.

2

222.2.2.2 TCP 25 8080 No Deny (E)

The ACK flag is only set 

in response to another 

message. Including it in 

the rules stops this 

attack. 
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Rule Dir Src Addr Dest Addr Prot Src Port Dest 

Port

ACK 

Set

Action

A In External Internal TCP > 1023 25 Any Allow

B Out Internal External TCP 25 > 1023 Yes Allow

C Out Internal External TCP > 1023 25 Any Allow

D In External Internal TCP 25 > 1023 Yes Allow

E Either Any Any Any Any Any Any Deny

Packet Dir Src Addr Dest Addr Prot Src Port Dest 

Port

ACK 

Set

Action 

(rule)

1 In 121.12.1.

2 (ext)

222.2.2.2 

(int)

TCP 25 8080 Yes ?? (?)

Building Internet Firewalls: Internet and Web Security, by Elizabeth D. Zwicky, Simon Cooper, D. Brent Chapman, ch. 8.
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Rule Dir Src Addr Dest Addr Prot Src Port Dest 

Port

ACK 

Set

Action

A In External Internal TCP > 1023 25 Any Allow

B Out Internal External TCP 25 > 1023 Yes Allow

C Out Internal External TCP > 1023 25 Any Allow

D In External Internal TCP 25 > 1023 Yes Allow

E Either Any Any Any Any Any Any Deny

Packet Dir Src Addr Dest Addr Prot Src Port Dest 

Port

ACK 

Set

Action 

(rule)

2 In 121.12.1.

2 (ext)

222.2.2.2 

(int)

TCP 5051 25 Yes ?? (?)

Building Internet Firewalls: Internet and Web Security, by Elizabeth D. Zwicky, Simon Cooper, D. Brent Chapman, ch. 8.
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Rule Dir Src Addr Dest Addr Prot Src Port Dest 

Port

ACK 

Set

Action

A In External Internal TCP > 1023 25 Any Allow

B Out Internal External TCP 25 > 1023 Yes Allow

C Out Internal External TCP > 1023 25 Any Allow

D In External Internal TCP 25 > 1023 Yes Allow

E Either Any Any Any Any Any Any Deny

Packet Dir Src Addr Dest Addr Prot Src Port Dest Port ACK Set Action 

(rule)

3 In 121.12.1.

2 (ext)

222.2.2.2 

(int)

TCP 25 5055 Yes ?? (?)

Building Internet Firewalls: Internet and Web Security, by Elizabeth D. Zwicky, Simon Cooper, D. Brent Chapman, ch. 8.



Problem: 
packet filters have an 
imperfect view
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Signature-Based Filters

Def’n: a packet filter that inspects the packet payload to find 

patterns of known attacks

E.g., look for “root”; look for “/etc/passwd”
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External Network Internal Network
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…“root”...



External Network Internal Network
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IP Header | TCP Header | “....root…”



Attack
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“… ro”
1

.

2

.

“ot …”



Attack
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Fix: Track sequences of packets

Downside…. Have to track more state.

“… ro”

“ot …”

1

.

2

.



Attack
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“ot …”

“… ro”

2

.

1

.

Attacker can easily ensure segments sent 

out of order.
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TTL=25  “r”

TTL=19  “i”

TTL=25  “o”

TTL=19  “p”

TTL=25  “o”

TTL=25  “t”

r

o

o

t

Another Attack
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“ot …”

“… ro”

1

.

2

.

Fix: Reassemble the TCP stream
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