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The World Wide Web Consortium's Platform for Privacy Preferences Project (P3P) has been designed to allow web sites to express their privacy practices in a standard machine-readable (XML) format. This should enable the development of web browsers and other user agent tools that can automatically search for a site's privacy policy, interpret it, and take appropriate actions on a user's behalf (such as displaying symbols, generating prompts, enabling or disabling automatic form-filling, etc.).

How does P3P work? Why has it taken three years to develop P3P? Why is it not done yet?  Will P3P really help people protect their privacy? And what other tools are out there that can increase online privacy? In this talk I will discuss current online privacy issues and describe P3P, anonymity tools, and other projects that have been designed to address these issues. I will also talk about how standards get has led to the development of P3P.

Lorrie Faith Cranor is a Senior Technical Staff Member in the Secure Systems Research Department at AT&T Labs-Research Shannon Laboratory in Florham Park, New Jersey. She is chair of the Platform for Privacy Preferences Project (P3P) Specification Working Group and co-chair of the P3P Interest Group at the World Wide Web Consortium. Her research has focused on a variety of areas where technology and policy issues interact, including online privacy, electronic voting, and spam.  She received her doctorate degree in Engineering & Policy from Washington University in St. Louis in 1996.  While in graduate school she helped found Crossroads, the ACM Student Magazine, and served as the publication's editor-in-chief for two years.  Dr. Cranor is chair of the Tenth Conference on Computers Freedom and Privacy (CFP2000). She is frequently invited to speak about online privacy, and in 1998 Internet Magazine named her an unsung hero of the Internet for her work on P3P. Dr. Cranor plays the tenor saxophone in the Chatham Community Band. She also spends much of her free time designing and creating quilts. 
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